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Abstract

In 2014 the Chinese State Council announced the establishment of a nationwide
comprehensive social credit system. Western narratives often describe the initiative
as a technologically enhanced tool of autocratic control for scoring people. Yet, as the
paper aims to show, similar accounts are tainted by several misunderstandings which
perpetuate Western orientalist postures towards Chinese law.

For the purpose of comparatively assessing the Chinese social credit system, the paper
analyses the pilot programs set up to monitor people and enterprises’ behaviour by
twenty-eight Chinese cities. The analysis will demonstrate that these pilot programs
rely on low-tech methodologies, have limited strings attached, and are based on a
relatively transparent legal framework. From a comparative perspective, our findings
suggest that Chinese cities’ experiments raise problems that are similar to those posed

by measurement practices widely employed in the West.
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1 Introduction

Since the publication in 2014 of the Chinese State Council’s ‘Notice concern-
ing Issuance of the Planning Outline for the Construction of a Social Credit
System (2014—2020)’! Western media and scholarship have devoted consider-
able attention to what they have described as the establishment of a techno-
logically enhanced system for scoring of compliance by people and enterprises
with required legal and social behaviour.

Relying upon experiences such as the measures of video-surveillance,
facial recognition and bio-metric data collection implemented in the prov-
ince of Xinjiang,2 Western newspapers and scholarly literature often depict
the Chinese ‘social credit system’ (SCS) as a mechanism relying on proprietary
algorithms, artificial intelligence and massive data harvesting to establish a
total surveillance society.® “China’s movement toward algorithmic processes
involving feedback loops and automated decision-making” is thus defined as

1 Chinese State Council, Notice concerning Issuance of the Planning Outline for the
Construction of a Social Credit System (2014—2020), 14 June 2020, chinacopyrightandmedia.
wordpress.com/2014/06/14/planning-outline-for-the-construction-of-a-social-credit-
system-2014—2020/ (English translation) (all the online materials here in cited were
retrieved on June 15, 2020).

2 Cf'W. Callahan, Sensible Politics. Visualizing International Relations (New York: OUP, 2020),
288-289; N. Loubere and S. Brehm, ‘The Global Age of Algorithm: Social Credit and the
Financialisation of Governance in China, in I. Franceschini, N. Loubere, K. Lin, E. Nessosi,
A.Pia, C. Sorace (eds), Dog Days. Made in China Yearbook 2018 (Canberra: ANU Press, 2019),
146-147; Trivium China, Understanding China’s Social Credit System. Trivium China Special
Report, 23 September 2019, socialcredit.triviumchina.com/wp-content/uploads/2019/09/
Understanding-Chinas-Social-Credit-System-Trivium-China-20190923.pdf; S. Mistreanu,
‘Fears about China’s social-credit system are probably overblown, but it will still be
chilling, Washington Post, 8 March 2019, www.washingtonpost.com/opinions/2019/03/08/
fears-about-chinas-social-credit-system-are-probably-overblown-it-will-still-be-chilling/.

3 See J. Black, ‘The red and the black: China’s social credit experiment as a total test
environment, British Journal of Sociology 71 (2020) 489—502; V.Q. Nguyen, S. Lafrance, H.H.
Ngoc, H.A. Nguyen, ‘Legal and Social Challenges Posed by the Social Credit System in China),
International Journal of Innovation, Creativity and Change 14(5) (2020) 413—428; J. Réawel,
‘Reputation as a Mechanism for Coping with the Contingency of Social Addressing) Swiss

Journal of Sociology 46 (2020) 154-161; E. Timofeeva, ‘The Transition to a Digital Society in
the People’s Republic of China (Development and Implementation of the Social Credit
Score System), in S. Ashmarina, A. Mesquita, M. Vochozka (eds), Digital Transformation
of the Economy: Challenges, Trends and New Opportunities (Cham: Springer, 2020), 103-110;
P. Filippi, ‘The Social Credit System as a New Regulatory Approach: From ‘Code-Based’ to
‘Market- Based’ Regulation”, EUI Working Paper RSCAS 94 (2019) 25—-28; W. Reijers, ‘How to
Make ‘The Perfect’ Citizen, EUI Working Paper RSCAS 94 (2019) 1—4; ]. Weaver, ‘Everything
Is Not Terminator: Is China’s Social Credit System the Future?, Journal of Robotics, Artificial
Intelligence & Law 2 (2019) 445-451; F. Lagioia and G. Sartor, ‘Scoring Systems: Levels of



“troubling from both a scientific and human rights perspective”.* Claims that
“the Chinese government is preparing a more sweeping version that could
combine the social credit scoring with Al-enabled tools like facial-recognition

Abstraction, EUI Working Paper RSCAS 94 (2019) 36—38; X. Qiang, ‘The Road to Digital
Unfreedom: President Xi's Surveillance State), Journal of Democracy 30(1) (2019) 53-67;
C. Lee, ‘Datafication, dataveillance, and the social credit system as China’s new normal
Online Information Review 43(6) (2019) 952—970; C. Campbell, ‘How China Is Using “Social
Credit Scores” to Reward and Punish Its Citizens, Time, 16 January 2019, https://time.
com/collection/davos-2019/5502592/china-social-credit-score/; S.W. Mosher, ‘China’s New
‘Social Credit System’ Is a Dystopian Nightmare), New York Post, 18 May 2019, https://nypost.
com/2019/05/18/chinas-new-social-credit-system-turns-orwells-1984-into-reality/; Frank
Pasquale, ‘Quantifying Love, Boston Review, 4 April 2019, http://bostonreview.net/print-
issues-politics/frank-pasquale-quantifying-love; S. Hoffman, ‘Engineering global consent.
The Chinese Communist Party’s data-driven power expansion, Australian Strategic
Policy Institute — International Cyber Policy Centre, Policy Brief Report No. 21/2019, www.
aspi.org.au/report/engineering-global-consent-chinese-communist-partys-data-driven-
power-expansion; S. Hoffman, ‘Social Credit. Technology-enhanced authoritarian control
with global consequences, Australian Strategic Policy Institute — International Cyber
Policy Centre, Policy Brief Report No. 6/2018, https://apo.org.au/node/180186; S. Hoffman,
‘Managing the State. Social Credit, Surveillance, and the Chinese Communist Party’s
Plan for China, in A, China, Russia, and the Global Order: Technological, Political, Global,
and Creative Perspectives, December 2018, 48—54, https://t.co/XHmmnm6EfY; S. Ahmed,
‘Credit Cities and the Limits of the Social Credit System, in AI, China, Russia, and the Global
Order: Technological, Political, Global, and Creative Perspectives, December 2018, 55-61,
https://t.co/XHmmnm6EfY; Y. Chen, L. Fu, L. Wei, ‘Rule of Trust: The Power and Perils of
China’s Social Credit Megaproject, Columbia Journal of Asian Law 32(1) (2018) 1-36; A. Ma,
‘China has started ranking citizens with a creepy ‘social credit’ system, Business Insider,
29 October 2018, www.businessinsider.com/china-social-credit-system-punishments-
and-rewards-explained-2018-4; L. Backer, ‘Next Generation Law: Data-driven Governance
and Accountability-Based Regulatory Systems in the West, and Social Credit Regimes in
China, Southern California Interdisciplinary Law Journal 28 (2018)123-172; Y. Chen and A.
Cheung, ‘The Transparent Self Under Big Data Profiling: Privacy and Chinese Legislation
on the Social Credit System, Journal of Comparative Law 12(2) (2018) 356—378; F. Liang, V.
Das, N. Kostyuk, M. Hussain, ‘Constructing a Data-Driven Society: China’s Social Credit
System as a State Surveillance Infrastructure’, Policy and Internet 10(4) (2018) 415-453; L.
Lucas and E. Feng, ‘Inside China’s surveillance state, Financial Times, 20 July 2018, www.
ft.com/content/2182eebe-8a17-1e8-bfge-8771d5404543; S. Mistreanu, ‘Life Inside China’s
Social Credit Laboratory’, Foreign Policy, 3 April 2018, foreignpolicy.com/2018/04/03/life-
inside-chinas-social-credit-laboratory/; J. Chin and C. Biirge, ‘Twelve Days in Xinjiang:
How China’s Surveillance State Overwhelms Daily Life, Wall Street Journal, 19 December
2017, www.wsj.com/articles/twelve-days-in-xinjiang-how-chinas-surveillance-state-
overwhelms-daily-life-1513700355; M. Hvistendahl, ‘Inside China’s Vast New Experiment in
Social Ranking’, Wired, 12 April 2017, www.wired.com/story/age-of-social-credit/.

4 A. Devereaux and L. Peng, ‘Give us a little social credit: to design or to discover personal
ratings in the era of Big Data), Journal of Institutional Economics 16 (2020) 1-19.



and predictive policing” in order “to enhance authoritarianism and consolidate
its social control”® emphasize the highly technological and deeply oppressive
character of the Chinese plan, dubbing it as a data-driven model of autocratic
control and equating it to a dystopian nightmare that “turn Orwell’s 1984 into
reality”.

Against such a framework, which stems and perpetuates deeply rooted
Western postures vis-a-vis the Chinese legal tradition, the present paper aims
to dispel some common misunderstandings about the Chinese scs. We will
first make it clear that, far from being a unitary system, Chinese scs initatives
are multiform and different from one another. As a case study, we will focus on
the pilot social credit programs that have been set up by many cities, mostly
located in the East-Coast provinces, to control the behaviour of the resident
population and enterprises. We chose these programs since they are often
taken by Western media and scholarship as anecdotal evidence of the progres-
sive establishment of a technologically-advanced Panopticon.” Our empirical
analysis will demonstrate that, at least for the time being, the majority of pilot
programs established by the Chinese cities make limited use of social scoring,
largely rely on low-tech and backward-looking methodologies, and are based
on a relatively transparent legal framework. It is still uncertain, also in light of
the impact that the outbreak of the coronavirus pandemic has had on current
experiments,® whether and to what extent such pilot programs will be con-
firmed or harmonized into a unified system. While the assessment of potential
uses of Chinese cities’ pilot social credit programs is beyond the scope of this
paper, our study offers a comparative analysis of these programs’ architecture
and management. The study will hopefully help shed light on the actual reach
and impact of Chinese scs initiatives, and contribute to a more informed eval-
uation of the real-word challenges and risks these programs raise. We will first
survey some of the most frequent misconceptions affecting the assessment of
Chinese scs, both from an internal and an external perspective (section 2). We
will then provide some information about the plurality of scss currently in
use (section 3). Our attention will then dwell on municipal pilot experiments.
After some explanations about the methodology we have followed (section 4),

Chen, Fu, Wei, supran 3, 6.

6 Mosher, supran 3.

7 E.g, Campbell, supra n 3; G. Sabrié, ‘A Surveillance Net Blankets China’s Cities, Giving
Police Vast Powers, New York Times, 17 December 2019, www.nytimes.com/2019/12/17/
technology/china-surveillance.html; Qiang, supra n 3; Lee, supra n 3; Mosher, supra n 3.

8 A. Chipman Koty, ‘China’s Social Credit System: covip-i9 Triggers Some

Exemptions, China Briefing, 26 March 2020, https://www.china-briefing.com/news/

w

chinas-social-credit-system-covid-19-triggers-some-exemptions-obligations-businesses/.



we will analyze the programs established by the twenty-eight cities selected by
the government, in 2017 and 2019, as model cities (section 5). Our data show
that the relevant regulations cover economic and legal behaviour of both
people and businesses, but as many as half of them avoid scoring; even cit-
ies which adopt a scoring system, preferably limit it to only individuals. While
some model cities make use of cameras, facial recognition devices and smart
programs, the extent to which such devices are linked to social credit man-
agement is unclear; if there is a link, it is at best indirect. The conclusions will
review the findings in comparative perspective, suggesting that mainstream
Western views about the Chinese experience are tainted by several misunder-
standings, factual inaccuracies, and biases (section 6).

2 Chinese Social Credit through a Glass, Darkly

As mentioned above, mainstream views on the Chinese scs as a centralized
system relying upon smart technologies to frame and control people and busi-
ness behaviour are affected by several shortcomings. Western narratives about
the Chinese scs are often based on a superficial analysis of China’s framework,
which on the one hand fails to appreciate social credit initiatives in the back-
ground of the country’s history and culture, and on the other hand tends to
overemphasize Chinese exceptionalism, while underestimating patterns of
controlling social behaviour through ratings, scores and rankings which are
widely acknowledged and used in the West.?

Commentators who are familiar with the Chinese tradition have stressed
that the State Council’s Planning Outline stands in historical continuity
with Chinese (first Confucian and Legalist, then Imperial and subsequently
Communist) approaches to social management and deeply ingrained practices

9 As it often happens in Western postures towards the Chinese legal tradition: see, e.g,
J. Kroncke, The Futility of Law and Development: China and the Dangers of Exporting
American Law (New York: Oxford University Press, 2016); T. Zhang, ‘Beyond Methodological
Eurocentricism: Comparing the Chinese and European Legal Traditions, American Journal
of Legal History 56 (2016) 195-207; T. Ruskola, Legal Orientalism: China, the United States,
and Modern Law (Cambridge: Harvard University Press, 2015); M. Bussani, ‘Comparative
Law beyond the Trap of Western Positivism, in S. Mancuso and T.-I. Cheng (eds), New
Frontiers of Comparative Law (Hong Kong: LexisNexis HK, 2013), 1-10; more recently, T.
Coendet, ‘Critical Legal Orientalism: Rethinking the Comparative Discourse on Chinese
Law’, American Journal of Comparative Law 67 (2019) 775-824.



of controlling individual behaviour.!° In this light, the Chinese scs, far from
being a revolutionary system fuelled by new technologies, would appear to be
in consonant with Chinese culture and visions of societal relationships and
national power!! — a consonance that would be further demonstrated by the
rate of approval of the government’s plan by the population, and especially by
the country’s educated élites.1?

In a different direction, some commentators!® have underlined that the very
idea of creating a scs (mostly thought in terms of measurement of the economic
reliability of individuals and businesses) emerged in China at the beginning of
the 21st century™ (the first guiding opinions by the Chinese State Council on the
matter being issued in 2007),'® when China was negotiating to enter the World
Trade Organization. According to such voices, the establishment of a scs may
therefore be traced back to US pressures for mechanisms allowing foreign part-
ners to assess the trustworthiness of Chinese businesses.'6

Along similar lines, others have noticed that, if looked at with unbi-
ased lenses, the Chinese embracement of social credit seems nothing but a

10 Among those who have stressed the historical continuity between the establishment of
a social credit system and traditional Chinese approaches to society’s administration and
management, cf E. Dubois de Prisque, ‘Le systeme de crédit social chinois. Comment Pékin
évalue, récompense et punit sa population, Futuribles 434 (2020) 27—45, at 38—44; Nguyen,
Lafrance, Ngoc, Nguyen, supra n 3, 415—-417; C. Liu, ‘Multiple social credit systems in China),
Economic Sociology 21(1) (2019) 22—32, at 28—29; R. Creemers, ‘China’s Social Credit System:
An Evolving Practice of Control, 9 May 2018, 5-7, https://ssrn.com/abstract=3175792; M.
von Blomberg, ‘The Social Credit System and China’s Rule of Law’, Mapping China Journal
2 (2018) 79112, at 85-86.

1 See W. Wu, KIE[EH——2ER Y T [E+ 215 &K % (Credit of a Great Nation.
Global Vision of China’s Society Credit System) (Beijing: China Planning Press, 2017) (in
Chinese).

12 See the results of the survey carried out by G. Kostka, ‘China’s social credit systems and public
opinion: Explaining high levels of approval, New Media & Society 21(7) (2019) 1565-1593;
Chen, Fu, Wei, supra n 3, 28. See also the sociological and anthropological surveys carried
out by M.O. Rieger, M. Ohlberg, M. Wang, ‘What do young Chinese think about social credit?
It's complicated, Merics — China Monitor, 26 March 2020, https://merics.org/en/report/
what-do-young-chinese-think-about-social-credit-its-complicated; X. Wang, ‘China’s social
credit system: The Chinese citizens’ perspective, 9 December 2019, https://blogs.ucl.ac.uk/
assa/2019/12/0g/chinas-social-credit-system-the-chinese-citizens-perspective/.

13 Cf S. Arsene, China’s Social Credit System: A Chimera with Real Claws (Paris: Institut francais
des relations internationales, 2019) 10-11; Dubois de Prisque, supra n 10, 36-37; Chen and
Cheung, supra n 3, 359; Liang, Das, Kostyuk, Hussain, supra n 3, 424—425.

14 J. Lin, t (S FHIE ZJEEH (Social Credit System Theory) (Beijing: China Founder Press,
2003) (in Chinese).

15 Chinese State Council, ‘Guiding Opinions Concerning the Construction of a Social Credit
Systen, 2 April 2007, www.gov.cn/zwgk/2007-04/02/content_569314.htm (in English).
16 See Dubois de Prisque, supra n 10, 36; Weaver, supra n 3, 446.



state-directed version of private quantitative devices gathering and provid-
ing data on the performance, solvency or quality of the data subjects that
are also widespread in the West.1” Suffice it to think about the many forms of
reputation-based (and more or less technologically-enhanced) practices of
measuring people, business and countries that are used in the West to help
assess trust among strangers and to steer social behaviour in specific direc-
tions.!® In the West, the measurement of participants’ reputation and per-
formance is a fundamental pillar of sharing economy transactions.'® Beyond
(and before) sharing economy, many Western companies daily rely on smart
programs to track and quantify people’s creditworthiness, reliability, prefer-
ences and habits.2? The business model of credit rating agencies is built on
the supply of individual and sovereign ratings for a fee.?! Scoring and ranking
nations are also at the core of the service rendered by global indicators, which
are almost exclusively produced in the Global North but aim to measure the
performance of all countries in the world.?2 In spite of the normalization and
internalization of such and related practices in the West, they raise questions

17 Devereaux and Peng, supra n 4, 4, 7; Loubere and Brehm, supra n 2, 143; D. Sithigh and
M. Siems, ‘The Chinese Social Credit System: A Model for Other Countries, Modern Law
Review 82(6) (2019) 1034-1071, at 1036-1046.

18 Similarities between Chinese scs and Western reliance upon rating and scoring
mechanisms have been noticed, among others, by Devereaux and Peng, supra n 4, 8-13;
Sithigh and Siems, supra n 17, 1039-1047; A. Devereaux, ‘The Nudge Wars: A Modern
Socialist Calculation Debate’, Review of Austrian Economics 32(2) (2019) 139-158.

19 Cf S. Ranchordas, ‘Online Reputation and the Regulation of Information Asymmetries
in the Platform Economy’, Critical Analysis of Law 5 (2018) 127-147; M. Fertik and D.
Thompson, The Reputation Economy: How to Optimise Your Digital Footprint in a World
Where Your Reputation Is Your Most Valuable Asset (New York: Random House, 2015); P.
Resnik and R. Zeckhauser, ‘Trust Among Strangers in Internet Transactions: Empirical
Analysis of eBay’s Reputation System, in M. Baye (ed), The Economics of the Internet and
E-commerce (Bingley: Emerald, 2002), 127-157.

20 See N. Packin and Y. Aretz, ‘On Social Credit and the Right to Be Unnetworked, Columbia
Business Law Review 2 (2016) 339-425; F. Pasquale, The Black Box Society: The Secret
Algorithms that Control Money and Information (Cambridge: Harvard University Press,
2015); C. O'Neill, Weapons of Math Destruction: How Big Data Increases Inequality and
Threatens Democracy (New York: Random House, 2016).

21 Cf A. Cooley, ‘The emerging politics of international rankings and ratings. A framework
for analysis, in A. Cooley and J. Snyder (eds), Ranking the World. Grading States as a Tool
of Global Governance (Cambridge: Cambridge University Press, 2015), 1-38; M. Bussani,
‘Credit Rating Agencies’ Accountability: Short Notes on a Global Issue), Global Jurist 10(1)
(2010) 1-13.

22 See J.G. Kelley and B. Simmons (eds), The Power of Global Performance Indicators (New
York: Cambridge University Press, 2020); M. Infantino, ‘Quantitative Legal Comparisons:
Narratives, Self-Representations and Sunset Boulevards, journal of International &



about authority, legitimacy and governance that are similar to those posed by
Chinese social credit experiments.23

For reasons of space and because most readers will be familiar with them,
we will not dwell upon Western measurement practices and their similarities
with Chinese scss, although the former should be kept in mind as an implied
point of comparison when investigating the latter. From our perspective, some
of the gravest shortcomings of current views about the Chinese scs lie else-
where and are mostly of a factual nature. Mainstream narratives assume that
China is building up, if not already relying on, a single, unified and technolog-
ically smart system of social credit. The following analysis will show that such
a system does not exist yet.2* Nor does it seem that it will be established in the
near future. What exists rather is a complex web of experimental and pilot
programs, carried out by a number of public and private, national and local
actors, sometimes in collaboration with one another, and characterized by a
highly varied reliance on smart technologies.

3 A Web of Scores

Visions of Chinese scs as a centralized mechanism are largely misconceived.
In recent years a plethora of social credit experiments have been conducted
by different actors, often with little coordination with one another, by differ-
ent means and with different consequences. These experiments differ not only
because of the array of actors who run them, the technologies they rely upon,
and the legal strings attached to them, but also because of their legal basis,
the notion of ‘credit’ they embrace, the aspects they measure, the data they

Comparative Law 6(2) (2019) 287-306; D. Malito, N. Bhuta, G. Umbach (eds), The Palgrave
Handbook of Indicators in Global Governance (London: Palgrave, 2018); J.G. Kelley, Scorecard
Diplomacy. Grading States to Influence their Reputation and Behavior (New York: Cambridge
University Press, 2017); M. Infantino, ‘Global Indicators), in S. Cassese (ed), Research
Handbook on Global Administrative Law (Cheltenham: EE, 2016), 347—-367; A. Broome and
J. Quirk, ‘The Politics of Numbers: The Normative Agenda of Global Benchmarking, Review
of International Studies 41(5) (2015) 813—838; S. Merry, The Seductions of Quantification.
Measuring Human Rights, Gender Violence, and Sex Trafficking (Chicago: University of
Chicago Press, 2015).

23 See the literature quoted supra n 19—22.

24 The same point has been made, e.g., by X. Dai, ‘Enforcing Law and Norms for Good
Citizens: One View of China’s Social Credit System Project, Development 63 (2020) 38-43;
J. Chen, ‘Putting ‘Good Citizens’ in ‘The Good Place’?, EUI Working Paper RSCAS 94 (2019)
22-24; Kostka, supra n 12, 1566; Trivium China, supra n 2; Liu, supra n 10; Creemers, supra
n 10; von Blomberg, supra n 10, 84-85.



rely on, and the concrete forms taken by their measurements, which range
from point-based scoring, to letter grading systems, to inclusion in a black or
red list. The variety of such experiments is so diverse that the few commen-
tators who acknowledge it disagree about how many forms of scss exist in
China. Some distinguish between two basic types of programs — those focused
on social credit on the one hand, and those centred on financial data on the
other.25 Others recognize three main models, articulated in China-wide red-
and black-listing initiatives, public and private commercial initatives, and
initiatives established by cities.26 Still others argue that there are four main
kinds of scss: the public financial credit system headed by the People’s Bank
of China, private systems of commercial credit ratings, the nationwide govern-
mental systems of black and red lists, and the governmental cities’ systems.2?
For this article’s sake, we will rely on a tripartite division between financial
(public and private) scoring systems, nationwide black/red lists systems, and
the social credit systems of cities.

3.1 Financial (Public and Private) Scoring Systems

Early experiments with measurements, in the form of financial scorings, started
in the 1990s, when China developed its own market of credit rating companies,
to provide ratings on the economic stability of corporations.2® When, at the
beginning of the 2000s, the idea of ‘social credit’ first emerged as centred on
economic reliability, the People’s Bank of China (PBoC) translated it into the
generation of a public financial credit system. The current system is managed
by a PBoC’s agency, the Credit Reference Centre (established in 2006), and cov-
ers both natural persons and corporations, providing credit reports about their
economic activities and status.? As of June 2019, the PBoC’s Credit Reference

25 Trivium China, supran 2.

26 von Blomberg, supra n 10, 84; Sithigh and Siems, supra n 17, 1048.

27 Cf Liu, supra n 10, 23; D. Fickling, ‘China’s Social Credit System Is More Kafka Than
Orwell, Bloomberg, 19 June 2019, www.bloomberg.com/opinion/articles/2019-06-19/
china-s-social-credit-system-is-disorganized-and-little-used.

28 For instance, the PBoC approved in 1994 the establishment of Dagong Global Credit
Rating Co. Ltd., which has now become the most powerful non-Western credit rating
agency. See DaGong Global, ‘What We Do, 2016, http://en.dagongcredit.com/index.
php?m=content&c=index&a=lists&catid=10, as well as J. Sheng, ‘The Debt Ratings Debate
and China’s Emerging Credit Rating Industry: Regulatory Issues and Practices, Athens
Journal of Law 5 (2019) 375-404.

29 For a short history of the PBoC'’s role in the establishment of a rating system for people’s
and business’ creditworthiness and economic reliability, see Liu, supra n 10, 23.



Centre had collected information on g9o million natural persons and 25.91
million enterprises and other institutions.3°

In the initial days of 2015, the PBoC considered issuing licences to develop
experimental credit ratings for use in assessing applicants for small business
loans and consumer credit.3! It, therefore, granted to eight tech companies,
including Alibaba, a trial licence to build their own individual credit rating
and score system.32 At the end of January 2015, Ant Financial, a company affil-
iated with Alibaba, launched its Sesame credit score application, which put
together consumers’ financial data (such as payment timeliness) and personal
data (such as educational level, ownership of cars, consuming preferences,
quantity and quality of relationships on social networks). The application
produced a score that was shared with other public and private platforms in
order to allow, speed up or deny people’s access to some services, such as bike
rentals, online dating and visa applications.33 However, after the end, in 2017,
of the trial period of the individual credit rating system, the PBoC decided
not to issue the prospected licenses.3* In 2018, the National Internet Finance
Association of China, another governmental agency under the PBoC, and the
eight companies selected for the trial became funders and shareholders of a
new public-private company devoted to commercial individual credit scoring,
Baihang Credit, which is nowadays the only commercial credit rating agency
licensed to issue credit reports on individuals.3®

3.2 Nationwide Black/Red List Systems
The notion of ‘social credit’ embraced in the 2014 Chinese State Council’s
Planning Outline extends far beyond the economic sphere, covering social

30 See China Banking News, ‘The Credit Reference Centre of the People’s Bank of China),
September 2019, www.chinabankingnews.com/wiki/the-credit-reference-center-of-the-
peoples-bank-of-china/ (in English).

31 See People’s Bank of China, ‘ST ANEE LS AER TIEAVEAT (‘Notice
on Preparatory Work for Personal Credit Reporting’), 5 January 2015 www.gov.cn/
xinwen/2015-01/05/content_280038Lhtm (in Chinese).

32 Ibid.

33 Alibaba’s experiment with Sesame Credit has attracted a great deal of attention by
Western scholarship: cf Devereaux and Peng, supra n 4, 5-6; Sithigh and Siems, supra
n 17, 1052-1053; Trivium China, supra n 2, 44-46; Chen and Cheung, supra n 3, 361-363;
Creemers, supra n 10, 22—25; von Blomberg, supra n 10, 93—-95; Chen, Fu, Wei, supra n 3;
M. Ke, S. Chen, N. Cai, L. Zhang, ‘The Current Situation and Problems of Zhima Credit,
Advances in Social Science, Education and Humanities Research 264 (2018) 741-744.

34 For the reasons underlying the choice, see Arséne, supra n 13, 19—20; Liu, supra n 10, 24.

35 Baihang Credit, INEE (‘Company Profile’), 2018, www.baihangcredit.com/about/
companyProfile.html (in Chinese). On the establishment of Baihang Credit, see Liu, supra
n 10, 24; Trivium China, supran 2, 37.
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sincerity and civil virtue. Such aspects, which were traditionally not consid-
ered by financial ratings, were already captured — before and after the 2014
Planning Outline — by a vast array of other governmental initiatives, aimed
at tracing and measuring the behaviour of businesses and people beyond the
economic sphere.

The Chinese Supreme People’s Court (spc) played in this regard a pio-
neering role. In line with the government’s project of educating people and
nudging appropriate behaviour through the establishment of a social credit
system, the SpPC has since 2013 taken the decision to publish public blacklists
of persons and businesses who did not comply with judicial orders — typically,
with orders of paying debts.36 The practice has rapidly been adopted by other
courts and internalized by Chinese society: a new word, laolai (FZ ¥, literally
‘very dishonest person who refused to pay his debts’), now denote those who
are discredited judgment debtors, either by the spc or by other courts issuing
such lists.37

The same practice of issuing blacklists (and, more rarely, redlists, that is,
lists of businesses and people complying with model behaviour) has stead-
fastly been embraced by a number of governmental and local public agencies.
For instance, the Civil Aviation Administration of China (cAAc) has developed
two blacklists, one for civil aviation enterprises and personnel and another
for passengers not complying with aviation rules.3® The Office of the Central
Cyberspace Affairs Commissions (ccAcC) has developed a list of those who

36 Supreme People’s Court, ‘Interpretation No. [17], 6 July 2013, www.chinalawtranslate.com/
en/court-blacklist/ (in English). On the Supreme People’s Court’s regulatory power and
on the forms in which such power might express itself, see, for all, D. Qi, The Power of the
Supreme People’s Court: Reconceptualizing Judicial Power in Contemporary China (London:
Routledge, 2020).

37 On the rise of the new expression, Arséne, supra n 13, 7; Liu, supra n 10, 24—25; Trivium
China, supra n 2, 13.

38 See Civil Aviation Administration of China, ‘ERfi{T\l{E BB EGNTT) (‘Civil
Aviation Industry Credit Management Measures (Trial Measures)’), 2017, www.caac.gov.
cn/ZTZL/RDZT/XYMH/ZCW]/201808/P020180806570926081325.pdf (in Chinese); State
Taxation Administration, Civil Aviation Administration of China, National Development
and Reform Commission, Supreme Court, Ministry of Finance et al., ‘[E% & I 522
RfftE AR mem ARER MBEE ANTRHTSORES Bl )
e ST —ERRNE URHIR E M ERE AL RAZES Heahtt
Z(E A £ 3% E W (‘Opinions on Promoting Building of Social Credit System by
Appropriately Restricting Specific Seriously Dishonest Persons from Taking Civil Aircraft
within Certain Periods’), 2018, www.chinatax.gov.cn/n810341/n810755/c3359637/content.
html (in Chinese); see also Trivium China, supra n 2, 20.
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spread rumours online.3® The consequence of getting on different blacklists
varies: for instance passengers who are blacklisted in the cAaac’s blacklist are
limited in their possibility of air travel, while people blacklisted by the ccac
are limited in their internet use.*°

Since the beginning of these experiments, there have been efforts to coor-
dinate the management of such lists and their consequences. In 2015, the
National Public Credit Information Centre, under the guidance of the National
Development and Reform Commission (NDRC) and the PBoC, has created the
‘National Credit Information Sharing Platform’ (Nc1sp), whose online portal,
CreditChina, is a publicly available central database of social credit files on cit-
izens and corporations collected by several other agencies.*! In the same year,
the NDRC launched the Unified Social Credit Number, an 18-digit identifier
which replaced traditional business license numbers and allowed the collec-
tion of unified information on China-registered companies.*? In 2016, the State
Council issued an opinion inviting state agencies to sign memoranda of col-
laboration.*3 Since then, many courts and governmental agencies have signed
agreements to share data and jointly punish (and sometimes reward) people

39 Office of the Central Cyberspace Affairs Commissions, ‘G HER{(Z B SS ™ B2k
FEFEREREEEMHINEIERZEIRE) (‘Measures for the Management of Credit
Information of Internet Information Services Seriously Dishonest Subjects (Draft for
Soliciting Opinions)’), 22 July 2019, www.cac.gov.cn/2019-07/22/c_1124782573.htmRUE? (in
Chinese).

40 Liu, supra n 10, 24.

@ See Credit China, {Z F 11[E]’ (‘Credit China’), 2020, www.creditchina.gov.cn (in Chinese);
see also Arsene, supra n13, 12-13.

42 National Development and Reform Commission, 7% AFIEAMZHZH 46—t
25 AR HIEE & EYETTZE (‘Comprehensive Plan for Introducing a Unified Social
Credit Number System for Legal Entities and other Organizations’), 2015, www.sdpc.gov.
cn/zc [zc qt/201506/ t20150623_696786.html (in Chinese).

43 See Chinese State Council, ‘Guiding Opinions concerning Establishing and
Perfecting Incentives for Promise-keeping and Joint Punishment Systems for Trust-
Breaking, and Accelerating the Construction of Social Sincerity, 30 May 2016,
https://chinacopyrightandmedia.wordpress.com/2016/05/30/state-council-guiding-
opinions-concerning-establishing-and-perfecting-incentives-for-promise-keeping-
and-joint-punishment-systems-for-trust-breaking-and-accelerating-the-construction-
of-social-sincer/ (in English); see also Chinese State Council (General Office),
B 55 BE A3 T R T IR HE AL (5 R B Al B DA A O AR B A

NS E 0 (‘Guiding Opinions on Accelerating the Construction of a Social
Credit System and Building up a New Credit-Based Regulatory Mechanism’), g July 2019,
www.gov.cn/zhengce/content/2019-07/16/content_s410120.htm (in Chinese).
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on different black and red lists.** While these systems contain a wide range of
information, they are neither high-tech nor generate new data.*>

3.3 Cities’ Social Credit Systems

At the local level, experiments by cities with the scs started in the early 2000s
and multiplied soon after the publication, in 2007, of the State Council’s Guiding
Opinions Concerning the Construction of a Social Credit System.*6 Actually, the
experiments commenced at different levels of Chinese territorial administra-
tion. Under the 1982 Constitution China is divided into autonomous regions,
provinces and municipalities (such as Beijing and Shanghai) that are directly
under the Central Government; provinces are further divided into autonomous
prefectures, counties, autonomous counties and cities.*” Following the State
Council’s Guiding Opinions of 2007 and 2014,*® many provinces, prefectures,
counties and cities issued their plans about a social credit system. We are how-
ever not interested in all these wide-ranging plans, but rather in the experi-
ments which took place at the lower level, in cities, since these experiments
have attracted a great deal of attention by Western media and literature.

The first municipal attempts of setting up scss made their appearance
at the beginning of the 2000s, and were mostly conceived as systems for
measuring companies’ reliability in light of promoting trust and efficiency
in trade.*® What is widely regarded as the first trial of a scs applying to the
behaviour of local citizens (rather than businesses) was launched in 2010
by Suining, a county-level city in the Jiangsu province (with a population
of approximately 1.4 M persons). The Suining social credit system, with its
heavy-handed rewards and punishments, is commonly reported as a failure.
Residents and state media accused it of being based on unfair and arbitrary
criteria and of being similar to the infamous ‘good citizens’ certificates issued
by Japan during its war-time occupation of China.>°

44 Cf Trivium China, supra n 2, 17-20; Chen, Ching-Fu, Han-Wei, supra n 3, 17-20; Creemers,
supra n 10, 13-15.

45 Trivium China, supran 2,11

46 See Chinese State Council, supra n15.

47 Article 30(1)-(2) of the 1982 Constitution. Under Article 30(3) of the Constitution, counties,
autonomous counties and cities are further divided into townships and towns.

48 See Chinese State Council, supra n 15; Chinese State Council, supra n 1.

49 See Chengdu, ‘ERESTHM(ERIEEEH T2  (Management Measure of
Chengdu Municipality Enterprise Credit Information’), 29 March 2003; Anshan,
Frlim (= E BE TR T/ (Interim Measure of Anshan Municipality on
Enterprise Credit Information Management’), 23 September 2004.

50 Cf Trivium China, supra n 2, 34; Liu, supra n 10, 25; Creemers, supra n 10, 10; von Blomberg,
supra n 10, 91-92.
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After the publication of the 2014 Planning Outline,5! the first city to launch
its own quantified social credit scoring system was Rongcheng, a seaport
county-level city in the Shandong province; the initiative raised much less
controversy than the Suining experiment.5? The Rongcheng point-based sys-
tem accorded to each citizen 1,000 points and added or substracted points for
any good/bad actions. Citizens with more than 1,050 point were ranked AAA
(exemplary citizens), while those with less than 549 points were ranked the
lowest possible category, D (dishonest citizens).53 Since then, several other
cities have adopted their own social credit systems, with many following the
Rongcheng’s precedent.

In 2017, the NDRC issued a list of twelve cities, including Rongcheng, which
were selected as being ‘model cities’ “to take the lead in breaking through key
difficulties and [...] promote excellent experience”>* This was followed, in
2019, by the publication of a second list of an additional sixteen ‘model cit-
ies’5% Many other cities not included in the list have adopted their own version
of the scs, associating good performance with access to public benefits (e.g.,
public transportation discounts, increased borrowing limits in public librar-
ies, fast tracks for governmental services) and bad performance with denial of
benefits.56 It seems that the NDRC’s strategy is to let cities test their own social
credit systems and then assess possible further steps, which could include con-
firming the existing diversity of pilot programs, integrating them in a unified
inter-connected system, or picking up one model and making it applicable
nationwide.57

51 Chinese State Council, supra n 1.

52 See, among the many, Dubois de Prisque, supra n 10, 31-32; Liu, supra n 10, 26.

53 See Rongcheng People’s Government, ‘Zfk iitt22Ek (8 AR F1(E FH 1RO E
7372 (‘Measures for the Management of Credit Points and Credit Evaluation of Social
Members in Rongcheng’), 2019, www.rongcheng.gov.cn/module/download/downfile.
jsp?classid=-1&filename=190215165185292977.pdf (in Chinese). For a detailed overview of
the Rongcheng’s experiment, see Dubois de Prisque, supra n 10, 31-32.

54 National Development and Reform Commission, “ElLft=(EAELREER
ST 24 PR IR AT (‘Notice of the First Batch of Social Credit System Construction
Model Cities’), December 2017, www.ndrc.gov.cn/xxgk/zctb/tz/201801/t20180109_962643.
html (in Chinese).

55 National Development and Reform Commission, ‘G ittt 2(E A SRE LR
Subk (X)) B AT (‘The second batch of social credit system construction
demonstration cities (districts)’), August 2019, www.ndrc.gov.cn/xxgk/zctb/tz/201908/
t20190813_962496.html (in Chinese).

56 See Liu, supra n 10, 26; Sithigh and Siems, supra n 17, 1050-1052.

57 This is noted by many: see, e.g., Dubois de Prisque, supra n 10, 31; Loubere and Brehm,
supran 2,143.
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Such local experiments are often quoted by Western media and literature
as illustrations of the Chinese government’s progressive establishment of a
high-tech system of total surveillance through measurement and control of
social behaviour. The following analysis is meant to show that these claims
are deprived of any factual basis. On the one hand, scss of model cities differ
as to their scope and form. As many as half of them lack any form of scoring;
even cities which have a scoring mechanism build it in different ways. On the
other hand, two common traits of these sCs experiments are that they provide
interested parties access and correction rights and that they make little or no
use of digital technologies. The majority of scs regulations have quite a sophis-
ticated infrastructure allowing interested parties to access their data, rectify
them when incorrect and prevent third parties from viewing them. Further,
current Scss are relatively low-tech, being little more than electronic and cen-
tralized archives of information recorded by public authorities. As the follow-
ing analysis aims to show, there is no evidence that data are either gathered or
processed by algorithms or A1 technologies.

4 The Research Methodology

In order to inquire into the content and form of scss developed by model cit-
ies, we follow an empirical path of analysis similar to that embraced by other
researchers who have analyzed the text of the regulations and documents
establishing scss at the local level.58

Needless to say, a textual inquiry of scs city regulations suffers from many
limitations. It does not capture how the scs works in practice and fails to give
a reliable picture of the formal and informal ways in which the scs is man-
aged on a daily basis. Further, a textual analysis implies the adoption of a dis-
tant reading approach, which refrains as much as possible from judging the
substantial fairness of the scs and from assessing its real-world present and
future consequences. Yet, tracking how scss are concretely applied and eval-
uating their fairness and risks would prove a daunting task for anyone, requir-
ing many competences, energy and resources. We therefore focus on a textual

58 Liu, supra n 10; Trivium China, supra n 2, 25-31; Chen and Cheung, supra n 3; others have
by contrast focused on the data and scores concretly collected by a city with scs: see, with
reference to the city of Beijing, S. Engelmann, M. Chen, F. Fischer, C. Kao, J. Grossklags,
‘Clear Sanctions, Vague Rewards: How China’s Social Credit System Currently Defines
Good and Bad Behavior, Proceedings of the Conference on Fairness, Accountability, and
Transparency FAT* 19 (2019) 69—78.
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TABLE 1 The Twenty-Eight Model Cities

NDRC 2017 Hangzhou Nanjing Suqgian Suzhou
Xiamen Huizhou = Wenzhou  Yiwu
Rongcheng  Weifang Weihai Chengdu

NDRC 2019 Qingdao Wuhan Anshan Pudong New Area
Jia ding Wuxi Hefei Huaibei
Wuhu Anging Fuzhou Zhengzhou
Xianning Yichang Putian Luzhou

reading of the main legal sources governing the scss of cities. In spite of the
several shortcomings stemming from this choice, we believe that an empirical
exploration of the legal regulations governing these scss provides a useful per-
spective to understand the contents and functions officially assigned to these
experiments as well as the approach of local authorities in adopting them.

Other limitations of the study are due to our methodological choices. Given
the large number of cities which have embraced the scs, we had to restrict our
analysis to a selected number of them. We focused on the twenty-eight model
cities identified by the NDRC in 2017 and 2019. A list of these cities is provided
in Table 1.5

For each of these cities, we analyzed general regulations setting up the local
scs. As we did for the word ‘city’, we understood the notion of ‘regulation’ in
a broad sense. Under Article 82 of the 2015 Chinese Legislation Law, only “the
People’s governments of provinces, autonomous regions, directly governed
municipalities, districted cities and autonomous prefectures, may enact rules
on the basis of laws and administrative regulations, as well as local regulations
of their respective provinces, autonomous regions or directly governed munic-
ipalities”. This means that acts regulating scs issued by small cities, such as
Rongcheng,50 are not technically ‘regulations’ under the law, but rather admin-
istrative measures. Yet, for the limited purpose of this paper, we consider them
as ‘regulations’ as well. Further, many of the cities herein analysed issued many
regulations/measures, plans and opinions about how to build scs, some-
times focusing on specific activities and industries (e.g., social credit scores

59 It should be noted that Pudong New Area and Jia ding are not cities, but districts of the
municipality of Shanghai (which, technically speaking, is a municipality ‘directly under
the Central Government’ as per Article 30(1) of the 1982 Constitution of the People’s
Republic of China).

60 See also above, section 3.3.
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for workers or for food companies working in special sectors). When multi-
ple regulations were available, we chose to devote our attention to the ones
with the broadest scope (eventually complemented by the most recent texts).
This however implied a great deal of discretionary decisions about what reg-
ulations were taken into account.®! An additional caveat is related to the cir-

cumstance that we could not retrieve general regulations from all twenty-eight

61

The list of the acts considered (all in Chinese) is the following: Hangzhou,
BUNTHAIEHEBEH ) (Management Measures of Hangzhou Municipality
Upon Public Social Credit Information’), 16 August 2016; Nanjing, Bt
2= FZH] (‘Nanjing Social Credit Regulation’), 27 December 2019; Suqian, ‘{51
KT P NERARGELZEE SR EIATMIAITHE  (Experimental Rules
of Suqian Municipality about personal social credit scoring system installation
and score degrees evaluation’), 7 March 2018; Suzhou, ‘FrJNTAF(ZHEB)T5E
FMEREHE I E (R17T) BYEST (‘Management Measures of Suzhou Municipalities
on Public Credit Information Gathering and Use’), 17 July 2014; Xiamen, ‘[& [ ] &£ P45 X 1
2(ZHZH) (Xiamen Social Credit Regulation’), 29 April 2019; Huizhou, ‘FEMN it
ZERMENEEIRIT/IZE  (Huizhou City Social Credit Collection and
Implementation Interim Measures’), 20 June 2013; Wenzhou, SEMNTH{EHEE
EHE T35 (‘Interim measures of Wenzhou Municipality on Credit Information
Management’), 1 January 2o015; Yiwu, ‘X i A EHE B EREAAT L
(‘Interim Measures of Yiwu Municipality upon Public Credit Information Gathering and
Use'), 21 December 2015; Rongcheng, Sl i+t 2/A AR H A NEEEEIATINE
(‘Interim Measures of Rongcheng Municipality on Legal Persons and Natural
Persons Credit Information Management’), 1 January 2014 (but see also Rongcheng,
SRR Tt A DS A FR RIS AT S B /04 (Management  Measure  of
Roncheng Municipality on Credit Scoring and Credit Evaluation of Its Social
Members’), 17 January 2019; Weihai, @5 2335 {5 B/EH /1A (‘Management
Measures of Weihai Municipality Upon Public Credit Information’), 17 November
2016; Chengdu, ‘ERENTHAIEHEEEMHE{T/MNE  (Interim  Management
Measures of Chengdu Municipality Upon Public Credit Information’), 15 May 2017
(but see also Chengdu, ‘EKESTHMI(EREEEHINE (‘Management Measure
of Chengdu Municipality Enterprise Credit Information’), 29 March 2003; Chengdu,
‘FRAER TS B E U EEFIA S EE ML E’ (‘Management measures of Chengdu
Municipality upon Enterprises credit information gathering and Publishing’), 15 April
2015); Qingdao, ‘5 T/ F{E (S BB E 1T /ME (Interim Management Measures
of Qingdao Municipality Upon Public Credit Information’), 29 April 2016; Wuhan,
HINHAFEHEBEHINE (‘Measure of Wuhan Municipality on Public Credit
Information Management’), 12 June 2016; Anshan, Fg U MIEREEEEETTINE
(‘Interim Measure of Anshan Municipality on Enterprise Credit Information
Management’), 23 September 2004; Shanghai (Pudong New Area and Jia ding),
BT (EREM] (‘Shanghai Social Credit Regulation’), 23 June 2017; Hefei,
G A IS HE BIESEMERE B ETT/MNE (Interim Management Measure
of Hefei Municipality on Pubhc Credit Information Gathering and Use’), 8 October
2016; Huaibei, S35 (5 IS BAEFSEEFSEAN CR{F) (Tnterim

implementing rules of Huaibei Municipality on gathering and using public credit
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model cities. For seven cities (i.e., Weifang, Wuxi, Anqing, Xianning, Yichang,
Putian and Luzhou), it proved impossible to collect information from servers
not based in China. A similar observation applies to the scoring model applied
by some cities,52 which could not be accessed because the city’s database and
its information are open only to city residents — a feature that, as we will see in
more detail below (section 5.6), works as a technological guarantee for limiting
the circulation of scs information beyond the city’s borders.

5 scs in the Twenty-Eight Model Cities: the Data

In spite of the above limitations, we were able to gather significant informa-
tion. We will start by an overview of the cities selected by the government as
models, in terms of their location, population size and per capita GDP (sec-
tion 5.1). We will then analyze the subjective scope of scss regulations in these
model cities, as well as the presence/absence of a scoring mechanism (section
5.2). Section 5.3 will explain which data make up the notion of social credit,
while section 5.4 will explore how information is collected and treated. Section
5.5 will go into more detail about the way in which scoring mechanisms, when
available, are built. Section 5.6 will be devoted to the effects associated with
high or low levels of social credit/scores and to the possible circulation and
other uses of social credit/scores. Section 5.7 will highlight the prerogatives
and remedies available to social credit holders to contain the use of social
credit/scores and to challenge their results.

5.1 Model Cities’ Geography, Population and GDP

What are the main features of the twenty-eight cities included by the Chinese
government in the 2017 and in 2019 lists? A common trait is their position in the
country: the twenty-eight selected cities come from eleven different provinces,

information’),25December2o015;Wuhu, A ERE B EE A TIE
(‘Interim measure of Wuhu Municipality on Public Credit Information Gathering and
Sharing Use’), 12 November 2016; Fuzhou, ‘f&NmiA(EHEEEHET/E
(‘Interim measure of Fuzhou municipality on public credit information
management’), 6 November 2017 (but see also Fuzhou, 48/t (EHEHIE
(‘Management Measure of Fuzhou Social Credit’) 24 May 2019; Zhengzhou,
HINTAFA(E FHE BEHE T/ (Interim measure of Zhengzhou municipality
upon public credit information management’), 11 July 2017.

62 Notably, this is the case of the scoring models applied in Hangzhou, Wuhu and Fuzhou.
See also below, section 5.5.
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plus the metropolitan area of Shanghai, which are mostly located in the richest
part of the country, that is, the East Coast.

MAP 1 The Geography of Model Cities
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Besides their location on the East Coast, the majority of the cities selected
have in common their relatively big size and population. In terms of popula-
tion, as shown in Table 2, the list includes six super-cities, with a population
higher than 5 M but lower than 10 M,53 seventeen big cities, with a popula-
tion higher than 1 but lower than 5 M,5* and five medium-sized cities, with a
population between o.5 M and 1 M.%3 The size of the cities contained in the
second governmental list is more uniform; there are marked differences in size
among the cities in the first group, which comprises, at one extreme, Weihai
(645,000 inhabitants) and, at the other extreme, Chengdu (8,901,100 inhabit-
ants). This enhanced focus on big and medium-sized cities suggests that, in

63 The super-cities included in the two lists are Hangzhou, Nanjing, Chengdu, Wuhan,
Pudong New Area, Anqing, among which Chengdu and Wuhan have a population higher
than 5 M, with roughly 9 M and 7.5 M residents respectively.

64 Among the big cities, Suzhou, Xiamen, Huizhou, Wenzhou, Weifang, Qingdao, Anshan, Jia
ding, Wuxi, Hefei, Wuhu, Fuzhou, Zhengzhou, Xianning, Wichang, Putian, Luzhou.

65 The medium-sized cities are Sugian, Yiwu, Rongcheng, Weihai, Huaibei.
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TABLE 2 Population and GDP of the Twenty-Eight Model Cities

NDRC 2017  Province Population GDP per capita scs Regulation
(as of 2010)* (as of 2018)** Date

Hangzhou Zhejiang 5,849,537 140 16 August 2016

Nanjing Jiangsu 5,827,888 153 27 December 2019

Suqgian Jiangsu 783,376 56 7 March 2018

Suzhou Jiangsu 4,083,923 28 17 July 2014

Xiamen Fujian 3,119,110 118 29 April 2019

Huizhou Guangdong 1,807,858 85 20 June 2013

Wenzhou Zhejiang 2,686,825 65 1]January 2015

Yiwu Zhejiang 878,903 N/A 21 December 2015

Rongcheng Shandong 670,000 N/A 1]January 2014

Weifang Shandong 1,261,582 66 9 January 2018

Weihai Shandong 645,000 124 17 November 2016

Chengdu Sichuan 8,901,100 95 15 May 2017

NDRC 2019 Province Population GDP per capita  Scs Regulation
(as of 2010)* (as of 2018)** Date

Qingdao Shandong 4,556,077 128 29 April 2016

Wuhan Hubei 7,541,527 135 12 June 2016

Anshan Liaoning 1,504,996 44 23 September 2004

Pudong New Shanghai 5,047,000 135 23 June 2017

Area

Jia ding Shanghai 1,472,000 135 23 June 2017

Wuxi Hubei 2,757,736 174 N/A

Hefei Anhui 3,098,727 97 8 October 2016

Huaibei Anhui 854,696 42 25 December 2015

Wuhu Anhui 1,108,087 88 12 November 2016

Anging Anhui 5,311,000 37 N/A

Fuzhou Fujian 3,102,421 34 6 November 2017

Zhengzhou Henan 3,677,032 101 1 July 2017

Xianning Hubei 2,462,583 53 N/A

Yichang Jiangxi 1,049,363 98 N/A

Putian Fujian 1,107,199 77 N/A

Luzhou Sichuan 1,086,000 39 N/A

*population extracted from http://www.citypopulation.de/en/china/cities/, relying upon (2010)
China National Bureau of Statistics (except for Rongcheng, Weihai, Pudong New Area, Jia ding,
Angqing Xianning and Luzhou, whose population data were obtained from https://www.ceic-
data.com/en/china/).

** GDP per capita extracted from https://www.ceicdata.com/en/china/gross-domestic-product-
per-capita-prefecture-level-city and expressed in thousands of RMB. Data not available for Yiwu
and Rongcheng. The data for Pudong New Area and Jia ding are available for Shanghai as a whole.
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the government’s view, social credit is increasingly seen as an instrument for
easing the objective management of public administration and the assess-
ment of interpersonal trust in rapidly urbanized environments where social
mobility and accelerated growth have created disconnected communities of
strangers.56

As to their per capita GDP, seventeen cities have a GDP per capita equal to or
higher than the national average (which, in 2018, was equal to 66,000 RMB67)
and nine cities are below the national average (data are not available for two
cities).

Another interesting clue is related to the date in which model cities enacted
their general regulation on scss. Two cities, Chengdu and Anshan, adopted a
regulation on corporate credit information which is an important part of the
scs as early as, 2003 and 2004, respectively, when nation-wide discussions
about social credit were just starting. But the majority of model cities enacted
their regulations between 2013 and 2019, with a peak of seven cities promul-
gating a general scs regulation in 2016 (see Table 2). Four of the twelve cities
included in the first governmental list of 2017 had no general scs regulation in
place before their inclusion in the list; at least five of the sixteen cities included
in the second list had such regulations in place at least one year before the first
governmental list was published.

The fact that the scss included in the two governmental lists have followed
different patterns of development, if combined with the relative variety in
the size and wealth of the selected cities, might be understood in light of the
experimental character of the government’s initiative and, more in general,
of the Chinese approach to legislation, which blends bottom up coordination
with top down reform.® This would explain why, instead of focusing only on

66 Among the many, W. Li, L. Fan, Li. Zhang, P. Diao, Y. Cui, ‘Urbanization and Improvements
in People’s Living Standards: An Overview’, in P. Li (ed), Urbanization and Its Impact in
Contemporary China (Singapore: Springer, 2019), 21, 46—53; H. Zhu, ‘Trust, in X. Zhou
(ed), Inner Experience of the Chinese People: Globalization, Social Transformation, and the
Evolution of Social Mentality (Singapore: Springer, 2017), 73—86; S. Ali, ‘The jurisprudence
of responsive mediation: an empirical examination of Chinese people’s mediation in
action’, Journal of Legal Pluralism and Unofficial Law 45 (2013) 227—248; S. Wong, ‘Gender
Relations, Migration, and Urban Social Capital in Hong Kong), in J. Lewandowski and G.
Streich (eds), Urban Social Capital. Civil Society and City Life (Farnham: Ashgate, 2012),
265—276.

67 See www.ceicdata.com/en/country/china. In 2019 national GDP per capita raised to
72,000 RMB.

68 See for instance M. Martinek, Experimental Legislation in China between Efficiency and
Legality. The Delegated Legislative Power of the Shenzhen Special Economic Zone (Cham:
Springer, 2018), 185—225; Y. Bi, ‘Experimentalist approach of Chinese legislation model:
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cities with a well-established scs, the government has picked up cities that
were (of different size and wealth, and) in different stages of development of
their local scss.

5.2 scss Regulations Scope and Scoring
As we just noticed, the older regulated experiments of scss amidst the model
cities are the ones carried out by the cities of Chengdu and Anshan, which
issued a regulation on corporate social credit respectively in 2003 and 2004.
Probably because of the period in which they were issued — in which the notion
of social credit was mostly directed at improving the country’s economic reli-
ability, and the regulatory environment regarding social credit was nascent —,
these older regulations are remarkably different in scope from newer ones.
Most notably, as evidenced in Table 3, Anshan’s scs regulation only applies to
legal persons, while all the other scs regulations, including the current gen-
eral Chengdu’s scs regulation, focus on both natural and legal persons (with
the only exception of Sugian, whose scs regulation applies to natural persons
only), reflecting the progressive broadening of the notion of social credit and
its increased emphasis on social, rather than purely economic, morality.
Although precise definitions in scss regulations vary, the notion of ‘legal
persons’ covered by the regulations include profit-oriented and non-profit ori-
ented entities, as originally defined by Article 36 of the General Principles of
Civil Law of 1986 and now defined by Article 57 and following of the Chinese
Civil Code of 2020,59 provided that such entities have their principal place of
business (that is, their domicile under Article 63 of the Chinese Civil Code)
in the city’s administrative zone.”® Natural persons are by contrast individual
human beings, as originally defined by Article g of the General Principles of
Civil Law of 1986 and now by Article 13 of the Chinese Civil Code, who are
domiciled in the city’s municipal administrative zone.”™ A few regulations
further specify that only people older than 18 years old”? or people with full

From passive response to institutional design, Theory and Practice of Legislation 3 (2015)
141-167; J. Chen, Towards an Understanding of Chinese Law, Its Nature and Development
(Kluwer: The Hague, 1999), 122-125.

69 For an analysis of the meaning of such notions, see M. Timoteo, ‘China Codifies. The First
Book of the Civil Code between Western Models to Chinese Characteristics) Opinio Juris in
Comparatione 1(1) (2018) 24—44, at 32—33; Chen, supra n 69, 230—236.

70 See for instance Yiwu, supra n 61, Article 3; Chengdu (2015), supra n 61, Article 6.

71 See, e.g., Yiwu, supra n 61, Article 3.

72 Cf Nanjing, supra n 61, Article 2; Yiwu, supra n 61, Article 3.
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TABLE 3 Dates and Scopes of SCS Regulations in the Twenty-Eight Model Cities
NDRC 2017 scs Regulation Date  scs Regulation scs Regulation
Scope* Scoring**
Hangzhou 16 August 2016 N+L YES (N)
Nanjing 27 December 2019 N+L NO
Sugian 7 March 2018 N YES (N)
Suzhou 17 July 2014 N+L YES (N)
Xiamen 29 April 2019 N+L YES (N)
Huizhou 20 June 2013 N+L NO
Wenzhou 1]January 2015 N+L YES (N)
Yiwu 21 December 2015 N+L YES (N)
Rongcheng 1January 2014 N+L YES (N)
Weifang 9 January 2018 N/A N/A
Weihai 17 November 2016 N+L YES (N)
Chengdu 15 May 2017 N+L YEs (L)
NDRC 2019
Qingdao 29 April 2016 N+L NO
Wuhan 12 June 2016 N+L NO
Anshan 23 September 2004 L NO
Pudong 23 June 2017 N+L NO
New Area
Jia ding 23 June 2017 N+L NO
Wuxi N/A N/A N/A
Hefei 8 October 2016 N+L NO
Huaibei 25 December 2015 N+L NO
Wuhu 12 November 2016 N+L YES (N)
Anging N/A N/A N/A
Fuzhou 6 November 2017 N+L YES (N)
Zhengzhou 1 July 2017 N+L NO
Xianning N/A N/A N/A
Yichang N/A N/A N/A
Putian N/A N/A N/A
Luzhou N/A N/A N/A

*N’ stands for natural persons and ‘L’ for legal persons. ‘N/A’ means that no information could

be retrieved.

** ‘N0’ and ‘YES’ stand respectively for the absence or presence of a form of scoring. (N)" and
‘(L) after ‘YES’ denote whether the scoring applies to natural or legal persons. ‘N/A’ means that
no information could be retrieved.
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capacity”® qualify. The personal/territorial limitation makes it clear that cities’
social credit only applies to local entities and resident population, considered
as individuals rather than as families or other forms of grouping. Whoever
is not domiciled in the city is not included in the scs (more accurately, they
might be included in another city’s scs). The emphasis on a person’s domicile
suggests that these scss are conceived as tools for localized management of
social behaviour rather than as nationwide instruments for unified social gov-
ernance. This is also confirmed by another feature of these scss, that is, their
reliance (or not) on social scoring.

The results of our survey, inasmuch as the scoring is concerned, are quite
surprising. Of the twenty-one cities on which we have clear data, ten cities
keep track of the social credit of entities and/or individuals, but do not express
it in a single, summarized form. By contrast, eleven other cities — mostly
belonging to the first governmental list — have adopted a form of scoring,
that is, a formalized way to express, either in numbers, letters or rating cate-
gories, the accomplishments of the evaluated subjects. With the exception of
Hangzhou and Chengdu, which are super-cities of almost 6 and 9 M resident
population, respectively, cities adopting the scoring are (by Chinese standards)
medium-sized cities with a resident population around or below 4 M. In other
words, Hangzhou and Chengdu aside, all other super-cities and big cities in the
government lists have scss in place but do not embrace social credit scoring.
Further, among the cities which adopt a scoring system, Chengdu applies the
scoring to legal persons only, while all other cities limit the scoring to natural
persons only. Most of the cities embracing a scoring system are included in the
first governmental list (where nine cities out of eleven have a scoring system —
data are not available for Weifang); cities included in the second list display
a remarkable tendency not to have any form of scoring (only two out of eight
cities have a scoring system — data are not available for six cities?).

All of the above tells us that social credit is one thing, and social credit scor-
ing is quite another. It seems that, contrary to Western cries against China’s
turn to a scored society, neither the model cities nor the Chinese government
favour the use of scores. When cities adopt scores, they almost invariably
focus on individuals rather than on organizations (which are nowadays cov-
ered by many other scss initiatives: see sections 3.1 and 3.2). The attention
is once again on the social behaviour of individuals rather than on corporate
economic activity.

73 Cf Hangzhou, supra n 61, Article 9; Xiamen, supra n 61, Article 2; Huizhou, supra n 61,
Article 2; Wuhan, supra n 61, Article 11; Shanghai, supra n 61, Article 2.
74 Wauxi, Anqing, Xianning, Yichang, Putian, Luzhou.
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We will go back to the scoring issue and the way in which it is expressed
below (section 5.5). However, before we get there, we need to understand
which data make up the notion of social credit (and its possible translation
into a score) and how they are collected and treated.

5.3 The Ingredients of Cities’ Social Credit Systems

As to which data is fed into social credit and its possible scoring mechanisms,
all scs regulations make reference, although with slightly different wordings,
to information gathered by public institutions and entities in the exercise of
their powers about the natural and legal persons domiciled in the city’s admin-
istrative zone. Obviously, the notion of ‘public institutions and entities’ should
be understood broadly and in light of China’s public-oriented vision of corpo-
rate and association law and preeminence of state-directed economy.”

For instance, Yiwu's scs regulation states that social credit refers to “the
records about legal persons, other organizations as well as personal credit of
individuals that administrative departments and other agencies which are
entrusted by the law and administrative regulations with public affair manage-
ment came to possess when they are taking up their responsibilities and pro-
viding services”76 Similarly, Hangzhou scs regulation defines social credit as
“the information that administrative departments and other agencies who are
bestowed with the function of public affair management by law and adminis-
trative regulations, as well as public or social entities (hereafter “information
providers subjects”) have acquired or produced to identify natural persons,
legal persons and other organizations (hereafter “information subjects”) when
they are taking up their responsibilities and providing services””” A similar
wording recurs in a number of other regulations.”®

75 Among the many, L. Che, China’s State-Directed Economy and the International Order
(Singapore: Springer, 2019); H. Jiang, ‘Freedom of Contract under State Supervision, George
Mason Journal of International Commercial Law 7 (2016) 202—254; X. Yu, ‘State Legalism
and the Public/Private Divide in Chinese Legal Development), Theoretical Inquiries in Law
15 (2014) 27-52; L. Castellucci, Rule of Law and Legal Complexity in the People’s Republic
of China (Trento: Universita degli Studi di Trento, 2012), 102—-113; B. Tip, ‘Privatisation), in
C. Tubilewicz (ed), Critical Issues in Contemporary China (Abingdon: Routledge, 2006),
49—78; Chen, supra n 68, 43—48.

76 Yiwu, supra n 61, Article 3.

77 Hangzhou, supra n 61, Article 3.

78 See, for instance, in the first governmental list, Nanjing, supra n 61, Article 2; Sugian, supra
n 61, Article 8; Suzhou, supra n 61, Article 3; Huizhou, supra n 61, Article 2; Wenzhou, supra
n 61, Article g; as to the model cities included in the second governmental list, cf Qingdao,
supra n 61, Article 3; Wuhan, supra n 61, Article 3; Anshan, supra n 61, Article 3; Shanghai,
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Concretely, such information mostly include (i) recorded data about per-
sons’ identity (such as hukou — residence registration —, age, marital status,
profession and social security status for natural persons; unified social credit
number and shareholder structure for legal persons), (if) data collected by
public agencies and courts about legal and social behaviour (such as criminal
sanctions, tax evasions, administrative fines, non-compliance with legal judg-
ments, but also certificates, degrees, prizes, patents, volunteering activities),
and (iii) economic data about payment defaults and contractual breaches. In
other words, the information collected in the social credit record is made up of
data archived by public entities about one person’s identity, compliance with
legal rules, commercial behaviour and, to a lesser extent, social behaviour.”

The data collected in the scs can largely be qualified as public, inasmuch as
they are reflected in materials, records and documents held by public bodies
and agencies. In this regard, it should also be kept in mind that China does
not only embrace a broad conception of public entities and public powers,
but also lacks a general legal framework about individual privacy compara-
ble to what, in the European Union, is nowadays the General Data Protection
Regulation.8° For some time, the most comprehensive text in this regard has
been the Chinese Cybersecurity Law of 2016, which however applies to inter-
net network operators and businesses, rather than to public authorities.8! In
2020, the newly adopted Chinese Civil Code has introduced a few norms about
natural persons’ personal information and privacy.8? The new norms, inter
alia, prohibit organizations and individuals from “unlawfully collecting, using,
processing or transferring any personal information of natural persons”,83 and
provide that “whoever manages natural persons’ personal information should
abide by the principles of legality, reasonabless and necessity [...] and should

supra n 61, Article 8; Hefei, supra n 61, Article 3; Huaibei, supra n 61, Article 2; Fuzhou
(2017), supra n 61, Article 2; Zhengzhou, supra n 61, Article 2.

79 J. Daum, ‘Untrustworthy: Social Credit Isn't What You Think It Is} Verfassungsblog, 27 June
2019, https://verfassungsblog.de/untrustworthy-social-credit-isnt-what-you-think-it-is/
(also published in EUI Working Paper RSCAS 94 (2019) 39—41).

8o Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation).

81 E. Leplay, ‘China’s Approach on Data Privacy Law: A Third Way between the U.S. and
the EU?, Penn State Journal of Law & International Affairs 8(1) (2020) 49-117; Chen and
Cheung, supra n 3, 372.

82 See Article 111 and Articles 1034-1038 of the Chinese Civil Code.

83 Article 1 of the Chinese Civil Code.
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act with the consent of the concerned persons [...], unless law and adminis-
trative regulations provide otherwise”.84 Yet, the scope of application of these
provisions (is still to be tested in practice, and anyway) seems to concern only
private-to-private relationships.85

Considering all the above, it is quite consequential that, for the collection
of social credit data, consent of the data subject is not required. What may be
more surprising are the limitations and guarantees surrounding the collection
and the nature of data to be harvested also in light of the fact that all scs regu-
lations herein analyzed predate the enactment of the 2020 Civil Code.

First of all, scs regulations make it clear that, when the information gath-
ered should be considered as private — as is most often the case with regard
to commercial and economic behaviour —, the authorization of the data sub-
jectis needed to include such information in that person’s social credit record.
For instance, Huizhou’s scs regulation holds that the collection of “personal
credit” data “must be consented to by the information subject, unless the law
and regulation provide otherwise”8¢ Nanjing scs regulation provides that
“collecting market credit information must be sought with the social credit
subject’s authorization or consent; inasmuch as the information involves a
natural person’s personal data, the collecting activity must be consented to
by the natural person involved. However, consent is not necessary for market
credit information which, according to the law and regulations, must be open
to the public”8” The notion of “personal” information in these provisions is
clearly blurred, and their application might be easily circumvented by collect-
ing generalized consent from data subjects or through dubious administra-
tive management. Yet, it should be noted that, although in the absence of any
legal requirement in this regard, many scs regulations are careful in drawing a
boundary between public and personal data.

Second, some of the newest scs regulations are clear in setting up lim-
its to what can be collected, excluding data such as religious beliefs, genes,

84 Article 1035 of the Chinese Civil Code.

85 The only provision mentioning public bodies is Article 1039 of the Chinese Civil Code,
according to which ‘state bodies and other organizations performing administrative
functions [...] shall keep the privacy and natural persons’ personal information

confidential’.
86 Huizhou, supra n 61, Article 22.
87 Nanjing, supra n 61, Article 29; a similar provision is present in Hangzhou, supra n 61,

Article 16; Qingdao, supra n 61, Article 13; Shanghai, supra n 61, Article 14; Zhengzhou,
supra n 61, Article 9.
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fingerprints, diseases and medical history.88 For instance, according to Nanjing
scs regulation, “private data of natural persons such as income, deposits,
negotiable securities, commercial insurance, real estate, as well as taxation
amounts are prohibited from collection, unless law and regulations stipu-
late otherwise [...]. Personal information such as religious belief, N4, finger
prints, blood type, disease, and medical records as well as other information
provided by law and regulation, are prohibited from collection”, under any
circumstance.89 Although this and similar provisions raise many doubts as to
their actual implementation, the remedies in case of their violation, and the
practice in cities not adopting such rules, they have to be remarked on as a
substantial and self-imposed limitation for data collection.

Finally, the majority of scs regulations provide that all data — public and
personal — which are highly ‘discrediting’ should be deleted after some years
from the recorded behaviour, either a three or a five years time limit.°° Some
cities complement these rules by providing detailed (and shorter) time spans
for the expiry of mildly discrediting information.®! The duration of positive
social credit seems to be less clear. Some cities explicitly fix a time limit in this
regard too,%2 while many other cities do not specify for how long positive data
are going to be stored.” In spite of such gap, the three to five-year time limit for
negative information is a guarantee and its presence should be acknowledged,

88 Cf Hangzhou, supra n 61, Article 16; Nanjing, supra n 61, Article 29; Xiamen, supra n 61,
Article 16; Weihai, supra n 61, Article 15; Chengdu (2017), supra n 61, Article 10; Qingdao,
supra n 61, Article 13; Wuhan, supra n 61, Article 15; Shanghai, supra n 61, Article 14; Fuzhou
(2017), supra n 61, Article 19; Fuzhou (2019), supra n 61, Article 11; Zhengzhou, supra n 61,
Article .

89 Nanjing, supra n 61, Article 29.

90 A time limit of three years is adopted by Nanjing, supra n 61, Article 56; Wenzhou, supra
n 61, Article 26; as to the time limit of five years, cf Hangzhou, supra n 61, Article 24;
Sugqian, supra n 61, Article 22; Suzhou, supra n 61, Article 10; Xiamen, supra n 61, Article
24; Huizhou, supra n 61, Article 20, Article 23; Yiwu, supra n 61, Article 13; Rongcheng
(2019), supra n 61, Article 20(1)-(2); Weihai, supra n 61, Article 19; Chengdu (2015),
supra n 61, Articles 14-15; Qingdao, supra n 61, Article 18; Wuhan, supra n 61, Article 20;
Shanghai, supra n 61, Article 35; Hefei, supra n 61, Article 8; Wuhu, supra n 61, Article 18;
Fuzhou (2017), supra n 61, Article 21; Zhengzhou, supra n 61, Article 20 — the latter for
natural persons’ discredit only —.

g1 Cf Sugqian, supra n 61, Article 22; Rongcheng (2019), supra n 61, Article 20; Nanjing, supra n
61, Article 56.

92 For instance, Suqian, supra n 61, Article 22(4)-(5) and Rongcheng (2019), supra n 61, Article
20(3) determine a 1 to 5 years time-limit for the storage of positive social credit score,
while Wenzhou, supra n 61, Article 26, applies its three years time-limit to both positive
and discrediting information.

93 Devereaux and Peng, supra n 4, 4.
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although, of course, its concrete application lies in the hands of those in charge
with social credit management.%*

5.4 Methodologies of Data Collection and Treatment
In light of the above, it is crucial to understand who builds social credit, where
the data collected come from, and how they are treated.

What all scs regulations make clear is that the establishment of social
credit initiatives implies the constitution of a dedicated office and service in
the city’s administration. The city office charged with social credit manage-
ment is often identified by scs regulations as the ‘municipal credit informa-
tion centre/agency’.?s In some cases it is specified that the office’s services are
mostly to be rendered through a website, an electronic platform or a mobile
application.96

The municipal credit information centre gathers the data making up the
notion of social credit seen in the previous section through administrative
data-sharing with the public (and public-related) entities identified as infor-
mation providers in the scs regulations. Such entities include administra-
tive bodies and agencies, courts, and other organizations carrying out public
and/or social services and empowered to collect and transfer data by law and
administrative regulations — the latter entities include banks and energy sup-
pliers, as well as, under some regulations, education facilities and hospitals.9
A few scs regulations also mention, as possible information providers, “enter-
prises doing business”®® and “social entities and natural persons”.9®

94 For an overview of the remedies available to data subjects to challenge the information
contained in scss, including the expiry of the time-limit for retaining the data, see below,
section 5.7.

95 Cf Hangzhou, supra n 61, Article 8; Suzhou, supra n 61, Article 10; Huizhou, supra n 61,
Article 2; Wenzhou, supra n 61, Article 9; Anshan, supra n 61, Article 3.

96 Cf Hangzhou, supra n 61, Article 8; Nanjing, supra n 61, Article 30; Suzhou, supra n 61,
Article 10; Qingdao, supra n 61, Article 22; Anshan, supra n 61, Articles 11 and 13; Huaibei,
supra n 61, Article 15; Zhengzhou, supra n 61, Articles 6 and 17.

97 Cf, as to the model cities included in the first governmental list, Hangzhou, supra n 61,
Article 3; Nanjing, supra n 61, Article 2; Suqian, supra n 61, Article 8; Suzhou, supra n 61,
Article 3; Xiamen, supra n 61, Article 2; Huizhou, supra n 61, Article 2; Wenzhou, supra n
61, Articles 9—10; Yiwu, supra n 61, Article 3; Weihai, supra n 61, Article 2; Chengdu (2015),
supra n 61, Article 6; as to the model cities included in the second governmental list, cf
Qingdao, supra n 61, Article 3; Wuhan, supra n 61, Article 3; Anshan, supra n 61, Article 3;
Shanghai, supra n 61, Article 8; Hefei, supra n 61, Article 3; Huaibei, supra n 61, Article 2;
Wuhu, supra n 61, Article 2; Fuzhou (2017), supra n 61, Article 2; Zhengzhou, supra n 61,
Article 2.

98 Nanjing, supra n 61, Article 2; Huizhou, supra n 61, Article 2; Shanghai, supra n 61, Article 8;
Fuzhou (2019), supra n 61, Article 3.

99 Wenzhou, supra n 61, Article 10; Sugian, supra n 61, Article 8, no. 5.
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There are several blind spots in such definitions. While a few scs regula-
tions specify that data are gathered only from the city’s administrative and
judicial institutions,!° the majority of scs regulations do not pose such a
limit, suggesting that their scs might be based on the aggregation of data
stemming from agencies and courts located in different places and at differ-
ent levels of the state’s administration. It remains unclear whether cities share
their data on social credit with one another and with entities managing other
forms of scss. Some commentators for instance argue that municipal credit
information centres share data with one another'®! and that financial ratings
collected by semi-private companies (such as the ones mentioned above, 3.1)
are shared with municipalities and included in the city’s s¢s.192 Others by con-
trast note that there is no evidence of such data-sharing practice.!%® Actually,
much seems to depend on actual administrative practices of municipal credit
information centres and on the latter’s interpretation of the identity of infor-
mation providers.

scs regulations usually speak very little of the methodology of data collec-
tion and treatment. This is hardly surprising if one keeps in mind that cities’
scss are mostly centralized electronic archives of public (or quasi-public)
records of legal and natural persons. In other words, in spite of outcries by
foreign observers of total state surveillance, cities’ scSs are “actually pretty
low-tech [...] much of the new information is being gathered not by a cut-
ting-edge, cloud-based A1, but is entered manually or via Excel spreadsheets”.104
There is no evidence of municipal credit information centres’ reliance on arti-
ficial intelligence (A1) to collect social credit data, which is rather gathered
through digital data sharing between public bodies and agencies. While, in
their daily administration, cities might use real-time data, camera surveillance,
facial recognition, automated decision making programs and other artificial
intelligence (Al) technologies to collect data and issue fines, this is done by
public bodies and agencies in the exercise of their functions. It is only the
ensuing information that might end up in the municipal credit information
centres’ database keeping track of legal and natural persons’ behaviour and
recording it in electronic format. Nor is there any evidence that cities’ scss
rely on machine learning or big-data analysis to treat the information collected

100 See Wenzhou, supra n 61, Article 9; Chengdu (2015), supra n 61, Article 6; Wuhan, supra n
61, Article 3; Hefei, supra n 61, Article 3.

101 As claimed by Chen and Cheung, supra n 3, 365-369.

102 Cf Dubois de Prisque, supra n 10, 33-34; Chen and Cheung, supra n 3, 367-369; Ahmed,
supran 3, 55.

103 Liu, supra n 10, 35-36.

104 Trivium China, supra n 2, 49; on the same lines, see Arseéne, supra n13, 7-8.
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and work on them from a forward-looking perspective.l%> The only evidenced
use of digital technologies in the treatment of the data collected comes from
the relatively simple and inward-looking publication of the information in the
electronic format on the city’s official website or dedicated platforms/appli-
cations,'%¢ and from their inclusion in the algorithms underlying the scoring
system, to which we now turn.

5.5 Building a Score

As said above, in section 5.2, only eleven model cities have adopted a scor-
ing mechanism, transforming social credit records into a condensed rating.
In many cities, such rating systems are conveyed by evocative and catchword
names connected to the city’s rivers, flowers and other meaningful symbols,
such as ‘Qian River’ (¥%,T.) score in Hangzhou and ‘Ou River’ (Efi;T.) credit in
Wenzhou, ‘Osmanthus Fragans’ (f£1E) credit in Suzhou and ‘Jasmine’ (S #i])
score in Fuzhou, ‘Litte Egret’ (|5 %#) score in Xiamen and ‘Seashell’ (& Il 47)
score in Weihai. Wuhu adopts the more prosaic brand of ‘enjoy benefits’
(FREL4T) score.

Of the eleven cities embracing social scoring, only Chengdu (whose original
regulation dates back to 2003) applies the scoring exclusively to legal persons;
the other ten cities apply scores to natural persons only, meaning that they
collect social credit information on both legal and natural persons, but assign
a score only to the latter (see Table 3). Such a choice might be explained by
the parallel establishment of many other concurrent scoring mechanisms for
enterprises and businesses and with the general emphasis of cities’ social credit
on moralizing people’s behaviour rather than easening economic activities.

If there is near unanimity about the applicability of the scoring mechanism
to natural persons only, the rating system and the number of entries upon which
the rating is based vary from city to city. The score can take the form of numbers
(such as in Suzhou), letters (from a minimum of four letters in Rongcheng and
Chengdu to a maximum of eight letters in Suqian; Weihai stands in the middle

105 See, on the same lines, Arsene, supra n 13, 7-8; Devereaux and Peng, supra n 4, 7; Dubois
de Prisque, supra n 10, 30; Trivium China, supra n 2, 49; R. Creemers, ‘The International
and Foreign Policy Impact of China’s Artificial Intelligence and Big-Data Strategies),
in AL, China, Russia, and the Global Order: Technological, Political, Global, and Creative
Perspectives, December 2018, 129-135, at 131, https://t.co/XHmmnm6EfY; Chen, Fu, Wei,
supran 3, 6.

106 As to the first batch of model cities, cf Hangzhou, supra n 61, Article 8; Suzhou, supra n 61,
Article 10; Huizhou, supra n 61, Article 2; as to the second batch, cf Qingdao, supra n 61,
Article 22; Anshan, supra n 61, Article 11; Huaibei, supra n 61, Article 15; Zhengzhou, supra
n 61, Article 6, Articles 16-17.
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with six letters), or categories into which the numerical score is translated (there
are five categories in Hangzhou, Wenzhou and Wuhu, six in Fuzhou, seven in
Yiwu). The number of entries feeding the score varies from a minimum of 26 in
Chengdu to a maximum of 1,503 in Weihai (see Table 4).

As to scoring formats, what should be noted is that the majority of cit-
ies adopt a scale in which positive categories outweight negative ones. For
instance, in Suqian, there are as many as six possible categories above the aver-
age grading of ‘C’, and only one category below the average (‘D’). In Wenzhou,
there are three categories which are above ‘average, and only one (‘to be
improved’) below the average. The only exception is the city of Yiwu, whose
scoring mechanisms is balanced with three categories above the ‘average’ and
three below it (see Table 4).

Scoring entries reflect the items of information that can be collected to make
up social credit, such as criminal and administrative sanctions, violations of
traffic law, failure to pay local taxes, being in arrears on the payment of electric-
ity supply or stealing electricity, indulging in insurance frauds, receiving pub-
lic rewards or awards, making donations, volunteering for the Red Cross, and
reporting illegal hunting.197 Scoring entries, as well as the possible information
providers for the relevant data, the value associated with each entry, and the
way in which these values would be translated into letter and/or categories,
are detailed either in the concerned city’s scs regulations or on the websites
offering the scores, with varying degree of precision and detail.108

In the management of scores of natural persons, there is evidence of reli-
ance upon algorithms to manage the prioritization and selection of the mul-
tiple variables and criteria underlying the system. For instance, the city of
Suzhou explains its social credit scoring relative values as based on an AHP
(analytic hierarchy process) methodology.!%° Yet, AHP is simply a mathemat-
ical model for controlling and adjusting the relative value of several varia-
bles, 1% the digital deployment of which does not change the substance of the
measurement process, but only makes it faster. Nothing indicates cities’ use
of artifical intelligence for scs data mining, machine learning and predictive

107 See Trivium China, supra n 2, 26-31, discussing Fuzhou scoring entries and relative values.

108 Cf Fuzhou’s regulation in Trivium China, supra n 2, 26-31 and Credit Suzhou,
T fETNIEEIE S (‘Understand Suzhou Osmanthus Fragans with one click’), 2014,
https://credit.suzhou.com.cn/news/show/25634.html (in Chinese).

109 Suzhou, supra n108.

uno  See T. Saaty, The Analytic Hierarchy Process: Planning, Priority Setting, Resource Allocation
(London: McGraw-Hill, 1980); more recently, M. Brunelli, Introduction to the Analytic
Hierarchy Process (Cham: Springer, 2015).
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TABLE 4 Scopes and Forms of Scoring in Model Cities

NDRC 2017  SCS scs Scoring Forms Scoring
Scoring Entries
Scope* (number)**

Hangzhou N numerical score converted inthe ~ N/A

following categories: extremely
excellent, excellent, good, average, to
be improved

Suqian N AAA, AA A+, A A, B,C, D 8o
Suzhou N numerical score starting from 100 243
Xiamen N N/A 750
Wenzhou N numerical score converted inthe  between
following categories: extremely 50—60

excellent, excellent, good, average, to
be improved

Yiwu N numerical score converted in the 175
following categories: extremely
excellent, excellent, good, average,
slight credit loss, significant credit
loss, extreme credit loss

Rongcheng N A 'BCD 391
Weihai N AAA,AA A, B, C, D 1503
Chengdu L A B CD 26
NDRC 2019

Wuhu N numerical score converted in the N/A

following categories: extremely
excellent, excellent, good, average,
relatively bad

Fuzhou N numerical score converted in the N/A
following categories: extremely
excellent, excellent, good, average,
relatively bad, extremely bad

*N and L stand respectively for scoring applying to natural and legal person only.

** The exact number of scoring entries is not available (N/A) for some cities because only city
residents can access to the city’s platform.
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analytics. The real-time and hyper-smart social credit Panopticon governing
people’s behaviour portrayed by Western media and literature seems to be a
nightmare produced by Western fears, bearing little correspondence to what
these scss actually are. This is further confirmed by the impact of cities’ scss
on the life of the data subject.

5.6 Effects and Circulation of Social Credit/Scores

When examining the effect of social credit systems of these cities and (where
available) scores, one should distinguish between direct and indirect conse-
quences. The former refer to the ensemble of rewards and punishments asso-
ciated with the scs regulations themselves with high or low level of social
credit/scores, while the latter are related to the possible uses that third parties
might make of the data collected, and are therefore strictly connected to the
publicity and accessibility of such data.

On the one hand, scs regulations set in detail benefits that are associated
with high or low social credit; they are less precise on possible drawbacks.
As it has been righly noted, “achieving good classifications or high scores in
the municipal scs will result in various benefits supported by governmental
agencies and commercial organizations. The most common reward is public
transportation discounts, increased borrowing limits in public libraries, and
fast track for governmental services”!!! Other examples might include school
gym services,''2 access to public housing tenancy without deposit,!® park-
ing service facilitations and discounts,!* access to city bike services without
deposit and free bike services from one to two hours,'> and free access to
cultural and tourist sites.'8 By contrast, “punishment for low municipal scs
scores are smaller in scope and items. Most cities do not even elaborate spe-
cific punishments, and in cities that do, punishments are mostly about hon-
our and suspending promotions for people who work in public institutions”.!!”
Differently from what happens with other forms of social credit, such as those

1m Liu, supra n 10, 26.

12 See Hangzhou, ‘FiN#EH ™S A(SH 4% 15 (‘Hangzhou launched personal credit —
‘Qian River Credit’), 2018, www.hangzhou.gov.cn/art/2018/11/17/art_812262_25174917.html
(in Chinese).

u3 Hangzhou, supra n n2.

n4  Cf Hangzhou, supra n 12, and Wenzhou, SEINMNAW(E ST B EERiETT
(‘Wenzhou Personal Trust Credit ‘Ou River Credit’ is online and now in trial process’),
21 October 2019, www.wenzhou.gov.cn/art/2019/10/21/art_1217832_39047101.html (in

Chinese).
115 Suzhou, supra n108.
16 Cf Hangzhou, supra n 112; Suzhou, supra n 108; Wenzhou, supra n n4.
17 Liu, supra n 10, 26.
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related to financial scores, to nationwide blacklisting by specialized agencies
and to judicial lists of default debtors, which have clear consequences in terms
of denial of services and bad commercial reputation (see above, sections 3.1
and 3.3), the punishments associated with the scss of model cities are most of
the times nominal (especially if compared with the actual legal sanctions asso-
ciated with the behaviours concerned). As Daum has stressed, “even the most
prominent point systems have so little impact on employment, education, and
daily life that most citizens remain totally unaware of them”.!8

On the other hand, one should also consider the possible uses that third
parties might make of social credit data and scores. Looking for evidence of
such uses would require investigating how social credit data and scores travel
outside municipal credit information centres and penetrate administrative,
corporate and societal practices. Since, for the time being, there is no evidence
of such uses, a good proxy for third parties’ reliance upon social credit comes
from checking who can access social credit data and, when available, scores,
and for what purpose.

Considering the scss’ moralizing aim, and given that most of the informa-
tion collected by model cities under scs regulations is of a public character
(insofar as it is mostly produced and/or obtained by public bodies and agen-
cies), one might expect social credit data and scores to be available without
limitation to public bodies and agencies themselves, and perhaps even to the
general public. Yet, at least on paper, this seems to not be the case.

Let us begin with the general public’s right to access someone else’s social
credit data and/or scores. First of all, some cities code a technological limita-
tion for access, since the social credit platforms and applications are available
only to city residents; this is for instance the case of Hangzhou, Sugian, Suzhou,
Xiamen, Wenzhou, Rongcheng, Weihai, Wuhu, Fuzhou. Second, the scs regula-
tions of many model cities (most of which are included in the second govern-
mental list) draw a clear line between ‘public’ and ‘personal’ information. ‘Public’
information, by definition, can be freely consulted; by contrast, the consultation
of somebody else’s ‘personal’ social credit data or score is possible only with that
person’s authorization.!® For instance, the Shanghai scs regulation clearly states
that “without written consent from the information subject, it is forbidden to
consult the subject’s non-public social credit information, unless the law and

18 Daum, supra n 79.

19 Cf, as to the model cities in the first governmental list, Suzhou, supra n 61, Article 10; as to
the cities in the second governmental list, Qingdao, supra n 61, Article 22; Anshan, supra
n 61, Article 16; Shanghai, supra n 61, Article 22; Huaibei, supra n 61, Article 15; Zhengzhou,
supra n 61, Article 18.
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administrative regulations specified otherwise”12? Similarly, Huabei scs regu-
lation provides that “for consulting public credit information that is not pub-
licly disclosed, written consent of the information subject must be sought”!?!
Quingdao scs regulation not only contains a similar limitation, but also adds
that the municipal credit information centre should keep track of who consults
which profiles, how many times, in what form and for what reasons.122

The limitations just surveyed do not apply as such when the consultation
is sought by public bodies and agencies. Nonetheless, several scs regulations
from the second governmental list set up constraints on even public powers
to access personal social credit data. Under Zhengzhou'’s scs regulation, for
instance, administrative and judicial bodies can access personal social credit
data only if they present an ‘official request’ to the municipal credit informa-
tion centre!?® — thus suggesting that the automatic sharing of data is unilat-
eral, from information providers to the municipal centre, but not vice versa.
Regulations of other cities make it clear that, notwithstanding the right of
public institutions to freely consult social credit data, they shall consult infor-
mation “following the principle of reasonableness” in light of “administrative
management needs”,># and shall neither “use the information for purposes not
included in their administrative duties”,'?> nor shall they “disclose public credit
information that involves national or business secret, or personal privacy”.126

5.7 Challengeability of the Results

The above limitations of use of personal credit information by third par-
ties (including public bodies) demonstrate that cities’ scss have been built,
in particular in model cities included in the second governmental list, with
considerable attention to the protection of data subjects. Other expressions
of the same attention are the prohibition of collecting certain personal data
(either in absolute terms or without the data subject’s authorization), the
expiry period for negative information, as well as the relative transparency of
the legal frameworks surrounding scss — it should be reminded that our ina-
bility to gather information on regulations of some cities is due to obstacles in

120 Shanghai, supra n 61, Article 22.

121 Huaibei, supra n 61, Article 15.

122, Qingdao, supra n 61, Article 22.

123 Zhengzhou, supra n 61, Article 18.

124 Shanghai, supra n 61, Article 22.

125 Huaibei, supra n 61, Article 15.

126 Qingdao, supra n 61, Article 24; for similar observations as to the limitations of public
institutions’ uses of social credit data, see Chen and Cheung, supra n 3, 368—369.
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accessing Chinese servers from outside the country, rather than to the unavail-
ability of the regulations themselves.

To such alist of legal and technical guarantees, it should be added that many
regulations (the majority of which are in the second governmental list) specify
that legal and natural persons can always check their own social credit data
and/or scores upon proof of their identity.'?” Some scs regulations invite data
subjects to report to the municipal credit information centre facts or details
that they consider relevant for their own social credit.?® Further, almost all
regulations provide that data subjects may always ask for the rectification of
information that they deem incorrect. Municipal credit information centres
are then required to verify the accuracy of the information and to amend or
delete any erroneous record.!2?

It remains unclear how and to what extent the right to amendment might
actually be enforced in case of refusal by a municipal credit information cen-
tre to proceed with the requested rectification or update.!3° However, even
critics of the scss acknowledge that, although rules in cities scs regulations
on access and correction rights are still “at a rather primitive stage, [...] the
initiatives undertaken by local pilot schemes are broadly consistent with the
regulatory trends of big data profiling in some pioneering jurisdictions such
the EU and the US"13!

6 Conclusions

The above survey makes it clear that, in the West, there is more confusion
than clarity on the scss of Chinese cities. Western mainstream descriptions of

127 As to the model cities included in the first governmental list, cf Suzhou, supra n 61, Article
10; as to the model cities included in the second governmental list, cf Qingdao, supra n 61,
Article 22; Anshan, supra n 61, Article 14; Shanghai, supra n 61, Article 22; Huabei, supra n
61, Article 15; Zhengzhou, supra n 61, Article 18.

128 See Nanjing, supra n 61, Article 30; Xiamen, supra n 61, Article 45; Shanghai, supra n 61,
Article 13; Fuzhou (2019), supra n 61, Article 10.

129 As to the model cities included in the first governmental list, cf Hangzhou, supra n 61,
Article 27; Nanjing, supra n 61, Article 58; Suqian, supra n 61, Article 28; Suzhou, supra
n 61, Article 13; Xiamen, supra n 61, Article 33; Huizhou, supra n 61, Article 32; Wenzhou,
supra n 61, Article 33; Yiwu, supra n 61, Article 22; Rongcheng, supra n 53, Article 7; Weihai,
supra n 61, Article 30; as to the model cities included in the second governmental list, cf
Qingdao, supra n 61, Article 45; Wuhan, supra n 61, Article 31; Anshan, supra n 61, Article
19; Shanghai, supra n 61, Article 36; Huaibei, supra n 61, Article 21, Wuhu, supra n 61, Article
22; Fuzhou (2017), supra n 61, Article 39; Zhengzhou, supra n 61, Article 23.

130 Devereaux and Peng, supra n 4, 4; Chen and Cheung, supra n 3, 373.

131 Chen and Cheung, supran 3, 376.
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such systems suffer from multiple mistaken assumptions. Western media, and
sometimes scholarship, tend to conflate different forms of social credit with
one another, confusing financial metrics with nationwide blacklists and cities’
local scss, attributing features of one form to another, and assuming that a
single, unitary policy underlies all forms of scss. Further, Western accounts
frequently report local scss to be any measure and employment of A1 under-
taken by a city (such as the facial recognition and bio-metric data programs
implemented in the province of Xinjiang), without checking whether they
are actually adopted within the social credit umbrella, and then conclude
that such initiatives are technologically-enhanced instruments for undermin-
ing people’s freedom, limiting dissent and issuing punishments without legal
basis. More generally, Western attention towards Chinese social credit and its
integration of technology and governance often draws upon the West’s mis-
trust of the Chinese state-driven political and legal system, and projects on
Chinese experiments the typically Western “fears about technology’s creeping
reach into privacy and decision-making”132

Our comparative study demonstrates that, at least as far as model cities’
experiments with scss are concerned, much of Western biases and fears are
misplaced and factually unchecked, or anyway require to be properly contex-
tualized. Our research has in particular highlighted that there is no single, uni-
tary form of scs. There are rather many forms of scss, produced by different
actors, by different means and for different purposes. Even if one considers
only scss established by territorial administrative units, there are multiple
and overlapping layers of scs regulations, running across the entire span of the
Chinese administrative hierarchy, from provinces to prefectures, from counties
to cities. Multiplicity is marked even within units of a similar level; each city
has built its scs in its own way. The coexistence of all these initatives is impor-
tant because it shows that China’s authoritarianism is much more fragmented
than Westerners think. Moreover, the fact that each city’s scs is based upon
its own requirements demonstrates that the commensurability of data from
different systems is low and that, for the time being, the circulation and coor-
dination of such data are quite hard. Our analysis also proved that most of the
information making up the notion of social credit refers to compliance with
legal rules and commercial behaviour (while non-economic private behaviour,
such as donating blood and volunteering for the Red Cross, is only a minor
component) and draw upon data stemming from public records — a feature

132 Daum, supra n 79.
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that enhances the neutrality, objectivity and legibility of the procedure!®3 and
confirms that cities’ scss could be seen as little more than instruments of dig-
ital bureaucracy.!3* We further demonstrated that, contrary to Western claims
about China’s movement toward automated decision-making, the scss of all
model cities have an extremely simple technological profile; there is no proof
that the data gathered are used from a forward-looking perspective. Besides,
only half the cities analyzed adopt a scoring system; even when there is scor-
ing, ratings are disproportionately focused on promoting good behaviour in
urban areas, rather than on sanctioning deviations. Finally, almost all model
cities’ scss have a clear legal basis, providing basic guarantees to data subjects
and limiting third party access to social credit data.

All the above, of course, does not mean that model cities’ scs regulations
cannot be improved or that the data they generate cannot be used to profile
people and to manipulate their behaviour. It is for instance clear that the
inclusion in (some of) the scs regulations of provisions fostering data qual-
ity, protecting privacy and providing data subjects with remedies might not be
enough to ensure data accuracy, non-disclosure of personal information and
protection from abuses by public officials. Equally clear is that these scss have
the potential to induce behavioural changes in those who are subject to them,
suggesting strategies to cope with (and perhaps to game) the system itself.
Additionally, the extent to which the architecture and practice of model cities’
scss correspond to those of other (i.e.,, non-model) cities and administrative
units should be checked.

The analysis of the real-world effect and prospective consequences of model
cities’ scss, as well as their assessment vis-a-vis comparable practices in the
West, remained outside the scope of this paper. Yet, notwithstanding the limi-
tations of our study, we believe that we demonstrated that, atleast as they stand
now, the experiments by Chinese model cities raise problems that are not sub-
stantially different from those posed by Western technology-enhanced meas-
urement and nudging practices.’®> As it has been said, “Chinese social credit
should not be exoticised or viewed in isolation. Rather, it must be understood

133 On the same lines, Liu, supra n 10, 30.

134 Arséne, supra n13, 7; Chen, supra n 24, 22—-24.

135  Many have noticed that rating and scoring mechanisms widespread in the West (see
supra n18) raise a number of challenges, insofar as they often: collect and spread people’s
sensitive information; implement racial, gender, class and other forms of discrimination;
enhance social disparity; limit freedom of thought and of expression; provide a basis for
automated decisions on people’s access to, and denial of, employment, credit and services;
result in the application of sanctions without due process; surreptiously elicit behavioural
change; grant considerable power to unaccountable and unmonitored agents. Cf, among
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as merely one manifestation of the global age of the algorithm”136 In a similar
perspective, it has been noted that, from the Western point of view, overstating
China’s use of technology “can be just as harmful as underestimating its use
by our own governments and corporations”.!3? From this point of view, more
comparative knowledge of Western and Eastern uses of social measurement

devices is badly needed, in order to help us better understand others’ and our

own approach to technology, quantification, and human behavior.
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