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Abstract EXplainable AI (XAI) techniques can be employed to help
identify points of concern in the objects analyzed when using image-based
Deep Neural Networks (DNNs). There has been an increasing number
of works proposing the usage of DNNs to perform Failure Analysis (FA)
in various industrial applications. These DNNs support practitioners by
providing an initial screening to speed up the manual FA process. In this
work, we offer a proof-of-concept for using a DNN to recognize failures in
pictures of Printed Circuit Boards (PCBs), using the boolean information
of (non) faultiness as ground truth. To understand if the model correctly
identifies faulty connectors within the PCBs, we make use of XAI tools
based on Class Activation Mapping (CAM), observing that the output
of these techniques seems not to align well with these connectors. We
further analyze the faithfulness of these techniques with respect to the
DNN, observing that often they do not seem to capture relevant features
according to the model’s decision process. Finally, we mask out faulty
connectors from the original images, noticing that the DNN predictions
do not change significantly, thus showing that the model possibly did not
learn to base its predictions on features associated with actual failures.
We conclude with a warning that FA using DNNs should be conducted
using more complex techniques, such as object detection, and that XAI
tools should not be taken as oracles, but their correctness should be
further analyzed.

Keywords: Convolutional Neural Network · Explainable Artificial In-
telligence · Class Activation Mapping · Faithfulness · Printed Circuit
Board
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1 Introduction

In the last decade, Deep Neural Networks (DNNs) and, more specifically, Con-
volutional Neural Networks (CNNs) have been widely adopted to solve several
classification and regression problems involving images, consistently achieving
state-of-art results on several vision benchmark tasks [1, 2] and often surpassing
human accuracy. One field where DNNs have been extensively used in recent
times is Failure Analysis (FA). FA can be seen as the activity to identify and
trace back the root of failures. A failure is defined as «the termination of the
ability of an item to perform a required function» [3]. Human-led FA is often ap-
plied in-situ by human experts, who carefully examine potentially faulty objects
in search of possible anomalies and defects [4]. The examination can be carried
out visually or with the aid of other tools or methodologies. While these tests
are usually accurate, they can be time-consuming and expensive since they have
to be executed by expert figures. Thus, there have been many attempts to design
semi-autonomous tools to aid human experts in speeding up their evaluations.
In many cases, these systems work on raw images of the objects to be inspected:
thus, CNN-based techniques are a natural direction for their development.

In the present work, we start by training a CNN to perform FA on Printed
Circuit Motherboards (PCBs) of a model specifically created for the project by
the company ASAC srl. We will provide additional information on these boards
in Section 3.1. Our initial aim is to furnish a professional figure with an automatic
diagnosis specifying whether a given PCB is faulty, possibly highlighting areas
the CNN considers defective. The training is performed on several images of
these PCBs on the premise that the ground truth fed to the CNN is a boolean
value indicating whether the motherboard is defective or not. We are able to
obtain a validation-set accuracy of 91.61%.

We follow this initial training by conducting an extensive qualitative and
quantitative critical analysis of the results produced by the CNN. Specifically, we
aim to provide a proof-of-concept using eXplainable Artificial Intelligence (XAI)
tools, namely Class Activation Mapping (CAM) [5] and Gradient-weighted CAM
(GradCAM) [6] based techniques, to answer the following research questions:
i. Is the CNN able to identify components of the defective PCBs? We inves-

tigate this aspect by comparing the output of the XAI tools with the un-
derlying ground truth (i.e., the defective components). We show that these
outputs do not align well with the actual faulty areas of the PCBs, some-
times highlighting parts of the motherboards containing no circuits or even
parts of the background.

ii. Are these XAI tools faithful or correct? I.e., are they highlighting areas of
the images that are effectively relevant to CNN for producing its output?
We show that in 94.5% of our test images, masking out the portions of the
images which seem most relevant according to those XAI tools do not lead
to a change in classification, thus revealing low faithfulness. We continue
the analysis by showing that even masking out all of the faulty components
of the PCBs does not lead to a change in classification, highlighting the
ineffectiveness of the CNN to capture areas that are connected to faultiness.
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Thus, we conclude that, despite showcasing good results accuracy-wise on a
validation set, performing FA using a CNN trained with the sole information
that a given PCB is faulty/healthy does not yield semantically good results, as
the CNN seems unable to correctly identify defective components of the PCB.

In addition, we provide a warning for the community not always to trust the
heatmaps produced by CAM and its variants, as they could display a low level
of faithfulness or correctness with respect to the model they are applied to, and
can, thus, result in inaccurate representations of the inner functioning of a CNN.

Our code and dataset are available on https://github.com/LeonardoArrighi/
PCB_Analysis.

2 Related works

2.1 Failure Analysis on PCBs

Failure analysis on PCBs is a critical procedure for determining the underlying
cause of PCB malfunctions. PCBs are widely utilized in electronic devices and
may fail due to a variety of reasons, such as design flaws, manufacturing defects,
environmental stress, and aging. Typically, these steps encompass visual inspec-
tion of the faulty PCB to detect any apparent damage or defects, along with
non-destructive testing techniques. FA on PCBs is a crucial process that ensures
the reliability and performance of electronic devices.

Lewis [7] exhaustively described the principles of FA applicable to polymers.
These principles are therefore suited to the identification of failures in PCBs.
In particular, identifying corrosion-related defects, such as rust formation, color
changes, and other possible evidence, is primarily performed by visual inspection.
Kanimozhi and Krishnan [8] proposed an excellent survey summarizing the state-
of-art of automatic FA techniques on PCBs. In particular, as in, e.g., [9], the
usefulness of studying techniques based on a visual inspection of the PCB was
highlighted. For a thorough review of the PCB failure detection approaches
proposed in the last three decades, we refer the reader to Ling and Isa [4].

2.2 Explainable Artificial Intelligence

Many XAI techniques have been proposed in order to make ANNs more trans-
parent, explainable, and interpretable [10–12]. Concentrating on CNNs, of par-
ticular interest, are methods focused on visualizing internal representations or
dynamics learned by the networks. Bach et al. [13] underlined the importance
of understanding and interpreting classification decisions of automated image
classification systems; they proposed using a layer-wise relevance propagation
technique to visualize, by means of a heatmap, the relevant part of an input in
the decision process of a neural network. Their technique makes use of a linear
approximation of the class scoring function in the neighborhood of a data point.

Building on the same ideas of visualization-based XAI tools, Zhou et al. [5]
proposed a technique called Class Activation Mapping (CAM); the method aims

https://github.com/LeonardoArrighi/PCB_Analysis
https://github.com/LeonardoArrighi/PCB_Analysis
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to visualize predicted class scores on any image fed to CNNs for classification
using a heatmap that can highlight which parts of the image are most significant
for the network itself to perform the task. Inspired by CAM, numerous other
techniques have been proposed to generalize the technique to different DNNs or
to improve its precision [6, 14–20].

CAM-based techniques have been used to perform localization in CNNs
trained on image classification (i.e., without explicit information on the position
of an object within an image): Zhou et al. [5] applied CAM to a classification-
trained CNN to perform object detection without using bounding boxes for
training. Cheng et al. [21], Inbaraj and Jeng [22] developed a similar idea, ex-
panding the so-called weakly supervised object detection concept by exploiting
CAM-based techniques.

Despite seeing extended usage, XAI tools are difficult to assess quantitatively.
Studies that apply these techniques to DNNs are often limited to qualitative
considerations on a subset of their datasets, offering mere visual evaluations, e.g.,
the overlap between semantic features and the outputs of these tools [23, 24].
An extensive line of research exists to develop quantitative or objective ways of
evaluating XAI techniques. Nauta et al. [25] summarized many of these works by
proposing a unified framework to review these tools. Popular metrics for CAM
include the aforementioned correctness or faithfulness or localization, i.e., the
ability to localize instances of objects within the images correctly.

An additional point of concern is that these tools are frequently applied as
oracles without investigating their correctness. Some works have raised concerns
with CAM-based techniques, such as low faithfulness [20, 26], or inability to
capture multiple instances of objects in an image [27], or still difficulty in precise
instance localization [28]. These considerations serve as a base for a critical usage
of CAM-based techniques.

3 Materials and Methods

3.1 The dataset

To begin the present work, we constructed a dataset of images of PCBs specifi-
cally designed to run lifetime testing. All standard updated technical features are
presented and suitable for investigation/testing. For the present research, three
features have been investigated. We considered circular welding bases (used to
assemble discrete components such as power line capacitors), rectangular weld-
ing bases (used to assemble Surface-Mount Device components such as micro-
controllers), and parallel electrical tracks (used to transfer signals). Specifically,
such electrical tracks are designed with different interspace distances, distributed
on single and multi-layers, to cover all configurations used in actual PCBs.

The dataset was constructed starting from a batch of 7 PCBs of the described
model. Six of these boards were rendered faulty by subjecting them to an aging
process: they were immersed in a saline solution (5% salt) for 96 hours, observing
the procedure described in [29]. The remaining one was left untouched. This
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Figure 1: The structure assembled to take pictures for creating the dataset. It
is composed of a rack server as a dark room, a Raspberry Pi 4 with which the
whole mechanism is controlled, a Raspberry camera with a 1:1 (magnification
of the lens) lens, an RGBW LED lamp mounted on the top of the rack server,
a LED lamp mounted on the side of the rack server, and a 3D printed rotating
platform.

procedure aimed at reproducing faults to the PCBs, which can be attributed to
age/corrosion in a realistic usage setting.

In order to artificially increase the number of samples, each PCB image was
acquired using a rotating platform where we placed one PCB, a fixed camera,
and a set of lights. We could control the orientation and rotation of the board
with respect to the camera and toggle light conditions. Some pictures of the
structure assembled to take pictures can be seen in the Figure 1. Each board
was divided into 4 regions of equal size. Each picture included only one specific
region of the PCB. After each shot, the board was rotated by 10◦ (without
contextually rotating the camera), and the next shot of the same region was
taken. The whole method was repeated three times: we introduced two sets of
different light colors in distinct positions, which were combined in different ways:
(i) one white lamp above the board, on the axis of rotation of the platform, and
(ii) a natural soft yellow placed on the cabinet wall to form an angle of 30◦ with
the center of the platform, of which we modulated the intensity. This process
was aimed at reproducing different light conditions and shot angles. We took the
pictures at a resolution of 1024× 768 pixels. An example of the images obtained
using this protocol can be appreciated in Figure 2. Our goal was to have models,
which we trained on this dataset, robust with respect to various factors (such as
light conditions and object pose). This would enable the final user to employ it
without using a standardized protocol for shooting pictures, even concentrating
solely on specific regions of the PCB. We remain available to provide additional
information concerning the creation of the dataset for reproducibility purposes.

Once the images were obtained, they were classified as “Defective” (3207
images) or “Non-defective” (2653 images) according to a visual inspection of
the components carried out by an expert. We further divided the dataset into
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(a) (b)

Figure 2: Examples of two images composing our dataset: both pictures depict
the same PCB with the same pose with respect to the camera but with different
light conditions, which significantly alter its appearance.

a train, validation, and test split: 70% of the images were randomly allocated
to the training set (for a total of 4102 pictures), leaving 20% of them in the
validation split, and 10% of them in the test set.

3.2 CNN for PCB classification

For performing the PCB classification task, we used a ResNet50d CNN [2, 30],
characterized by a sequential stack of residual blocks. Residual blocks are struc-
tures containing multiple convolutional layers. The input to a block is cloned
along two paths, the first being processed sequentially by the convolutional lay-
ers and the second being left untouched (skip connection), or, in some instances,
downsampled by means of other convolutional layers. The data in the skip con-
nection is then summed to the output of the last convolutional layer of the first
path. The residual block is designed as in Figure 3. This architecture stacks 12
of these blocks for a total of 50 convolutional layers. Finally, a fully-connected
layer for performing the final classification is applied.

3.3 Implementation details

We conducted the experiments on a computing node with an Nvidia Tesla V100
GPU, employing Python version 3.8.12 and the Pytorch5 library. We fine-tuned
the ResNet50d pre-trained model on ImageNet [31]. We recovered the pre-trained
parameters released alongside the timm library6. We made use of the RAdam
optimizer [32]. We trained the model for 300 epochs. We set the batch size to
64. We employed dropout [33] with the dropout rate set to 0.1. We used the
categorical cross-entropy loss function. Considering that the dataset was built
5 https://pytorch.org/
6 https://github.com/huggingface/pytorch-image-models

https://pytorch.org/
https://github.com/huggingface/pytorch-image-models
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Figure 3: The schematization of the residual block used in the ResNet50d. The
input is duplicated along the two paths. The bottom path passes through a se-
quence of 3 convolutional layers (orange) with different kernel sizes and stride
values. The upper path (the skip connection) is left untouched unless a down-
sampling of the input is needed: in this case, a sequence of two layers, depicted
in green,—an average pooling (“AvgPool”) and a convolutional layer of kernel
size 1 and stride 1—are applied.

by encompassing a certain variability in rotation and light conditions, we used
a small set of additional data augmentation techniques: horizontal and vertical
flip and planar homography.

3.4 XAI techniques used

We used several XAI tools to assess whether the trained CNN correctly identifies
features relevant to the FA task on our PCBs. The various techniques adopted
are based on CAM [5], an XAI technique specific for CNNs used to display,
through an approximate activation map, the parts of an image the CNN has
used to classify that specific image in a specific category. According to the def-
initions provided by Dwivedi et al. [34], CAM, and CAM techniques are local
post hoc XAI tools. Post hoc means they are applied to a model after it has
been trained without modifying its parameters, while local indicates that they
produce explanations for single data points which are input to the CNN, rather
than giving explanations which are valid globally for the whole model, regardless
of its input.

The first relevant technique employed is GradCAM, proposed by Selvaraju
et al. [6]. It produces an activation map GC given by the linear combination of
the feature map activations of the last convolutional layer of the network (Ak),
weighted by the gradients of the loss function with respect to the neurons of this
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layer (wC
k ):

GC = ReLU

(∑
k

wC
k ·Ak

)
. (1)

GradCAM++ [14] is a more advanced version of GradCAM: it calculates the
weights wk using a more elaborate procedure, which includes both the aforemen-
tioned activations and gradients of the loss function.

Axiom-based GradCAM (XGradCAM) [18] integrates into the generation of
the map a series of axioms such as sensitivity (i.e., that each component of the
explanation should be proportional to the impact of removing the corresponding
feature from the input on the model’s output) or conservation (i.e., the property
that the sum of the components of the explanation should match the magnitude
of the model’s output).

LayerCAM [19] generates attention maps for all layers of the CNN, employing
GradCAM, and then combines them into a single attention map for the whole im-
age. Thus, LayerCAM provides an interpretation of the model’s decision-making
process that considers the contribution of each layer of the CNN.

High-Resolution CAM (HiResCAM) [20] aims at improving GradCAM. The
latter calculates weights by averaging gradients (Equation (1)); this leads to an
approximation of the heatmap, corresponding to a deficiency in its representa-
tion. The attention map in HiResCAM is generated by element-wise multiplying
the gradient and the activations (as in Equation (1)) but without computing the
average of the gradients.

FullGrad [15], is fundamentally different. It generates heatmaps by computing
the gradients of the output of the CNN with respect to both the input image and
the bias term in the network. It does not depend on the class used to compute
the gradient being propagated; it can produce similar outputs across different
classes.

AblationCAM [16] proposes a substantial change to the way the map is gen-
erated: the weights of the Equation (1) are calculated using the slope, i.e., a
function defined as the measure of the effect of ablation of unit k (i.e., an indi-
vidual activation cell in the feature map Ak of the final convolutional layer of
the CNN) on the class activation score y.

Finally, EigenCAM [17] is based on a hypothesis: important spatial features
in the input image that the CNN model learns are preserved during the opti-
mization process. Non-relevant or unnecessary features are either smoothed out
or regulated, ensuring only relevant spatial features are used to generate the
localization map. The activation map of EigenCAM is generated by projecting
the output of the last convolutional layer of the CNN onto the first eigenvector
of its singular value decomposition.

3.5 Evaluation metrics

We evaluated our model on accuracy (i.e., the fraction of images correctly clas-
sified by the model) and the area under the receiver operating characteristics
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Table 1: Metrics (Table 1a) and confusion matrix (Table 1b) for the model
ResNet50d evaluated on the validation datset.

(a) Metrics evaluation

Metric Value (%)

Accuracy 91.61
AUC-ROC 97.78

(b) Confusion matrix

Prediction
Ground truth Defective Non-defective

Defective 318 27
Non-defective 25 250

curve (AUC-ROC), a popular metric for binary classification problems. In ad-
dition, we provide the confusion matrix to quickly quantify the number of false
positives and negatives. All these quantities were calculated on the validation
split of the dataset.

4 Results

The performances of the proposed ResNet model are summarized in the Ta-
ble 1a. The model achieved an accuracy of 91.61%: as seen from the Confusion
Matrix (Table 1b), 568 out of 620 test set images are correctly classified. Further-
more, an AUC-ROC of 97.78% reinforces the conclusion that the model behaved
effectively.

Among the 318 images of the test set correctly classified by the network
as “Defective”, we randomly selected 10 of them to perform the following in-
vestigation. We analyzed those pictures with the CAM techniques described in
Section 3.4 using the implementations by Gildenblat and contributors [35]. We
evaluated the output of the CAM models choosing as target the last convolu-
tional layer of the ResNet50d.

As we can notice in Figure 4, the first aspect is that the CNN is apparently
unable to identify specific patterns that refer to the failures: semantically mean-
ingless areas are highlighted by the various techniques. In many cases, these areas
are not even located within the boundaries of the PCBs. At this point, we were
interested in determining whether these areas represent relevant features for the
classification by the CNN. As mentioned in Section 2.2, we removed the topical
areas identified by CAM-based techniques. Following a visual inspection, we set
a threshold at 0.4 and binarized the outputs of CAM-based methods according
to this value, thus creating a binary mask that identifies the topical regions. We
then applied these masks to the original images by replacing the pixels of these
areas with specific colors/patterns, as shown in Figure 5. After the masking,
the new dataset comprised 400 pictures. We re-evaluated these images on the
CNN. The result is that 22 of the 400 photos (5.5%) were reclassified as “Non-
Defective”, while the remaining ones (94.5%) were still classified as “Defective”.
As a last test, to check whether the CNN was learning relevant features for the
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(a) (b)

(c) (d) (e) (f)

(g) (h) (i) (j)

Figure 4: Examples of a single image analyzed through CAM-based techniques:
the picture of a region of a PCB (a), classified as “Defective” due to the defective
components highlighted in (b), is overlapped with the heatmaps generated by
GradCAM (c), GradCAM++ (d), AblationCAM (e), LayerCAM (f), XGrad-
CAM (g), FullGrad (h), EigenCAM (i), and HiResCAM (j).

(a) (b) (c) (d) (e)

Figure 5: Examples of masks applied to original images by transforming Grad-
CAM output. The patterns adopted are: all white (a), all black (b), random
pixels (c), the color of the green surface of the board (d), and the color of the
background of the area outside the board (e).

classification, we operated directly on the original 10 images by masking out the
faulty components with the same 5 modalities mentioned above. Of the 50 im-
ages thus obtained, 45 were evaluated as “Defective” by the model. Therefore, in
90% of the images, the classification did not change. This shows how the CNN,
originally thought to perform well on our dataset, is, on a deeper level, unable
to learn features connected to true failures.
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5 Conclusions

In this paper, we proposed using a Deep Neural Network (DNN) to identify
failures on Printed Circuit Motherboards (PCBs) by classifying images of por-
tions of the boards as flawless when there were no evident defects and as defective
when there was a visible defect. We showed how we obtained a seemingly accurate
and robust binary classifier with a Convolutional Neural Network (CNN), specif-
ically a ResNet50d. We also provided a proof-of-concept using Class Activation
Mapping (CAM)-based eXplainable Artificial Intelligence (XAI) techniques to
investigate whether the model could identify defective PCB components within
pictures of portions of motherboards. We showed that, by and large, the tech-
niques we employed did not correctly highlight the defective areas of the boards.
Furthermore, we proceeded to assess the faithfulness of these techniques with re-
spect to the decision process of the CNN. We masked out the areas emphasized
by the CAM-based techniques in the test images. We found that these areas did
not correspond to significant features used by the CNN for the classification. We
also proceeded to mask out the defective PCB components in a selection of test
images, showing that this did not significantly change the classification operated
by the CNN. Based on the evidence, it can be inferred that the Convolutional
Neural Network (CNN) utilized in the analysis may not possess an accurate un-
derstanding of the concept of failure. This suggests that the classification of the
images may have been influenced by various visual cues and features identified
by the model.

Our findings prompt us to posit that Failure Analysis using DNNs should
be conducted using more suitable and complex methods like object detection
or segmentation to capture the defective components better and that the sole
PCB-level information of defect is insufficient for training a well-functioning
model. Furthermore, we conclude with a call towards a more responsible usage
of local post hoc XAI tools, specifically CAM-based techniques: they should not
be regarded as oracles since, as we showed in the present work, their outputs
might be misleading. We advocate in favor of a critical usage of such tools—
appropriate in-depth analyses should always be carried out to confirm their
reliability.
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