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Abstract

Describing the properties of complex systems that evolve over time is a crucial re-
quirement for monitoring and understanding them. Signal Temporal Logic (STL) is a
framework that proved to be effective for this aim because it is expressive and allows
state properties as human-readable formulae. Crafting STL formulae that fit a partic-
ular system is, however, a difficult task. For this reason, a few approaches have been
proposed recently for the automatic learning of STL formulae starting from observa-
tions of the system. In this paper, we propose BUSTLE (Bi-level Universal STL Evolver),
an approach based on evolutionary computation for learning STL formulae from data.
BUSTLE advances the state of the art because it (i) applies to a broader class of prob-
lems, in terms of what is known about the state of the system during its observation,
and (ii) generates both the structure and the values of the parameters of the formulae
employing a bi-level search mechanism (global for the structure, local for the param-
eters). We consider two cases where (a) observations of the system in both anomalous
and regular state are available, or (b) only observations of regular state are available.
We experimentally evaluate BUSTLE on problem instances corresponding to the two
cases and compare it against previous approaches. We show that the evolved STL for-
mulae are effective and human-readable: the versatility of BUSTLE does not come at
the cost of lower effectiveness.
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1 Introduction

Explainability is of paramount importance in the field of Cyber-Physical Systems (CPS)
(Bartocci, Mateis, et al., 2022b; Bartocci, Bortolussi, et al., 2022a). CPSs consist of com-
putational models for which, usually, we do not have an exact description of the be-
havior, but just numerical trajectories derived by integration, simulations, or even
only real observations of the systems. The increase in data availability led to a grow-
ing use of machine learning techniques to describe and analyze such systems. These
methods typically generate powerful black-box models and work well in high dimen-
sions; however, they suffer from a shortage of uncertainty measures surrounding point
estimates and lack an understanding of the underlying mechanisms that give rise to the
estimation results (Marcus, 2018). When dealing with safety-critical CPSs, where failure
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can cause high costs, these weaknesses become critical. In general, comprehending the
phenomena CPSs capture and extracting interpretable information from their data are
key points for the designers of such systems.

Learning temporal logic formulae has been recently explored as a way to tackle
the problem of extracting human-interpretable information from data (Salamati et al.,
2021). Temporal logic provides precise formal formulae that can be human-readable
and verification algorithms that can check in an automatic way the value of satis-
faction of interesting properties. They can describe properties as “the velocity will
eventually reach 50 km h™! in the next 10 min” or “it is always true that distance
between two cars is more than 2 m.” Temporal logic formulae can describe datasets
in a concise way, and thus clarify and comprehend which are the emergent patterns for
the system at hand. Additionally, an important application of this methodology is the
problem of anomaly detection. Identifying the anomalous trajectories in an automatic
way permits the designer to have an insight into what characterizes the anomalous
behaviors.

We focus our attention on learning Signal Temporal Logic (STL) (Maler and
Nickovic, 2004) formulae from data. STL is a linear-time temporal logic very suitable to
specify properties over real-time trajectories, and it comes with efficient monitoring pro-
cedures to check in an automatic way whether the trajectories satisfy these properties.
STL has been applied in many different contexts, from medical devices to automotive
systems and robotics (Bartocci et al., 2018).

In this work, we propose a general framework to learn STL formulae from data,
namely Bi-level Universal STL Evolver (BUSTLE), and validate it for two cases: (a) when
data consist of both regular and anomalous trajectories (two-class learning), or (b) when
data consists of only regular trajectories (one-class learning). With BUSTLE, the designer
has the flexibility to choose between single-level optimization and bi-level optimization:
in the former, we use genetic programming to learn both the structure of the formula
and the parameters; in the latter, we use genetic programming to learn the structure
and Bayesian optimization to learn the parameters. We frame the problem of learning
the formula as an optimization problem minimizing a fitness function that has different
shapes depending on the case.

First, we tackle the case of two-class learning from a labeled data set. We use an
approach similar to Nenzi et al. (2018), but using a grammar-based form of genetic pro-
gramming. In this way, we avoid the choice of the initial population by hand, which
was one of the main limitations of Nenzi et al. (2018). We then show, using different
case studies, that BUSTLE performs better or comparably with the most recent works
in this field (Mohammadinejad et al., 2020a, 2020b; Bombara and Belta, 2021).

Then, we consider the case of one-class learning from a data set of only regular
trajectories. To demonstrate the applicability of BUSTLE, we use the same case stud-
ies of the two-class learning case considering only the regular trajectories as the data
set. We show that our BUSTLE learns STL formulae with a low misclassification rate
for the regular trajectories and a low misclassification rate in detecting the anomalous
trajectories.

Interestingly, BUSTLE achieves a good effectiveness in both scenarios (one-class
and two-class) despite being based on a rather simple combination of existing building
blocks: (a) a grammar-based representation for the solutions that allows limitation of
their complexity, (b) a well-established evolutionary algorithm (genetic programming),
(c) Bayesian optimization for refining solutions, and (d) a fitness function based on de-
tection accuracy, yet applicable to both scenarios. We believe that this simplicity makes



BUSTLE more understandable; as the generated STL formulae are designed to be simple
and human-interpretable (Virgolin et al., 2022), overall BUSTLE may be considered suit-
able for high-stakes applications where interpretability is a key goal (Virgolin, Alderli-
esten, et al., 2020).

The remainder of this paper is organized as follows. In Section 2, we briefly survey
the recent literature that is relevant to this work. In Section 3, we provide the formal
background concerning STL, including its syntax and semantics. In Section 4, we for-
mally state the problem of learning STL formulae from data and define a few indices
that can be used to assess the effectiveness of learned formulae. In Section 5, we describe
BUSTLE in detail. In Section 6, we present the experiments we performed for validating
BUSTLE and comment on the results. Finally, in Section 7, we draw the conclusions.

2 Related Work

Learning rules from data is a task that has been commonly framed as an optimization
problem and often solved by means of evolutionary computation (EC). The applications
go from road traffic rules (Medvet et al., 2017) to filtering rules for social network content
(Bartoli et al., 2016), from active protocols (Patka et al., 2017) to event processing rules
(Brunsetal., 2019). When the systems for which the rules have to be learned involve time
and quantities, as for CPSs, STL is a very practical choice for expressing the rules. Not
surprisingly, learning STL formulae from data is thus an established field of research in
CPS. We partition approaches for learning STL formulae into two sub-fields: template-
based and template-free approaches.

Template-based approaches start from a parametric version of STL (PSTL) in which
parameters substitute both time bounds and threshold values. Then, the user provides
only the formula structure and learns its parameters. In Hoxha et al. (2018), the pa-
rameter mining problem is converted into a Pareto optimization problem, providing
an approximate solution through a stochastic optimization method. In Jin et al. (2015),
the authors exploit monotonicity in a fragment of PSTL to have an exponential saving
when searching over the parameter space by using methods like binary search. Other
interesting works on this field are Xu and Julius (2018), Asarin et al. (2012), Bartocci et al.
(2014), and Nguyen et al. (2017). Although relevant, the applicability of template-based
approaches is sometimes limited, since specifying formula structures can be hard.

Template-free approaches, on the other hand, attempt to learn both an optimal
structure for the formula and its parameters. The vast majority of template-free ap-
proaches focus on two-class learning problems, learning an STL classifier for a labeled
data set of trajectories (i.e., partitioned into regular and anomalous). In Bombara and
Belta (2021), the authors devise a decision-tree-based framework that outputs an STL
formula. The main limitation of the method is that it can produce very complex for-
mulae for which the meaning is not readable. Furthermore, it is limited to a restricted
fragment of STL. Mohammadinejad et al. (2020b) use an enumerative search, provid-
ing a way to systematically explore the space of all STL formulae, to learn the formula
structure and logical binary classification, similar to Jin et al. (2015), to learn the pa-
rameters. The work that is the most similar to ours is Nenzi et al. (2018), which uses
a genetic algorithm to learn the structure and Bayesian optimization to learn the pa-
rameters. Although groundbreaking, these works have limitations that we attempt to
overcome. Our approach performs better or comparably with the most recent works
while being generally faster. Finally, BUSTLE is one of the only two works that ex-
tend STL formula learning to the one-class learning problem, where data consist of only
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Figure 1: Example of a regular and an anomalous trajectory taken from the Train data
set (see Section 6.1.2). This is an example for the sake of illustration: in general, what is
anomalous or regular depends on the specific data set and problem.

regular trajectories; Indri et al. (2022) is the other, but it does not have the flexibility to
choose between single-level and bi-level optimization.

In a previous work (Pigozzi et al., 2021), we applied EC for learning STL from data
in a fully unsupervised context, that is, when the aim is not to use the STL formulae to
tell apart anomalous and normal system behaviors, but simply to describe their proper-
ties. With respect to the cited work, here we (a) address the practically relevant case of
anomaly detection in both the cases when anomalous observations are or are not avail-
able for learning and (b) employ a bi-level optimization strategy that improves both the
effectiveness and efficiency of the learning process.

3 Background: Signal Temporal Logic

Signal Temporal Logic (STL) is a linear-time temporal logic (Clarke et al., 2018) suitable
to describe the behavior of dynamical systems, in particular, to describe trajectories de-
rived from the simulation of a system or from real-world data. Let X be a set of trajec-
tories, with x : T — R” for every x € X, and T C R a time domain. Each trajectory x
is then an n-dimensional signal of real-valued attributes A, with |A| = n, and we denote
by x;(r) the projection on the ith coordinate of x = (x1, ..., x,) attimer € T.

DErINITION 3.1 (STL syntax): We define the syntax of an STL formula (i.e., the syntactical
form of a formula) ¢ using the following grammar:

o = Tlunl=eler A | e1Upy 192

where T is the true value, p is an atomic proposition in the form y(t) ~ ¢, with y : R* — R
projecting the n-dimensional signal onto a single variable, ~ € {<, >}, ¢ € R" being a threshold,
— and A are the usual Boolean connectives, and Uy, ., is the Until temporal modality with
[11, 12] being time interval with 1, t, € T, witht; < tp. One can easily derive the Vv connective by
composing — and A, namely @1 V @ = —(—¢1 A —¢y). We build more complex future temporal
operators from Until; we define Eventually as Fy, ,j¢ = TUy, 19 and Globally as Gy, ,,j¢ =
~Fln.179.

Figure 1 shows an example of two one-dimensional trajectories x : T — R, regular
in green, and anomalous in red, with T = [0, 100]. Examples of atomic proposition are



n1 = x < 35and puo = x > 15. Temporal operators permit the description of the tempo-
ral evolution of a system. An example of a temporal property is: Gg 1001(x < 35) which
means that the value of x should be less than 35 for ¢ € [0, 100]. We remark that this is an
example for the sake of illustration: in general, what is anomalous or regular depends
on the specific data set and problem.

STL is interpreted pointwise over a trajectory & using a qualitative (Boolean) or
a quantitative (real-value) semantics (Maler and Nickovic, 2004; Donzé et al., 2013),
which are both defined recursively on the operators of the logic. For the Boolean se-
mantics, we write (x, 7) = ¢ if the trajectory x at time ¢ satisfies ¢ and (x, 1) [~ ¢ if it
does not satisfy the formula. The evaluation of the whole trajectory corresponds to the
evaluation at time zero (i.e., x = ¢ iff (x,0) = ¢), because it captures the system be-
havior over time and ensures the formula holds from the initial state; the evaluation at
t > 0 corresponds to considering the portion of x starting at 7. The quantitative seman-
tics instead is defined considering the robustness function p which returns a real-value
o(p,x, 1) € RU{—o00, +00} quantifying the robustness degree of the property ¢ by the
trajectory x at time r. Below, we report in detail the quantitative semantics and we refer
the reader to Maler and Nickovic (2004, 2013) and Donzé et al. (2013) for more details.

DEFINITION 3.2 (STL Quantitative Semantics): Given a trajectory x : T — R”, the robustness
function is defined recursively as follows:

p(T,x,t) =400
y(x(@)—c ifp=yx()>c
p(u, x, 1) = .
¢ —y(x(t)) otherwise
p(—p,x, 1) = —p(p, x,1)
p(p1 A g2, x, 1) = min(p(¢1, X, 1), p(@2, X, 1))

p(o1 Uy )92, X, 1) = sup (min(p(goz,x,t’), ”inf, (p((pl,x,t”)))>
t'e[ty+1,0+1] t"elt, |

where t1 and t are defined in terms of absolute time. Moreover, we let p(¢p, x) := p(¢p, x, 0).

The sign of p(¢, x) provides the link with the standard Boolean semantics of Maler
and Nickovic (2004): if p(¢, x) > 0 then x = ¢, and if p(p, x) < 0 then x [~ ¢. The case
p(p, x) = 0, instead, is a borderline case, and the truth of ¢ cannot be assessed from the
robustness degree alone.

When discussing the evaluation of temporal formulae, the necessary length concept
is important (Maler and Nickovic, 2004). The necessary length |l¢|| for a formula ¢ is
defined recursively as:

il =0
=l = llell
llor A 2l = max(llell, lle211)
191U, 1921l = max(flg1ll, lle2ll) + 2

Intuitively, the necessary length is the shortest trajectory length such that x = ¢ is well-
defined. For example, the formula ¢;Ujo 19)¢2 cannot be evaluated on trajectories shorter
than 10 (assuming ¢; and ¢, have a necessary length of 0) since this would imply looking
at a future that is not part of the trajectory.



4 Problem Statement

We consider systems with real-valued attributes that can change over time. Given a sys-
tem, the way its attributes change in a given time span is unequivocally described by
a trajectory. We assume that any trajectory of a system is either regular or anomalous.
Classifying trajectories into regular and anomalous is relevant in pattern recognition,
anomaly detection, and decision making in several fields. How the process is carried
out depends on the curators of the data set. Thus, BUSTLE leaves the system designer
the choice on what kind of behavior is “regular” and what kind of behavior is “anoma-
lous.” BUSTLE also allows treatment of an n-class classification problem by iterating the
two-class procedure n — 1 times. For the sake of simplicity, we focus on the two-class
problem and leave the multi-class one for a future work.

We aim to automatically learn an STL formula that classifies system trajectories as
regular or anomalous starting from a collection of observed trajectories. The learned
formula should (a) be satisfied only when the trajectory is regular, and not satisfied
otherwise, and (b) be human-readable.

More precisely, let X be the set of possible trajectories for a system with attributes A
andlet X*, X~, with Xt U X~ = X and X* N X~ = @, the sets of regular and anomalous
trajectories, respectively. Let ® be the set of all STL formulae meaningful for the system,
that is, defined over the attributes A. Ideally, we would like a methodology that, given
a collection Xjearn € X of trajectories observed for the system, learns the STL formula ¢*
that minimizes the classification error and is simple enough to be human-readable.

We further define the problem depending on the nature of the collection Xjeam of
observations available for learning, i.e., on the nature of the learning data Xieam.

o Two-class: Xjeam consists of two sets X
are known to be regular (X}

of observed trajectories that
< X7).

learn’ Xlearn

C X™) or anomalous (X

learn — learn —

* One-class: Xjeam consists of a single set X
known to be regular.

learn Of Observed trajectories that are

The two cases differ in the granularity of details about the system provided by the
learning data. In the first case, we have the most fine-grained information. In the second
case, instead, we only know the regular behaviors; we learn from regular trajectories
alone a formula that should be able to recognize anomalous trajectories as well. The
second case is then a more complex problem. We present in Section 6 problem instances
corresponding to real-world scenarios for both cases.

In the vast majority of practical cases, X, X~ are not actually known. We thus mea-
sure the effectiveness for a given problem instance, that is, a pair A, Xjeam, using quanti-
tative indices. For the two-class case, we use a pair X5, X Of sets of trajectories such
that X7, € X" and X, C X~ . To assess the accuracy of a learned formula ¢, we use the
indices that are common in binary classification, namely the Accuracy (Acc), the False
Positive Rate (FPR), and the False Negative Rate (FNR):

erxggst:x':@H erXtTest:xI#@H

Acc(@; Xiost> Xiest) = — te .
test test |Xtest‘ + |Xtest| |Xtest| + |Xtes'f|
Xiot | ¢
PPR(Q, Xt_est) = |{x € Apest * ¥ = (,0}| (2)
‘Xtest|
Xt ¢
ENR($; X5y) = [{x € X x ¥ 2} ©)

| X

test



For the one-class case, we only observe regular trajectories and thus cannot em-
ploy the indices of binary classification in the same way. To this end, we introduce a
hyperparameter € € Rt and classify a trajectory as regular if its robustness is greater
than e, while anomalous otherwise. Finally, we set X, = X~ and use the same X,
of the two-class case; thus, there is no X~ during evolution but we rather employ it to
assess the one-shot performance of BUSTLE on anomalous trajectories during testing.

The one-class indices are then:

[{x € X1 p(@.%) > e} | [{x € Xigp : (9. %) < €|

Acc(P; Xt X €) = — — 4)
o |Xt+est| + }Xtest| |X‘;st| + |Xtest}
xeX .. :p@,x €
FPR(9s X ) = = 2020 2 )
test
X+ : A’
FNR(@; X1y ¢) = X € Ko 120, 3) = ]| ©)

|X ttst

We remark that, by setting ¢ = 0, we obtain the same indices of Equation (1) to
(3) for the two-class case. Otherwise, the larger positive ¢, the stricter the criterion for
considering a trajectory to be satisfying the formula; the larger negative ¢, the opposite.

We measure the human readability of a formula (a) in a qualitative way, by means
of visual inspection, and (b) in a quantitative way, computing a measure of formula
complexity. For the latter, we assume that larger formulae are less human-readable and
use the number of nodes n,04es (@) in the syntax tree of a formula ¢ as a proxy of formula
complexity.

5 BUSTLE: Evolving STL Formulae

From the formulation of Section 4, it is clear that we are dealing with a search problem:
we want a way to search in the space ® of STL formulae for one that fits the learning data
Xlearn- The nature of the search space is peculiar—it consists of the set of STL formulae
that are syntactically valid for a given set of attributes A—and hence the search method
has to be capable of effectively searching this kind of space. We build our methodology,
that is, BUSTLE, based on EC, since this family of population-based search methods,
consisting of Evolutionary Algorithms (EAs), showed to be effective over a diversity of
search spaces.

Since the STL syntax can be defined by means of the Context Free Grammar (CFG)
of Definition 3.1, we rely on CFG Genetic Programming (CFGGP) (Whigham, 1995),
a grammar-based version of genetic programming (Koza, 1992), a popular EA. In
BUSTLE, candidate solutions are valid STL formulae, that is, strings of the language
defined by the STL grammar, and they are subjected to variation through the applica-
tion of genetic operators that operate on the corresponding derivation trees. We describe
the EA of BUSTLE, including the representation of the solutions, in Section 5.1.1.

Since the attributes are real-valued, the thresholds in the atomic propositions (i.e.,
the ¢ in the p of Definition 3.1) play a relevant role in an STL formula; similarly, the
time boundaries in the temporal operators are relevant too. We say that thresholds and
boundaries are the numerical parameters of an STL formula (Asarin et al., 2012). The nu-
merical parameters are subjected to search too, together with STL structure; however,
there is evidence that constant creation in grammar-based EC is a difficult problem
(Dempsey et al., 2007; Azad and Ryan, 2014). To address this peculiarity, we propose
two variants of BUSTLE: a single-level variant that jointly optimizes the structure and



parameters with CFGGP, and a bi-level variant that separates the search for the optimal
parameter values from the search for the optimal structure of the STL formula. In par-
ticular, the former relies on the Gaussian Process Upper Confidence Bound (GP-UCB)
optimization algorithm (Srinivas et al., 2012). We describe this algorithm in Section 5.2.
Summarizing, the bi-level variant performs a double-optimization loop: at the outer
level (global search), BUSTLE optimizes the structure of the STL formula; at the inner
level (local search), it optimizes the formula parameters. The quality of a solution at the
outer level is given by the quality of that solution with the parameters optimized at the
inner level.

A fitness function f measures the quality of candidate solutions and depends on the
kind of problem at hand (two-class, one-class). In all cases, the fitness function is defined
as f : ® — R and is parametrized on the learning data Xje,m. The semantics is that of a
minimization problem: the lower f(¢; Xjeam), the better the STL formula ¢. We present
the two formulations for the fitness function in Section 5.3.

5.1 Search for STL Formula Structures with CFGGP

In BUSTLE, we search for STL formula structures using CFGGP. In CFGGP, candidate
solutions are represented as derivation trees of a grammar G = (N, T, so, R), where N
is the set of non-terminal symbols, T is the set of terminal symbols (with T N N = 0),
so € N is the starting symbol, and R is the set of derivation rules. Each derivation rule
describes how a non-terminal symbol may be replaced by a sequence of symbols, ei-
ther terminal or non-terminal. A derivation tree is a tree where nodes are symbols of the
grammar: leaf nodes are terminal symbols, and non-leaf nodes are non-terminal sym-
bols. The children of each node match one of the derivation rules for the corresponding
non-terminal symbol. The string of the language defined by the grammar, correspond-
ing to a given derivation tree, is the sequence of the leaves of the tree. Figure 2 shows
an example of a derivation tree for the CFG of Figure 3.

We use an improved version of CFGGP that promotes diversity in the population.
The lack of diversity in the population may result in premature convergence towards
a local optimum (Squillero and Tonda, 2016), in particular when the search space is
discrete, as in CFGGP (Bartoli et al., 2019). In this work, we promote diversity by simply
enforcing the reapplication of the genetic operator whenever a generated individual is
already part of the population.

5.1.1 Evolutionary Algorithm

Given a CFG G and a fitness function f : L(G) — R, where L(G) is the language defined
by the CFG G, CFGGP works as shown in Algorithm 1. After the initialization of the
population P, CFGGP repeats nge, times the following three steps.

(1) It builds the offspring population P’, with |P’| = npep, by iteratively selecting
one (mutation, with 1 — pyover probability) or two (crossover, with pyover prob-
ability) parents with tournament selection of size ny, and then applying the
genetic operator. If the resulting solution ¢, is already part of the offspring P’ or
parent P population, a new solution is generated, and the process is repeated for
a maximum number n,ys of attempts; otherwise, ¢, is added to P’ and its fitness
f(@c; Xiearn) is computed.

(2) It merges the parent and offspring populations.

(3) It shrinks the resulting new population P, until its size is nyop, by iteratively
removing the worst solution.
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Figure 2: A derivation tree of the grammar of Figure 3 for the formula (a; <
0.05) Upyg 481 (a2 > 0.94), as in single-level optimization. For bi-level optimization, we
substitute (interval) and (num) with placeholders 7 and ¢, respectively, to be optimized
by local search. In both cases, we assume data to be normalized in [0, 1].

(formula) ::= (formula;)

formula;
< ) atom) | (logic;) otherwise

{ (atom) | (logic,) | (temp,) if7 < imax
(logic;) ::= ~(formula;) | (formula;) A (formula;)
(temp,) ::= (formula; 1)U intervary (formula; ;1) |
G(interval) <formulai+1> ‘

F (interval) <formUlai+1 >

(interval) ::= [(num), (num)]
(atom) ::= (attr) (comp)0.(num)
(attr) m=ay | a2 | ... | a4
(comp) == < | >
(num) = (digit) (digit)
(digity ==0]1]2|3|4|5|6|7|8]9

Figure 3: The CFG for describing STL formulae structure and parameters, as in single-
level optimization. Non-terminal symbols are enclosed in angle brackets: the topmost
non-terminal symbol, (formula), is the starting symbol s of the grammar. The deriva-
tion rules for the symbols (formula;), (logic,), (temp,) are parametric on i, which repre-
sents the nesting level: that is, for imax = 3, the concrete version of this CFG would have
three 7 4 3 - 2 + 2 non-terminal symbols, including (formula;), (formulay), (formulas),
(logic,), (logic,), (logic,), (temp,), and (temp,). The derivation rule for (attr) is the one
that makes the grammar tailored to a given system with attributes A = {a1, a2, ..., aj|}.



Algorithm 1 The EA for the outer optimization of BUSTLE

1 function evolve():
P« initialize(G,npop)
foreachi € {1,...,ngen} do
P«
while [P'| < npop do
140
repeat
if ~ U(0,1) < pyover then
(¢p,1, fp1) < select (P)
(¢p,2, fp,2) ¢ select (P)
e « crossover(gp1,©p2;9)
else
(¢p, fp)  select (P)
e  mutate(pp; G)
end
i1+ 1
until (¢, & PUP") A (i < Nays)
P+ PU {(@c, f(@c? Xlearn))}
end
P+ PUP
while | P| > npop do

| P+« P\ {worst(P)}
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23 end
24 end
25 return best(P)

2 end

The initial population is built with the ramped half-and-half method (Luke, 2009).
Let a range {dmin, - - - » dmax} for the depth of the derivation trees be given and let np, be
the number of trees to be generated. For each d in the range, we build k random approx-
imately full derivation trees (i.e., where each leaf node is at depth d) and k random trees
with the deepest leaf at depth d, with k = m We write “approximately” be-
cause it is not possible, in general, to build a derivation tree of a grammar G where each
leaf is exactly at depth d. This procedure ensures that the size, and hence, the complexity
of the generated formulae is evenly distributed in a predefined range.

The genetic operators are defined over the space of derivation trees of the gram-
mar G. We used the standard CFGGP mutation and crossover. The former “replaces” a
random subtree of the derivation tree with a randomly generated subtree that is appro-
priate according to G. The crossover “replaces” a random subtree of one parent with an
appropriate random subtree of the other parent. Both operators ensure that the resulting
derivation tree is at most dmax deep.

After preliminary experiments and exploiting our previous knowledge, we set the
following values for the parameters: population size n,, = 500, number of iterations
(generations) ngen, = 50 (corresponding to 25,000 fitness evaluations), tournament size
Niour = 5, crossover probability pyover = 0.8, number of attempts 7,4 = 100, min and
max depth dmin = 1, and dmax = 12. We thus include all the details necessary to replicate
the results of BUSTLE.
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(temp,) ::= (formula; 1)U (formula; ;1) | G(formula;;1) | F;(formula; )
(atom) ::= (attr)(comp)c

Figure 4: The CFG for describing STL formulae structure, as in bi-level optimization.
Here, we show just the rules that vary with respect to single-level optimization (see
Figure 3) for the sake of conciseness. I and ¢ are placeholders that BUSTLE optimizes
by local search.

5.1.2 Grammar for STL Formula Structures

We need a grammar G for the language of STL formulae that is customizable for a given
problem, i.e., for its attributes A. Moreover, we want G to define a language suitable
for single-level optimization and bi-level optimization. Finally, for the sake of human
readability, we want G to explicitly limit the depth of nesting of temporal operators. We
remark that the overall size of STL formulae is limited by the maximum tree depth dmax
used by CFGGP (in the operators and in the initialization of the population). However,
we believe that posing a further limit on the nesting of the temporal operators makes the
STL formulae more readable, and not just smaller. The findings of Virgolin, De Lorenzo,
etal. (2020) for mathematical expressions corroborate our belief: some operators, such as
log and sin, make the expressions less interpretable than others, for example, 4+ and -+

Figure 3 shows our grammar G, with limited nesting of the temporal operators,
for single-level optimization. The figure adopts the common Backus-Naur form: the
non-terminal symbols are enclosed in angle brackets, whereas the terminal symbols are
shown as literals (—, A, ..., a1, a2, ..., <, >, 0, ..., 9); for each non-terminal, deriva-
tion rules are separated by [; the starting symbol is the topmost non-terminal, that is,
so = (formula). The terminals a1, ay, . . ., derived from the non-terminal (attr), represent
the attributes of the problem at hand: in this way, the grammar is tailored to a specific
problem. We express some of the non-terminals using a parameter i that represents the
maximum nesting. The only derivation rule that increases i is the one for (temp;), which
represents temporal operators. The limit to nesting is enforced by the parametric def-
inition of the derivation rule of (formula;), that does not expand to (temp.) if i > ipax-
We set the maximum nesting to imax = 3. This means that CFGGP operates on a gram-
mar G that is the realization of the grammar of Figure 3 with ima.x = 3 and a given set of
attributes A.

For single-level optimization, when mapping a derivation tree into the correspond-
ing STL formula, we apply the following adjustments for the numerical parameters.
To map a non-terminal interval symbol (interval) into the corresponding time inter-
val [11, ] C T, we first obtain the interval [a, ], with a, b € {0, ..., 99} according to the
derivation rules for (num); then, we sett; = a and r; = a + b. This way, we enforce valid
time intervals without imposing constraints on a and b. Moreover, we remark that, since
there can be at most two nested temporal operators, the maximum necessary length of
any formula will be 198, corresponding to the necessary length of a formula with two
nested temporal operators with intervals [0, 99]. Note that, according to the definition
of (atom), when mapping a (num) in an atomic proposition, we assume a leading 0. to
precede the two-digit numerical value. As a result, numeric constants lie in [0,1], and,
for normalized data, we can express thresholds in the entire relevant domain.

For bi-level optimization, as shown in Figure 4, we substitute (interval) with a place-
holder I and substitute (num) with a placeholder c. I and ¢ represent the placeholders
for the formula parameters, which BUSTLE will optimize with the local search, as de-
tailed in the next subsection.
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5.2  Search for Formula Parameters with GP-UCB

For the bi-level variant of BUSTLE, we perform a local search to find the optimal values
for its numerical parameters. From the point of view of the global search of Algorithm
1, the local search is simply part of the computation of the fitness:

fOPt (5, Xlearn) = 0?[})%11111’ f (¢|a§ Xlearn) (7)

where f is the actual fitness function, ¢ is a formula structure, 6 € [0, 1]? is the vector
of normalized numerical parameters of ¢, and ¢ = 9|y is the STL formula obtained by
evaluating g in 6.

For the purpose of computing f (¢l¢; Xiearn), We map the normalized parameters
into the actual parameters as follows. Let p. be the number of ¢ placeholders (i.e., thresh-
olds in atomic propositions) in g and let p; be the number of I placeholders (i.e., bounds
in temporal operators), then p = p. 4+ 2p;. For each c;, we take the corresponding 6; ele-
ment in @ and de-normalize c¢; by considering the minimum v, min and maximum v, max
values observed in Xje,m for the attribute in the atomic proposition containing ¢; in g:

¢j = Vamin + 0;(Va,max — Va,min) (8)
For each I;, we take 0;,6;,1, with j'=p,+2j—1, and de-normalize as I; =
[1).int. t.sup -

tiint = [(x = 1)6; | )

tisup = tjint + | (T — 2jin)011 (10)

where 7 is a parameter representing the maximum span of an interval; this way we
enforce proper constraints for the intervals.

Computing f,p corresponds to solving a numerical optimization problem. The fit-
ness function can be treated as an unknown objective function with variables for the pa-
rameters to optimize, fz : [0, 1]? — R. In BUSTLE, we solve this optimization problem
using the Gaussian Process Upper Confidence Bound (GP-UCB) algorithm introduced
in Srinivas et al. (2012), taking inspiration from Nenzi et al. (2018).

The general idea of the approach is to treat the unknown function as a Gaussian pro-
cess (Rasmussen and Williams, 2005). This means that it can be completely described by
its mean u(#) and covariance matrix X(6). We can then approximate it considering the
posterior of the distribution, and use the UCB to balance the exploration and exploita-
tion in the parameter space.

First, we collect as training data set a number of observations (evaluations of f5
for some fixed number of samples for a fixed number of parameter values). Then, for
a number of iterations, we use Gaussian processes to probabilistically estimate the val-
ues of f5 for the rest of the parameter space, computing the posterior GP(u«(6), X (9)),
where k is the kth iteration. More specifically, in a regression task, a prior is combined
with observations to provide a posterior. ug and X, are prior distributions. At itera-
tion k, GP-UCB samples ;. € [0, 1]” from f5 in order to maximize the upper confidence
bound:

0, = argmax (;Lk,l(é’) + \/E):k_l(G)> (11)

0[0.1]
to balance exploitation (first addend of Equation (11)) and exploration (second addend
of Equation (11)) with a hyperparameter 8. The idea is that we do not take just the mean
value but we balance it with respect to the variance of the distribution. In this way, if
there are regions of the parameter space not explored, then in those regions there will be
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high variance and so the new parameter 6, will be taken in that region. The algorithm
then evaluates f; for the new parameter 6, adds the new observation to the training set,
and performs a Bayesian update to obtain the new p; and X;. GP-UCB stops when there
are no more improvements; if this does not happen, it has anyway a fixed number njoc41
of maximum iterations. We omit it for brevity and refer the reader to Srinivas et al. (2012)
for more details. We used the implementation of Nenzi et al. (2018). After preliminary
experiments, we set nj,.;; = 15 and all other parameters (including prior distributions
and B) to be the same as Nenzi et al. (2018).

5.3 Fitness Function

We designed BUSTLE for the two kinds of problem identified in Section 4: two-class
and one-class. We define the fitness function f accordingly.

For the two-class problem, where the learning data is Xjearn = (ng an Xlearn)r W€

set:
_ o xi o — PoXin
F 9 X Xigam) = = ‘ 12
Ow Xleam U(p Xleam
where:
Hox = T Zp(w) (13)
xeX
Op.x Z PP, x) — i, x) (14)
xeX

This fitness function measures the (negative) difference between the average robust-
ness p(g, x) of ¢ on the trajectories of X;" joarn @0d X . We divide the difference by the
standard deviation of the p(¢, x) for taking into account the scale of the robustness. By
minimizing this f, we promote formulae that “greatly satisfy” trajectories in X;’ _and
“greatly dissatisfy” trajectories in X .

For the one-class problem, where the learning data is Xjearn = X", we set:

learn”

U;W S |ple.x)|  (15)

X learn +
%> Xearn xex;t o

f(w’ learn) =@y T | |{x € Xlearn X b& (P}‘ +

| learn

where a 'y is the standard deviation of |p(¢, x)| across all x € X" Jearn- Lhis fitness func-
tion is composed of two parts: the former measures the portion of trajectories in X;"
thatis not satisfied by ¢; the latter measures the average absolute robustness of all trajec-
tories in X, . We sum them up with a weight factor &, being a hyperparameter. After
preliminary experiments, we set « = 0.1. Since both components are positive, minimiz-
ing f means minimizing both components. By minimizing the first part, we leverage
the knowledge, available in the one-class problem, of the trajectories being regular. By
minimizing the second part, we build a ¢ that is tight with respect to the trajectories
in Xleam, that is, we want ¢ to be as sensitive as possible to small variations in the
trajectories.

6 Experimental Evaluation

We performed several experiments aimed at answering the following research ques-
tions:

RQ1 Is BUSTLE capable of finding good solutions?
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Figure 5: Linear system trajectories. Green trajectories are regular; red trajectories are
anomalous.

RQ2 How do single-level and bi-level optimization differ in the efficiency-efficacy
trade-off?

RQ3 Is BUSTLE effective when compared to other state-of-the-art approaches?

We experimented with four datasets, detailed in the next subsection, to verify how
BUSTLE performs across different data distributions.

For all experiments, we normalized data in [0, 1] before the evolutionary search. For
the two-class case, and following the common practices for binary classification assess-
ment, we computed the Acc, FPR, and FNR using a five-fold cross-validation strategy.
For the one-class case, we used 20% (randomized) of the regular trajectories as a hold-
out validation set and computed the FPR with it (i.e., X5, of Equation (3) consists of
the hold-out validation set), while X, = X ™.

test

6.1 Data

6.1.1 Linear System

The first data set consists of the simulation of a simple dynamical linear system and
serves as a basic classification task. The data set collects 200 (partitioned into 100 regular
and 100 anomalous) trajectories of 1 dimension (A = {x}) we simulated from a dynam-
ical linear system of the form:

d 0.03x +w regular
x—{ & tef(0,1,...,14) (16)

yri

where w ~ N (0, 0.2).
Each trajectory has 15 sample points. See Figure 5 for a visualization of the trajecto-

ries (for the sake of visualization, we plotted at a higher sample resolution than the one

effectively used in our experiments). This system is the same used by Mohammadinejad
et al. (2020b) in their experiments.

—0.03x +w anomalous

6.1.2 Train Cruise Control

The second data set consists of the cruise control of a train and serves as a first real-world
task, with a clear-cut condition to classify between regular and anomalous trajectories
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Figure 6: Train cruise control trajectories. Green trajectories are regular; red trajectories
are anomalous.

(with the exception of one outlier). The data set collects 200 trajectories of 1 dimension
(A = {vel}), partitioned into 100 regular and 100 anomalous. Each trajectory has 101
sample points. Trajectories consist of the velocity of a train whose controller must keep
the velocity at 25 m s, oscillating within a window of 2.5 m s~!. Thus, anomalous
trajectories correspond to the failure of the controller to do so, and regular trajectories
to success. See Figure 6 for a visualization of the trajectories. This data set is the same
used by Mohammadinejad et al. (2020b) in their experiments.

6.1.3 Maritime Surveillance

The third data set consists of a maritime surveillance case and serves as a more chal-
lenging task, with no clear condition to classify between regular and anomalous tra-
jectories. The data set collects 2,000 trajectories of 2 dimensions (thus A = {x1, x2}) of
vessels, partitioned into 1,000 regular and 1,000 anomalous trajectories. Each trajectory
has 61 sample points. Trajectories consist of the longitudinal and latitudinal coordinates
of vessels transiting over a harbor, with anomalous trajectories corresponding to ves-
sels involved in illegal activities, and regular trajectories corresponding to vessels not
involved in illegal activities. See Figure 7 for a visualization of the trajectories. This data
set is the same used by Nenzi et al. (2018) and Bombara et al. (2016) in their experiments.

6.1.4 Urban Driving

The fourth data set consists of an urban driving case and serves as a complex classi-
fication task, involving twice the number of dimensions of the maritime data set. The
data set collects 300 trajectories of 4 dimensions (thus A = {x1, x2, x3, x4}) of cars, par-
titioned into 150 regular and 150 anomalous trajectories. Each trajectory has 500 sample
points. Trajectories consist of the relative position and velocity (along the y and z axes)
of cars with respect to other cars in a simulation of a road crossing. For each car, the
other cars can drive adopting an aggressive (anomalous label) or safe (normal label) be-
havior, while taking different turns at the crossing and braking to allow for a pedestrian
to cross, hence the complexity of the data set. The 4-dimensional nature of the data set
does not allow us to visualize it, but it is the same used by Aasi et al. (2023) in their
experiments.
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Figure 7: Maritime surveillance trajectories. Green trajectories are regular; red trajecto-
ries are anomalous.

6.2 Settings

We implemented the code of BUSTLE and the one used for doing the experiments in
the Java programming language and made it publicly available.! We built on top of the
evolutionary framework JGEA (Medvet et al., 2022) and the monitoring tool MoonLight
(Bartocci et al., 2020; Nenzi et al., 2023). We performed 30 independent runs varying the
random seed for the EA. We performed all statistical tests with the Mann-Whitney U
test for independent samples, using 0.05 as confidence level. We ran all the experiments
on an Apple M1 MacBook Pro with 8 cores at 3.2 GHz and 8 GB RAM.

6.3 Results
6.3.1 RQ1:Is BUSTLE Capable of Finding Good Solutions?

To assess whether BUSTLE finds good solutions, we visualize the fitness f and use FPR,
FNR, Acc, and npo4es as performance indices. Moreover, we also inspect and report the
evolved formulae to verify whether they are interpretable to a human.

We visualize the fitness f in Figure 8 in terms of median =+ standard deviation across
the best evolved individual in each run. In addition, we report in Table 1 the perfor-
mance indices of BUSTLE (namely, FPR, FNR, Acc, running time, and n,0des)-

We report the results for all the experiments and compare BUSTLE with a random
search baseline (Luke, 2009), which is a basic stochastic search strategy. At every it-
eration, our random search strategy samples a new individual to evaluate using the
ramped half-and-half procedure (see Section 5.1.1) and returns the best found individ-
ual after 25,000 fitness evaluations (same as BUSTLE) have elapsed. Before evaluation,
every individual undergoes the same search for parameters with GP-UCB of Section 5.2.

From the figure, we see that the number of fitness evaluations is sufficient for
BUSTLE to converge. Moreover, BUSTLE significantly outperforms random search (p-
values are significant for every comparison), meaning that evolution is indeed perform-
ing an intelligent search.

1 https:/ /github.com/pigozzif /BUSTLESTLLearningFromData
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Figure 8: Median =+ standard deviation (solid line and shaded area) of the fitness f for
the best individuals found during each evolutionary run. BUSTLE evolves solutions
that are more effective than random search.

Table 1: Performance indices (median across the runs) for every experimental combi-
nation of BUSTLE and, as a baseline, random search. We report running time in s.

Two-class One-class
Variant FNR FPR Acc Time rnpoges FNR  FPR  Acc  Time  npodes
Lin.
Random 0.20 020 0.80 11 80 098 020 041 10 8.0
BUSTLE (single-l.) 0.00 0.00 1.00 15 95 045 0.00 0.77 11 11.0
BUSTLE (bi-1.) 0.00 0.00 1.00 112 125 040 0.00 0.80 145 11.0
Train
Random 0.55 053 046 31 8.0 081 0.15 052 18 8.0
BUSTLE (single-l.) 0.03 0.05 0.96 26 12.0 030 0.12 0.79 25 11.0
BUSTLE (bi-1.) 0.00 0.03 0.98 523 13.0 0.18 0.08 0.87 438 13.5
Marit.
Random 0.52 050 049 84 80 0.77 021 051 73 8.0
BUSTLE (single-l.) 0.00 0.00 1.00 109 95 015 049 0.68 72 9.5
BUSTLE (bi-1.) 0.00 0.00 1.00 1,477 9.0 038 052 055 2,008 12.0
Driv.
Random 045 023 0.66 47 80 095 027 0.39 44 8.0
BUSTLE (single-l.) 0.00 0.00 1.00 55 6.0 094 0.05 0.51 37 9.5
BUSTLE (bi-1.) 0.00 0.00 1.00 598 13.0 090 0.03 054 1,186 11.0
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Figure 9: ROC curves of BUSTLE in the one-class case by varying the classification
threshold e.

Considering the performance indices of Table 1, for the two-class case, our approach
always performs well, reaching FPR and FNR very close to 0.00. For the one-class case,
in order to provide fairer and deeper insights, we also visualize how the two indices
vary according to the threshold € (see Section 4). We do so in Figure 9 using Receiver
Operating Characteristic (ROC) curves, plotting FPR against the true positive rate (i.e.,
1 — FNR). We recall that in a ROC plot, we ideally want our curves to grab the upper-left
corner (corresponding to no false positives and no false negatives). After preliminary
experiments, we sampled 21 values of ¢ in [-0.50, 0.50] at regular intervals, as they
adequately covered the range of possible behaviors. We remark that the data are nor-
malized, thus € is agnostic with respect to the data set.

From the figure, we see that, in general, BUSTLE performs well, as ROC curves
approach the upper-left corner for two out of four datasets. The results of the Maritime
and Driving datasets deserve more discussion. We believe the reason to be the difficulty
of the datasets, whose regular and anomalous trajectories are probably less separable.
In particular, ROC curves for the Driving data set stretch along the diagonal, meaning
that performance is not different from that of a random classifier. These facts imply that
BUSTLE opens up venues for future research on this topic, which are yet to be explored
by the literature.

As any good anomaly detection system, BUSTLE allows the engineer to tune the
trade-off between sensitivity (proportion of regular trajectories correctly identified as
such, i.e.,, 1 — FNR) and specificity (proportion of anomalous trajectories correctly iden-
tified as such, i.e., 1 — FPR). As a result, an engineer can tweak € to reflect their prefer-
ences between specificity and sensitivity, and this is indeed a great advantage since € is
fixed offline and does not impact the evolution itself. These facts altogether point to the
flexibility of BUSTLE.

Concerning interpretability, we analyzed all the formulae and found them to be,
in general, understandable to a human. We showcase here some examples for the two-
class case, which we hand-picked by considering how easily we were able to interpret
them. For instance, a formula for the Maritime data set is as follows:

Greo ((22.04 < x2 < 40.74) A (4.01 < x1 < 56.26))
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which is telling us that, always on the interval [11, 60], x2 must lie in [22.04, 40.74], while
x1 must lie in [4.01, 56.26]. It turns out that this formula rules out those trajectories
stretching towards the south (see Figure 7), effectively classifying them as anomalous.
For the Linear data set, an example of a formula is:

(0.35 < x < 0.58) A (Gji2,141(x¢ > 0.48))

meaning that x must lie in [0.35, 0.58], and, for the last two samples of the trajectory,
it must be greater than 0.48. The formula captures the upward trend of the regular tra-
jectories and rules out the downward trend of the anomalous trajectories. For the Train
case, we evolved:

(F[22'40] (vel > 2448)) A (F[4649](1900 <vel < 2644))

meaning to stay above 24.48 at least once in the interval [22, 40], and between 19.00 and
26.44 at least once in [46, 49]. The formula captures the oscillatory nature of the regular
trajectories; at the same time, it excludes deviations from the interval regular trajec-
tories oscillate within, and it does so in an interval (from 22 to 49) where anomalous
trajectories have already deviated quite a lot from the regular ones.

We also showcase some examples of the one-class case. For an example on the Lin-
ear data set (with « = 0.1), we showcase:

(x> 0.27) A ((x < 0.49)Up g (x > 0.49))

meaning that, while always being above 0.27, the trajectory must be below 0.49 until
a time in the interval [3, 8], at which it must become and stay above 0.49. The formula
models the upward behavior of regular trajectories posing stricter constraints than the
two-class cases. For the Train data set (with o = 0.1), an example is:

((vel > 23.70)Upps 321(vel < 23.70)) A
((vel > 25.27)U[31,42](ve1 < 2527))

meaning to stay above 23.70 in [28, 32], at which the system must be above 23.70; the
same pattern appears in the second operand of the A operator with different threshold
value and interval. This formula models the oscillating behavior of regular trajectories
in [28, 42], an interval that is devoid of anomalous trajectories.

If we take formula complexity into account, Table 1 lists the values of 1,045 for all
the experimental variants. As we can see, npdes is in line with the number of nodes
in the syntax tree for the formulae reported above, pointing to the human-readability
of our formulae in general. We aimed for concise formulae to enhance readability and
ease of comprehension for human readers, but BUSTLE can in general discover more
complex formulae by, for example, relaxing the temporal depth limit requirements.

To conclude, our results point to the effectiveness of BUSTLE for both variants of
our approach.

6.3.2 RQ2: How Do Single-Level and Bi-Level Optimization Differ
in the Efficiency-Efficacy Trade-Off?

We aim to assess to what measure single-level and bi-level optimization differ. To this
end, we compare the usual performance indices (FPR, FNR, Acc, and running time).
Table 2 reports the p-values obtained from testing, with the Mann-Whitney U test,
whether single-level and bi-level optimization have the same median FPR, FNR, and
Acc for the two cases. While in the majority of cases single-level optimization performs
comparably with bi-level, for the Maritime data set in the one-class case the difference
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Table 2: p-values for the two-sided Mann-Whitney U test against the null hypothesis
that, for the same data set and case, single-level and bi-level optimization have the
same median FNR, FPR, and Acc. Single-level optimization performs comparably with
bi-level.

Data set Case p (ENR) p (FPR) p (Acc)

Linear two-class 0.3681 0.5173 0.1041
one-class 0.1567 0.5524 0.7331
Train two-class 0.8089 1.0000 0.1041
one-class  <0.0001 0.3210 0.7334
Maritime two-class 0.1117 0.4499 0.1041
one-class 0.8596 0.0179 0.0140
Driving two-class 0.3168 0.0110 <0.01
one-class 0.4358  0.2240 0.0457

in FNR is significant, as well as the difference in FPR for the Driving data set in the
two-class case.

Focusing on the running time, Table 1 includes the running times for all the ex-
periments. Single-level optimization runs at an order of magnitude faster than bi-level
optimization, which tunes the numerical parameters with a GP-UCB local search pro-
cedure at every fitness evaluation. On average, single-level optimization runs 1,783%
faster than bi-level optimization, a massive gain in speed. We do not report p-values,
as they are trivially significant.

6.3.3 RQ3:1Is BUSTLE Effective When Compared to Other
State-of-the-Art Approaches?

To assess the relevance of our work, we tested BUSTLE against state-of-the-art ap-
proaches for optimizing the structure and the parameters of STL formulae. For the com-
parison, we use FPR, FNR, Acc, and running time as performance indices.

For the two-class case, we summarize the comparison in Table 3; we recall that no
other approaches exist for the one-class case. For Nenzi et al. (2018), we re-implemented
the approach and executed it on the same machine and with the same number of fitness
evaluations we used for the experiments with BUSTLE. For the other works, we report
the figures from the corresponding papers (when available).

As far as FPR and FNR are concerned, we appreciate how BUSTLE (both single-
level and bi-level) is always competitive with other state-of-the-art approaches, some-
times even more effective. Whenever medians differ, p-values are significant. As far as
the running time is concerned, BUSTLE (single-level) runs faster than all of the others
(p-values significant), with the exception of Mohammadinejad et al. (2020a) on the Mar-
itime data set. Conversely, the GP-UCB local search procedure makes BUSTLE (bi-level)
run slower than the others. It is worth mentioning that the time metric might not neces-
sarily reflect the true performance unless the algorithms were implemented using the
same language, the same libraries, and the same machine. Still, we believe our compar-
isons to be fair, as we tested Nenzi et al. (2018) on the same machine of BUSTLE and,
coincidentally, all of the other works carried out their experiments on a MacBook Pro
with similar specifics to ours, making the results actually rather comparable.

For the one-class case, no benchmarks are present in the literature. It is worth men-
tioning that Jha et al. (2019) tackled the problem of learning STL formulae from regular
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Table 3: Median FPR, FNR, Acc, and running time (in s) for BUSTLE, other state-of-the-
art approaches, and the random search baseline, two-class case. BUSTLE (both single-
level and bi-level) performs comparably with (or even better than) random search and
other state-of-the-art approaches.

Dataset  Algorithm FNR FPR  Acc Time
Linear Random 020 020 0.80 11
BUSTLE (single-level) 0.00 0.00 1.00 15
BUSTLE (bi-level) 0.00 0.00 1.00 112
Nenzi et al. (2018) 0.00 0.00 1.00 113
Mohammadinejad et al. (2020b) N/A N/A 0.98 39
Train Random 055 053 046 31
BUSTLE (single-level) 0.03 0.05 096 26
BUSTLE (bi-level) 0.00 0.03 098 523
Nenzi et al. (2018) 0.10 0.00 095 576
Mohammadinejad et al. (2020b) N/A N/A 0.98 32
Maritime Random 0.52 050 049 84
BUSTLE (single-level) 0.00 0.00 1.00 109
BUSTLE (bi-level) 0.00 0.00 1.00 1477
Nenzi et al. (2018) 0.00 0.00 1.00 1599
Mohammadinejad et al. (2020b)  0.05  0.02  0.96 73
Bombara and Belta (2021) N/A N/A 0098 140
Driving Random 045 023 0.66 47
BUSTLE (single-level) 0.00 0.00 1.00 55
BUSTLE (bi-level) 0.00 0.00 1.00 1186
Nenzi et al. (2018) 0.03 0.00 0.99 1048

trajectories only. While their work is relevant, they do not test the learned STL formulae
on unseen anomalous trajectories. To our knowledge, BUSTLE is the first such frame-
work addressing the one-class case.

7 Concluding Remarks

In this paper, we consider the problem of learning specification from data, considering
both a two-class and one-class case. In particular, we present BUSTLE, a framework
for learning Signal Temporal Logic (STL) formulae. The approach also affords the pos-
sibility to choose between a single-level and a bi-level optimization. We evaluate the
methodology on three different case studies, comparing, when it was possible, with
state-of-the-art approaches.

Results show that BUSTLE performs very well in the two-class case and decently for
two out of three datasets in the one-class case. We show, however, how BUSTLE allows
the engineer to tune the trade-off between sensitivity and specificity. BUSTLE is able to
learn meaningful formulae, understandable to a human. As expected, the single-level
optimization runs much faster than the bi-level optimization, but the latter performs
slightly better. When compared with other state-of-the-art approaches in the two-class
case, BUSTLE (both single-level and bi-level) performs comparatively or even better.
No comparison is possible in the one-class case, as BUSTLE is the only tool capable of
dealing with this kind of problem.
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In the future, we will extend our approach to learning spatio-temporal behaviors.
In particular, we will consider the Spatio-Temporal Reach and Escape Logic (STREL)
(Nenzi et al., 2022) which is a spatial extension of STL. Considering spatio-temporal
data is a much more complicated problem, as the spatial dimension greatly enlarges
the expressiveness of the language and, hence, the size of the search space.
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