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Abstract

Several modern technologies are based on Artificial Intelligence (AI) techniques,
which are continuously studied and refined in many research fields. Among the sub-
fields of AI, bio-inspired approaches, such as Genetic Programming (GP), have found
great interest because of their effectiveness in discrete optimization problems that
are prevalent in fields such as cryptography, code improvement, and Interpretable
Machine Learning (IML). In this work, we investigate the application of GP methods
in the three aforementioned topics.

Firstly, we employ GP to discover non-linear Boolean functions by exploring the
search space of their Walsh transform-based representations for stream ciphers de-
sign. Boolean functions are essential components of secure cryptographic systems,
and we specifically focus on optimizing non-linearity, a key security property, as
well as balancedness, which provides resistance to statistical attacks. The proposed
method demonstrates the capability of GP to evolve highly secure Boolean functions
with a large number of variables, which are typically used in practical cryptographic
scenarios.

Secondly, we try to improve the correctness of code generated by a Large Language
Model (LLM) by leveraging a Genetic Improvement (GI) approach that, internally,
employs a GP method defined as Grammatical Evolution (GE). This method starts
from the code generated by an LLM, evaluates its correctness based on a set of user-
provided test cases, and iteratively evolves improved solutions. Our results highlight
the potential of combining GI and GE to enhance the reliability and correctness of
automatically generated code, thus addressing one of the key limitations of current
automatic code generation tools.

Thirdly, we propose a human-in-the-loop GP framework to evolve generic tree-based
Machine Learning (ML) models that are evaluated in terms of both qualitative
performance and interpretability. The interpretability of models is estimated by an
Artificial Neural Network (ANN) that is trained with user feedback to capture the
subjectivity of the user. This framework not only enables the discovery of models
with competitive predictive performance but also provides users with interpretable
solutions tailored to their specific background and requirements, which is a critical
need in high-stakes applications.

Finally, we study how GP itself can be improved on its most famous problem, that
is, Symbolic Regression (SR). Specifically, we extend a GP variant called Geometric
Semantic Genetic Programming (GSGP) to develop Cellular Geometric Seman-
tic Genetic Programming (cGSGP), which improves the diversity of the solutions
evolved during the optimization process by imposing a neighborhood-based toroidal
structure over the population. By limiting genetic operations to individuals in the
same local neighborhood, cGSGP mitigates premature convergence and improves
the exploration of the search space, leading to the discovery of more accurate sym-
bolic models.

Our results highlight the effectiveness of GP in tackling the discussed problems,
especially as regards building interpretable ML models, which is an urgent problem
in high-stakes applications where the transparency of decisions is critical.
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Chapter 1

Introduction

Contents
1.1 Research Problems ... ... .. .............
1.2 Contributions . . . . . . . . . . e e e e e e 3

Many scientific research fields and modern technologies rely on methodologies and
techniques that are referable to principles specific to the broad field of Artificial
Intelligence (AI). As a matter of fact, many research fields are considered to be
sub-fields of AI. Among them, bio-inspired approaches such as Evolutionary Algo-
rithms (EAs) and, especially, Genetic Programming (GP), have found great interest
in the scientific literature because of their effectiveness and applicability in solving
complex, real-world problems that often require optimization or creative solutions.
These approaches emulate principles of natural evolution, such as selection, muta-
tion, and recombination, to iteratively improve candidate solutions to a problem.

One particularly compelling feature of GP lies in its adaptability across diverse
fields of application. For example, GP has been effectively employed in discrete op-
timization problems, which are central to various domains of scientific and industrial
relevance. Fields such as Boolean functions optimization for cryptography, code cor-
rectness improvement for enhancing software quality, interpretability optimization
of Machine Learning (ML) models for high-stakes decision-making, and Symbolic
Regression (SR) for deriving mathematical expressions from data have all bene-
fited from GP-based methods. These applications often involve challenges that are
computationally expensive or difficult to address through conventional techniques,
underscoring the importance of advanced methodologies like GP.

In this work, we deeply investigate the application of GP methods in the four afore-
mentioned topics, focusing on their unique challenges and providing solutions that
extend the state-of-the-art in these domains. By doing so, this thesis aims to con-
tribute both to the theoretical development of GP and to its practical application in
addressing problems of high importance across cryptography, software engineering,
and ML.

1.1 Research Problems

This thesis explores the application of GP, along with ML methodologies, to solve
a given set of problems that are considered to be of high interest by various areas
of the scientific community, as we are going to see in Chapter 3. These problems
span multiple disciplines, ranging from cryptography to software engineering and
Interpretable Machine Learning (IML), illustrating the versatility and broad appli-
cability of GP in tackling diverse challenges. Below, we detail each research problem
and its context:



Chapter 1. Introduction

1. Non-Linear Boolean Functions Optimization: in the context of sym-
metric cryptography, Boolean functions are critical components in the design
of stream ciphers, which are widely used in secure communication systems.
These functions play a fundamental role in ensuring the security properties
of the cipher, such as resistance to linear and differential cryptanalysis. Non-
linearity is a particularly important property, as higher non-linearity reduces
the effectiveness of correlation attacks. Similarly, balancedness (ensuring that
the truth table has the same number of Os and 1s) strengthens resistance to
statistical attacks. However, optimizing Boolean functions for both high non-
linearity and balancedness becomes increasingly challenging as the number of
variables of these Boolean functions grows, which is often the case in practical
cryptographic systems. Addressing this problem is crucial to designing robust
cryptographic primitives capable of withstanding modern attack strategies;

2. Code Generation: designing and implementing code is a complex activity
that requires a human expert with a consolidated set of skills and experi-
ence. To this end, the problem of automatic code generation is considered
extremely interesting since this task enables the developers to enhance their
productivity and gain useful suggestions and insights during their coding ses-
sions. Specifically, automatic code generation tools, such as those based on
Large Language Models (LLMs), have gained popularity due to their ability to
assist developers by generating code fragments, suggesting improvements, or
even solving specific coding tasks. However, automatic code generation tools
could provide incorrect or only partially correct code with logical errors or
incomplete functionality, which needs to undergo an optimization or improve-
ment to enhance its correctness. A problem in automatic code generation is
the automatic enhancement of the correctness of code generated by an auto-
matic code generation technique, e.g., an LLM. This is obtained by building
new code starting from the code generated by the original tool. Improving
the reliability and correctness of automatically generated code is particularly
important in domains like safety-critical systems, where errors can have severe
consequences;

3. Interpretable Models Discovery: ML algorithms are widely adopted in
several real-world scenarios to perform predictions that help in taking in-
formed decisions, from healthcare and finance to autonomous systems. While
accuracy and performance metrics are often prioritized, the interpretability of
models is becoming a critical requirement in high-stakes applications where
understanding the reasoning behind predictions is essential for trust and ac-
countability. For example, a healthcare provider may need to understand why
an algorithm predicts a certain diagnosis before making a treatment decision.
Therefore, directly interpretable models are considered extremely valuable in
real-world cases, but their discovery and evaluation is difficult since there is
no formal definition of interpretability, there are no objective metrics that
are able to evaluate it, and, especially, interpretability highly depends upon
the background and subjectivity of the user interacting with the model [1].
Consequently, the discovery of interpretable models tailored to the specific
needs and backgrounds of their users is an urgent problem in IML. Tackling
this requires innovative frameworks that balance predictive performance with
subjective interpretability, making it possible to design models that are both
effective and understandable;
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4. Symbolic Regression: the problem of SR consists in the discovery of a
mathematical formula that accurately interpolate a set of data points collected
from a real-world environment. It has applications in fields such as physics,
engineering, and economics, where interpretable models are preferred over
black-box approaches. GP, with its ability to explore vast search spaces, is
particularly well-suited for SR A variant of GP, called Geometric Semantic
Genetic Programming (GSGP), is specifically tailored to solve SR tasks. It
leverages semantic information during the evolutionary process to improve
the accuracy of discovered formulae. However, one of the drawbacks of this
method is the premature convergence to sub-optimal areas of the search space,
probably due to a quick loss in diversity during the optimization. A problem in
the context of GSGP for SR is the enhancement of this algorithm to mitigate
the problem of the premature convergence with the goal of discovering more
accurate formulae.

1.2 Contributions

For each of the aforementioned problem, we propose a method that is designed to
provide a possible solution:

1. We employ GP to discover highly-secure Boolean functions by exploring the
search space of their Walsh transform-based representations, and we show how
these functions can be adopted as components of potentially confidentially-
safe stream ciphers based on Pseudo-Random Generator (PRG);

2. Given a coding problem, we try to improve the correctness of the code gen-
erated by an LLM by leveraging a Genetic Improvement (GI) approach that,
internally, employs a GP method defined as Grammatical Evolution (GE) to
evolve and improve the solutions crafted by the LLM according to a set of
user-provided test cases for the problem;

3. We propose a human-in-the-loop framework based on bi-objective GP to
evolve generic tree-based ML models that are evaluated in terms of both qual-
itative performance (e.g., accuracy for classification models, error for regres-
sion models) and interpretability, where the latter is estimated by an Artificial
Neural Network (ANN) that is trained, during the optimization process, with
user feedback to steer the evolution towards models that are interpretable
according to the subjectivity of the user;

4. We study how GP itself can be improved on its most popular problem,
i.e., SR. Especially, we study a famous GP variant called GSGP that drives
the evolution by accounting for the semantics of the individuals and we de-
velop a method, namely, Cellular Geometric Semantic Genetic Programming
(¢cGSGP), that improves the diversity of GSGP and mitigates the premature
convergence of it by imposing a toroidal structure over the population of
individuals, forcing the genetic operators to act only on individuals belong-
ing to the same local neighborhood. We show that ¢cGSGP meaningfully
outperforms GSGP.

Our experimental analysis highlights that GP is an effective method in tackling the
discussed problems, especially as regards building interpretable ML models, which
is an urgent problem in high-stakes real-world applications that require models to
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be as readable as possible [2, 3|.

In Chapter 2 we describe the main concepts and principles regarding Evolutionary
Computation (EC) and ML that are prevalent in our research topics, in Chapter 3
we perform a detailed literature review of our research problems, in Chapter 4 we
describe our method for evolving non-linear Boolean functions, in Chapter 5 we
describe our method for enhancing the correctness of code generated by LLMs,
in Chapter 6 we describe our method for discovering interpretable ML models,
in Chapter 7 we describe our method for mitigating the premature convergence of
GSGP, and in Chapter 8 we write our conclusion.
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Before delving into our literature review and proposed methods, we provide a brief
overview of the main concepts needed to correctly understand and interpret the
methodologies, techniques, and results that we are going to present in the next
chapters.

2.1 Evolutionary Computation

Evolutionary Computation (EC) is a sub-field of Artificial Intelligence (AI) and
computational intelligence that draws inspiration from the principles of natural
selection and biological evolution to solve complex optimization and search prob-
lems. At its core, EC encompasses a family of algorithms that iteratively improve
a population of candidate solutions by simulating the process of natural evolution,
including mechanisms such as selection, mutation, recombination, and inheritance.

The fundamental components of an Evolutionary Algorithm (EA) include a popu-
lation of individuals, each representing a potential solution to the problem at hand.
These individuals are typically encoded as strings of symbols, such as binary strings,
real-valued vectors, or more complex data structures, such as trees, depending on
the specific application.

We begin by recalling the main components of a generic EA:

e Individual: a single solution s € S to the optimization problem, where S
is the set of all possible solutions (i.e., the search space). The individual
representation usually defines the specific type of EA that can be adopted;

e Population: a population P C S of solutions (i.e., individuals) is evolved
over time;

e Fitness Function: the fitness function f : S — R™ evaluates how well
each solution solves the problem at hand according to different criteria (when
m = 1 the optimization problem is a single-objective one). This function is
crucial as it guides the evolutionary process by determining which solutions
are better and thus more likely to be selected for reproduction;
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Selection: selection is the process of choosing which individuals get to partic-
ipate in the mating pool (i.e., the set of individuals that undergo the transfor-
mations provided by crossover and mutation) and create the next generation.
Common selection methods include tournament selection, roulette wheel se-
lection, and rank-based selection;

Crossover (Recombination): crossover involves combining parts of two
parent solutions to create one or more offspring. This mimics the biological
process of recombination, allowing for the mixing of good (or bad) traits from
different parents;

Mutation: mutation introduces random changes to individual solutions. This
can help to maintain genetic diversity within the population and potentially
discover new and better solutions;

Generation: a generation refers to one complete cycle of evaluation, selec-
tion, crossover, and mutation. The process repeats for many generations,
ideally leading to increasingly better solutions over time;

Termination Criterion: the condition that, when true, ends the evolution-
ary process. This condition is typically checked at the end of each generation.
Examples of termination criteria are number of generations, convergence of
the population, time, and number of fitness evaluations (usually referred as
computational budget).

An outline of a generic EA is detailed in Algorithm 1.

Algorithm 1 Generic EA (EA)

1
2
3
4
5:
6
7
8

: Initialize a population P of individuals
: while termination criterion not met do

Evaluate f on each individual in P

Select individuals for the mating pool based on their fitness
Apply crossover and mutation to create a new population
Replace P with the new population

: end while
: return the best-so-far individual

2.1.1 Algorithms

There are several prominent types of EAs, each with its own distinct characteristics:

e Genetic Algorithm (GA) [4]: Genetic Algorithms are perhaps the most

widely recognized form of EC. They typically operate on binary or real-valued
representations and apply crossover and mutation to generate new candidate
solutions;

Genetic Programming (GP) [5]: Genetic Programming extends the con-
cepts of GAs to the evolution of computer programs. Here, individuals are
typically represented as tree structures. As we are going to see in Sec. 3.1, it
has been successfully applied to a variety of tasks, including Symbolic Regres-
sion (SR), automated program synthesis, and classification;

Evolution Strategies (ES) |6, 7, 8]: Evolution Strategies typically operate
on vector representations and are characterized by the use of self-adaptive
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mutation step sizes. Particularly, no crossover is performed and new candidate
solutions are generated only via mutation;

e Differential Evolution (DE) [9, 10, 11]: Differential Evolution is another
real-valued optimization algorithm that emphasizes the use of vector differ-
ences for generating new candidate solutions;

e Evolutionary Programming (EP) [12, 13, 14]: Evolutionary Programming
is similar to GP but with a stronger emphasis on the evolution of finite state
machines and similar structures. EP traditionally focuses on mutation as the
primary operator, with less emphasis on crossover;

e Grammatical Evolution (GE) [15]: Grammatical Evolution is a form of GP
that evolves programs in any language by mapping strings to syntax trees using
a predefined grammar. This approach allows for the evolution of syntactically
correct solutions and is particularly useful in areas where constraints or specific
formats must be adhered to.

In our works, we use GP and GE to drive the evolutionary processes that compose
our proposed approaches.
2.1.2 Genetic Programming

GP is an EA where a specific types of individuals, crossover, and mutation are
defined. In GP, an individual represents a computer program, which is traditionally
represented as a tree structure where internal nodes (F) represent functions or
operations, and terminal nodes or leaves (7) represent inputs or constants (Fig. 2.1).
This means that GP is particularly suitable for coding languages that naturally
embody tree-based representations (e.g., Lisp [16]).

Figure 2.1: An example of GP tree representing the formula sin(2.5z + y).

Linear Genetic Programming (LGP) and Cartesian Genetic Programming (CGP)
are popular variants of GP. In LGP, a program is a sequence of instructions from
an imperative coding language that are typically executed in a linear fashion [17].
In CGP, a program is encoded by a graph that represents the program at hand
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by using a two-dimensional grid of nodes that defines multiple inputs and multiple
outputs for the program [18, 19].

A generic GP algorithm is identical to Algorithm 1 except for the fact that indi-
viduals are represented as trees and operations such as initialization, crossover, and
mutation are tailored to work on this specific type of representation. Additional de-
tails on the specific initialization, selection, recombination, and mutation algorithms
that are commonly employed with GP are described in Appendix B.

2.2 Machine Learning

Machine Learning (ML) is a branch of AI that focuses on the development of al-
gorithms and statistical models that enable computers to perform tasks without
explicit instructions. Instead of being programmed to execute a specific task, an
ML system learns from data to make predictions or decisions. This ability to learn
from experience and improve performance over time is what distinguishes ML from
traditional rule-based programming.

ML serves various purposes depending on the specific goals of a task or application.
Two of the primary purposes are predictive analysis and descriptive analysis, each
addressing different aspects of data understanding and decision-making.

The primary goal of predictive analysis is to predict future outcomes based on
historical data. By learning patterns and relationships in existing data, models can
make informed guesses about what will happen in new or unseen situations. This
type of analysis is essential in scenarios where accurate forecasts can drive better
decision-making and strategy.

The main predictive tasks are categorized as:

e Classification [20]: the model predicts discrete labels or categories. For
example, an email filtering system may predict whether an incoming email is
spam or not. The system is trained on a labeled dataset where each email is
marked as either “spam” or “not spam”, and it uses this training to predict
the label for new emails;

e Regression [21]: the model predicts continuous values. For example, a model
could predict housing prices based on features such as location, size, and age
of the house. In this case, the model outputs a numerical value that represents
the estimated price;

e Time Series Forecasting [22]: predictive analysis is also used to forecast
future data points in time series data, such as stock prices, weather conditions,
or sales figures. These models learn trends and seasonal patterns from past
data to predict future values.

Descriptive analysis focuses on understanding the underlying patterns, relationships,
and structures within the data. Unlike predictive analysis, which looks forward,
descriptive analysis is concerned with summarizing and interpreting historical data
to provide insights and inform decisions. This type of analysis helps in identifying
trends, correlations, and anomalies in the data.

The main descriptive tasks are categorized as:
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e Clustering [23]: a technique used to group similar data points together based
on certain features. For example, in customer segmentation, a company might
use clustering to group customers with similar purchasing behaviors, allowing
for targeted marketing strategies;

e Dimensionality Reduction [24]: descriptive analysis often involves reduc-
ing the number of variables or features in a dataset while preserving its es-
sential characteristics. Techniques like principal component analysis help in
simplifying the data, making it easier to visualize and interpret, especially
when dealing with high-dimensional data;

e Anomaly Detection [25]: this involves identifying data points that deviate
significantly from the norm. In Cybersecurity, for example, anomaly detection
can be used to identify unusual network activity that might indicate a security
breach;

e Association Rule Learning [26]: this is used to discover interesting rela-
tionships between variables in large datasets. A common example is market
basket analysis, where a retailer might identify that customers who buy a
certain product are likely to buy another related product.

More broadly, ML is typically divided into three main types:

e Supervised Learning: in supervised learning, the model is trained on a
labeled dataset, where each input is paired with the correct output. The goal
is to learn a mapping from inputs to outputs so that the model can predict
the output for new inputs. Supervised learning is commonly adopted for
predictive analysis;

e Unsupervised Learning: unsupervised learning involves training a model
on a dataset without labeled outputs. The goal is to uncover hidden pat-
terns or structures within the data. Clustering and dimensionality reduction
are typical examples of unsupervised learning tasks. As such, unsupervised
learning is commonly adopted for descriptive analysis;

e Reinforcement Learning: in reinforcement learning, an agent learns to
make decisions by interacting with an environment. The agent receives feed-
back in the form of rewards or penalties and learns to take actions that max-
imize cumulative rewards over time. This approach is commonly used in
robotics, game playing, and autonomous systems.

In our works, we mainly adopt principles that adhere to supervised learning.

2.2.1 Supervised Learning

In supervised learning, the goal is to learn a function that maps input data to output
labels based on a set of training examples. Let X denote the input space and Y
denote the output space. A supervised learning problem consists of:

o A dataset D = {(x;,y;) | x; € X,y; € Y,i € [1.N]} with |D| = N, where x;
represents the input features and y; represents the corresponding labels. The
dataset D is referred as training set and the elements that it contains are re-
ferred as training examples. Moreover, all the inputs x; are independent and
identically distributed (i.i.d.) samples drawn from an unknown probability
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distribution P over X. Once a given x; is sampled according to P, the corre-
sponding y; is calculated by using an unknown labeling function f: X — Y
such that y; = f(x;) Vi;

e A hypothesis space H, which is a set of candidate functions h : X — Y.
Each function h € H represents a possible solution to the learning problem.
Given a learning algorithm A, the application of A to D produces a hypothesis
function h4 p that can be used to approximate f when new data are sampled
according to P;

e An error function £ : Y x Y — R, which quantifies the difference between
the predicted output y; = h(x;) and the true output y;. The choice of the
error function depends upon the nature of the problem (e.g., squared error for
regression, cross-entropy for classification).

The objective of supervised learning is to find the hypothesis h* within the hypoth-
esis space H that minimizes the expected error over the distribution P. Formally,
this is defined as:

h* = argmin Exp [E(h(X), f(X))]

heH

However, since both the distribution P and the labeling function f are unknown,
we approximate the above objective by minimizing the empirical risk, which is
the average error over the training dataset D. This leads to the empirical risk
minimization problem:

N
h* = arg min N ;S(h(xi), Vi)

heH

Here, + SV E(h(x:),y:) is known as the empirical risk or training loss. The ulti-
mate goal is finding a hypothesis function that is able to generalize well on unseen
data. However, the minimization of the aforementioned empirical risk over the en-
tire hypothesis space H may lead to a h* that over-fits D. Hence, practical scenarios
involve minimizing the empirical risk over a restricted hypothesis space HC H:

~

N

h — ar}%erlg]]n N Z g(h(xz)a y’L)
=1

Workflow

The workflow of supervised learning involves several steps. The first step is collecting
and preparing the dataset:

e Data Collection: gathering data relevant to the problem at hand. The
data should include both input features (independent variables) and their
corresponding labels (dependent variables);

e Data Splitting: dividing the dataset into training, validation, and test sets.
The training set is used to train the model, the validation set is used to tune

10
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hyper-parameters, and the test set is used to evaluate the model performance
on unseen data;

Data Cleaning: handling missing values, correcting errors, and filtering out
irrelevant data;

Feature Selection: choosing the most relevant features from the dataset to
reduce complexity and improve model performance;

Feature Extraction: creating new features from the existing ones, often
using domain knowledge;

Data Transformation: converting data into a suitable format, which may
include normalization, standardization, or encoding categorical variables;

Dimensionality Reduction: applying techniques like principal component
analysis to reduce the number of features while retaining essential information.

The choice of an appropriate model depends on the nature of the problem (e.g.,
classification or regression), the characteristics of the data, and the desired trade-
offs between accuracy, interpretability, and computational efficiency. Common types
of models include:

Linear Models: such as linear regression for regression tasks and logistic
regression for classification tasks;

Tree Models: such as decision trees, which, together with linear models, are
particularly suited when interpretability component depicts high importance;

Ensemble Models: such as random forests or gradient boosting machines,
which are flexible and powerful for both classification and regression because
of the combination of several smaller models;

Support Vector Machines: effective for high-dimensional spaces and cases
where the decision boundary is non-linear;

Neural Networks: suited for complex problems involving large amounts of
data.

Once a model is selected, it is trained on the labeled training data. The way the
training is performed depends upon the model and the specific learning algorithm
adopted. Typically, we have the following phases:

Initialization: initializing model variable components such as parameters
and coefficients;

Optimization: using an optimization algorithm to minimize a given loss
function, which quantifies the difference between the predicted outputs and
the true labels;

Hyper-parameter Tuning: adjusting hyper-parameters to improve model
performance, often by using techniques such as cross-validation.

After training, the model is evaluated to assess its performance:

Validation: using the validation set to evaluate the model during training;

Testing: assessing the final model performance on the test set to ensure
that it generalizes well to new, unseen data. This usually involves calculating

11
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metrics such as accuracy, precision, recall, Fl-score (for classification tasks),
or squared error (for regression tasks) to quantify model performance.

Once the model has been trained and validated, it can be deployed in a real-world
environment to make predictions on new data:

e Integration: incorporating the model into an application or system where it
can be used to make predictions;

e Monitoring: continuously tracking the model performance in production to
detect any degradation in accuracy over time.

The final stage involves maintaining and improving the model over time:

e Feedback Loops: using feedback from users or the environment to improve
the model;

e Model Updates: retraining or fine-tuning the model as more data becomes
available or as the underlying data distribution changes;

e Experimentation: continuously experimenting with new models, features,
or techniques to improve performance.

The supervised learning workflow is iterative, with ongoing refinement and retrain-
ing to adapt to new data and changing conditions.

To conclude, ML has revolutionized numerous fields by enabling systems that can
perform complex tasks with high levels of accuracy and efficiency. Despite its suc-
cess, ML also presents challenges, such as the need for large amounts of data, the
risk of bias in models, and concerns over interpretability and transparency.

In the following chapter, we are going to review the scientific literature regarding
our research problems, while in the next chapters, we are going to apply most of
the principles, methodologies, and techniques that we have explored in this chapter
to address the research problems outlined in Chapter 1. We, indeed, theorize that
these principles and strategies may be effective in the resolution of these problems.

12
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In this chapter, we review the current scientific literature regarding the research
topics introduced in the previous sections. We are going to analyze the main
evolutionary-based approaches developed to address the problem of optimizing
highly non-linear Boolean functions and the problem of generating and improving
code, with the eventual support of a Large Language Model (LLM). Moreover, we
are going to analyze how Evolutionary Computation (EC) can help in enhancing
the interpretablity of Machine Learning (ML) models. Finally, we are going to
analyze applications of approaches inspired by Cellular Automata (CA) to improve
the effectiveness of evolutionary-based methods.

3.1 Genetic Programming

For each of the optimization problems that we are going to analyze, we propose a
method based on an Evolutionary Algorithm (EA) defined as Genetic Programming
(GP), which evolves computer programs represented by tree-like structures [5]. This
meta-heuristic technique has found great interest in the scientific literature because
of its flexibility and effectiveness in tackling a wide range of problems [27, 28, 29|,
including real-world ones [30, 31] as well as classification [32] and regression [33, 34|
problems.

In this context, particular interest is depicted by the problem of Symbolic Regression
(SR), which many researchers have tried to address by proposing several techniques
that attempt to discover accurate mathematical expressions that can interpolate
available data [35, 36|, although the problem itself is considered difficult [37]. Espe-
cially, leveraging GP to solve SR problems has led to good results in several areas,
such as biology [38], physics [39], robotics [40], wind turbines identification [41],
finance [42], fluid dynamics inference [43], and climate modeling [44].

Provided that, GP is a promising approach in tackling optimization problems such
the ones described in this work. As an additional point in favor, because of the
way the models are built and the learning process is performed, in case the dis-
covered solutions are contained in size, they may additionally exhibit interesting

13
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interpretability properties [45, 46, 47, 48, 49, 50, 51|, which, consequently, cover po-
tential interest in high-stakes real-world applications, where, given their importance,
the problem of ensuring that ML models decisions can be interpreted is urgent |2,

3).

3.1.1 Geometric Semantic Genetic Programming

Given the popularity and importance of SR, enhanced variants of vanilla GP were
implemented to specifically address this problem in a better way. Among them,
Geometric Semantic Genetic Programming (GSGP) [52, 53] showed that it can
outperform GP in various tasks [54, 55, 56|, gaining the interest of the scientific
community [57]. GSGP explores the space of programs by using their semantic rep-
resentations and by performing modifications that have direct effect on the semantic
of the evolved programs.

GSGP was also combined with linear scaling [58, 59] and gradient descent [60, 61] to
improve its performance, self-tuned to dynamically set the crossover and mutation
rates [62], and modified to control bloating and reduce the exponential size of the
individuals |63, 64, 65, 66, 67, 68|, addressing one of the biggest issues in GSGP.
Because of the availability of efficient implementations for the aforementioned tech-
niques [69, 64], GSGP managed to gain better results than GP in various real-world
problems [65, 56].

Despite its advantages over traditional GP, GSGP still faces certain limitations [70].
Specifically, while GSGP induces a unimodal fitness landscape, not all solutions
within that landscape can be represented, resulting in the formation of local optima
where evolution might become stagnant. Another drawback is that this variant
can encourage early convergence towards certain individuals that dominate others,
reducing the takeover time, which is the number of generations needed for one
individual to dominate the population. As a result, the exploration of the fitness
landscape may become restricted to mutation only, since the convex hull of the
population, the only area accessible via crossover, may contract too much and drift
away from the global optimum.

3.2 Boolean Functions Optimization

Let B = {0, 1}, we begin by analyzing the problem of discovering a Boolean function
f : B" — B that exhibits high-quality security properties. This is of paramount
importance in cryptography since most ciphers base their security properties on
components that in turn are based on Boolean functions with specific characteris-
tics, which enable the overall cipher architecture to be safe under certain circum-
stances [71, 72, 73].

A generic n-variables Boolean function can be represented by its truth table, that is,
a binary string of size 2". In particular, 22" is the number of all possible n-variables
Boolean functions. Given that we are able to evaluate the goodness of a Boolean
function w.r.t. a desired safety feature, a trivial approach for discovering the optimal
Boolean function would be iterating over all possible Boolean functions of the same
size and store the best one. This brute force approach is already unfeasible when
n > 5. Furthermore, ciphers usually leverage Boolean functions with n > 13 |72,
73]. Hence, given the size of the search space, designing and building Boolean
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functions having sound security characteristics requires more intelligent approaches
than an exhaustive or a purely random one. Different strategies have been adopted
to address this optimization problem.

Algebraic constructions, including the Rothaus construction [74] and the McFarland
construction [75], were employed to develop various classes of Bent functions [76].
In their work, Li et al. [77] proposed a technique for generating n-variables Boolean
functions with optimal algebraic immunity and established a lower bound on the
number of such functions. Additionally, Chen et al. [78| introduced two classes of
symmetric Boolean functions with optimal algebraic immunity, for which the al-
gebraic degree and non-linearity were also determined. Tu et al. [79] put forth a
combinatorial conjecture regarding binary strings, which, if proven true, would lead
to the discovery of two classes of Boolean functions with optimal algebraic immu-
nity: Bent functions and balanced functions, the latter of which possesses optimal
algebraic degree, while Bent functions have the highest possible non-linearity since
they achieve the covering radius bound.

Heuristic optimization techniques have been utilized to identify high-quality Boolean
functions tailored to specific security requirements. Burnett et al. [80] enhanced
the non-linearity of an initial Boolean function through incremental adjustments.
Additionally, they developed a method to discover resilient Boolean functions by
sequentially assembling valid Walsh spectra. Clark et al. [81] focused on optimiz-
ing functions that inherently possess strong cryptographic characteristics, with an
effort to convert the most promising candidates into Boolean functions while retain-
ing their original properties. In [82], Clark et al. employed a simulated annealing
algorithm [83] to optimize high-quality Boolean functions. Lopez et al. [84] intro-
duced a new diversity-aware meta-heuristic aimed at maximizing the non-linearity
of Boolean functions, utilizing a cost function based on the Walsh-Hadamard Trans-
form (WHT) to extract relevant information for the optimization process.

EC techniques offer promising alternatives to conventional optimization methods in
the quest for Boolean functions with specific security attributes. Knevzevic et al. [85]
conducted a survey detailing the application of EAs in both symmetric and asym-
metric cryptography. Aguirre et al. [86] explored a multi-objective evolutionary
strategy to identify balanced functions that meet various criteria, including non-
linearity. Millan et al. utilized Genetic Algorithm (GA) to find balanced Boolean
functions that satisfy both correlation immunity and the strict avalanche crite-
rion [87], and they also used these algorithms to discover Boolean functions with
high non-linearity [88]. Dimovski et al. [89] proposed a hill-climbing technique inte-
grated with GA to search for highly non-linear Boolean functions. Asthana et al. [90]
introduced a GA-based approach for constructing Boolean functions that fulfill
the requirements of balancedness, correlation immunity, algebraic degree, and non-
linearity. Behera et al. [91] applied GA in conjunction with a hybrid local search pro-
cess to design Boolean functions with favorable auto-correlation and non-linearity
characteristics. Mariot et al. [92] employed GA to evolve plateaued Boolean func-
tions [93] by leveraging the spectral inversion technique described in [81], represent-
ing an individual chromosome as a permutation of a three-valued Walsh spectrum.
Furthermore, Mariot et al. [94] implemented a particle swarm optimizer to generate
Boolean functions with desirable cryptographic properties, particularly by updating
particle positions while maintaining their Hamming weights to ensure that the gen-
erated functions remain balanced. This optimizer also uses hill-climbing to enhance
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non-linearity and correlation immunity.

Miller et al. [95] conducted an empirical investigation into the use of Cartesian
Genetic Programming (CGP) [18, 19|, a variation of GP, for identifying general-
purpose Boolean functions. Picek et al. [96] extended the work of Miller et al. [95] by
examining the comparative effectiveness of CGP versus GP in learning highly non-
linear Boolean functions. They also explored the performance of GA and GP with
varying mutation operators and initialization strategies [97]. Hrbacek et al. [9§]
applied CGP to systematically generate Bent functions with up to 16 variables.
Husa et al. [99] implemented a parallel version of Linear Genetic Programming
(LGP) [17] to find Bent functions, focusing on maximizing the size of the functions,
and conducted a comparative study of GP, LGP, and CGP for creating Boolean
functions with an even number of inputs that exhibit high non-linearity, algebraic
degree, balancedness, and correlation immunity [100].

Picek et al. [101] emphasized that among EAs, GP excels at discovering Boolean
functions with non-linearity suitable for filter and combiner generators, as well as
those with strong correlation immunity and minimal Hamming weight. Additionally,
Picek et al. [102] explored the integration of algebraic and evolutionary approaches
to search for secure Boolean functions. Mariot et al. [103] introduced several EAs
to evolve Hyper-Bent functions, which offer greater security against approximation
attacks, noting the difficulty of evolving these rare and complex functions. Addition-
ally, Mariot et al. [104] used GA and GP to evolve Boolean functions that achieve
perfect balancedness, focusing on evolving two types of solution encodings: truth
table and weight-wise balanced representations. Carlet et al. [105] also explored
evolving Boolean constructions by utilizing GP to generate balanced functions with
high non-linearity. They [106] also investigated combining EAs with established
algebraic constructions, specifically analyzing a recent generalization of the hidden
weight Boolean function construction, demonstrating that evolutionary methods
can significantly enhance the cryptographic properties of such functions.

In Chapter 4, we propose a novel method in which we represent Boolean functions
by using their Walsh transform representations and we evolve these representations
with GP to maximize the non-linearity while retaining the balancedness as best as
possible. In addition, we present an in-depth experimental analysis in which several
types of symbolic Walsh transform-based representations are examined, highlighting
the most promising ones. We finally present an analysis of the composition of the
truth tables that are implicitly built during the evolution to provide a justification
on the reason why certain types of representations fail in reaching good results.

3.3 Code Generation

Code generation is, as the name suggests, the problem of automatically generating a
correct code given a set of requirements such as a textual description of the problem
or a set of test cases indicating valid input-output pairs for the output code.

Research in code generation has roots that extend back to the period preceding
the development of the first electronic computers [107|. The topic began to attract
considerable interest from the scientific community in the latter part of the twentieth
century, particularly through studies in program synthesis [108, 109, 110, 111| and
program transformation [112].

16



Chapter 3. Literature Review

Since the problem of code generation (or program synthesis) is hard [113], a variety
of tools for automatic code generation have been developed for different applications.
These include generating optimized code from Event-B formal specifications [114],
implementing design patterns [115]|, generating C code from mathematical mod-
els [116], utilizing Generative Adversarial Networks (GANSs) to create code [117],
producing Verilog Hardware Description Language (VHDL) code from Unified Mod-
eling Language (UML) specifications [118] or high-level hardware descriptions [119],
and generating code for web applications based on the model-view-controller archi-
tecture [120].

Automatic code generation has become a key area of interest within EC. Among
the various approaches, GP is notably recognized as an influential EA specifically
created to evolve programs. Building on this, Grammatical Evolution (GE) [15,
121] emerged and gained traction for its ability to represent and evolve programs
based on a predefined grammar.

The work presented in [122] utilized an optimized hybrid EA to predict code ex-
ecution time and enhance automatic code optimization for Ansor [123], an auto-
scheduling system that builds on Apache TVM [124]. Additionally, a hybrid GA
was employed in [125] to automate the generation of parallel code for handling reg-
ular control problems. CGP [18, 19] was used in [126] to evolve machine code for
a simplified version of the MOVE processor. Moreover, multi-objective LGP was
applied in [127] to generate assembly driver routines for devices in micro-controller-
based systems. In [128], an EA was used to develop code for programmable logic
controllers aimed at controlling various processes. As regards GE, it was applied to
generate VHDL code for modeling digital circuits [129].

Promising tools that are gaining particular attention nowadays are the so-called
Large Language Models (LLMs), which can be used for code generation tasks.
They became popular with the advent of Transformers [130], a particular neural net-
work architecture, and started a revolution within the Natural Language Processing
(NLP) field. Since then, several research works and tools, including BERT [131],
have been investigated and developed to address many NLP tasks [132]. LLMs were
trained on large text corpora with the aim to improve their capabilities to predict
missing text.

LLaMA [133, 134, 135], from Meta AI, and ChatGPT [136, 137|, from OpenAl,
are popular LLMs that have played pivotal roles in the advancement of automatic
code generation. Although ChatGPT has demonstrated strong capabilities in this
domain, it has also showed that an LLM has limitations [138]. Studies assessing
the effectiveness of LLMs include an evaluation of Copilot utility in coding [139], an
empirical investigation into the quality of code produced by ChatGPT [140], and
an analysis of how the inherent non-determinism of ChatGPT-like tools impacts
scientific reliability [141].

Assessing code generation presents considerable challenges, prompting the creation
of various benchmarks. In [142], early LLMs, preceding LLaMA and ChatGPT,
were tested using two benchmark datasets to expose their limitations. The PSB2
benchmark suite [143, 144|, featuring 25 updated general program synthesis prob-
lems, is utilized to evaluate code generation techniques. For instance, the PSB2
suite has been employed to compare the performance of Copilot against evolution-
ary approaches like GP [145, 146]. The HUMANEVAL dataset [147] was designed

17



Chapter 3. Literature Review

to assess functional correctness in code synthesis from doc-strings and has been
used to test LLMs such as Codex. Notably, HUMANEVAL was employed in [148]
to compare LLMs with GE. EvalPlus [149] extends HUMANEVAL by incorporating
additional test cases to more thoroughly evaluate the functional correctness of code
generated by LLMs. RepoMasterEval [150] is another benchmark designed to eval-
uate code completion techniques, derived from real-world TypeScript and Python
repositories. EvoCodeBench [151] is a benchmark that mirrors real-world reposito-
ries in multiple aspects and mitigates data leakage. In [152], the authors developed
a synthetic data generation algorithm called LintSeq that refactors existing code
into a sequence of code edits and they fine-tuned small LLMs with these synthetic
edit sequences. They showed that these fine-tuned models produce more diverse
programs than baseline LLMs.

While many code generation tools, including those powered by LLMs, have demon-
strated remarkable capabilities, their success in producing fully correct code often
depends on the complexity of the problem and the quality of the input prompts.
Genetic Improvement (GI) [153, 154], an approach derived from GP, is centered on
optimizing existing code through evolutionary methods [155, 156]. GI has been ap-
plied to refine auto-generated code in languages like C++ [157, 158|, C, Java [159],
and Python [160]. Tools such as [161, 162] focus on bug fixing and optimizing time
efficiency. GI was also utilized by Facebook in deploying the automated bug-fixing
tool SapFix [163] and in efforts to reduce network usage [164]. Additionally, research
in [165] examines the propagation effects of mutations in deeply nested code. Re-
cent studies have explored the integration of GI techniques with LLMs to enhance
and evolve code snippets generated by these models [166]. For example, [167] used
modern LLMs to create new hybrid swarm intelligence optimization algorithms.

Recent studies have investigated the integration of LLMs with EAs [168], partic-
ularly focusing on the evolution and refinement of programs and code [169, 170,
171, 172, 173, 174]. Additionally, LLMs have been applied in EC for designing
multi-objective evolutionary optimization operators [175], automatically generating
optimization algorithms [176, 177], and tackling numerical optimization tasks [178].
Furthermore, LLMs have been explored for creating an Explainable Artificial Intel-
ligence (XAI) dashboard in conjunction with GP [179], for tuning hyper-parameters
in an EA [180], and for generating progressively complex test cases for curriculum
learning aimed at training a GP agent [181]. In [182], the authors implemented a
grammar-based evolutionary approach to explore the prompt space of LLMs, given
the high impact the prompt quality has on LLMs outcomes.

Beyond evolving generated code, the refinement of prompts themselves is also cru-
cial. Crafting an effective prompt can be challenging, but for an LLM, a well-crafted
and detailed prompt can lead to significantly different results. EvoPrompting [183]
was introduced to merge evolutionary prompt engineering with soft prompt-tuning,
aiming to discover optimal neural architectures. EvoPrompt [184] serves as a frame-
work for discrete prompt optimization, leveraging LLMs to evolve prompts. Sim-
ilarly, Promptbreeder [185] was developed as a versatile, self-referential technique
for evolving and adapting prompts tailored to specific domains.

In Chapter 5, we propose a technique in which we employ some of the most recent
and performing LLMs, including both open-source and proprietary ones, and we
leverage GI, with GE under the hood, to improve the code generated by these
LLMs according to a set of user-provided test cases.
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3.4 Interpretable Machine Learning

In the previous sections, we have analyzed applications of GP in two specific do-
mains: Boolean functions optimization for cryptography purposes and code genera-
tion and improvement. Here, we inspect the literature regarding the research fields
that address the problem of explainability in AI, which are XAI and, in our spe-
cific case, Interpretable Machine Learning (IML). Especially, since using ML in an
irresponsible way may pose several risks [2], the field of XAT studies techniques to ex-
plain model predictions and generate models that are inherently interpretable 186,
187|, where the latter strategy falls under the sub-field of IML.

This research field has gained paramount importance since high-stakes real-world
applications usually rely on black-box models that can only be explained though
specific explainability methods that, on the other hand, exhibit limitations and
should be used with care [188, 189]. As such, interpretable models are preferable
when qualitative performance meets the desired requirements |[3].

The main challenge regarding building interpretable models is related to both the
subjective and background of the user and the application involved {190, 1]|. Plus,
there could be a different trade-off between model qualitative performance and
interpretability depending on the application and the user [191, 20]. Given the
importance of this field and the urgency of the problem, several research works
have tried to devise effective explainability techniques and interpretability-driven
learning algorithms.

Innovative methods for explaining and interpreting ML model predictions have at-
tracted significant attention in the scientific community [192, 193, 194, 195, 196].
The main strategies for achieving model explainability include either directly creat-
ing interpretable models through specialized learning algorithms or applying specific
techniques (e.g., reverse engineering, feature attribution methods, counterfactual ex-
planations) to black-box models to generate the necessary explanations [197, 187,
186, 198, 199]. While the latter approach is model-agnostic, it has the significant
drawback of not providing a comprehensive understanding of how a model behaves
for all possible inputs [3, 1|. In this discussion, we emphasize the former approach,
focusing on the synthesis of inherently interpretable models.

Generally, decision trees, rule-based systems, and linear models are often seen as
more suitable for creating interpretable models compared to more complex models
like neural networks [200, 201, 202, 203, 204, 205|. However, even these relatively
simpler models may still require additional justification, as their simplicity does
not necessarily guarantee interpretability [1, 206]. Decision tree models can be
made more interpretable by employing size reduction and pruning techniques [207,
208], or by optimizing a loss function that balances detection accuracy with model
complexity [209, 210|. Similarly, linear models can be simplified by reducing the
number of features they use [211, 212, 213, 214]. More broadly, many ML models,
including linear models, regression trees, and decision trees, can be improved by
eliminating irrelevant or redundant features. Neural network-based models can also
be enhanced by removing unnecessary hidden layers and neurons.

In the realm of IML, EAs like GA and GP have attracted significant attention
due to their ability to evolve models that are potentially interpretable (EC for
XAI) [215, 216, 217, 45]. GP, in particular, has been extensively used to develop
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inherently interpretable models such as decision trees [218| and classification rules
derived from learning classifier systems [219]. One common approach to enhancing
the interpretability of decision trees involves constraining the complexity of the tree
structure. This is typically achieved by reducing the number of nodes in the tree,
alongside other objectives, and by restricting the function set to include only simple
functions [220, 221, 222, 223, 46, 224, 225, 226, 227|.

Model components can also be assigned weights based on a predetermined scheme,
where the weighted sum of these components can be used to estimate the inter-
pretability of the model. Models that are less interpretable can be penalized during
the evolutionary process [228, 229]. Additionally, simplification can be employed to
streamline the learned models, thereby improving both interpretability and read-
ability [230].

Recently, there has been significant research in applying interpretable EC to Rein-
forcement Learning (RL) scenarios [231, 232, 233, 234, 235, 236]. Custode et al.
[237] integrated GE [15] with Q-learning [238] to evolve interpretable decision trees
for RL tasks by decomposing the state-space. This method was further expanded
by the authors to handle continuous action spaces [239]. Given that interpretable
models often face challenges with raw data and high dimensionality, Custode et
al. [240] introduced a framework featuring end-to-end pipelines of multiple inter-
pretable models, co-optimized using EAs. This system enables the decomposition
of the decision-making process in RL environments and the extraction of high-level,
easily interpretable features from raw data. Additionally, ML techniques have been
utilized to develop policies for pandemic containment [241, 242, 243]. In this context,
Custode et al. [244] proposed a hybrid approach combining RL and EC methods
to create interpretable policies specifically for managing the COVID-19 pandemic.

An alternative method involves a data-driven approach that demonstrates how to
derive an interpretability formula based on human feedback, which can then be used
to estimate the interpretability of mathematical expressions generated during a GP
evolutionary process [51]. This approach was subsequently utilized by [237].

The framework introduced by [50] aimed to tackle the issue of interpretability being
subjective to the individual observer. In their approach, an SR system is imple-
mented where formulae are evaluated based on an interpretability estimator that
is trained using user feedback. The system operates as a bi-objective GP process,
with the first objective assessing the accuracy of the models and the second objec-
tive measuring interpretability through a neural network that is trained in parallel
during the evolution. Formulae are paired and sampled using an active learning
strategy that leverages estimator uncertainty, and these pairs are then presented
to users [245, 246|. Users choose the most interpretable formula according to their
personal understanding of interpretability. This feedback is utilized to train the
interpretability estimator, which progressively learns to approximate a personalized
Proxy of Human Interpretability (PHI).

Several studies have explored the development of Al systems that integrate human
feedback during the training phase [247, 248, 249]. According to [225], including
human input in the model synthesis process can facilitate the discovery of more
interpretable models. Additionally, there are approaches where active learning is
incorporated into GP 250, 251, 252, using the gathered labels to directly influence
the objective function.
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In Chapter 6, we build upon [50] and we show how we make the cited approach
broader and more general. Especially, we design a technique that, differently
from [50], can be applied to any type of GP problem and it is not limited to SR.
This is possible since we implement novel ways of extracting numerical encodings
from GP trees that are agnostic w.r.t. the specific problem and only account for
the syntax of the tree. We demonstrate that using an estimator based on general,
automatically-generated features allows for the approximation of any arbitrary PHI
with a minimal number of training samples. While this method can be applied
to a range of problem types, our experiments focused on SR due to its extensive
significance and documented impact within GP literature.

3.5 Cellular Automata-inspired Approaches

In this last section, we investigate the literature review regarding approaches in-
spired by the discrete model of computation known as Cellular Automata (CA) [253,
254, 255|, with particular focus on EC.

The concept of introducing spatial structure within the population of EAs has been
previously investigated in the literature [256, 257, 258]. This approach involves
limiting each individual interactions to a smaller subset of the population, referred
to as its neighborhood. This is typically achieved by organizing the population into
a grid structure, resulting in the creation of semi-isolated clusters of individuals that
share similar characteristics.

In traditional GA [4], the concept of spatial structuring was introduced through the
development of cellular GA (cGA) [256, 257, 258]. ¢GA has been applied to en-
hance optimization performance in well-known problems like the traveling salesman
problem [259], where it was integrated with the simulated annealing algorithm [83].
Comprehensive studies on the effects of different neighborhood configurations and
topologies on ¢GA performance across various problem domains were conducted
in [256, 258]. Additionally, Alba et al. [256] introduced a dynamic version of cGA
that adaptively modifies the exploration/exploitation balance during the evolution-
ary process.

Murata et al. [260] introduced a variant of GAs for multi-objective optimization
that incorporates a cellular structure, known as C-MOGA, which builds upon the
framework of the multi-objective GA. In C-MOGA, the selection operator is applied
within the local neighborhood of each cell. Nebro et al. [261] later developed another
method for multi-objective optimization, drawing inspiration from the traditional
c¢GA, which they named MOCell. Mariot et al. [262] employed GA and GP to
design orthogonal latin squares generated by CA.

Folino et al. [263] proposed a scalable parallel implementation of GP using a cellu-
lar structure, incorporating a load-balancing mechanism to evenly distribute com-
putational tasks across processors. Their results demonstrated that this cellular
approach could surpass the performance of both traditional GP and the island
model [264], where separate evolutionary runs occur independently on four distinct
population subsets. Additionally, studies by [265] and [266] showed that combining
a spatial population structure with a local elitist replacement strategy can effectively
mitigate the bloat phenomenon (i.e., the unnecessary growth in tree size without
fitness improvement) in GP without sacrificing performance.
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Beyond GA and GP, a range of other EAs have utilized the cellular model to manage
the spread of solutions within the population [267, 268, 269|, highlighting that the
concept of a cellular structure can be broadly applied to populations of solutions,
regardless of the specific algorithm being used.

Diversity within a population can also be enhanced through a process called spe-
ciation. This idea is inspired by the natural world, where ecosystems are made
up of unique physical spaces, or niches, each with its own characteristics. These
diverse niches allow for the development of different species, with members of each
species exhibiting shared traits. Within these niches, resources are limited, driving
competition among individuals.

Similarly, in an EA, the population can be intentionally divided into distinct niches
made up of individuals with comparable structural traits. This setup restricts
crossovers to occur only between individuals of the same species.

Della Cioppa et al. [270] introduced an adaptive species discovery strategy aimed
at overcoming some of the limitations of traditional niching methods that depend
on prior knowledge of the fitness landscape. Inspired by the design principles of
the NEAT algorithm [271], authors in [272| employed speciation to control pro-
gram growth in GP. Their algorithm, neat-GP, ensures that complexity develops
only when necessary by gradually dividing the population into species based on
similarities in size and structure. Juéarez-Smith et al. [273| enhanced neat-GP by
integrating a local search operator to improve solution quality. In [274], the authors
proposed a network distance metric to speciate a population of artificial gene reg-
ulatory networks, demonstrating that speciation promotes diversity and maintains
smaller individuals. Martins et al. [275] combined GA with speciation and a grid
pattern recognition method to reduce investment risks and increase profits, and they
also analyzed the differences between speciated and non-speciated approaches. Ad-
ditionally, Wickman et al. [276| utilized speciation to evolve a diverse set of policies
within RL. Pietropolli et al. [277] also proposed to use, instead of a flat toroidal
grid, substrates where some empty cells (i.e., barriers) never host individuals to slow
down the propagation of genetic traits and improve diversity.

Although numerous studies have explored cellular EAs, determining whether the
cellular structure in EAs represents the state-of-the-art is not straightforward. Var-

ious research efforts have investigated the impact of selection pressure and sampling
strategies in both traditional EAs [278, 279] and cellular-based EAs [280, 281].

The cellular framework in EAs can notably affect the takeover time, which refers
to the number of generations needed for a single dominant individual to completely
spread its copies throughout the population. A shorter takeover time indicates a
rapid decline in population diversity. In cellular-based EAs, the spatial arrangement
plays a crucial role in regulating both takeover time and selection pressure, as
demonstrated in studies such as [281].

In Chapter 7, building on the fact that premature convergence to local areas is one
of the major limitations of GSGP [70], we present a method based on imposing a
cellular structure to the population of GSGP, since, as we have previously noted,
this kind of strategy may help to increase the takeover time and avoid a quick
diversity decade. To the best of our knowledge, this is the first attempt in applying
a cellular structure to GSGP.
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The first area of exploration involves the use of Genetic Programming (GP) for
discovering non-linear Boolean functions [282, 283], a critical task in many areas of
cryptography and digital circuits design.

4.1 Background

In symmetric cryptography, the communication, which is supposed to happen within
an unsafe channel, is protected with encryption and decryption by using a shared
secret key that only the participants involved in the communication must know [71].
A common problem is designing a symmetric cipher, in our case a stream cipher, that
is confidentially-safe against eavesdropping attacks. This means that the stream
cipher, which elaborates each message as a single entire block one bit at a time, must
guarantee that even if an attacker manages to take an encrypted message, without
knowing the secret key, it would be as hard as possible to retrieve information
concerning the plain-text.

Boolean functions are important building blocks of several stream cipher-based ar-
chitectures and the quality of their security properties enable the stream ciphers to
be safe in practical scenarios. Among these properties, non-linearity and balanced-
ness depict particular importance |71, 72, 73].

We focus our study on the one-time key Vernam stream cipher [284| combined
with a specific Pseudo-Random Generator (PRG) (285, 286] defined as Combiner
model [72], which internally employs a series of Linear Feedback Shift Registers
(LFSRs) [287|. This stream cipher architecture is similar to the One Time Pad
(OTP), which satisfies Shannon’s perfect secrecy property [288|, but the shared
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secret key does not need to match the length of the plain-text message since the
PRG has the task to expand the secret key so that the standard version of OTP can
be executed to encrypt and decrypt the message, making this architecture usable
in practical cases. A Vernam stream cipher is considered to be confidentially safe
against eavesdroppers if and only if the employed PRG is safe, that is, unpredictable.
Additional details on the Vernam stream cipher and the security definitions that
can be applied with it are described in Appendix A.

4.1.1 Combiner Model

A LFSR is an unsafe PRG [289]. It produces a single bit at every clock cycle starting
from a given binary string called “seed”. For example, given a state represented by
the current seed stored in the LFSR, at every clock cycle, the left-most bit is returned
as output. Then, the registry executes a left shift operation, and the right-most bit
is populated with bit-wise XOR operations performed on a subset of the seed. This
way, if the registry works for d clock cycles, it will generate a d-bit long binary
string.

Even though the LFSR is unsafe, by combining n LFSRs with an n-variables Boolean
function it is possible to build a potentially safe PRG, that is, the Combiner model.
The seed is an s-sized binary string (i.e., the secret key). The LFSRs are initialized
with this seed and, at each clock cycle, the LESRs output one bit for each in parallel.
Then, the Boolean function f produces a single bit starting from the outputs of
the LFSRs. This process is iterated for d clock cycles with d >> s in order to
produce an expanded version of the initial key that can be employed to encrypt a
d-sized binary string representing a given plain-text message. The Combiner model
is an unpredictable, or safe, PRG if the Boolean function f exhibits highly secure
cryptography properties. Therefore, discovering a Boolean function characterized
by high-quality safety features depicts high interest in cryptography since it can
be adopted as component of the Combiner model, which, in conjunction with the
PRG-based Vernam cipher, enables the construction of a stream cipher that is
confidentially safe against eavesdroppers.

4.1.2 Boolean Functions

Let B = {0, 1} be the set of binary values, where zero stands for False and one
stands for True. Let & be the sum operator (logical XOR) defined over B, and A the
product operator (logical AND). Let f : B" — B be a generic n-variables Boolean
function that can be represented by using its truth table, that is, a vector belonging
to B2".

For the sake of simplicity, in this chapter, we are going to use n to denote the
number of variables of a Boolean function, and f to denote a generic Boolean
function. Moreover, we are going to use the terms “binary vector” and “binary
string” interchangeably.

A Boolean function f with n variables can be formulated by: a £, € B?" vector
holding the truth table of f, a multivariate polynomial defined as Algebraic Normal
Form (ANF) of f (defined as a sum of products over B), or a Walsh transform [81].
Let w-x = @;_, w; Ax; be the dot product defined over B", a Walsh Transform is
defined as F : B® — R:
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F(w) =Y f)(=1)"™ (4.1)

xEB”

By applying F to all the w € B", we produce the Walsh spectrum of f, i.e., the
vector of Walsh coefficients S; € R?". Given a generic Sy, it is possible to build
Q s € Z*", which is the polar form version of the truth table of f. The polar form is
a truth table consisting only of —1 (True) and 1 (False). We can retrieve the polar
form with the application of the Inverse Walsh Transform F~1:B" - R:

~

F(x) =27 ) F(w)(=1)"™> (4.2)

weB”

There are no guarantees that calling Eq. (4.2) by providing a generic spectrum Sy
as input leads to a truth table in polar form. Generally, Eq. (4.2) outputs a polar
form-based pseudo-Boolean function f : B" — R.

Given a pseudo-Boolean function f , several nearest Boolean functions can be built
starting from it. The standard strategy consists in defining a single f as follows:

1 if f(x) >0
flx) =14 -1 if f(x) <0 (4.3)
—1or1atrandom if f(x)=0

When f (x) = 0 we say that there is uncertainty by f as regards the computation
of the truth value of x. In Eq. (4.3), the uncertain positions are filled by adopting
a random criterion (i.e., unbiased uncertainty filling). However, uncertain positions
could also be filled by leveraging smarter strategies. After the nearest Boolean
function f has been built, the corresponding Walsh Spectrum can be obtained by

applying Eq. (4.1).

Let wy : B" — N be the Hamming weight of a given binary vector, that is, the
number of 1s contained in it. The Hamming weight of f can be computed by
applying the Hamming weight to 24, i.e., the truth table of f.

A Boolean function f is balanced if and only if F(O) =0, i.e.,

{be Q[ b=0}={beQy[b=1}
Under this condition, wg(f) = 21
We define the unbalancedness degree of a Boolean function as
| {be | b=0}—[{be Q| b=1} |

The truth table is perfectly balanced when the unbalancedness degree is zero.

The Hamming-based distance between two binary vectors of equal size is the number
of positions in which the corresponding bits are not equal. The non-linearity of f can
be formalized as the Hamming-based distance between f and linear functions |72]:
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W) = 2" —  max [F(w)] (4.4)

weB”

The non-linearity ¢, when n is even, is bounded by the Covering Radius bound
(USP) [290], which states that ¢ < 277! — 227!, When n is odd, the maximum
non-linearity of the n-variables Boolean functions is lower bounded by 2"~ — 2"
(L!) and upper bounded by 2|2"2 — 2272 (U’) [291].

4.2 Problem Formulation

The number of all possible n-variables Boolean functions is 22". Among them,
we need to discover the Boolean function with the best non-linearity. However,
an exhaustive search is already unfeasible when n > 5, and in practical scenarios
Boolean functions have n > 13 [72, 73|, meaning that there is the need of an effective
exploration strategy. Moreover, the optimal non-linearity, in the cases in which this
value is theoretically known, still has not been reached yet [73].

An Evolutionary Algorithm (EA) that adopts a proper Boolean function represen-
tation can help in driving the search of non-linear Boolean functions. By performing
different combinations of EAs and Boolean representations we can explore the search
space by using different strategies.

We aim to discover Boolean functions with high non-linearity and balancedness.
We are interested in balanced Boolean functions since unbalanced functions are
characterized by statistical bias that can be exploited by attackers. Furthermore,
we are interested in highly non-linear Boolean functions since they can more easily
defend themselves from fast-correlation attacks [73].

4.3 Proposed Method

We employ Genetic Programming (GP) [5] to evolve symbolic formulae. In partic-
ular, these trees or formulae represent Walsh transforms of general pseudo-Boolean
functions, which can then be used to identify specific Boolean functions. Hence, a
given individual or solution is a symbolic formula representing a Walsh transform.
Moving forward, we will use the terms “tree” and “formula” interchangeably.

As regards the GP structure, we explore two function sets:

FL= 4 %, ()
F2 ={+, —, x, %", even, odd}

where

%*(a,b) = sign(b)(a % (|b] if b # 0 else 1))

(x) 1, if z is even
even(r) =
0, otherwise

ad(z) 1, if x is odd
odd(x) =
0, otherwise
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The Walsh transform gets an n-sized binary string as input. This input can be
encoded in the following ways, resulting in different terminal sets:

1. A terminal set of one variable representing an integer between 0 and 2" — 1,
i.e., the integer encoded by a given binary string of size n (N);

2. A terminal set of n variables representing the binary positions of the input
string (B);

3. A terminal set of n variables representing the binary positions of the input
string in polar form (P).

For each terminal set, we create an expanded version of it with ephemeral random
constants uniformly sampled between —1 and 1 (ERC). A tree syntactical structure

is the composition of a function set and a terminal set, denoted with the notation
S<termina1_set>
<function_set> -

In our method, a tree represents a given F. A tree can be applied to each w € B",
resulting in the retrieval of a Walsh spectrum Sy € Z?". This spectrum may initially
contain real values, which are subsequently rounded to the nearest integers. By
employing the spectral inversion technique, Eq. (4.2) can be utilized on S # to derive,

in general, a pseudo-Boolean function f . To compute the nearest Boolean function
from f, various strategies can be used. These strategies vary based on the criterion
employed to assign values to the entries of €y where f(w) = 0:

1. Unbiased uncertainty filling: the nearest Boolean function is calculated
by leveraging Eq. (4.3). This strategy was already explored in [81];

2. Biased (toward balancedness) uncertainty filling: we propose this strat-
egy to improve or, eventually, preserve the balancedness when computing
nearest Boolean functions. The idea is that uncertain positions can be used
to balance Q. Let g s be the polar form-based truth table of f. Let:

v = |{be Q| b<0}
vo = |{be Q| b> 0}
u=|{be ;| b=0}

Our goal consists in discovering u* € {—1, 1}“, i.e.:
u*=arg min _|(v; +u1) — (v + wo)|
ue{-1, 1}»

where

w=Nbeu|b=—1}
ug=|{beu|b=1}

The unbalancedness degree is not affected by the way —1 and 1 are sorted
in u*. Building on that, a given u* can be computed deterministically (e.g.,
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u* = [—1"1,1%]) and, to enhance diversity, a random permutation of it can
be performed, resulting in u; € {—1, 1}*. We use u,, to assign the uncertain
entries of £24:

1 if f(x)>0
fx)={ -1 if f(x) <0 (4.5)
u;[ind(x)] if f(x) =0

where ujy[ind(x)] is the value in uj located at the position given by ind(x),
where the latter represents an integer between 0 and u — 1. ind is defined
only for uncertain binary strings w.r.t. f and provides the ranking in which
these strings appear in € f-

Once the truth table €2 of the nearest Boolean function of f is calculated, Eq. (4.1)
is applied to retrieve the associated Walsh spectrum Sy. The fitness function is the
non-linearity ¢ Eq. (4.4) evaluated by using Sy and the optimization is configured
to maximize the fitness function.

4.4 Experimental Analysis

In our experimental phase, we set Random Search (RS) as baseline and we compare
it with GP. We test both unbiased and biased uncertainty filling strategies. We test
n ranging from 6 to 16, which are the number of bits that are usually employed
in real cases. For each combination of n, tree structure, and uncertainty filling
strategy, we perform 30 repetitions of both RS and GP.

RS generates 2500 random formulae and selects the best one according to the non-
linearity. GP runs for 5 generations with a population size of 500. We set the
computational budget so that RS and GP have the same one for fair comparison. We
evolve the GP for a few generation to test the approach with a low budget, enabling
running this method even with commodity hardware. We use tournament selection
with tournament size 5, sub-tree crossover (executed with probability 0.80), and
sub-tree mutation (executed with probability 0.30). The maximum depth is always
5 to limit the size of the trees (the depth of the root is 0). We use these parameters
since they are standard in GP evolution.

The experimental phase is articulated in three areas:

1. We analyze the distribution of the best overall solutions and we analyze
whether GP is meaningfully better than RS;

2. We analyze the unbalancedness degree of the best overall solutions and we
compare the two filling strategies;

3. We delve into the mean percentage of uncertain positions in the discovered
pseudo-Boolean functions to provide a justification of part of the obtained
results.

Python 3.9 and PyMOO [292] are used for the implementation, which is available
at https://github.com/lurovi/BooleanCryptoGP.
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4.4.1 Non-linearity Distribution

The goal of this analysis is to compare RS and GP to figure out the cases in which
the evolution based on GP is able to meaningfully perform better than RS while
discovering higher quality solutions despite the low computational budget employed.

We compare the distributions of non-linearity of the best individuals identified with
RS and GP. We adopt the biased uncertainty filling strategy. For each n, we show
a box-plot with the p-values of a Wilcoxon signed-rank test [293] performed on
the non-linearity values across all the repetitions. In this case, the statistical test
assesses whether GP is better than RS in a statistically significant way. To make
the plot readable, a scaling between 0 and U’ is performed on each non-linearity
value.
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Figure 4.2: Box-plot with comparison between GP and RS with SFBI’ERC.

We can see that the only Walsh transform representations that can take advantage
of GP are SFNl’ERC and SN (Fig. 4.4, Fig. 4.3). The other symbolic representations
show that GP is not meaningfully better than RS. Therefore, S&™R¢ and SN, provide
the best results in this scenario, and thus future research efforts should probably
focus on these types of configurations. Interestingly, non-linearity tends to improve

as n increases in all the box-plots.

In Tab. 4.1, we show the median (across the repetitions) of the best non-scaled
non-linearity discovered by GP for the most promising tree structures. Here, the
balancedness-preserving strategy is employed.
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Table 4.1: Table that details the median best non-linearity discovered by GP.

n 6 7 8 9 10 11 12 13 14 15 16

SN ERC 25 52 110 228 468 958 1948 3946 7967 16050 32276
SN 25 52 110 228 468 958 1947 3946 7966 16048 32274
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This analysis proved that GP is better than RS when the same computational bud-
get is employed. This is sufficient to prove that an evolutionary approach is capable
of providing a higher-quality search space exploration compared to a purely random
approach. This finding should enable practitioners to solely focus on implementing
and comparing different evolutionary methods as regards non-linearity maximiza-
tion.
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4.4.2 Balancedness

We analyze the unbalancedness degree of the best individuals identified with GP.
We perform a Wilcoxon signed-rank test [293| and, for each n, we check whether the
biased strategy performs better than the unbiased one in a statistically significant
way as regards discovering balanced Boolean functions.

We perform this experiment with SR and SN, which are the only configurations
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that are promising. The results are shown in Tab. 4.2 and Tab. 4.3.

Table 4.2: Table that details the mean (1) and standard deviation (o) of the unbal-
ancedness degree belonging to the best individuals. The p-values of the Wilcoxon
test [293] are detailed as well. The results are based on GP with S,':\ll’ERC as tree
structure.

n Biased Unbiased p-value
w Et o uw x o
6 053+ 2.0 753+ 212 0.0
7 0.0 = 0.0 9.86 =+ 5.34 0.0
8 0.0 = 0.0 15.67+ 6.95 0.0
9 0.0 = 0.0 24.03 + 10.42 0.0
10 0.0 £ 0.0 34.03 £ 19.28 0.0
11 0.0 £ 0.0 37.96 £ 21.88 0.0
12 0.0 £ 0.0 62.84 + 44.66 0.0
13 0.0 = 0.0 78.07 £ 42.94 0.0
14 0.0 £ 0.0 94.27 £ 67.75 0.0
15 0.0 £ 00 137.8 £107.01 0.0
16 0.0 £ 00 278.87+185.31 0.0

These results tell us that with the biased uncertainty filling strategy we have a high
probability to discover balanced solutions. Given the importance of the balanced-
ness as security feature, we believe that using a biased uncertainty filling strategy is
almost mandatory when running optimization algorithms based on spectral inver-
sion. Quite the opposite, with the unbiased uncertainty filling strategy we would
probably evolve unbalanced functions.

4.4.3 Uncertainty Positions

We analyze the obtained results to provide a justification to the negative results
highlighted in Sec. 4.4.1. We recall that when applying spectral inversion to a
symbolic formula we obtain a pseudo-Boolean function represented by its pseudo-
truth table in polar form, where negative values are mapped to True and positive
values are mapped to False. Zero values are “uncertain” positions that need to be
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Table 4.3: Table that details the mean (u) and standard deviation (o) of the unbal-
ancedness degree belonging to the best individuals. The p-values of the Wilcoxon
test [293] are detailed as well. The results are based on GP with SN as tree struc-
ture.

n Biased Unbiased p-value
W+ o uw £ o
6 0.0 = 0.0 7.03+ 236 0.0
7 0.0 = 0.0 9.89 + 4.07 0.0
8 0.0 = 0.0 17474+ 8.2 0.0
9 0.0 £ 0.0 26.22+ 11.89 0.0
10 0.0 £ 0.0 34.8 £ 17.59 0.0
11 0.0 = 0.0 46.48 £ 29.98 0.0
12 0.0 = 0.0 50.8 + 38.46 0.0
13 0.0 = 0.0 95.2 £+ 69.43 0.0
14 00 £ 0.0 101.38+ 60.62 0.0
15 0.0 £ 00 178.51+£128.97 0.0
16 0.0 £ 0.0 304.38+£218.25 0.0

filled with a random criterion, and in case their percentage is high, then the nearest
Boolean function is almost completely calculated randomly.

This invalidates the fitness optimization since we lose the advantages of an actual
evolution and we resemble to a standard random search-based approach that does
not provide a smarter search space exploration.

Building on this, we analyze the mean uncertainty positions percentage of the
pseudo-truth tables corresponding to the individuals in the population across the
generations for n € {8,12,16}. We use the biased uncertainty filling strategy. The
trend of the mean uncertainty positions percentage is shown in Fig. 4.13, where
the shaded area represents variance. We recall that the binary input string can be
encoded in the following ways, resulting in different terminal sets:

1. A terminal set of one variable representing an integer between 0 and 2" — 1,
i.e., the integer encoded by a given binary string of size n (N);

2. A terminal set of n variables representing the binary positions of the input
string (B);

3. A terminal set of n variables representing the binary positions of the input
string in polar form (P).

In almost all the cases the mean uncertainty positions percentage is approximately
1.0 for the whole evolution, meaning that the method is equivalent to a random
search-based technique in those cases. However, the trend is lower only for SFNl’ERC
and S, which are the only tree structures that have been shown to outperform
RS. Hence, using configurations that differ from the aforementioned ones would
lead to the discovery of pseudo-Boolean functions with an extremely high percent-
age of uncertain positions populated with non-deterministic choices that invalidate
the advantages of the evolution. SFN{ERC and SN appear to be the only structures
that discover pseudo-Boolean functions that can be improved through a GP-based

evolution, since the percentage of uncertain positions is low enough in a way that
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Figure 4.13: Trend of the mean uncertainty positions percentage across the gener-
ations.

the individual is not completely randomly built.

4.5 Discussion

We show that the proposed biased uncertainty filling strategy enables the discovery
of balanced solutions through GP. Achieving balanced functions is crucial because
unbalanced functions introduce a statistical bias that could be exploited by attack-
ers. Thus, ensuring a high likelihood of generating balanced solutions is vital when
applying a spectral inversion technique.

We demonstrate that even with a small population size and a limited number of
generations, GP can discover superior solutions compared to RS, provided a specific
type of symbolic tree structure is used. In this scenario, the (scaled) non-linearity
often exceeds 0.90. This indicates that by employing tree structures like SFNl’ERC and
S in conjunction with GP and biased uncertainty filling, the proposed method
can identify Boolean functions with high non-linearity. Thus, exploring the search
space formed by Walsh transforms appears to be a promising strategy. However, it
is important to note that, for n where optimal non-linearity has been extensively

35



Chapter 4. Non-Linear Boolean Functions Optimization via Walsh Transforms Evolution

studied and derived [73|, GP is still not capable of discovering Boolean functions
with such non-linearity value.

As an additional note, the two aforementioned tree structures are the only ones,
among the examined, that exhibit a low percentage of uncertain positions in the
pseudo-truth tables evolved across the generations, enabling the optimization to
take advantage from the GP-based evolution to reach better solutions.

This work offers an in-depth exploration of designing and implementing Boolean
functions as components for secure stream ciphers. Creating a secure Boolean func-
tion is crucial for developing a confidentiality-safe stream cipher. By utilizing a
Vernam cipher with a PRG, the need for a key as long as the message is eliminated,
which is essential for practical use in real-world scenarios. Furthermore, the Com-
biner model can be used as a PRG to ensure communication confidentiality, but this
is only effective if the Boolean function provided to the Combiner model exhibits
strong security properties.

Our proposed method enables the construction of such Boolean functions with the
desired security characteristics. By executing our evolutionary process, selecting
the optimal solution, and integrating it into a Combiner model used as a PRG in
a Vernam cipher, we achieve a confidentiality-safe stream cipher suitable for real-
world applications, effectively securing communications from eavesdroppers.
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In the context of program synthesis and software engineering, we explore the poten-
tial of improving the code generated by Large Language Models (LLMs) through
the use of Grammatical Evolution (GE) [15], a particular Genetic Programming
(GP) method [5]. This technique is defined as Genetic Improvement (GI) [153,
154]. Here, the GE process is initialized with solutions provided by an LLM, which
serve as a starting point for further refinement. This hybrid approach seeks to com-
bine the strengths of both LLMs and Evolutionary Algorithms (EAs) to provide a
more correct version of the solution provided by the LLM alone according to a set
of user-provided test cases. This work is an extension of [169].

5.1 Background

Software development is a complex endeavor requiring specialized skills, knowledge,
and expertise. Consequently, the creation of tools to assist programmers has always
been a key focus in the field. Recently, particular types of Transformer-based ar-
chitectures [130]| defined as Large Language Models (LLMs) have been effectively
utilized for automatic code generation in tools like Copilot [139, 145]. The release
of Transformers and LLMs revolutionized the field of Natural Language Process-
ing (NLP) since these models were trained on large text corpora to improve their
capability to predict missing text given an input text.
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Meta Al and OpenAl are the companies that, in recent years, developed and released
to the public some of the most effective LLMs available nowadays.

In 2023, Meta Al launched the first generation of LLaMA [133|, a series of open-
source pre-trained LLMs ranging from 7 to 65 billion parameters, aimed at support-
ing research and development. Alpaca [294| was developed by Stanford University
as a fine-tuned version of LLaMA using the self-instruct method for instruction
tuning [295]. It was specifically trained on instruction-following demonstrations.
In 2023, an upgraded version, LLaMA 2 [134], was introduced, featuring up to 70
billion parameters. The following year, a code-specialized variant called CodelL-
LaMA [296] was released, and in 2024, the next iteration in the LLaMA family,
LLaMA 3 [135], made its debut.

OpenAl has also made significant strides in the development of LLMs with GPT-
3 [136] and its successors, GPT-3.5 and GPT-4 [137]. These models, based on
decoder-only Transformer architectures, vary in their number of parameters and the
scale of their training data. GPT-4, available through ChatGPT Plus and OpenAl
APIs, continues to deliver strong performance across a variety of text-based tasks,
but the specifics of its training data and methodologies are not publicly disclosed.
In 2024, CriticGPT [297], a GPT-4-based model designed to identify errors in code
generated by ChatGPT, was also released.

Currently, LLMs are capable of generating function and method implementations
based on problem descriptions. However, when faced with poorly defined or inher-
ently complex problems, LLMs may produce flawed or incomplete code. Despite
inaccuracies, such code often provides a foundational structure that can serve as a
starting point for further development and refinement.

5.2 Problem Formulation

Given a coding problem () defined by a textual description and a set of test cases—
each being a single valid input-output pair provided by the user—defined as D¢ =
{(xi,y:) | xi € X,y; € Y,i € [1.N]} with |Dg| = N, where X denotes the input
space and Y denotes the output space, we aim to create a program M that correctly
implements the problem description and produces the expected output for each
provided input.

In our scenario, we start by crafting a solution M by prompting an LLM with Q.
Then, the LLM-provided solution M is improved and refined through an evolution-
ary process to enhance its correctness w.r.t. D¢ and, finally, a new program M is
built as a result of the evolutionary optimization.

5.3 Proposed Method

In our approach, the textual description is fed into the LLM as input (i.e., prompt),
while the test cases are used to define the fitness function. The proposed method
is divided into three macro-steps, where the latter two compose GI:

1. Extraction of the LLM output: The LLM is provided with the problem
description, and the generated code is extracted and processed. This processed
code can then be potentially transformed into a genome starting from an
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Abstract Syntax Tree (AST);

2. Dynamic grammar definition and solution encoding: Both the problem
description and the initial solutions generated by the LLM are examined to
identify additional problem-specific functions, variables, and constants that
can be used to tailor a base grammar for the chosen programming language.
The LLM-generated solutions are then parsed from the AST representation
into genomes according to this specialized grammar;

3. Evolution: GI is initiated and executed using the LLM-derived solution as a
starting point, with a fitness function that considers both the number of failed
test cases and the associated errors.

5.3.1 Extraction of the LLM QOutput

Even with a well-crafted prompt, the output from an LLM may contain unnecessary
text. Therefore, the first step involves isolating the code from the LLM response.
This extraction process varies depending on the specific coding language and the
specific LLM used, as different models may format or delimit code differently.

In our approach, the code extraction process must be designed to retrieve both
the code elements that remain unchanged by GI (such as import statements and
auxiliary functions or classes) and the elements that will be refined by GI (such as
the primary function or class).

It is important to recognize that the extracted code may not always be syntactically
correct and, therefore, cannot be directly encoded into an AST for use in GI. To pre-
vent solutions with syntax errors from being discarded prematurely, we implement
the following heuristic to attempt to generate a syntactically correct program:

1. We extract the index of the first line with at least one syntax error;
2. We remove the corresponding line;

3. We repeat step 1 and step 2 until no syntax error exists or until no code
remains.

This heuristic is important since it enables the entire pipeline to be actually executed
(the pipeline needs as strict requirement to work with a syntactically valid program).
However, different heuristics can be implemented depending on the coding language.
We believe that the presented heuristic is general enough to be applied regardless of
the coding language and, moreover, it is designed to be as less disruptive as possible,
focusing on only removing the lines containing syntax errors. If the program has
a few syntax error, then the impact of this heuristic on the pipeline should be
limited. However, if the program is deeply syntactically wrong, then this heuristic
may invalidate the program and bring the entire pipeline to build a new program
from scratch. Coding language-specific heuristics should focus on smartly fixing the
syntax errors without removing entire code lines.

Comments are removed and only existing import statements are retained. All vari-
ables and function parameters are renamed as v; with ¢ ranging from 0 to the number
of variables minus one, since their semantic names are immaterial as regards code
correctness.

Finally, we obtain a syntactically valid code that can be encoded into an AST.
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5.3.2 Dynamic Grammar Definition and Solution Encoding

Since the Backus-Naur Form (BNF) grammar for a language such as Python, the
one adopted in our experiments, can be complex and large, we only parse a subset
of it, which contains the most common use cases and constructs so that the size of
the grammar remains relatively small.

Base grammar

Let G denote a BNF grammar that encapsulates the core constructs of the pro-
gramming language used to address the problem. It is important to highlight that
G might deviate from the standard formal grammar for the language, incorporating
specific biases and modifications tailored for the evolutionary process.

Firstly, G is structured to favor the creation of small, concise programs. This is
typically achieved by adding extra derivations to expansions that include termi-
nal symbols rather than non-terminals, thereby skewing random selection towards
shorter programs without changing the language that is recognized or generated.
Additionally, the grammar can be customized to produce code that already incor-
porates frequently used libraries and functions, avoiding the need to generate their
names from scratch.

Dynamic Grammar Definition

To support the evolutionary process, we utilize the information from both the prob-
lem textual description and the solutions generated by the LLM to refine the gram-
mar, integrating problem-specific constants and symbols. Specifically, we integrate
G with additional terminal symbols, which are constants and function names.

It can be difficult to discover during the evolution constants appearing the prob-
lem description (e.g., a task involving “finding all multiples of 15 less than 100”
includes two constants). Quite the contrary, including these constants directly from
the problem description simplifies their usage in the solution. In a similar way, in-
cluding functions and libraries can prevent the need to recreate existing code from
scratch. However, identifying useful libraries is a complex task that requires an
understanding of the language ecosystem and not just its grammar.

LLMs are a useful source of information on which libraries can be useful, being
trained on large corpora of text including code. Given the LLM output and the
problem description, we present a general procedure to extract the needed informa-
tion:

1. We extract the imported libraries, function names, strings, and numbers from
the LLM output to ensure that libraries and functions that are useful for
building the solution can be directly selected during the evolution;

2. We extract strings and numbers from the problem description as constants;

3. We extract keywords from the problem description as strings by leveraging
KeyBERT [298].

A problem-specific grammar G, can be created by enhancing G with the extracted
symbols, including all variable names as terminal symbols. To increase the likelihood
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of these extracted symbols being used in a solution, the corresponding derivations
can be duplicated multiple times, making them more likely to be selected.

This approach allows the evolutionary process to leverage existing library functions
and avoids the need to generate constants from scratch when they can be derived
from the problem description. However, the effectiveness of this grammar is highly
dependent on the quality of the LLM output and the provided problem description.
If the output is incorrect but not in a fundamental way and it includes relevant
library function calls, it can guide the search effectively. On the other hand, if
the output is far from a viable solution, it can introduce irrelevant constants and
functions that may hinder the evolutionary process.

Once the grammar G is defined, the LLM-provided solutions can be converted from
the AST into genomes for use in the evolutionary process.

5.3.3 Fvolution

Since GI is employed to refine existing solutions, two key aspects need to be de-
termined: the method for generating the initial population and the approach for
evaluating individuals. Other evolutionary process parameters, such as the choice
of genetic operators, are standard and are not specific to the proposed method.

The initial population is seeded with solutions generated by the LLM, encoded
as previously described, with potential repetitions if the number of solutions is less
than the population size. This replication strategy helps conserve computational re-
sources, especially when using larger LLM models, which can be resource-intensive.

In case of LLMs with less than 7 billions parameters, then a low-budget GPU,
such as a Nvidia A100, should enable the LLM to output a solution in less than 30
seconds. However, larger LLMs, with more than 20 billions parameters, require more
powerful GPU and potentially more time to compute a response locally. Moreover,
if a proprietary LLM is employed, such as the ones from OpenAl, then querying the
LLM can also cost money, with the exact amount depending on the pricing policy
of the LLM APIs. Using this strategy enables the entire pipeline to be executed
even though the available budget, both computational and economic, is low.

Fitness function is defined starting from the set of test cases D¢ provided by the
user. The fitness value consist of two components: the first (F) considers the number
of not passed test cases, while the second (€) assesses the distance between the
expected outputs and the generated outputs. These two components are combined
using a lexicographic ordering (Fg) that prioritizes the F component. Given Dy
with size IV, a problem @), and a program M, the first component is defined as:

N

F(M,Dq) =Y [out(M,x;) # yil (5.1)

i=1

where out(M,x;) represents the output of M on input x; and [-] is the indicator
function, which is 1 if the enclosed proposition is true, 0 otherwise.

The second component is defined as:

E(M,Dg) =) _ dist(out(M,x;), y:) (5.2)

=1
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where dist is a measure of dissimilarity that depends upon the type of the provided
values. The solutions are ordered according to the number of not passed test cases
and, in case of tie, according to how close they are to the correct output.

5.4 Experimental Analysis

We test four LLMs: CodeLLaMA 7B (CL7), LLaMA 3 8B (L3), ChatGPT (CG), and
GPT4 (G4).

5.4.1 Language

While the proposed approach has been described in general terms, our experiments
were specifically focused on the Python language. This decision was influenced by
the extensive training resources available for widely-used languages, which improve
the LLM ability to generate effective solutions.

In the experiments, the problem description was prefaced with the following text
when prompting the LLM:

Write a single Python function to solve the following problem
and insert the necessary modules:

We assume that the LLM generates a solution within a single function that can be
executed by passing one or more arguments as inputs and returning one or more
outputs.

Given that an LLM response might include multiple functions, we assume the last
function is the main one, with earlier functions serving as support functions likely
called within the main function. This assumption is based on the common program-
ming practice of placing the main function after any supporting functions.

Our focus is on evolving only the body and parameters of the main function, keeping
all import statements and supporting functions unchanged to avoid expanding the
search space unnecessarily.

The process of extracting code from the LLM responses begins with removing all
comments and extracting valid import statements and functions. Among these,
the last function is designated as the main one, while the others are retained if
they are syntactically correct. The body of the main function is then adjusted to
be syntactically correct using the heuristic described in Sec. 5.3.1. If the resulting
body is empty, it is replaced with pass.

5.4.2 Grammar

The grammar employed is a subset of the full Python grammar, briefly summarized
here. The grammar starts by generating a call to the main function, which accepts
several parameters as inputs and contains a body with executable code. The func-
tion body may include one or more statements, which are divided into conditional
(e.g., if, for, while) and non-conditional types.

Non-conditional statements can include return, assignment, print, pass, continue,
break, raise, or invoking an instance method on an object. A node represents a
value that can be a string (possibly formatted), a number, a Boolean, a problem
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parameter, null, a logical or mathematical combination of two variables, a list, a
tuple, a list comprehension, a tuple comprehension, or a function applied to vari-
ables. The full base grammar in BNF format for the Python subset we use can be
found in our repository (see Sec. 5.4.5).

While it would be possible to parse all problems by defining a grammar that encom-
passes the entire Python language, doing so would significantly increase the search
space, potentially slowing down the evolutionary process. Therefore, the grammar
used seeks to strike a balance between expressiveness and search space complexity.

5.4.3 Fitness

The dissimilarity measure adopted in £ depends upon the types of the variables
that are involved in the comparison:

e Numeric values (integers, floats, and Booleans) are compared with the absolute
difference;

e Strings, lists, and ranges are compared with the edit distance;
e Sets and dictionaries are compared with the Jaccard distance;

e Tuples are compared by summing the dissimilarities of the elements contained
in them.

Since the code may return a value of a different type, we manage this scenario by
assuming the dissimilarity to be the maximum dissimilarity possible on the training
test cases assuming as output a ‘neutral” element (i.e., 0 for numbers, the empty
string or list, and the empty set or dictionary). If the code raises an exception
during its evaluation that value is doubled.

It is important to note that tuples are not directly compared using edit distance as
with other collection-like data structures. This decision is based on the fact that
when a problem requires a function to return multiple outputs, these outputs are
typically bundled into a tuple, which is the default behavior in Python. As a result,
applying edit distance directly to the tuple could yield a measure of dissimilarity
that is too coarse to be effective.

5.4.4 Problems

To evaluate our approach, we use the widely-recognized problem dataset PSB2 [143,
144] (Tab. 5.1), which offers a comprehensive set of problems, making it an excellent
benchmark for testing automatic code generation algorithms. For each problem, we
prompt the LLM to generate a solution, repeating this process independently 10
times with the same prompt. If the LLM successfully solves the problem (i.e., the
generated code is correct based on the provided training examples) in at least one
of these attempts, we exclude it from further refinement. Problems solved by the
LLM are marked with a v* in the following tables.

Because of the importance of the problem description when prompting an LLM, we
adopt the official problem descriptions available in the PSB2 paper itself [143, 144]|.

43



Chapter 5. Large Language Models Code Generation Enhancement via Genetic Improvement

Table 5.1: List of PSB2 problems.

Name Alias Name Alias
Basement BS Bouncing Balls BB
Bowling BW Camel Case CcC
Coin Sums CS Cut Vector CV
Dice Game DG Find Pair FP
Fizz Buzz FB Fuel Cost FC
Greatest Common Divisor GD Indices of Substring IS
Leaders LD Luhn LH
Mastermind MM Middle Character MC
Paired Digits PD Shopping List SL
Snow Day SD Solve Boolean SB
Spin Words SW Square Digits SQ
Substitution Cipher SC Twitter ™
Vector Distance VD

5.4.5 Results

For each tested LLM, we prompt it with a given problem description 10 times,
leading to 10 solutions. These solutions are uniformly replicated to meet the re-
quired population size, which is 200. We run each evolution for 100 generations.
We avoided incrementing the computational budget to force the evolution to run
for a short amount of time, which is a more probable setting in real cases. The
fitness is computed by using 1000 test cases as training data and 1000 test cases as
test data. The fitness is computed on 50 training test cases sampled without re-
placement at the beginning of each generation during the execution of the selection
procedure [299, 300, 301]. Preliminary experiments showed that this modification
does not meaningfully impact the quality of the final solutions, providing a consid-
erable speed-up during the selection phase. Moreover, we verified that a sample of
50 is a correct trade-off between speed-up and reliability of the results.

For each combination of problem and LLM, we perform 10 separate GI runs starting
from the same initial population. The test case datasets are retrieved via the psb2
library [143, 144]. We set an initial maximum depth of 15 and a maximum depth
of 30 for the individuals.! We do not impose a wrap-around limit for the genomes
and we set a maximum codon size of 200.

We test two selection algorithms: tournament selection with a tournament size of
five (T) and lexicase selection (L) [302, 303, 304, 305]. Both crossover (applied
with probability 0.80) and mutation (applied with probability 0.60) are sub-tree
operators. We chose to increase the mutation probability w.r.t. the standard values
that are usually employed in GP to force the evolution to modify programs and
avoid having many similar solutions. An individual applied to a set of 1000 test
cases is associated with a time-out of three seconds to avoid to stuck the evolution
with excessively inefficient solutions and non-terminating ones (e.g., with infinite
loops).

We implement a method based on the technique described in [166] to test the

'The BW problem requires a maximum depth of 40 since the initial solution has a large size.
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self-correction capabilities of LLMs. For each LLM, we initially prompt the LLM
asking for a solution of a given problem and then we evaluate the correctness of
the generated code (strategy defined as £). If the code is incorrect, we prompt the
LLM to self-correct its own output (strategy defined as £T).

During a self-correction session, we ask the LLM to iteratively improve the output
code up to 10 times:

e If in a given iteration, the time-out is reached, then we prompt the LLM with:

Your code is too slow. Please, rewrite it and make it
correct and more efficient. Remember to insert the necessary
modules.

e If in a given iteration, the code contains at least one syntax error, then we
prompt the LLM with:

Your code contains syntax errors. Please, rewrite it and
fix all the syntax errors. Remember to insert the necessary
modules.

e If the code is semantically incorrect, we provide 10 pairs of input-output ex-
amples from the training data that were not passed in the previous iteration.
Hence, we prompt the LLM with:

Your code is incorrect. Please, rewrite it. Remember
to insert the necessary modules. Make sure that

followed by the examples formatted as input -> output.

We perform two self-correction runs. For each run, we store the best overall solution
across the iterations according to the number of passed test cases on the training
set.

We execute our GI runs on a virtual machine with Ubuntu 20.04, with 16 dedicated
cores on an Intel(R) Xeon(R) Gold 6140 CPU, and 128 GB RAM. We measure
that, on average, a single repetition of an evolutionary process executed for 100
generations with a population size of 200 takes less than 30 minutes, considering
the fitness evaluations on both the training and test set. Our code is available at
https://github.com/dravalico/LLMGIpy. In our implementation, to perform the
GE part, we use the ponyge2 library [160)].

Statistical significance is assessed by using a Wilcoxon-Mann-Whitney test [306]
with o = 0.05. When the number of comparisons is greater than two, a preliminary
Kruskal-Wallis test [307] with o = 0.05 is performed and then, if there is a sig-
nificant statistical difference among the methods in the group, a Holm-Bonferroni
correction [308] with a = 0.05 is applied.

We analyze two types of GI:
e F in combination with tournament selection (Z7) as in [169];
e F¢ in combination with lexicase selection (Z;¢).

The results are shown in Tab. 5.2 and Tab. 5.3. The tables show the median
of passed test cases (scaled in [0, 1]) on the test set by the best overall solutions
according to the training set for £, £* and GI across the executed repetitions. For
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each LLM, the table highlights both the problems that are directly solved (v') and
those that are not parsed by the grammar (np). We use 0 to indicate when a method
does not pass any test case for all repetitions. We use 1 to indicate when a method
passes all the test cases in all repetitions.

Table 5.2: Median number of passed test cases (scaled in [0, 1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way. The GI is based on F with tournament
selection.

CL7 L3 CG G4

L £t GI £ £t GI £ £t GI L Lt @I
BS v o — — v oo —  — v oo — v oo —
BB 0 0 0 0 0 0 0.00 0.02 0.04 0.00 0.04 0.04
BW 0.00 0 0.01 0.00 0.00 0.09 0.00 0.01 0.01 0.03 0.42 0.11
CS 0 0 0 0 0 0 0 0 0.00 0 0.15 0.10
CC 0 0 029 v — — v - v -
CcvV 0 0.06 0.00 0.17 0.30 1  0.92 0.49 0.99 0.85 0.85 0.99
DG 0.00 0 0.00 0.00 0.14 0.14 0.07 0.07 0.14 0.14 0.00 0.14
FP v oo - — 0 0.76 0 v o — v o - —
FB v o —  — v o o — — v - — v o — —
FC v oo - — v oo - — v o - v oo —  —
GD v o — — v oo —  — v oo — v oo —
IS 0.78 0.78 0.78 v — — v oo — v o —  —
LD 0.22 0.22 0.34 058 1 1 v o - — v o - —
LH 0 0 004 v — — v o — v o - —
MM 0.06 0.06 0.17 0.10 0.14 0.71 v — — v oo —  —
MC v — — v o — — v oo — v oo —
PD 0 1 048 — — v oo — v o —  —
SL 0 0 0 0 0 0 0 0 0 0 050 0
SD  0.04 0.04 0.04 0.04 0.02 0.04 0.04 0.04 0.75 0.04 0.04 0.08
SB 0 0O np 000 O 0.50 0.00 0.62 0.50 0 0.68 0.50
sw v —  — 035067037 v — — v oo —
SQ 0 0 0 v oo — — v oo — v oo —
SC v — v oo —  — v oo — v o —  —
™ v — — v o —  — v o o — v o —  —
VD 0 0 000 v — — v - — v oo - —

CL7 solves a smaller number of problems and L' appears to be ineffective and
does not offer any improvement except for PD (where it reaches an optimum across
all repetitions) and CV. In the latter case, only when compared to Z7 the self-
correction L% is better in a statistically significant way. OpenAl models directly
solve most of the problems. L% is better than the two compared strategies in a
statistically significant way in only 3 cases: FP for L3, and SL and SB for G4.
Therefore, it appears that simply re-prompting the LLM usually does not lead to
any meaningful improvement. Many problems that are not directly solved by the
LLM show meaningful improvements with GI, where If ¢ provides a slightly higher
number of them. Our GI method can thus enhance LLM-generated code and it is
never worse than the LLM alone. However, the optimum is obtained in only 2 cases
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Table 5.3: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way. The GI is based on F¢ with lexicase
selection.

CL7 L3 cG G4
L £+ GL £ £+ Gl £ £ Gl £ £t GI
BS v — — v - v
BB 0 0 000 0 0 0.00 0.000.020.04 0.00 0.04 0.04
BW 000 0 0.01 0.00 0.00 0.09 0.00 0.0l 0.03 0.03 0.42 0.10
cS 0 0 0 0O 0 0 0 0 002 0 015 0.62
cC 0 002 v — — v — — v —
CV 0 0.060.35 017 030 1 092 0.49 0.99 0.85 0.85 1.00
DG 0.00 0 0.01 0.0 0.14 0.14 0.07 0.07 0.14 0.14 0.00 0.14
FP v — — 0 076000 v — — v — —
B v — — v — — v - =y =
rc v - — v - - v = =y =
Gbh v — — v - - v = =y =
IS 078078078 v — — v — — v —
LD 022022052 058 1 1 v — — v — —
LH 0 0 004 v — — v — — v — —
MM 0.06 0.06 0.17 0.10 0.14 0.72 v — — v — —
MC VvV — - v = Y =y
PO 0 1 079 v — — v — — v —
SL 0 0 0 0 0 0 0 0 0 0 0.50 0
SD  0.04 0.04 0.04 0.04 0.02 0.09 0.04 0.04 0.75 0.04 0.04 0.12
SB 0 0 =np 000 O 0.50 0.00 062050 0 0.68 0.00
SW v — — 035067038 v — — v — —
sQ 0 0 000 v — — Vv — — v o
sC v - - v
™ v — — v - v - v
VD 0 0 000 v — — v — — v — —

for ZZ and 3 cases for If €. Moreover, the grammar fails to provide at least one
parsable solution only in SB for CL7.

We show the comparison between Z7 and Zf £ in Tab. 5.4. The number of passed
test cases is almost similar. Especially, ZZ: £ is statistically significantly better than
T7 in some cases (especially for CL7 and L3), while Z§ outperforms If ¢ only in SB
for G4. It is interesting to note that with If £ we achieve an additional optimum in
the median in CV for G4.

Ablation Study

With the purpose of checking that the improvement in the number of passed test
cases was influenced by both lexicase selection and F¢, we conduct an ablation study
by executing the experiments while isolating each of these properties. We analyze
the following configurations and we compare them with Z¢7 and ILI £

e F combined with lexicase selection (Z{) in Tab. 5.5;
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Table 5.4: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way.

CL7 L3 CG G4
o T o1t 17 177 I TlF

BB 0 000 O 0.000.04 0.04 0.04 0.04
BW 0.01 0.01 0.09 0.09 0.01 0.03 0.11 0.10
CS 0 0 0 0 0.00 0.02 0.10 0.62

CcC  0.29 0.29 —_ = — —
CvV 0.00 035 1 1 099 099 0.99 1.00
DG 0.00 0.01 0.14 0.14 0.14 0.14 0.14 0.14
FP - — 0 000 — — —
IS 0.78 0.78 — — —
LD 034 0.52 1 1 - — —

LH 0.04 0.04
MM 0.17 0.17 0.71 0.72 — — —
PD 048 0.79 — — —  — - —
SL 0 0 0 0 0 0 0 0
SD  0.04 0.04 0.04 0.09 0.75 0.75 0.08 0.12
SB np mnp 0.50 0.50 0.50 0.50 0.50 0.00

SW — — 037 038 — —
sQq 0 000 — — — — -
VD 0.00 000 — — — —  — —

e F¢ combined with tournament selection (Z7¢) in Tab. 5.6.

Considering that Z{ is the starting configuration implemented and tested in [169],
we analyze the impact of lexicase selection alone in Tab. 5.7, and we show that this
strategy provides an improvement in the number of passed test cases but the overall
contribution is limited. In a similar way, with Tab. 5.8 we show that the integration
of F¢ offers marginal or none enhancement at all compared to Zf. On the other
hand, with Tab. 5.9 we show that combining F¢ with lexicase selection leads to an
overall increase in the number of passed test cases.

5.5 Discussion

As a preliminary observation, the most advanced LLMs generally produce higher-
quality code than their smaller counterparts. However, even these larger models
often generate incorrect code for many of the problems under review. When this
happens, we re-prompt the LLM with a few failed test cases, asking it to revise
the code to pass these tests. Despite these efforts, our findings suggest that if the
model initially generates faulty code, it seldom manages to correct itself effectively
through re-prompting alone. This underscores the challenges LLMs face in creating
accurate code for specific tasks, even when provided with concrete examples, and
suggests that additional methods are required to achieve better outcomes.

For nearly all the problems tested, GI successfully refines the code generated by
LLMs. The code improvements from GI typically surpass the results obtained from
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Table 5.5: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way. The GI is based on F with lexicase
selection.

CL7 L3 CG G4
L £t GI £ £t GI L £t GI L [t @I
BS v oo - — v oo - — v - v oo —
BB 0 0 0 0 0 0.00 0.00 0.02 0.04 0.00 0.04 0.04
BW 0.00 0 0.01 0.00 0.00 0.07 0.00 0.01 0.01 0.03 0.42 0.11
CS 0 0 0 0 0 0 0 0 028 0 0.15 0.00
CC 0 0 029 v — v o v oo
Ccv 0 0.06 0.00 0.17 0.30 1  0.92 049 099 0.85 0.85 1.00
DG 0.00 0 0.01 0.00 0.14 0.14 0.07 0.07 0.14 0.14 0.00 0.14
FP v oo o— 0 076 0 v o v oo
B v o v o v o o v oo
FC v o o v o v o v oo
GD v oo v oo v oo o— v oo
IS 0.78 0.78 0.78 v — v oo VA
LD 0.22 0.22 0.52 058 1 1 v oo v oo
LH 0 0 004 v — v oo v oo
MM 0.06 0.06 0.17 0.10 0.14 0.72 v — v oo
MC v — v o o v o v o
PD 0 1 o017 v — — v o — v oo
SL 0 0 0 0 0 0 0 0 0 0 050 0
SD  0.04 0.04 0.04 0.04 0.02 0.07 0.04 0.04 0.75 0.04 0.04 0.08
SB 0 0O np 000 O 0.50 0.00 0.62 0.50 0 0.68 0.50
SW v — 0.35 0.67 0.38 v — v oo
SQ 0 0 0 v oo - — v o - v oo —
SC v oo v oo v o v oo
™ v — v oo v oo v oo
VD 0 0 0 v oo v o o v oo

merely re-prompting the LLMs, indicating that GI offers a significant advantage
over relying solely on LLMs. This improvement is largely due to the use of a
specialized grammar that steers the GI search process toward more promising areas
of the search space. However, this approach depends heavily on the quality of the
initial solution provided by the LLM. While the initial solution might not be entirely
correct, it must offer a reasonable set of functions, libraries, and constants for GI to
work with effectively. It is generally easier for an LLM to generate such a set than to
produce fully correct code, which makes even smaller LLMs valuable for providing
initial inputs to the GI process. Consequently, evolution tends to be more effective
with smaller models and simpler problems, whereas its impact is less pronounced
with more complex problems.

Regarding the evolutionary strategy, experiments reveal that the use of lexicase
selection and a fitness function with finer granularity (referred to as I{ ¢) enhances
the quality of the solutions produced. Specifically, IZ: £ statistically outperforms
Z7 in 11 cases, while the latter surpasses the former in just one instance. This
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Table 5.6: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way. The GI is based on F¢ with tournament
selection.

CL7 L3 CG G4

L £ GI £ £t GI £ £t GI L £t @I
BS v oo — v oo - — v o — v oo —
BB 0 0 0.00 0 0 0.02 0.00 0.02 0.04 0.00 0.04 0.04
BW 0.00 0 0.01 0.00 0.00 0.01 0.00 0.01 0.01 0.03 0.42 0.10
CS 0 0 0 0 0 0 0 0 0.01 0 0.15 0.39
CC 0O 0 029 v — — v o - — v o - —
CcvV 0 0.06 028 0.17 0.30 1.00 0.92 0.49 0.99 0.85 0.85 0.99
DG 0.00 0 0.00 0.00 0.14 0.14 0.07 0.07 0.14 0.14 0.00 0.14
FP v o - — 0 0.76 0 v oo - — v oo - —
FB v - — v o - — v o - — v oo - —
FC v - — v oo —  — v o - — v oo - —
GD v - — v oo —  — v o — v oo —
IS 0.78 0.78 0.78 v — — v oo — — v oo - —
LD 0.22 0.22 0.22 058 1 1 v oo — v - —
LH o 0 004 v — — v o - — v oo - —
MM 0.06 0.06 0.17 0.10 0.14 0.71 v — — v o - —
MC v — — v o - — v o - — v o - —
PD 0 016 v —  — v oo — v oo
SL 0 0.00 0 0 0 0 0 0 0 050 O

1
0

SD  0.04 0.04 0.04 0.04 0.02 0.06 O.
0 0.

04 0.04 0.75 0.04 0.04 0.08
SB 0 np 000 0 0.50 0.000.62 0.50 0 0.68 0.50
SW v — — 035067037 v — — v — —
sQ 0 0 0 v — — v — -y
s¢C v - — v = =y = =y =
™ v - — v - = v = =y = =
VD 0 0 0 v — — v — — v — —

improvement is particularly noticeable when applied to the outputs of smaller LLMs,
where there is more room for correction.
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Table 5.7: Median number of passed test cases (scaled in [0, 1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way.

CL7 L3 CG G4
7 1f ¥ 17 I T T I’
BB 0 0 0.00 0.04 0.04 0.04 0.04

BW 0.01 0.01 0.09 0.07 0.01 0.01 0.11 0.11
CS 0 0 0 0 0.00 0.28 0.10 0.00

CcC 0.29 0.29 —_ = — —
CV  0.00 0.00 1 1 099 099 0.99 1.00
DG 0.00 0.01 0.14 0.14 0.14 0.14 0.14 0.14
FP — — 0 o — — —  —
IS 0.78 0.78 — — —
LD 034 0.52 1 11— — —

LH 0.04 0.04
MM 0.17 0.17 0.71 0.72 — — —
PD 048 0.17 — - —  — —  —
SL 0 0 0 0 0 0 0 O
SD  0.04 0.04 0.04 0.07 0.75 0.75 0.08 0.08
SB° np np 0.50 0.50 0.50 0.50 0.50 0.50

SW - — 037 038 — — o —
sQ o0 0 — — — — — —
VD 000 0 — — — — — —
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Table 5.8: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way.

CL7 L3 CG G4

¥ I I I¢ I T¢I IfE

BB 0 000 O 0.02 0.04 0.04 0.04 0.04
BW 0.01 0.01 0.09 0.01 0.01 0.01 0.11 0.10
CS 0 0 0 0 0.00 0.01 0.10 0.39
cC 029 029 — —_ —
Cv 000 028 1 1.00 0.99 0.99 0.99 0.99
DG 0.00 0.00 0.14 0.14 0.14 0.14 0.14 0.14
FP — 0 o — — —
IS 0.78 0.7 — — — — —
LD 034 022 1 1 - — —

LH 0.04 0.04 — —_ = —
MM 0.17 0.17 071 071 — — —
PD 048 0.16 — — —
SL 0 000 O 0 0 0 0 0
SD  0.04 0.04 0.04 0.06 0.75 0.75 0.08 0.08
SB np 1np 050 0.50 0.50 0.50 0.50 0.50

SW — — 037 037 — — — —
sQ 0 o0 — — — — - —
vD 000 0 — — — — —
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Table 5.9: Median number of passed test cases (scaled in [0,1]) for each problem
and LLM. We highlight in bold the methods that are better for the same problem
and LLM in a statistically significant way.

CL7 L3 G G4
F, F, F, F,
r It 1f T 1 17 I I’

BB 0 0.00 0.00 0.000.04 0.04 0.04 0.04
BW 0.01 0.01 0.07 0.09 0.01 0.03 0.11 0.10
CS 0 0 0 0 0.28 0.02 0.00 0.62

cC 029 029 — —_ —
CV 0.00 0.35 1 1 099 099 1.00 1.00
DG 0.01 0.01 0.14 0.14 0.14 0.14 0.14 0.14
FP — 0 0.00 — — —
IS 0.78 0.78 — — —  — —
LD 052 052 1 1 - — —
LH 0.04 004 — —_ —
MM 0.17 0.17 0.72 0.72 — — —
PD 0.17 0.79 — — —

SL 0 0 0 0 0 0 0 0
SD  0.04 0.04 0.07 0.09 0.75 0.75 0.08 0.12
SB np mnp 050 0.50 0.50 0.50 0.50 0.00

SswW. —  — 038 038 — — —
SQ 0 000 — — —
VD 0 0.00 — — —
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In the previous chapters, we have explored a pair of important applications of Ge-
netic Programming (GP) for addressing specific problems concerning safe stream
ciphers design and automatic code generation and improvement. In this chapter,
we describe a human-in-the-loop framework that, by means of GP, builds Machine
Learning (ML) models in the form of trees that are accurate and interpretable ac-
cording to the user that is interacting with the system. The interpretability of
the models is assessed by a neural network trained using user’s feedback, enabling
the GP to consider human-centric criteria alongside traditional performance met-
rics. This bi-objective approach aims to produce models that are not only accurate
but also transparent and understandable, addressing the growing demand for inter-
pretable Artificial Intelligence (AI) |2, 3]. Moreover, while we focus our work on
Symbolic Regression (SR) problems because of their popularity and importance in
the scientific community [35, 36, the framework presented in this chapter is gener-
ally applicable to every machine learnable problem [49]. This work is an extension

of [50].

6.1 Background

In recent years, it has been shown that ML models that are implemented and
employed without adequate control and supervision may pose important risks [2]. To
address this issue, the field of Explainable Artificial Intelligence (XAI) has emerged,
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focusing on methods to explain model predictions and generate models that are
inherently understandable by humans [186, 187]. The growing importance of XAl
research is largely driven by the use of highly complex, opaque models (i.e., black-
box models) in critical real-world applications where users must interact with these
models to scrutinize and comprehend the reasoning behind their predictions.

There is general agreement that methods for explaining black-box models have in-
herent limitations (due to their underlying assumptions), and should thus be applied
cautiously [188, 189]. In fact, if data permits the development of a highly accurate
interpretable model, such a model should be prioritized over its black-box alterna-
tive [3|. Particularly, the field of Interpretable Machine Learning (IML) specifically
focuses on the development of techniques that are able to devise inherently inter-
pretable models that do not potentially need post-hoc explanations as in the case
of black-box models such as Deep Neural Networks (DNNs).

GP is a type of Evolutionary Algorithm (EA) used to discover interpretable models
such as formulae, decision trees, rule sets, or computer programs [5]. GP evolves
models built from fundamental operations or instructions. If the operations used
are easily understandable and GP manages to find an accurate model, there is a
chance that the resulting model may also be interpretable, containing a manageable
number of understandable components. However, relying solely on chance to find
interpretable models is not likely to be effective. To guide GP toward discovering
models that are interpretable, it is necessary to incorporate an objective function
that approximates interpretability. The challenge, though, is that interpretability
is inherently subjective, varying based on the specific application and the user’s
background [190, 1|. Additionally, different contexts may require varying balances
between model accuracy and interpretability, depending on the importance of the
decisions being informed by the model [191, 20].

6.2 Problem Formulation

Let X denote the input space and Y denote the output space. Given a dataset
D ={(x;,y:) | x; € X,y; € Y,i € [1.N]} with |D| = N, where x; represents the
input features and y; represents the corresponding labels. The dataset D is referred
as training set and the elements that it contains are referred as training examples.
The goal consists in discovering a model f : X — Y that is both accurate and
interpretable. In particular, a model is accurate if it produces the correct label
for most of the provided observations. A model is interpretable if it is considered
clearly understandable by the users that must interact with it, depending on the
tasks they have to perform and the information they need to collect. Building on
that, we can state that the definition of interpretability is inherently subjective and,
furthermore, no formal and objective definition of interpretability exists [1].

We assume that the accuracy of a model can be expressed through a function
qr : Fxoy = R, where Fx_,y = {f | f : X = Y} represents the model space or
hypothesis space. There are several well-established accuracy metrics, such as the
Root Mean Squared Error (RMSE) for regression tasks (i.e., when ¥ = R), and
classification accuracy for classification problems (i.e., when Y is a finite set with
no inherent ordering).

When it comes to interpretability, we assume there exists a measure 1/3]0 cFx oy —
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R, which reflects the user’s subjective view of what makes a model interpretable.

We focus on the scenario where the user aims to tackle a supervised learning problem
by providing a dataset D and selecting the preferred accuracy measure gf, but they
may not be able to specify their interpretability measure Qﬁ ¢ (e.g., because the user
finds it difficult to formalize). However, we assume the user is available to provide
feedback on the interpretability of models produced during the learning process.

6.3 Proposed Method

The problem can be addressed by using a bi-objective optimization algorithm where
the search space is F'x_,y and the objective function is composed by the accuracy
and the interpretability, with both of them that must be maximized. While the
accuracy can be calculated by using an exact and deterministic objective measure,
the interpretability ’l[] 7 needs to be estimated, given the complexity or impossibility
to have an exact definition. Specifically, an approximation of the interpretability
is calculated by using an estimator 1y that is concurrently trained by using user’s
feedback during the learning process itself. For the sake of simplicity, we are going
to refer to the solutions evolved by the optimization process as models and we are
going to use the term estimator only for ¢, even though the evolved ML models
are estimators themselves for other tasks.

The aforementioned approach is defined as Model Learning with Personalized In-
terpretability Estimation (ML-PIE) [50, 49].

6.3.1 Learning Process

The learning process consists of an iterative optimization process that searches for
good models according to the provided objectives and an active learning strategy
that iteratively collects examples that are adopted to train the estimator. The
training procedure of the interpretability estimator is what makes this framework
be labeled as human-in-the-loop. As a matter of fact, the active learning algorithm
selects pairs of models that are evolved during the optimization process. These
pairs of models are presented to the user that is prompted to provide a feedback on
their interpretability. This system concurrently gathers the user’s feedback during
the model search process in an asynchronous manner: the rate at which models are
created is not tied to the rate at which the user reviews and provides feedback on
a subset of them.

The rationale behind using a concurrent approach, rather than an off-line one where
user’s feedback is gathered before the model search begins, is that the user interacts
with the models as they are being discovered. This ensures that v; is trained on data
that is in-distribution for the model search process, reflecting the actual distribution
of models found. In contrast, an off-line method offers no such assurance that user’s
feedback would correspond to the distribution of models being uncovered by the
search algorithm.

At initialization step, ML-PIE begins with a randomly generated estimator ;. Al-
ternatively, 1y can be set to an estimator that has been pre-trained, for example,
using previously annotated data from one or more users [51], or based on an inter-
pretability proxy from existing literature (e.g., [309]). Several options for initializing
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Yy are discussed in Sec. 6.3.3.

At each iteration, the model search algorithm generates a set of candidate models,
evaluating them using ¢y and the current ¢y. ML-PIE then adds the syntactically
unique models discovered by the model search algorithm to an initially empty set
FCF 'Yy, which is reset at each iteration to include only models relevant to the
current search status. Simultaneously, the active learning algorithm selects models
that are adopted to refine 1y iteratively.

In each iteration, the active learning algorithm formulates a query by selecting a
pair of candidate models f; and f from F based on a priority rule (described in
Sec. 6.3.3), and presents this pair to the user for evaluation. The user is tasked
with selecting the model they find more interpretable through a graphical interface.
Upon receiving the user’s input, the active learning algorithm updates 1 using this
feedback as a signal.

For instance, if the user considers f; more interpretable than fs, then 1 will be
updated to either increase the difference ¢ ;(f1) — ¥r(f2) if ¥r(fi) > Ve(f2) (ie.,
positive reward), or decrease the difference ¢ ¢(f2) —1¢(f1) otherwise (i.e., negative
reward). Once 1y has been adjusted, the active learning algorithm formulates a
new query, initiating the next iteration of the user’s feedback collection process.

It is worth noting that feedback collection is framed as a simple binary choice
between two models to ease the user’s cognitive load. This setup is flexible across
various model spaces F'x_,y. Asking the user to rank more than two models would
likely increase the complexity of the task, while requesting them to directly score a
single model (e.g., on a scale of one to ten) might also prove difficult. Additionally,
designing an appropriate scoring mechanism for the user can be challenging for
system designers.

The feedback collection process, i.e., the active learning algorithm, continues to
operate in parallel with the model search algorithm until the latter concludes. The
model search ends when a predetermined budget, such as a maximum number of
iterations (or generations, in GP), or a time limit, is exhausted.

In conclusion, ML-PIE runs two concurrent iterative processes. The model search
algorithm updates one or more models per iteration, driven by a fixed ¢y and a con-
tinuously evolving ¢, proceeding as fast as the computational environment allows.
The active learning algorithm, on the other hand, updates ¢; at a pace determined
by the rate at which the user provides feedback.

6.3.2 Applicability

ML-PIE is a general approach that can be applied to many and diverse scenarios
and use cases, provided that:

(a) Models in Fx_,y can be processed by the estimator ¢y that is updated during
the learning process. This requirement can be satisfied if models can be en-
coded in a numerical representation that captures relevant model properties
(a concrete case is discussed in Sec. 6.3.3);

(b) Given a pair of models, it must be feasible for a user to tell which one is the
most interpretable in the pair at hand. This requirement can be satisfied if
models can be represented by using a user-friendly visual representation, so
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that user’s feedback can be collected via, for instance, Graphical User Interface
(GUI).

Regarding the model search algorithm, which operates in Fx_,y, we impose a bi-
objective framework, though this requirement can be relaxed if necessary by em-
ploying techniques like linearization or lexicographic prioritization of objectives.

Lastly, a practical consideration is that the speed of the model search algorithm
must roughly align with the user’s feedback rate. In other words, the algorithm
should allow enough time for the user to provide a sufficient amount of feedback
(we explore this aspect in more detail in Sec. 6.4.4).

6.3.3 Applying ML-PIE to Symbolic Regression

ML-PIE can be applied to tackle SR problems, which are considered to be NP-
Hard [37]. SR is a type of regression task that aims to find a mathematical expression
f : RY = R, in symbolic form, that best fits a given set of data points D =
{(xs,y:) | x; € RYy; € R,i € [1..N]} with |D| = N, where x; represents the input
features and y; represents the corresponding target. Unlike traditional regression,
which fits predefined functions (e.g., linear, polynomial), SR searches for the optimal
mathematical model without specifying in advance the form of the function. The
objective is to discover both the structure of the model or formula and the values
of its coefficients.

Ideally, f must be realized by composition of basic and interpretable functional
building blocks. These building blocks are selected by the user and are an input for
the system. In this context, X = R?% Y = R, and the space of models Fx_,y is the
space Sy of formulae for d variables. Consequently, the interpretability estimator
Yy : Sq — R takes a formula as input.

We employ GP as the model search algorithm, given its demonstrated effectiveness
in SR tasks [35, 36]. GP is configured to operate in a bi-objective framework,
simultaneously optimizing for both accuracy and interpretability. Upon completion,
GP produces a set of formulae that reflect varying trade-offs between these two
objectives, allowing the user to select the model that best suits their requirements.
Further details on the bi-objective GP approach are provided in Sec. 6.3.3.

Regarding the active learning algorithm for refining the interpretability estimator
1y, we explore various design alternatives. Each approach follows a similar frame-
work. First, we use an encoding function h : Sy — R™ to transform a model (i.e., a
formula) into a numerical vector, where the m components correspond to predefined
features of the formula. These features need to be chosen in advance, as detailed
in Sec. 6.3.3.

Next, we use an Artificial Neural Network (ANN) to estimate the interpretability
score ¢;(f) for a formula f, by feeding the feature vector of f as input to the ANN,
ie., Yr(f) := ANNg(h(f)), where @ € RP are the parameters of the network. Over
time, by using an online learning approach, these parameters are adjusted to align
the ANN predictions with the user’s feedback, assuming the encoding function h
captures relevant and informative features. For more details concerning how neural
networks work, see Appendix C.

We experiment with various options for the encoding and for optimizing the ANN.
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In addition to updating 1y through optimization of 8, the active learning algorithm
is tasked with generating queries, i.e., selecting which pairs of formulae to present
to the user for evaluation.

Practically, user feedback is gathered via a graphical interface (shown in Fig. 6.1),
where ML-PIE displays two formulae, and the user selects which one they find more
interpretable with a single click.

Model feedback form

Please select the model that you find to be more interpretable.

Model 1 Model 2

w7 — In(|zy — @5+ 27]) z1 — In(| In(|z4])]) + 24 2

Evolution progress:

48%

Proceed to survey

Figure 6.1: A screenshot of the user interface during the feedback collection process.

Model Search

We employ the NSGA-IT algorithm [310] as a bi-objective model search method,
using the implementation provided in [292|. More specifically, we leverage a GP-
based version of NSGA-II, encoding the formulae as trees [311]. NSGA-II is chosen
due to its popularity in multi-objective evolutionary optimization settings. However,
we stress that the choice of the optimization algorithm is not the core aspect of
this work; rather, the key component lies in how we compute the interpretability
estimate. In fact, this system could also be implemented by replacing NSGA-II
with another multi-objective optimization algorithm. We believe NSGA-II is the
most convenient choice considering the scope of this work, given its widespread use
and demonstrated speed and effectiveness for multi-objective discrete optimization
tasks.

The population is initialized by using ramped half-and-half algorithm [312, 5, 313|
with a maximum depth of four. We avoided generating deep trees since they can
easily hinder interpretability. In each generation, a new set of offspring is produced
from the current population. The process begins with selecting promising parents
using a tournament selection strategy with a tournament size of two. Offspring
are then generated in a quantity equal to the population size through sub-tree
crossover and mutation. Specifically, 90 % of the offspring are created by crossover
between randomly chosen pairs of parents (each pair yielding two offspring), while
the remaining 10 % are clones of randomly selected parents. Afterward, 60 % of
the offspring, chosen randomly, undergo sub-tree mutation. Offspring whose depth
exceeds lnax = 4 (as excessively large formulae tend to lack interpretability) or
that duplicate members of the current population or previously generated offspring
are discarded and regenerated. Duplicates are avoided as maintaining population
diversity is crucial for enhancing NSGA-IT performance in the context of GP [314,
315]. Two trees are considered identical if they are semantically equivalent (e.g.,
x1+ x9 is the same as x9 4+ x1). This is determined by comparing their outputs, so if
the predictions are identical, the trees are treated as the same, even if their syntax
differs.

29



Chapter 6. Personalized Intepretability Estimation in Machine Learning Problems via
Human-in-the-Loop Genetic Programming

Once the offspring are generated, NSGA-II performs a final selection step by combin-
ing the current population from the start of the generation with the newly created
offspring. The selection is based on non-domination sorting and crowding distance
to ensure diversity and convergence. This process also incorporates an elitist strat-
egy, following NSGA-II core mechanism, which helps retain the best individuals.
The result of this selection forms the population for the next generation.

We adopt the following building blocks as nodes for the evolved trees:
e The variables x1, ..., x4 of the problem, i.e., the features of the dataset;
e Ephemeral random constants uniformly sampled from [—5, 5];

e The mathematical operators +, —, x, +*, (-)3, In*, max (where * denotes the
protected version! to avoid operations performed on out-of-domain values).

We configured the population size to be 200 and ran the algorithm for a total of 50
generations. These parameters were selected after conducting multiple preliminary
tests, as they strike a balance between algorithm performance and execution dura-
tion. Specifically, the aim is to allow the algorithm enough time to uncover accurate
models, while maintaining a manageable runtime for the user. With this setup, a
single GP run takes roughly 10 minutes in a machine with Ubuntu 20.04, 64 GB of
RAM, and a AMD EPYC 7542 32-core processor.

As previously discussed, NSGA-II seeks to optimize both accuracy and interpretabil-
ity simultaneously. For accuracy, we maximize the R? score, which serves as the
coefficient of determination, thus focusing on improving model accuracy. To re-
fine the fit of the generated formulae, we incorporate linear scaling [316, 317], a
technique known for its effectiveness on real-world datasets [318].

For interpretability, we utilize the predictions from the estimator ¢, which aims
to reflect the user’s perception of how interpretable a given formula is. Since the
estimator ¢y evolves with user feedback, the interpretability of the formulae is re-
evaluated at each generation. Ultimately, NSGA-II produces a set S* C S, of formu-
lae that represents a Pareto-optimal balance between accuracy and interpretability,
with each formula offering a different trade-off between the two goals.

Model Encoding

We explore three different approaches for implementing the encoding function h :
Sq — R™, each varying in size, complexity, and expressiveness. Within the context
of SR, where formulae are depicted as trees, the function h is designed to operate
on these tree structures. It is worth noting that this tree representation can be
adapted to various other applications, such as regular expressions or decision trees,
highlighting the versatility of our method.

The first approach is named counts encoding. In this approach, a tree is represented
as a vector where each element corresponds to a specific primitive, with the value of
each element indicating the frequency of that primitive within the tree. Specifically,
|F| elements are dedicated to tracking the occurrences of various mathematical
operators, where F = {+, —, x,+* (-)?,In*, max}. Additionally, d elements are
utilized to count the occurrences of each feature relevant to the problem, while one
element accounts for the number of numerical constants present in the tree.

1+*(a,b) = sign(b In*(a) = In(|a| + 1072)

a .
) [b] if |b] > 10—9 else 10—9
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Moreover, the encoding vector contains three additional components that convey
important information regarding the tree’s structure and size: (i) the ratio of the
number of depth levels to the total number of nodes; (ii) the ratio of the maximum
number of operands an operator in the tree can accommodate to the maximum
breadth (i.e., the greatest number of nodes at the same depth level); (iii) the per-
centage of leaf nodes.

Consequently, the total size of this encoding is given by m = |F| + d + 1 + 3. This
encoding is beneficial because it scales with F and d, meaning it is not affected
by the maximum number of nodes in the tree. However, it does not differentiate
between primitives based on their positions within the tree, which could influence
interpretability.

The second approach is named one-hot encoding. Unlike the previous encoding, the
one-hot encoding method considers the precise position of each element within the
tree. Specifically, every node is represented as a one-hot encoded vector of size |F|+
d + 1, where all components are initialized to zero except for the one corresponding
to the element in that node (with the last +1 representing the constants), which
is set to one. The encoding h(f) is created by concatenating the encodings of all
nodes as the tree is traversed in a breadth-first manner.

To maintain consistency in encoding, we assume that all nodes possess the max-
imum possible number of operands (maximum arity «): if a node is absent, its
corresponding encoding will be 0 € R I+d+1,

The one-hot encoding is evidently more expressive than the counts encoding since it
can represent a broader range of tree properties that are relevant to interpretability.
However, it does not scale as efficiently compared to the counts encoding because
it is dependent on |F|, d, and the maximum potential number of nodes in a tree
of maximum depth [,.. In particular, the size of the encoding is given by m =
a1 (| F| 4 d + 1).

a—1

The third approach is named level-wise counts encoding. This final encoding strikes a
balance between the counts encoding and the one-hot encoding methods. It records
the frequency of operators, problem features, and constants at each depth level
[ < lnax Within the tree. Additionally, similar to the counts encoding, it includes
three descriptive components related to the shape and size of the tree.

The overall size of the level-wise counts encoding is given by m = lyax (|F| +d + 1)+
3, which ensures it remains relatively compact in relation to the maximum number
of levels l;ax, the size of the function set |F|, and the number of problem features
d. However, unlike the one-hot encoding, this approach does not retain information
regarding the specific positions of nodes.

Fig. 6.2 shows the scaling of the size m of the three encodings for different combi-
nations of |F|, d, a, and [y ax.

Estimator Optimization

We employ an ANN as the estimator for interpretability. The ANN takes the en-
coded formula as input and outputs an interpretability score, expressed as 1¢(f) =
ANNg(h(f)). To assess prediction uncertainty, we utilize dropout [319] during the
prediction phase [320], which facilitates uncertainty-based active learning. While
there are alternative methods for obtaining uncertainty measures from an ANN,
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Figure 6.2: Encoding sizes w.r.t. the amount of problem features d, the maximum
tree depth [,.x, and the maximum node arity a. The size of the function set F is
7, as in Sec. 6.3.3.

such as bootstrapping or conformal prediction [321], we opted for dropout due to
its seamless integration within our framework.

In terms of the ANN architecture, we utilize two hidden layers, each comprising
100 neurons activated by ReLU functions [322]. The output layer contains a single
node with a tanh activation function. Additionally, we incorporate dropout in both
hidden layers [319] with a probability set at 0.25. This dropout mechanism is applied
during both the training and evaluation phases.

During training, the neural network processes the encoded formula in a single for-
ward pass to generate the signal required for optimizing the ANN parameters (de-
tails provided below). Conversely, for inference, we execute k = 10 predictions
(forward passes) for the same formula to accommodate the randomness introduced
by dropout. We then compute the mean of these k predictions to derive the inter-
pretability estimate, while the standard deviation serves as the measure of uncer-
tainty (refer to Sec. 6.3.3).

To optimize the parameters 8 of the ANN, we utilize a binary signal derived from
a comparison between two formulae, reflecting the specific type of feedback we
seek from the user (which formula is preferred). Specifically, a training sample for
adjusting @ consists of a triplet comprising two formulae, f; and f,, along with a
binary label p € {—1,1}. If the user considers f; to be more interpretable than
f2, we assign p = —1; otherwise, p = 1. Using this information, we calculate the
interpretability scores ©¢(f1) and 1¢(f2) (performing one forward pass for each),
and then we compare these scores to the label p. We then employ the Wasserstein
loss function [323] for training the ANN, defined as follows:

L) =p @y (f1) — s (f2)), (6.1)

which has been applied in a similar context in [50].

The loss will yield a positive value if there is a discrepancy between the user’s
preferences and the estimator assessment regarding the relative interpretability of
f1 and fs; conversely, it will be negative if they align. It is important to note that
this loss function is designed to train a ranking ANN, rather than a conventional
regressor ANN. In essence, the ANN does not learn to predict scores that possess an
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inherent meaning; instead, these scores are only significant in a comparative context,
serving to rank various models. As demonstrated by [50], this training approach
is effective and necessitates less annotation effort compared to the estimation of
explicit scores (i.e., a regression method). Furthermore, the model search algorithm
utilized, NSGA-II, primarily relies on rankings rather than absolute values. The sole
exception is the computation of the crowding distance, which is normalized at each
generation using the minimum and maximum values for each objective encountered.

We employ Adam as optimizer [324], with a learning rate of 107 and a weight decay
of 1075.

We contend that employing an ANN as the interpretability estimator for an online
learning approach is a logical decision. This is due to the fact that, by utilizing a
specific loss function, we can incrementally refine the model of the interpretability
estimator (i.e., the weights of the ANN). This is feasible because we can compute
gradients incrementally as user feedback is collected. In particular, our feedback
mechanism involves determining which of two provided formulae is preferable. To
effectively capture this feedback, we utilize a Wasserstein-like loss function. Fur-
thermore, we aim to incorporate a method for assessing prediction uncertainty. If we
were to adopt an alternative model, such as a decision tree, the process of training
the estimator based on user feedback would become a binary classification problem,
which would eliminate our ability to utilize incremental gradients and compute un-
certainty.

As outlined in Sec. 6.3.1, the ML-PIE framework begins its search for a formula f by
employing an initial interpretability estimator @D?f. In practice, this initial estimator
can significantly influence the models that are ultimately identified, as it guides the
model search algorithm along a specific trajectory.

Consequently, we explore the possibility of incorporating an optional warm-up phase
before the formal initiation of ML-PIE. Specifically, this involves supplying ML-PIE
with an initial estimator @b? that is derived from an optimization conducted on a

dataset of triplets {( l(i) , fQ(i), p™)};. This dataset is pre-collected and independent
of the current problem, but it remains compatible with it in terms of the sets F and
d. We will discuss the methods for obtaining the warm-up signal p in more detail
below. It is important that the warm-up phase is not excessively brief (regarding the
number of training triplets provided) as that would be ineffective, nor should it be
overly long, as this may risk premature convergence to a sub-optimal interpretation
of interpretability that may not align with the user’s perspective. Our preliminary
experiments indicate that utilizing around 20 triplets yields satisfactory results.

¢-driven warm up. We utilize the interpretability estimator ¢, as proposed by
[51], to assign labels to 20 pairs of randomly generated formulae, which are based
on the function set F and d problem variables. For each random pair of formulae
fi and fo, we assign p = —1 if ¢(f1) < ¢(fs), otherwise we set p = 1. The
estimator ¢ evaluates formulae based on several factors, including the number of
components, the number of operations, the presence of non-arithmetic operations,
and the length of consecutive non-arithmetic operation sequences. We note that
the encodings introduced in Sec. 6.3.3 are designed to be more general than those
used by ¢, which is specifically tailored to SR.
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Data-driven warm up. Another possible and more general strategy involves
exploring a data-driven warm-up phase. In this scenario, we aim to utilize a dataset
containing well-structured and elegant models relevant to the problem domain, such
as those sourced from publicly available databases. For SR, we specifically select a
subset from the 100 equations presented in the Feynman Lectures on Physics [325,
36]. We construct 20 triplets fi, fo,p by taking f; directly from this dataset and
generating fo by applying random mutations to fi, leading to an increase in the
number of nodes within the corresponding tree. The assumption made is that each
fo, by virtue of its increased complexity, is less interpretable than its paired f;, and
the label p is assigned accordingly. To maintain balance within the dataset, for 50 %
of the triplets, we swap f; with f,; and invert the corresponding label p. We chose
to employ a small sample of data to better align with real cases in which the user
is not likely to provide a large number of test cases for the execution of an eventual
warm-up phase.

It is worth noting that this data-driven method is not limited to SR but can be
adapted to other types of models as well. For instance, this technique could be
applied to the automatic generation of regular expressions by leveraging a collection
of examples written by humans. Notably, regular expressions can be expressed in
tree form and evolved using GP [326].

Query Construction

The user is shown a pair of formulae (f1, f2) € F, where F represents the set of
distinct formulae present in the current generation’s population. These formulae,
f1 and fs, are selected by the active learning mechanism. We explore two different
strategies for implementing active learning.

We employ random sampling without replacement, meaning that random formulae
f1 and f, are selected from F', ensuring that the user does not encounter the same
formula more than once. While this method is straightforward and quick, it has a
limitation: it does not actively seek to maximize the information gained for train-
ing the ANN. Nevertheless, random sampling can still prove useful, particularly
when dealing with highly dimensional input spaces (i.e., when the encoding is of
considerable complexity).

The second approach leverages uncertainty sampling (based on the ANN predic-
tions), a commonly used technique in active learning, which was shown to be ef-
fective in [50]. To implement this, we estimate the uncertainty of each formula
using the ANN with dropout enabled during prediction, as described in Sec. 6.3.3.
Specifically, for each formula in the set F (the current generation’s formulae in
NSGA-II), the ANN generates k = 10 predictions, each differing due to the dropout
mechanism. The uncertainty for a formula is calculated as the standard deviation
of these predictions. Finally, we select the two formulae from F' with the highest
uncertainty.

It is evident that uncertainty sampling demands more computational effort than
random sampling, since it necessitates calculating the uncertainty for each formula
in F with every query. This evaluation cannot be pre-computed because the uncer-
tainty values may change between queries. This is due to the updates made to 9y,
which alter the uncertainty associated with the same formula over time.
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6.4 Experimental Analysis

We organize the experimental phase into three primary sections, each with specific
objectives:

(1) Evaluate the capability of the estimator ¢¢ to be trained in alignment with user
preferences, independent of model search; (2) Examine how varying user profiles
(feedback rates) influence the results of the model search in GP; (3) Implement the
most effective configuration of ML-PIE identified in the previous experiments with
real users to evaluate its performance.

In the first experiment, we explore various methods to simulate the user’s actual
perception of interpretability by using different Proxies of Human Interpretability
(PHIs). This is done across different encoding strategies h, warm-up approaches,
and active learning sampling methods. For the second experiment, we execute ML-
PIE with simulated users who behave according to these PHIs, employing distinct
response patterns. Finally, in the third experiment, we involve 42 participants,
consisting of B.Sc., M.Sc., and Ph.D. students from engineering, computer science,
and Al courses, to provide feedback on two real-world datasets.

All experimental phases are guided by the understanding that the proposed system
is designed for real human users. We assume that participants will not be highly
responsive and may be unwilling to give extensive feedback. Realistically, it is
unlikely that a user will spend hours offering feedback to train the interpretability
estimator. Despite this, we aim to evaluate the system’s performance even when
the feedback is limited. Therefore, the experiments with the estimator are carried
out with a small number of training pairs to reflect a realistic scenario. Similarly,
the GP experiments are run with a reduced number of generations and smaller
population sizes to ensure that the optimization process remains brief, minimizing
the risk of user fatigue or disinterest.

Our implementation is developed using Python 3.9.12 and can be accessed at the fol-
lowing repository: https://github.com/lurovi/ML-PIE. For data pre-processing
and training of the neural networks, we utilize Scikit-learn [327| and PyTorch [328],
respectively. The GP evolution is handled through GenePro [329] and PyMOO
[292]. Tt is worth noting that, unless explicitly stated otherwise, all parameters are
set according to the values originally used by [50] in the ML-PIE framework.

6.4.1 Prozies of human interpretability

For the first and second experiments, we rely on simulated users to explore and
fine-tune important settings of ML-PIE before involving real participants in the
third experiment. These simulated users provide feedback based on a predefined
PHI. This approach enables us to gather extensive feedback in a consistent and
controlled way. The PHIs under consideration are as follows:

e (-PHI: This metric evaluates formulae purely by their size, meaning the num-
ber of nodes in their tree representation. In this case, smaller formulae are
deemed more interpretable, without regard to the specific primitives they con-
tain;

e ¢-PHI: This PHI follows the interpretability metric ¢ outlined in [51], which
factors in the formula size, the number of operations, the count of non-
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arithmetic operations, and the number of consecutive applications of non-
arithmetic operations;

e W-PHI: This method assigns distinct weights to each primitive (including
functions from F, problem features, and constants). The interpretability of a
formula is then determined by summing the weights of the primitives present
in its tree;

e LW-PHI: An extension of W-PHI, this level-wise PHI assigns weights to prim-
itives based on their depth in the tree. The weight varies according to the
depth level where the primitive appears;

e NW-PHI: A further extension of W-PHI and LW-PHI, this PHI assigns weights
to primitives considering both their type and their specific position in the tree.
It is the most comprehensive PHI model we use.

For W-PHI, LW-PHI, and NW-PHI, we simulate different user profiles by sampling
the weights with

w=—1x|p|, with p ~ N (0,57).

The multiplication by —1 reflects that the inclusion of each component reduces the
interpretability of the formula, while o2 is adjusted specifically for each type of
primitive. We assign smaller values of 02 to simple operations (such as +, —, x, +),
as well as to variables and constants, since these elements are typically easy to com-
prehend. Conversely, larger values are allocated to more complex operators (e.g., In
and max), as these are generally perceived to be more challenging to understand.

It is important to observe that, by design, our PHIs are inherently negative. Ad-
ditionally, we acknowledge that the PHIs we propose do not necessarily reflect any
objective measure of interpretability. For instance, relying on model size has been a
point of contention in interpretability research. Instead, these PHIs serve as stand-
ins to emulate potential user preferences.

6.4.2 Datasets

We conduct our GP-based experiments on two datasets for supervised regression
tasks:

e Boston housing (Boston): a dataset used to derive models that predict
house prices across different neighborhoods in Boston [330]. This dataset is
commonly used in Al fairness studies, as it includes a feature related to race.
It consists of 506 samples and 13 features;

e Heating load (Heating): a dataset used for modeling the prediction of heat-
ing load requirements in buildings, containing 768 instances and 8 features
[331, 332].

For both datasets, we perform three different random 7:3 splits between training
and test sets. The features are normalized by using robust scaling [327]. Each split
undergoes 10 separate GP runs.

66



Chapter 6. Personalized Intepretability Estimation in Machine Learning Problems via
Human-in-the-Loop Genetic Programming

6.4.3 Interpretability Estimator Training

We train the ANN with up to 150 training pairs, selected based on both active
learning strategies, from a training set of 500 randomly generated trees. We se-
lect 150 feedback iterations as it approximates the maximum amount of feedback
that we expect users to provide. Each pair is labeled according to a specific PHI,
which serves as a proxy for a user’s interpretability preferences. After every feed-
back round, we calculate the Spearman footrule [333, 334], a metric that quantifies
the disparity between two rankings, on a validation set of 300 randomly generated
trees. The random formulae generated for this phase use six variables, x1, ..., z¢.
Each experiment is repeated 10 times with different random seeds, and we ex-
plore all combinations of the following parameters: (1) Encoding h (Sec. 6.3.3);
(2) PHI (Sec. 6.4.1); (3) Active learning method (Sec. 6.3.3); (4) Warm-up strategy
(Sec. 6.3.3).

Fig. 6.3 presents the findings from this experiment. The results are summarized as
follows:

e Encoding: The counts encoding generally performs the best across different
PHIs and active learning approaches, though the differences are not statisti-
cally significant. This encoding, characterized by its low dimensionality and
scalability (see Sec. 6.3.3), is effective for learning simple PHIs like ¢-PHI,
but struggles with more complex PHIs such as NW-PHI (as indicated by the
footrule convergence). In contrast, the one-hot encoding, which has the largest
dimensionality, tends to over-fit on simple PHIs like ¢-PHI (particularly with
random sampling, as shown by the solid line). However, it outperforms counts
encoding on more complex PHIs like NW-PHI, though this requires a large
volume of feedback. Given the limited feedback in human-in-the-loop scenar-
ios, smaller encodings appear to be better suited compared to larger ones;

e PHI: As anticipated, (-PHI is the easiest for the estimator to learn, regardless
of encoding, due to its simplicity. Nonetheless, we observe that more complex
ground truths, such as »-PHI and NW-PHI, lead to decreasing footrule values
over time. This implies that a more general encoding, with sufficient feedback,
enables the estimator to approximate complex PHIs;

e Active learning: The results indicate that random sampling generally per-
forms as well as, if not better than, uncertainty-based sampling. Only in spe-
cific scenarios, such as W-PHI with Feynman warm-up and counts encoding,
uncertainty-based sampling offers a modest advantage over random sampling.
We discuss this further later in the section;

e Warm-up: In most configurations, particularly with counts encoding, the use
of warm-up contributes to a lower footrule score when no feedback is provided.
However, after about 20-25 rounds of feedback, the gap between using warm-
up and not using it closes. Additionally, warm-up does not typically lead to
premature convergence to a sub-optimal estimator. In general, there is no
significant difference between the two warm-up strategies we explored.

To further elucidate some of our earlier findings, we carry out additional experiments
where we assess both the average uncertainty and the footrule on the validation set,
with the estimator trained using a significantly larger amount of feedback. Fig. 6.4
illustrates the performance of the ANN trained with up to 1000 training pairs. For
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Figure 6.3: Median and inter-quartile range of the Spearman footrule with in-
creasing amount of feedback for different formulae encodings, sampling methods,
warm-up procedures, and different PHIs.

this experiment, we use ¢-PHI to label the feedback, and we exclude any warm-up
phase. Here, uncertainty sampling consistently outperforms random sampling, on
average, after receiving 200-400 feedback points, regardless of the encoding used.
This result confirms our hypothesis that uncertainty-based active learning can, in-
deed, surpass random sampling. However, depending on the complexity of the
encoding, a substantial amount of feedback may be necessary before this advantage
becomes apparent.

Based on the aforementioned insights, we opt to use counts encoding, random sam-
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Figure 6.4: Median and inter-quartile range of the spearman footrule with increasing
amount of feedback for different formulae encodings and sampling strategies with
no warm-up and ¢-PHIL.

pling, and the ¢-based warm-up for the subsequent experiments. The rationale be-
hind selecting the latter is supported by statistical tests: Tab. 6.1 presents whether
using a warm-up strategy is significantly better than no warm-up, particularly when
only a small number of five feedback interactions is available. We choose the ¢-based
warm-up because it consistently achieves lower p-values compared to the data-driven
warm-up across various PHIs (except for ¢, which is notably simplistic), making it
preferable in cases where the user may provide minimal feedback.

Table 6.1: p-values retrieved from Bonferroni-corrected [308] Wilcoxon paired
tests [293] of the distribution of footrules, across 10 runs, at five feedback rounds.
We use random sampling in the active learning strategy.

PHI ¢-driven vs. no warm-up Data-driven vs. no warm-up

14 0.097 0.004
) 0.004 0.008
W 0.008 0.008
LW 0.004 0.027
NW 0.004 0.020

6.4.4 GP with Simulated Users

In this section, we perform an in-depth analysis of the complete ML-PIE process,
where multi-objective GP operates in tandem with user feedback (in this case,
simulated) to train the interpretability estimator. As noted at the conclusion of
the previous section, and driven by the findings from that analysis, we employ the
following configuration: counts encoding, random sampling, and ¢ warm-up.

In particular, we aim to address the following key questions:

1. How do varying user profiles impact the accuracy of the discovered models?
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Specifically, does the user’s personal perception of interpretability significantly
affect GP’s search process?

2. How resilient is the proposed approach to differing levels of user engagement
and feedback frequency?

To investigate these questions, we conduct a two-part experimental evaluation, de-
tailed below.

Trade-off between Accuracy and Interpretability

We configure ML-PIE with a simulated user who provides feedback at regular in-
tervals of 5, guided by one of the selected PHIs. The chosen PHIs include a subset
of the most reasonable options: ¢-PHI, ¢-PHI, and NW-PHI. We incorporate ¢-PHI
and ¢-PHI as they represent commonly accepted notions of interpretability [51],
while NW-PHI is included as it captures the most general concept among those
introduced. The model search is repeated 10 times for each combination of dataset,
train-test split, and PHI, resulting in a total of 10 -2 -3 -3 = 180 runs. At the
conclusion of each run, the solutions are re-evaluated on the test set to estimate
their generalizability.

For each Pareto front obtained from the training set, we select formulae correspond-
ing to varying degrees of interpretability and evaluate their accuracy. To achieve
this, we rank the solutions within each front based on their estimated interpretabil-
ity, and denote their rank position using the percentile 7. A value of 7 = 100
represents the highest interpretability but lowest accuracy, while 7 = 0 indicates
the opposite, i.e., minimal interpretability and maximal accuracy. This approach
enables us to compare models across different interpretability measures (PHIs).

Before presenting the quantitative results, Tab. 6.2 provides examples of models
along with their accuracy for various interpretability percentiles 7, generated by
GP. Qualitatively, we observe that as 7 increases, the formulae become simpler but
also less accurate, which aligns with expectations.

Fig. 6.5 presents the distribution of train and test accuracy—measured by the R?
score—for the models mentioned earlier, across T € {0, 25,50, 75,100}. Above each
triplet of box-plots (representing the three PHIs), we provide the p-values derived
from the Kruskal-Wallis statistical test [307], which tests the null hypothesis that
the distributions are not significantly different. A x indicates instances where the
p-value is less than 0.01.

Fig. 6.5 illustrates the relationship between interpretability and accuracy. Specifi-
cally, across all PHIs and datasets, a higher value of 7 corresponds to a decrease in
the R? scores. This trend is anticipated and acts as a sanity check to confirm the
proper functioning of ML-PIE. Assuming each PHI reflects a distinct user profile
or subjective view of interpretability, we can analyze the distributions of R? based
on the PHIs employed for each percentile 7 and evaluate whether differing PHIs
result in variations in model accuracy. Notably, the reported p-values indicate that
in 8 out of 10 instances for the training set, and in 7 out of 10 instances for the
test set, the samples appear to be drawn from different distributions. Therefore,
in the majority of cases, employing a different PHI leads, indeed, to variations in
accuracy levels. This suggests that the trade-off is significantly influenced by the
user’s subjective interpretation of interpretability. Consequently, these findings im-
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Figure 6.5: Distribution of the R? for different 7 on both training and test sets w.r.t.
the different simulated user profiles. For each 7, statistical significance is reported.

ply that GP may require different configurations for different users. For instance, if
a user prioritizes model accuracy but their interpretability criteria complicate the
identification of accurate models, it may be necessary for GP to operate with a
larger budget.

Search Algorithm Robustness

In the preceding experiment, we modeled a constant user response rate. In this
section, we aim to determine whether varying this response rate affects the behav-
ior of GP. Therefore, we replicate the previous experiment using two distinct user
engagement profiles: a lazy-start profile and a lazy-end profile. For the lazy-start
profile, the simulated user provides feedback every 8s during the first half of the
model search (measured in generations) and every 2s for the remainder of the exper-
iment. Conversely, in the lazy-end profile, feedback is given every 2 s in the first half
and every 8s in the second half. Additionally, we introduce a further configuration
where we utilize the estimator trained with a constant response rate of 5s from the
beginning of the evolution, effectively treating it as an oracle. In this scenario, the
user does not participate, meaning the oracle remains unchanged. Similar to the
previous experiment, we conduct 10 iterations for each configuration, resulting in a
total of 10-2-3-3 -3 = 540 runs, and at the conclusion of each run, we reassess all
solutions on the test set.
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In the prior experiment, our focus was on determining whether varying PHIs results
in different levels of accuracy. In this section, we aim to investigate whether the
overall Pareto fronts differ when the user’s response rate is altered. To accomplish
this, we utilize the Hyper-Volume (HV) indicator, which quantifies the size of the
area covered by the solutions within the Pareto front [335]. Generally, a greater HV
signifies superior search performance, reflecting a larger section of the search space
that is dominated by the solutions. Given that we train ANNs for ranking rather
than for predicting specific interpretability scores, the ANNs yield distinct scores
across different runs, even when trained on the same PHI. Consequently, these scores
lead to HVs that are not directly comparable. To address this, we calculate the PHI
for each formula when computing the HV. This approach is justified, as the estimator
is designed to rank models similarly to how the PHI operates. Furthermore, to
facilitate comparisons of HVs across varying PHIs, we apply min-max normalization
to the PHI scores, ensuring that all values are scaled to the interval [0, 1].

Fig. 6.6 illustrates the distribution of HVs across different user profiles, organized
by dataset (one row per dataset), PHI (one column per PHI), and train/test set
(on the z-axis). Additionally, we present the p-values derived from a Kruskal-Wallis
statistical test [307] above each set of four box plots, where the null hypothesis
posits that the distributions are equal.
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Figure 6.6: HVs distribution for different engagement profiles.

The plots and corresponding p-values indicate that there are no significant differ-
ences in the HVs resulting from varying engagement profiles. Thus, we can deduce
that ML-PIE demonstrates resilience against different user behaviors, as long as
sufficient feedback is provided during the model search process. Furthermore, based
on the outcomes observed with the oracles, we find that the model search remains
unaffected by the changing objectives of interpretability over time.

These findings bolster the hypothesis that an approach like ML-PIE is worth pur-
suing. In fact, involving a human in the loop may ultimately enhance efficiency for
the user, as they can annotate relevant models identified during the model search,
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Table 6.2: Examples of models found by the bi-objective GP with a simulated
user (NW-PHI), employing random sampling within active learning and a ¢-driven
warm-up for the interpretability estimator. For each dataset, we show the results
of three runs. We sample models according to their interpretability percentile (7)
in the Pareto front. Higher 7 means higher interpretability. We report the R? score
of each model on both train and test sets.

R2

Dataset T Train Test Model

0.81 0.59 max (212, —0.15 — 4.39) — max (zg, z5) + ©g — =3

10 0.77 0.78  z12 — 3 — 212 — max (z12,25)
0.75 0.72 T12 — max :1;131'3w6, xr5 — T12 + (L'l(])
0.71 0.56 T12 — T5 — T3 + T10
B
oston 50 0.72 0.68 x12 — max (x13 — max (zg, T5) , T5)

0.72 0.63 (zg + x10) 5 — x5 + T12
0.57 0.54 T5 — T8

90 0.27 0.29 r11] — x11 + 5 — 8 — X0
0.42 0.43 z12 + max (z7,x9 — x7 — x7)

0.9 0.9 z6 — In (|zg — In (|z4]) |)
10 0.9 0.86 z6 + 4.61zy + 2.333 (z6 — x3) — max (z2z2, x5 + o) — In ( 72%75 |)
0.93 094 In(]0.14 — zg|) — xg — (wg — 20 — 72.223) (163 + 1-4)
Heating 082 0.79  wg — @4 — @0 — In(|z3])
50 0.9 0.86 ] — Ty — T2 — T4 — Tg
0.91 0.93 r3 —4.5 —xy —xg + T4 —T9 — T4
0.7 0.7 g — T1 — X4

90 0.8 0.73 T — T3 — T — T2 — Tg
0.68 0.66 Ty — T4 — T — Te — TQ

rather than relying on a collection of examples gathered offline, which could be
out-of-distribution for a particular instance of model search.

6.4.5 GP with Real Users

In our final experiment, we implement ML-PIE with real users. We engage a total
of 42 participants, consisting of B.Sc., M.Sc., and Ph.D. students from the computer
science and engineering departments at the University of Trieste, Italy. No rewards
are provided to the participants for their involvement in the study.

Each participant is introduced to a web interface that outlines the task: to re-
peatedly select which of two formulae they find more interpretable. This task is
conducted once for the Boston dataset and once for the Heating dataset. The order
in which the datasets are presented is randomized for each participant.

Upon clicking the “start on dataset Boston/Heating” button, the ML-PIE process
begins, and the interface shown in Fig. 6.1 is displayed. ML-PIE operates under
the same parameters as in prior experiments, utilizing a population size of 200 and
running for 50 generations, which amounts to roughly 10 minutes of runtime per
dataset in our computational resources.

Once ML-PIE completes its processing on a dataset, users are directed to a sub-
sequent feedback page. On this page, they encounter 4 pairs of formulae. The
first pair consists of the formula at 7 = 25 from the Pareto front generated by the
specific ML-PIE run that the user has been providing feedback for, paired with
another formula sourced from an offline run that utilized ¢ as its interpretability
metric, selected for its accuracy closest to the first formula (for the same dataset
and train-test split).

The remaining pairs are constructed in a similar fashion, adjusting 7 to 5 and/or
substituting ¢ with ¢. Users are not informed which formula originated from ML-
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PIE, and the order of the formulae in each pair is randomized to maintain a blind
comparison.

In this evaluation, users can indicate their preference for either the first or second
formula, or express that they find both formulae equally (un)interpretable. Ulti-
mately, this survey aims to determine whether users favor the personalized approach
that ML-PIE is designed to offer.

In Fig. 6.7, we present the findings from the user survey. It appears that, on average,
participants prefer models generated through offline methods using either ¢ or ¢,
rather than those produced by ML-PIE. This outcome is somewhat discouraging
and may stem from various factors: participants are not domain experts and were
also not heavily engaged in the feedback process, as no incentives were provided.

To investigate this further, we examine the quantitative data. In Fig. 6.8, it is evi-
dent that we barely achieve 50 feedback rounds during these experiments. When we
compare this with Fig. 6.3, we find that the estimator typically struggles to effec-
tively rank models when trained with fewer than 50 feedback rounds across different
PHIs. Furthermore, Fig. 6.8 indicates that the rate of mispredictions—measured by
comparing the relative ranking of the two formulae as predicted by the estimator
with the feedback from users—is quite substantial (0.5 indicates a random guess).

To gain insight into this outcome, we examine the findings reported in [50]. In
that research, participants provided significantly more feedback on average—100
compared to the 50 by the conclusion of an ML-PIE run in our study. This indicates
a higher level of engagement from users in [50].

Another significant distinction between our study and that of [50] is the encoding
method utilized. Their study employed a smaller encoding scheme based on four
formula features, which was better suited for SR, whereas we utilized counts encod-
ing. Consequently, while exploring more general encodings is a promising approach
for enhancing the adaptability and ease of deploying ML-PIE across various appli-
cations, it appears that such broader encodings may be too complex to be effective
in a human-in-the-loop context.

Nonetheless, there is potential for improvement in developing more effective warm-
up strategies that require minimal feedback to achieve satisfactory results.

A possible future analysis should be focused on involving domain experts on a
specific task, since the tested scenario involved generic students from scientific areas
with no prior knowledge on the application domain and whose confidence level was
not assessed. Therefore, it is likely that many choices given by the participants were
almost random, not reflecting an actual interpretability notion that can be learned.
Driving a survey on a specific topic with actual domain experts should enable the
discovery of more reliable results, where real interpretability proxies are observed.

6.5 Discussion

Based on the outcome of our experimental tests, we try to provide some general
findings and observations that, despite the high customization of ML-PIE, may
help in identifying which are the ideal implementation strategies of the components
of this system depending on the context in which it has to be adopted.
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the models (prior to the user’s feedback signal), and the average response time,

across the generations.

First of all, we introduce several novel and general approaches for encoding a tree
structure. Each encoding method comes with its own trade-offs in terms of expres-
siveness and computational and space complexity. Nonetheless, our experiments
show that a numerical representation of a GP tree can effectively capture a broad
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range of interpretability concepts. Therefore, the selection of a specific encoding
method largely depends on the available feedback and the interpretability proxy be-
ing approximated. In particular, a simple encoding scheme offers efficiency and can
swiftly learn an interpretability definition, though its estimates may be imprecise if
the definition is particularly complex. Conversely, a more complex encoding method,
while computationally intensive, has the potential to learn any interpretability defi-
nition, regardless of its intricacy. However, even for simpler interpretability proxies,
a complex encoding approach demands a substantial amount of user feedback.

In our second experiment, we simulate user intervention during the feedback gather-
ing process with various PHIs. Different user behavior patterns, exhibiting distinct
engagement trends, are also tested. From the analysis of the resulting Pareto fronts,
we observe that as the formulae become more interpretable, their accuracy dimin-
ishes. This observation supports the fact that our general estimator can effectively
capture the tested PHIs and be incorporated into any GP-based evolutionary pro-
cess. Additionally, we find that the choice of PHI can influence the level of accuracy,
meaning that the qualitative performance of the discovered models depends on the
specific interpretability concept being learned. Thus, based on the interpretability
notion, it may be necessary to adjust the GP parameters (e.g., population size and
number of generations) accordingly. Furthermore, by analyzing various user profiles,
we demonstrate that our framework remains resilient to different user behaviors, as
long as a sufficient amount of feedback is provided.

Finally, we evaluate our framework using real users who participate in the feedback
collection process. We emphasize that when only a small amount of feedback is
provided, non-expert users in our experiments tend to favor models other than those
created by ML-PIE. In contrast, models generated through ML-PIE are preferred
when a substantial amount of feedback is supplied. This demonstrates the system
potential for discovering interpretable models. However, depending on the specific
interpretability definition being approximated, the system may require a sufficiently
large quantity of feedback to achieve accurate estimations.
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In this final work, we aim at investigating how to enhance a specific version of
Genetic Programming (GP) [5] called Geometric Semantic Genetic Programming
(GSGP) [52] to solve Symbolic Regression (SR) problems. We introduce a novel
approach to GSGP, defined as Cellular Geometric Semantic Genetic Programming
(cGSGP), where a structure inspired by the concept of Cellular Automata (CA) is
imposed over the population [253, 254, 255]. This approach is designed to enhance
the evolutionary dynamics of GSGP, ensuring a more diverse and robust exploration
of the solution space by limiting premature convergence [336].

7.1 Background

GP explores the search space by using operators that merely act on the syntactic
representations of individuals. GSGP considers the space of the semantic repre-
sentation of programs and each syntactic manipulation aims at obtaining a specific
effect on the semantic, which is the behavior of a program during its execution.
In our scenario, individual semantic is the vector containing the predictions on the
training set [52] and thus we can map each individual into a vector on the semantic
space, i.e., RV,

GSGP employs the Geometric Semantic Operators (GSOs) for crossover and muta-
tion. Crossover is defined as:

where T}, T, : R? — R are the parents, and R is a random tree representing a real
function with outputs in [0, 1]. For each x € RY, Txo(x) is a linear combination of
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the two parents’ outputs. This way, the offspring has semantics belonging to the
segment joining the semantics of the two parents on the semantic space.

Mutation is defined as:

where T : R? — R is the tree being mutated, R;, Ry are two random trees repre-
senting real functions with outputs in [0, 1], and m is the mutation step. Mutation
is a weak perturbation of the individual since the new individual is contained in the
hyper-sphere of radius m centered in the semantics of the old individual.

GSOs induce a unimodal fitness landscape, but also increase the size of the individ-
uals. Crossover increases the size of the individuals exponentially in the number of
generations [52].

In our work, we combine GSGP with a CA-inspired approach. CA is a formal model
where identical cells, or automata, are distributed according to a given topology.
Each cell updates its internal state based on a local rule that depends exclusively
upon a set of neighboring cells. In our context, all individuals of a population are
positioned into a toroidal grid, which is a n-dimensional torus. Hence, each individ-
ual belongs to a specific cell of the grid, which is chosen randomly at initialization
time.

We consider an individual to be in the neighborhood of radius r of a given cell if it
is contained in the hypercube with side 2r 4+ 1 corresponding to the Moore neigh-
borhood of radius . The n-dimensional toroidal grid with neighborhood of radius
r € N will be denoted by 7,". We impose a toroidal configuration to the grid to
have a complete neighborhood for every cell. There are no disconnected neighbor-
hoods in 7, when r > 0. This means that there are no isolated or independent
sub-populations.

Let ¢ be a position in a n-dimensional toroidal grid whose neighborhood is ;. For

instance, in two dimensions we have that ¢ = (i1, 43) and a neighborhood of radius r

s N; ={j = (1,72) | |li = jlloo <7}, where ||2||« is the maximum norm max | ;).
<i<n

Each individual is contained in its own neighborhood.

Given a population, each position ¢ is occupied by a tree T;. The tree that will
occupy position ¢ in the next generation depends upon the trees contained in the
positions given by N.

Fig. 7.1 shows an example of two-dimensional grid with 100 individuals.

7.2 Problem Formulation

SR is a type of regression task that aims to find a mathematical expression f : RY —
R, in symbolic form, that best fits a given set of data points D = {(x;,y;) | x; €
R%y; € R,i € [1..N]} with |D| = N, where x; represents the input features and y;
represents the corresponding target. Unlike traditional regression, which fits prede-
fined functions (e.g., linear, polynomial), SR searches for the optimal mathematical
model without specifying in advance the form of the function. The objective is to
discover both the structure of the model or formula and the values of its coefficients.

GSGP, a variant of GP, is an Evolutionary Algorithm (EA) whose goal consists
in addressing SR problems. Despite its benefits over traditional GP, GSGP still
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T1,1 T19 T1,10

T10,1 T109 | T1010

Figure 7.1: Example of a population with 100 individuals distributed according to
T2. In the figure, two positions with the corresponding neighborhood are high-
lighted. Each cell contains the individual in that position, whose row index and
column index are indicated as a subscript.

faces several challenges [70]. Specifically, although GSGP creates a unimodal fitness
landscape, the fact that not all formulae within this landscape are accessible leads to
the formation of local optima, where evolution can stagnate. Another issue is that
this technique may encourage early convergence toward individuals that outperform
others in the initial stages of evolution. This results in a shorter takeover time,
which is the number of generations required for a single individual to dominate the
population. Consequently, after a given amount of generations the fitness landscape
can be explored only via mutation, since the convex hull of the population, which is
the only area of the space that can be explored via crossover, has shrunk too much
and far from the global optimum.

The goal of this work is developing a variant of GSGP that attempts to mitigate
the aforementioned issues regarding the premature convergence of standard GSGP
to address SR problems more effectively.

7.3 Proposed Method

The proposed method consists in implementing constraints that detail which indi-
viduals may interact between themselves during the evolution by devising a local
neighborhood-based selection strategy.

The individuals in the population are organized by employing an n-dimensional
toroidal grid with a neighborhood radius r, as described in Sec. 7.1. At the begin-
ning of the evolution, the individuals are randomly generated and, then, randomly
located in the various cells of the toroidal grid to perform the initialization of the
method. Our main contribution consists in defining two selection strategies that
take advantage of the toroidal grid to limit the propagation of dominant individuals
in the early generations.

The first strategy consists in using a rank-based selection method within local neigh-
borhoods (method defined as RKS), where all the individuals in the neighborhood
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N; are considered. The selection sorts the individuals of N; based on the fitness,
with the best individual in the first position. If crossover is not performed, position
¢ will be filled with the best individual in N;. If crossover is performed, position
1 will be filled with the individual obtained by the crossover between the two best
individuals in N;. Regardless of the fact that crossover is performed or not, the new
individual in position ¢ may undergo mutation, whose resulting individual will be
trivially placed in the same position.

RKS is a deterministic approach that, if deprived of the constraints regarding the
local interactions, would force premature convergence in a low number of gener-
ations. Even though different neighborhoods can have different best individuals,
RKS may still plug an excessive amount of competition into the selection phase.
Provided that, our second strategy consists in using a tournament-based selection
method within local neighborhoods (method defined as TRS,). The tournament
size is determined by a real value p € (0, 1] that represents a proportion of the given
neighborhood.

TRS,, is identical to RKS except for the fact that the sorting step is only applied on
a subset S C N;. The subset S is sampled by iterating across the individuals of N;
and inserting them into S with probability p. Therefore, p is the parameter that
enables to tune the selection pressure. By setting p = 1, we obtain RKS.

Following, we provide a pseudo-code for TRS, (Algorithm 2):

Algorithm 2 Selection strategy adopted within cGSGP (CellularSelectionGSGP)

1: Input

2: P population at the beginning of the current generation

3 P probability of inserting an individual into a tournament

4 r neighborhood radius

5: n toroidal grid dimension

6: Output

7 Pg set of pairs containing the selected parents for each position ¢
8: Pg + {}

9: for i < 1 to |P| do

10: S« {}

11: > Extract the neighborhood with radius r of the i*" individual in P

12: N; < Neighborhood(P,i,7,n)
13: for j + 1 to |NV;| do

14: > Sample a random real number in [0, 1)
15: if RandomUniform(0,1) < p then

16: S« SU{N;[J]}

17: end if

18: end for

19: > Take the two individuals in S with the best fitness
20: SBestFirst, OBestSecond — SelectTwoBest(S)

21: PS < PS U {(SBestFirst7 SBestSecond)}

22: end for

23: return Pg

Crossover and mutation are defined as the standard GSOs employed in GSGP and
described in Sec. 7.1.
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7.4 Experimental Analysis

We test both GSGP and ¢GSGP. Particularly, for cGSGP, we test radius from
one to three by using a two-dimensional toroidal grid with both RKS and TRSg .
Preliminary experiments showed that no statistically relevant difference is recorded
for different values of p that are close to 0.6. We chose this value since this means
sampling a subset of the entire neighborhood that is slightly larger than half of it.
Such sample should provide a good and meaningful approximation of the semantic
of the neighborhood without using all its individuals at the same time. Moreover,
we chose to focus our analysis on two-dimensional toroidal grids since they are more
commonly used in the context of CAs [260, 258].

We run our experiments on eight regression datasets that have already been used in
GP-related problems [56, 65, 62, 33]. In Tab. 7.1 we show the number of observations
and the number of variables for each dataset.

Table 7.1: The number of observations and the number of variables of tested
datasets.

Dataset # Observations # Variables
Vladislavleval4 (V14) [309] 6024 5
Keijzer6 (KJ6) [316, 337] 170 |
Airfoil (ARF) [338] 1502 5
Concrete (CNC) [54] 1029 8
Slump (SLM) [339] 102 9
Toxicity (TXC) [340] 234 626
Yacht (YCH) [341] 307 6
Parkinson (PRK) [55] 5875 18

Each dataset has been partitioned in 100 train-test splits. In particular, 70 % of
the observations, selected at random with uniform probability, has been used as
training set, while the remaining 30 % has been used as test set. For each method
and dataset we perform 100 repetitions with different seeds, one for each split!.

We set the optimization algorithm with a single-objective minimization problem
that adopts as fitness function the Root Mean Squared Error (RMSE) [21] computed
between the target and the predictions obtained by applying the discovered symbolic
formulae on the training set.

Trees are initialized by using the ramped half-and-half algorithm [312, 5, 313|
with a maximum depth of 6 (root has depth 0). Crossover probability is set to
0.90. Mutation probability is set to 0.60. The mutation step is sampled uniformly
at random from [0, 1] at each mutation event. The function set is composed by
+, —, %, + (protected) and the terminal set is composed by the variables of the
problem along with 100 constants sampled uniformly at random from [—100, 100].
Elitism with a single elite individual is utilized.

'KJ6 is defined for a single split and thus we use the same split for all repetitions, with the
seed influencing only the evolution.
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We test different pairs of population size and number of generations as detailed
in Tab. 7.2. We choose the population sizes to obtain three different perfectly
squared two-dimensional toroidal grids. We set the number of generations to obtain
the same number of fitness evaluations and perform a fairer comparison?.

Table 7.2: Combinations of population size and number of generations that are
tested. For each combination, the side length of the squared toroidal grid is shown,
along with the corresponding total number of fitness evaluations.

Population size Generations Side length Fitness evaluations
100 1000 10 100000
400 250 20 100000
900 111 30 99900

We run each technique by using: crossover and mutation together sequentially
(Eeximut), only crossover (E), and only mutation (Euy). From now on, these
variants fall under the name of exploration pipeline.

Statistical significance is assessed by performing a Kruskal-Wallis test [307] with
a = 0.05 for the involved methods and the given dataset and, in case the methods are
meaningfully different, using a Wilcoxon signed-rank test [293], where p-values are
collected and adjusted by using a Holm-Bonferroni correction [308] with o = 0.05.

To ensure that the observed results are attributable to the communication topology
in ¢cGSGP, we conduct tests on GSGP using tournament selection with varying
tournament sizes, up to a maximum of 12. When statistically analyzing the results,
no significant differences is detected. Therefore, we report the findings by comparing
cGSGP with GSGP using a tournament size of 4. The code for the experiments is
available in the following repository: https://github.com/lurovi/CA-GSGP.

7.4.1 Statistical Comparison

The results of our experiments are shown in the following tables (Tabs. 7.3 to 7.5),
in which the median RMSE values on the test sets are presented. Within the same
table, for each dataset, all topologies, selection strategies, and variants of exploration
pipeline are presented.

For a given dataset, cGSGP methods that are statistically significantly better than
the methods in the table with the same selection strategy and exploration pipeline,
including the corresponding GSGP, are marked with an asterisk (*). We highlight
in bold the cGSGP methods that, taken individually, are statistically significantly
better than the GSGP method with the same exploration pipeline.

In general, for € i must, across all datasets, cGSGP consistently outperforms GSGP,
with no substantial difference observed between the specific selection methods (RKS
or TRSp4). The only outlier appears to be the KJ6 dataset when the population
size is set to 100.

When the population size is small, the results are largely influenced by the topology:
a minimum neighborhood size is required. For instance, 7,2, which has the smallest

2Since the total number of fitness evaluations is not a multiple of 900, we set the corresponding
number of generations to the nearest rounded integer available.

82


https://github.com/lurovi/CA-GSGP

Chapter 7. Cellular Geometric Semantic Genetic Programming

Table 7.3: Table of the median best fitness for cGSGP on the test set and all
considered topologies.

100 as population size

1000 generations

Method Vi4  KJ6 ARF CNC SLM TXC YCH PRK
SCXerut
GSGP 147 172 26 6.5 438 226213 3.69  8.35
T2w/RKS  1.28 188 253 647 429 2274.38 388 8.4
7w/
T2 w/RKS  1.47 308 2.36 6.13 4.11 2194.0 3.32 8.16
T2 w/RKS  1.47 384 234" 589" 413 2174.52"3.22" 8.05"
T2 w/TRSes 106 175 264 661 45 231746 4.09 85
T2 w/TRSps 131 248 243  6.29 4.05 2243.8 3.44  8.22
T2 w/TRSpe 1.57 3.3  2.34° 6.01° 435 2201.03"3.3 " 8.11"
Eex
GSGP 0.75 277 3876 1614  9.62 2407.62 13.63  10.58
T2 w/RKS 041 256 3945 17.24 10.65 242111 13.67 10.93
T2 w/RKS  0.29 283 3876 2079 115  2401.69 13.86  10.97
2
T2 w/RKS  0.26° 284 3874 2719 12.09 2421.87 14.09  11.09
T2 w/TRSos 106 288 3877 1625 942 238449 134  10.51
T2 w/TRSos 0.37 257 3865 17.61 11.25 2404.46 13.89  10.93
T2 w/TRSos 0.28 282 3901 21.95 10.84 241591 13.95  10.89
Srnut
GSGP 148 208 266 653 3.8 227842 4.11 8.8
T2 w/RKS 217 248 2.58  6.37 3.69 2244.66 3.93  8.62
TZw/RKS 244 357 248 6.1 3.66 2195.85 3.42  8.33
T2 w/RKS 278 462 2.4 6.02° 381 2172.03°3.26° 8.27"
T2 w/TRSes 1.63  1.93 269 654 379 2273.45 415 87
T2 w/TRSpe 254 283 2.5  6.23 372 2214.63 3.59  8.39
T2 w/TRSos 275 358  2.44° 6.06° 3.7  2186.87 3.41° 8.33"

neighborhood, typically fails to produce results significantly better than those from

GSGP.

Larger neighborhoods generally yield more consistent performance. While the best
results come from 772, which has a relatively large neighborhood, a radius of 2
still consistently outperforms GSGP. Additionally, increasing the population size
seems to enhance the likelihood that cGSGP outperforms the baseline, even when
using a small neighborhood radius. This indicates that having a sufficiently large
population is likely crucial for leveraging the cellular-based selection on the toroidal

grid effectively.

83



Chapter 7. Cellular Geometric Semantic Genetic Programming

Table 7.4: Table of the median best fitness for cGSGP on the test set and all
considered topologies.

400 as population size

250 generations

Method V4 KJ6 ARF CNC SLM TXC YCH PRK
SCXerut
GSGP 388 146 383 753 416 237511 585  9.07
T2 w/RKS 216 0.94 398  7.83 392 2244.14 644  9.26
T2 w/RKS 093 0.89 328 7.12 3.83 2188.79 5.32 8.9
TZw/RKS  0.89 124 29 6.87 3.87 2201.99 4.45 8.71"
T2 w/TRSps 943 1.3 453 805 411 230264 693 9.3
T2 w/TRSps 1.02 1.04 3.38 7.23 3.75 2274.06 5.45  8.99
T2 w/TRS,s  0.73° 104 3.03° 7.0 3.77 2228.65 4.85 8.77"
Eex
GSGP 6.17 14 1662 11.66 624 237228 1142  10.04
T2w/RKS  1.84 0.85 17.31 1257 627 2279.9611.71 103
T2w/RKS 031 099 1741 1345  6.87 2231.0112.0  10.35
T2 w/RKS 028 1.2 1693 13.62 7.19 2229.27121  10.33
T2 w/TRSpe 419  1.32 1724  11.7 6.5 22909 11.54 10.04
T2 w/TRSps 0.37  0.97 1648 1259 654 2291.5211.84 103
T2 w/TRSps 0.28° 1.16 16.77 13.22  6.83 2258.5711.99 10.35
Srnut

GSGP 083 092 455 868 396 223281 6.65  9.44
T2w/RKS 086 098 4.46 8.6  3.82 222839 686  9.47
T2 w/RKS 1.02 119 3.47 7.6 3.8 2215.58 5.61 9.2
T2 w/RKS 126 144  3.12° 71" 3.73 2207.89 5.09° 9.01"
T2 w/TRSps  0.82 092 502 896 388 223176 7.04  9.58
T2 w/TRSpe 0.88  1.18 3.67 7.77 3.71 2221.74 594  9.23
T2 w/TRSpe 108 135 324" 7.3 ° 368 221248 514" 9.12"

Based on an analysis of the results for &, and &,., we can conclude that the
mutation operator on its own proves to be more advantageous than the crossover
operator in the context of our approach. Specifically, when &, is utilized, our
method tends to outperform the baseline more frequently, whereas the difference is
less pronounced when &, is applied. This suggests that the mutation operator gains

more from the proposed selection mechanism than the crossover operator does.

The ¢cGSGP method using the £, combination outperforms the baseline only in the
synthetic datasets (V14 and KJ6) and in the TXC dataset. Conversely, cGSGP with
the &,y combination surpasses the baseline in all datasets except the synthetic ones.
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Table 7.5: Table of the median best fitness for cGSGP on the test set and all
considered topologies.

900 as population size

111 generations

Method V14 KJ6 ARF CNC SLM TXC YCH PRK
SCXerut
GSCP 97.20 146 477 852 442 2431.04 7.01 941
W . . . . . . . .
T2w/RKS 807 101 55 918 43  2298.56 7.88 9.6
A% . . . . . . . .

T2 w/RKS  0.78 0.69 4.32 8.41 4.11 2223.62 6.75 9.35

T2 w/RKS  0.63° 0.7  3.86 8.05 3.94° 2184.18"6.11° 9.19"

T2 w/TRSpe 20442  1.94  6.07 928 447 2304.14 811  9.64

72 w/TRSps 1.46  0.87 4.58 849 424 2206.71 6.95  9.41
2

T2 w/TRS,s 0.8 ° 0.84 4.03° 8.11° 3.91° 2191.4 “6.41° 9.28"

Eex

GSGP 2591 149 806 1056 544 234468 994  9.92

T2 w/RKS 1.8 0.86 1026 11.14 59  2258.1310.67 10.05

T2 w/RKS  0.37 0.84 1008 1204  6.04 2198.9710.86 10.11
2

T2w/RKS 028" 071 977 124 596  2205.8410.97 10.15

T2 w/TRSos 132.00 143 925 1057 561 2317.2510.14  9.98

72 w/TRSps 0.96  0.78 928 11.19 58 2253.3710.63  10.07

T2 w/TRSps 0.34° 0.73 936 11.93 585 2200.6410.58 10.1

5mut

GSGP 058 083 856 11.35 438 219501 7.78  9.78

T2 w/RKS 064 084 883 11.26 43  2193.37 7.95 981

T2 w/RKS 0.8 0.76 6.5 9.7  3.97 2190.31 7.15  9.62

T2 w/RKS 089 075 525 894" 3.71° 2188.36 6.5 = 9.48"
3

72 w/TRSps 0.6 078 968 1181 452 219513 8.1 9.89

T2 w/TRSss 0.68 078  7.01 10.13 3.89 2192.04 7.26  9.68

T2 w/TRSps 066 085 572" 9.29° 3.69° 2189.93 6.73° 9.55"

Overall, the standard &,y combination continues to deliver the most consistent
performance across the board.

7.4.2 Best Individuals Fitness Distribution

We show the box-plots for 100 as population size and 1000 generations, with €. mut
as exploration pipeline, regarding the RMSE on the test set of the best overall

individuals in the last generation.

Fig. 7.2 displays the outcomes for the synthetic V14 dataset. The graph indicates
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that the cGSGP approach outperforms the baseline for this dataset. Notably, the
RKS strategy emerges as the most reliable, consistently delivering better results
than the baseline.

Fig. 7.3 illustrates the results for the synthetic KJ6 dataset. In this scenario, cGSGP
does not surpass the baseline, indicating that the proposed selection strategies do
not offer an advantage for this particular problem when using a small population
size. Additionally, the results suggest that employing a larger radius with the RKS
strategy may even lead to worse performance for cGSGP.

Fig. 7.4 displays the results for the ARF dataset. As shown, all cGSGP variants
outperform GSGP, except for the two-dimensional torus 7,2, which does not achieve
statistically significant improvements regardless of the selection method used. It can
also be noted that TRSyg results in slightly lower errors, though the difference is
marginal. The largest neighborhood, 72, consistently produces the best results
among all cGSGP methods, independently of the selection strategy applied.

The results for the CNC dataset, shown in Fig. 7.5, reveal how various topologies
impact result quality. For 72, performance does not show statistically significant
improvements over GSGP. However, as the neighborhood size increases, there is a
clear enhancement in solution quality, regardless of the selection method used.

Similar to the CNC dataset, the results for the SLM dataset, as shown in Fig. 7.6,
indicate that GSGP and ¢cGSGP yield comparable performance. Specifically, the re-

sults for two different topologies do not show a statistically significant improvement
over GSGP.

Fig. 7.7 displays the results for the TXC dataset. It shows that, although there
is a minor improvement in solution quality as the neighborhood size increases, the
T3 topology consistently delivers the best performance among all cGSGP configu-
rations.

Fig. 7.8 shows the results for the YCH dataset, reinforcing the trend seen in other
datasets. The use of local-only interactions leads to better performance compared to
GSGP, and the quality of the solutions improves further with larger neighborhoods.

As with many other datasets, the results for the PRK dataset, shown in Fig. 7.9,
indicate that a cGSGP-based approach with a sufficiently large radius is essential
for outperforming GSGP, irrespective of the selection strategy used.

7.4.3 Convergence Rates

Fig. 7.10 shows the convergence rates of both GSGP and cGSGP with &. . ¢ and
RKS, along with a population size of 100 and 1000 generations. For each generation,
we plot the fitness evaluated on the test set of the best-so-far individual (the median
across the repetitions), with shaded area denoting the inter-quartile range.

Line plots reveal a negative trend for the two synthetic datasets, particularly no-
ticeable for KJ6, affecting both the baseline and cGSGP approaches. In these cases,
test fitness tends to improve with more generations, especially evident for 7,7 and
77 in KJ6. Conversely, the proposed method consistently outperforms the baseline
in the V14 dataset. However, it seems to reach a plateau after the final generation,
indicating possible over-fitting for all methods across both synthetic datasets.
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Figure 7.2: Test results on the V14 dataset. The box-plot shows the distribution of
RMSE at the last generation.
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Figure 7.3: Test results on the KJ6 dataset. The box-plot shows the distribution of
RMSE at the last generation.

5r ]
af 1 |
a L T ]
cﬁ 3; N
= | =R
2} 1 J_ 1 I == I_I_I E
1: i
GSGP T2 T2 T2
Method

mm GSGP mm TRSy ¢ == RKS

Figure 7.4: Test results on the ARF dataset. The box-plot shows the distribution
of RMSE at the last generation.
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Figure 7.5: Test results on the CNC dataset. The box-plot shows the distribution
of RMSE at the last generation.

10 ]
st [ — - i
26| :
2 B i
~ B ]
41 .
I e e 1]
GSGP T2 T2 T2
Method

mm GSGP == TRS( s == RKS

Figure 7.6: Test results on the SLM dataset. The box-plot shows the distribution
of RMSE at the last generation.
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Figure 7.7: Test results on the TXC dataset. The box-plot shows the distribution
of RMSE at the last generation.

88



Chapter 7. Cellular Geometric Semantic Genetic Programming

| - |
m | T T |
= 4 |
e |
2 T 4 1 L |
GSGP T2 T2 T2
Method

mm GSGP == TRSq¢ == RKS

Figure 7.8: Test results on the YCH dataset. The box-plot shows the distribution
of RMSE at the last generation.
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Figure 7.9: Test results on the PRK dataset. The box-plot shows the distribution
of RMSE at the last generation.

For the remaining datasets, all methods show either a continuous decline in fitness
(TXC, YCH, and PRK) or a sharp decrease in the initial generations followed by
a plateau (ARF, CNC, and SLM). In these cases, GSGP and T generally exhibit
similar patterns. However, cGSGP methods with a larger radius often display a
more pronounced downward trend.

It appears that the evolutionary process benefits from a cellular-inspired selection
mechanism, particularly when using a large radius. This method allows for the
optimization process to achieve better results than traditional GSGP. Additionally,
the improvement seems to be consistent regardless of the numbers of generations.

7.4.4 Population Fitness Distribution

After evaluating the performance of the proposed methods over the generations in
terms of the best solutions found, we now focus on analyzing the fitness distribution
of the entire population on the training set. To illustrate this, Fig. 7.11 presents
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Figure 7.10: Trend of test RMSE of the best individual. The plot is based on Eqy i mut
and RKS strategy, with 100 as population size and 1000 generations.

the median training fitness, where & and RKS are utilized with a population
size of 100 across 1000 generations.

For each generation, the plot shows the median fitness value of all individuals in the
population evaluated on the training set. The shaded area denotes the interquartile
range, providing a measure of the fitness variability within the population for that
generation.

For nearly all datasets tested, we observe a consistent reduction in the median
RMSE. This pattern holds true even for the two synthetic datasets, which, as sug-
gested by the convergence rate analysis, exhibit overfitting-related issues. Regarding
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Figure 7.11: Trend of median train RMSE of the population. The plot is based on
Eeximut and RKS strategy, with 100 as population size and 1000 generations.

the real-world datasets, the median RMSE on the training set aligns with the trends
highlighted in the line-plots of the previous section, where TXC shows a downward
trend with negative concavity for both 77 and 7;2. Furthermore, as previously
noted, we observe a plateau after a few generations in the ARF and CNC datasets.

While analyzing the population’s fitness distribution on the training set could pro-
vide insights into the diversity-preserving mechanisms of the proposed methods, the
results show little to no variation in training fitness, except for the synthetic datasets
and occasionally SLM. Therefore, this type of analysis offers limited information on
population diversity, which will be explored in more depth in the following section.
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7.4.5 Diversity

Assessing the diversity of a population over generations is particularly challenging
in the context of GSGP, largely because analyzing the syntactical structure of trees
can be problematic since syntactically different individuals will always produce dif-
ferent results from GSOs and the tree representation of a GSGP individual grows
exponentially in size. Consequently, we address this challenge by employing a mea-
sure that evaluates the semantic distance between individuals to analyze population
diversity.

As already described in Sec. 7.1, an individual evaluated on the training set produces
a vector of predictions representing the semantic vector of the individual. Building
on that, Global Moran’s I (I) [342, 343] can be calculated on the semantic vectors
of a given population and adopted as diversity measure. I is a measure of spatial
auto-correlation [344], assessing similarity or dissimilarity of elements located in
neighboring locations:

_ M Zz]\il Z]Ail w;i(vi—V)(vI — V)
W Zz‘]\;(vi —v)?

where M is the population size, w;; € R is the value located at the i-th row and the
j-th column of the matrix w € RM*M w,, =0for1 <i< M, W = Zf\il Zj\il Wi,
v is the semantic vector of the i-th individual, and ¥ is the mean of the semantic
vectors of all the individuals in the population. In our case, w;; = 1 if i # j and
the j-th individual belongs to the neighborhood of the i-th individual®, otherwise
Wi = 0.

I

I takes values from [—1, 1], where values close to 1 indicate positive spatial auto-
correlation, while values close to —1 indicate negative spatial auto-correlation. Val-
ues near 0 indicate a spatial pattern that is hardly distinguishable from a random
one. A high I means that similar semantic vectors are spatially clustered in the pop-
ulation (high intra-similarity), preserving diversity among different clusters (high
inter-dissimilarity).

In the following line-plots, we show the trend of I with E.,, mu and RKS, and we test
all three combinations of population size and number of generations to highlight the
interplay between population size and diversity.

Fig. 7.12 illustrates the trend of I for a population size of 100 over 1000 generations.
For the V14 and KJ6 datasets, cGSGP methods show a flattening of I towards 0
after the initial generations, whereas the baseline consistently remains close to 0. In
contrast, cGSGP methods generally demonstrate higher diversity compared to the
baseline, which maintains / values near 0 throughout most generations. Diversity
tends to decrease as the neighborhood radius increases, with 7;? consistently show-
ing the highest I values. Across most cGSGP methods, diversity diminishes over
generations, although for TXC, it remains relatively stable after an initial adjust-
ment period.

Fig. 7.13 depicts the I trend for a population size of 400 over 250 generations. As
observed previously, both V14 and KJ6 datasets show a rapid convergence towards
0 across all cGSGP methods, while standard GSGP consistently maintains 0 as [

3In standard GSGP the entire population is a unique single neighborhood.
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Figure 7.12: Trend of I. The plot is based on E..mu and RKS strategy, with 100
as population size and 1000 generations.

throughout the evolution, similar to the other datasets. Among the various meth-
ods, T continues to exhibit the highest diversity. The trend in diversity across
generations aligns with previous observations, with TXC showing nearly constant [
values across all methods.

Fig. 7.14 illustrates the I trend for a population size of 900 over 111 generations.
As with previous observations, both V14 and KJ6 datasets show a rapid decline
towards 0 across all cGSGP methods. For all datasets, the baseline maintains a
diversity level of zero. The overall pattern mirrors earlier findings: TXC exhibits
nearly constant diversity for all methods, while other datasets show a reduction in
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Figure 7.13: Trend of I. The plot is based on & mys and RKS strategy, with 400
as population size and 250 generations.

diversity over generations for all methods. Additionally, diversity increases with a
decrease in the neighborhood radius.

It is observed that 7;? consistently exhibits the highest diversity across all scenarios.
This is due to local interactions being restricted to a small neighborhood, which
slows the spread of advantageous individuals across generations compared to larger
radii, leading to a higher [.

In summary, population size does not significantly impact the diversity trends across
different methods, as similar patterns are observed regardless of the population size.
In contrast, the neighborhood size plays a crucial role in maintaining spatial clusters
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and preserving the semantic diversity of individuals.

7.4.6 Solution Size

In this last section, we investigate whether applying a CA-inspired communication
topology to GSGP results in smaller solutions. This analysis is motivated by prior
studies indicating that spatial structures can help control program growth and re-
duce solution size [265, 266].

A common property that measures the tree size is the number of nodes (¢). In
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GSGP, this value increases exponentially with the number of generations. Hence,
we focus on the base-10 logarithm in the number of nodes. Fig. 7.15 shows the
distribution of the median log;,(¢) in the last generation for all tested datasets and
for all repetitions.
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Figure 7.15: Distribution of the median log,,(¢) computed on the population of the
last generation for all the tested datasets and repetitions.

From the plot, it can be observed that 7?2 generally yields smaller solutions com-
pared to GSGP, whereas 7,2 and T;* typically produce larger solutions, with the
exception of 757 when using TRSp¢. This indicates that employing a cellular spa-
tial structure with a small neighborhood effectively helps control program growth.
However, unlike other methods, there is no consistent reduction in solution sizes
across all neighborhood sizes when applying a cellular structure to GSGP.

Furthermore, when contrasting this result with the earlier analysis of convergence
rates, the rise in the median size of individuals does not appear to negatively impact
the quality of the generated solutions.

7.5 Discussion

The issue of premature convergence in GSGP likely stems from the absence of a
built-in mechanism for preserving diversity. To mitigate this, we introduce a spatial
structure to the population, enforcing local-only communication. This setup helps
to extend the takeover time, promoting the maintenance of diversity. However, there
is an inherent trade-off between the extent of local communication and the range
of semantics that can be produced within a restricted neighborhood. Specifically,
since semantic crossover results are constrained within the convex hull of the parent
individuals, a smaller neighborhood limits the area in which new individuals can be
generated, thereby restricting the range of possible semantics. As a result, gener-
ating new semantics may take more time, potentially slowing down the exploration
process.

Through experimentation, we found that a smaller neighborhood radius enhances
diversity among different neighborhoods but slows down the exploration process.
Conversely, expanding the radius speeds up exploration but reduces overall diver-
sity. Thus, striking a balance between maintaining diversity and ensuring efficient
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exploration is crucial for optimal performance.

An analysis of Moran’s I coefficient reveals that cGSGP promotes diversity across
local neighborhoods during the initial phases of evolution, allowing for a more thor-
ough exploration of the search space before dominant solutions spread throughout
the population. This indicates that incorporating a spatial structure, like a cellular-
based approach, can be advantageous in the context of GSGP as well.

In most instances, cGSGP-based methods outperform GSGP, particularly when
using a radius of two or three in real-world datasets. This suggests that the
neighborhood-based selection strategy leveraging local communication enhances
GSGP performance. Additionally, an examination of convergence rates indicates
that this advantage persists regardless of the total number of generations executed.
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Conclusion

This thesis has explored the application of Genetic Programming (GP) and its vari-
ations to address complex, high-impact problems across several domains. Through
the in-depth study of non-linear Boolean function optimization, code generation
enhancement, interpretable Machine Learning (ML) model discovery, and Symbolic
Regression (SR), we have demonstrated the significant potential of Evolutionary
Algorithms (EAs) in solving critical challenges. Alongside our contributions, we
also propose several avenues for future research that can further refine and extend
the methods presented in this thesis.

In the domain of non-linear Boolean function optimization for stream ciphers design,
we introduced an approach leveraging Walsh transforms as solutions evolved by
GP. This method proved capable of generating Boolean functions with high non-
linearity and balancedness, both essential for secure cryptographic systems. Our
results indicate that the biased uncertainty filling strategy was effective in guiding
the evolutionary search toward balanced solutions, although achieving optimal non-
linearity for n-variables Boolean functions with large values of n remains challenging,
since the search space for highly secure Boolean functions is complex, making the
discovery of optimal solutions difficult.

Future research should focus on comparing different exploration strategies within
this search space, including our Walsh-based approach, to outline the most promis-
ing methods. Such studies should prioritize using a limited computational budget
to identify the most effective techniques, which can later be employed with greater
resources to discover the best possible solutions.

For Large Language Models (LLMs) code generation enhancement, we combined
Genetic Improvement (GI) with the generation capabilities of LLMs to refine code
generated by these models. Our experiments revealed that while LLMs can gen-
erate usable code, they often fail to correct their mistakes through re-prompting.
GI, especially when guided by problem-specific specialized grammars and lexicase
selection, consistently improved the correctness of LLM-generated code. This hy-
brid approach shows practical utility in improving code generation, particularly for
simpler problems or when starting with smaller models.

Future research should focus on exploring the minimum number of test cases re-
quired during fitness evaluation to ensure reliable and accurate results. Quantifying
the effort required by users when interacting with the system is essential for op-
timizing productivity. Additionally, new techniques for dynamically specializing
grammars in GI could help expedite the exploration of the search space. One
promising direction involves using a large grammar for initial parsing to increase
the chances of producing valid solutions, followed by grammar reduction based on
LLM outputs, which could shrink the search space for GI.

In the context of interpretable ML models, we introduced the ML-PIE framework,
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a human-in-the-loop system combining multi-objective GP to evolve models that
balance predictive accuracy (or other qualitative metrics) with user-defined inter-
pretability. By incorporating user feedback into the GP process, our framework
allowed for the dynamic tailoring of models to meet the subjective interpretability
needs of different users. Although our system was tested mainly on SR problems,
it is generalizable to other machine learnable problems, as long as the models can
be numerically encoded for the interpretability estimation performed by a neural
network and two models can be visualized and compared such that the user can
easily select the most interpretable one.

The trade-offs between encoding complexity, user feedback, and computational re-
sources represent critical aspects of the framework. More complex encodings allow
the system to approximate intricate interpretability definitions but require substan-
tial feedback and computational time, while simpler encodings are faster but less
expressive.

A key challenge in high-stakes applications is the trade-off between accuracy and
interpretability, and our framework effectively managed this balance. We observed
that interpretability is highly dependent on the user’s background and involvement,
with ample feedback required to produce models aligned with individual user expec-
tations. Our survey with real users indicated that a substantial amount of feedback
is necessary for models generated by ML-PIE to be preferred.

Future research should apply the framework to domain-specific problems, involving
experts who can provide more meaningful feedback in evolving interpretable mod-
els. Additionally, further studies should explore warm-up strategies and improved
general representations to reduce user effort by decreasing the amount of feedback
required by the interpretability estimator, as well as investigate whether domain-
specific representations offer the most practical solutions in real-world applications.

For SR, we introduced a novel approach, named Cellular Geometric Semantic Ge-
netic Programming (cGSGP), to mitigate the issue of premature convergence in
standard Geometric Semantic Genetic Programming (GSGP) by incorporating a
spatial structure into the population. This structure helped maintain greater di-
versity in local neighborhoods, facilitating more thorough exploration before con-
vergence in the early phase of the evolution. Our experiments confirmed that the
radius of local communication has a significant impact on both diversity and ex-
ploration speed, with a moderate radius providing the best balance between the
two. In most cases, cGSGP outperformed traditional GSGP, demonstrating that
neighborhood-based evolution is a promising enhancement to conventional GSGP
techniques.

Future research in this area should focus on the development of scalable and efficient
implementations of cGSGP, as the method local-only communication structure lends
itself to distributed computation across multiple nodes. Further studies should also
investigate the influence of topology on performance, the best methods for local
selection, and the propagation of information within the population.

In conclusion, this thesis advances the field of EAs by addressing critical challenges
in discrete optimization, cryptographic security, software correctness, model inter-
pretability, and SR. Our contributions demonstrate the versatility and effectiveness
of GP in solving a variety of complex problems. However, many open questions
and potential improvements remain. Future research should focus on refining EAs
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to enhance diversity preservation, comparing exploration strategies in non-linear
Boolean function optimization, investigating dynamic grammar specialization in
GI, and exploring scalable implementations of cGSGP. Additionally, future stud-
ies should prioritize quantifying the user effort required in human-in-the-loop sys-
tems, particularly in the context of Interpretable Machine Learning (IML), since
high-stakes real-world applications urgently need models deployed in their produc-
tion environments to be interpretable and understandable to more securely drive
decision-making.

These efforts will undoubtedly drive further progress in this field, paving the way
for more efficient and practical applications of GP in solving complex real-world
problems across various scientific and technological domains.
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Vernam Stream Cipher
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Symmetric cryptography includes all those techniques applied to contexts where
parties communicate over an unsafe channel by means of a shared private key that
is employed for both encryption and decryption. A stream cipher is a symmetric
cipher that encrypts and decrypts a message as a single block one bit at a time [71].
For the sake of simplicity, from now on we assume that a message is processed one
bit at a time and is represented as a binary string of fixed length. Moreover, we
are going to adopt the notation of mathematical functions to describe input and
output of the mentioned algorithms because of its high expressiveness. However,
we would like to stress that these algorithms are not functions in the mathematical
term since, in some cases, the same input may lead to different outputs.

Let B = {0, 1} be the set containing the binary values and let n > 0 be the length of
a given plain-text message m € M, where M = B" is the set containing all possible
plain-text messages of length n. Let K = B" be the set of all possible shared
private keys and C = B” the set of all possible cipher-text messages. A symmetric
cipher is a pair consisting of the following public and efficient (polynomial-time)
algorithms: an encryption algorithm F : M x K — C and a decryption algorithm
D :C x K — M, so that D(E(m,k), k) = m for each shared private key k € K
and for each plain-text message m € M.

A.1 One-Time Pad

The Vernam cipher [284], also known as One Time Pad (OTP), is a stream cipher
where both encryption and decryption algorithms are implemented by using a XOR
operation (denoted as ®).

Given two bits a and b, the XOR operation is defined as:

0 ifa=b
a®b=
1 ifa#b

Moreover, it exhibits the following properties:
e Commutativity: a®b=b® a
e Associativity: (a @ b) G c=a® (bBc)
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e Identity: a0 =a
e Self-inverse: a®a=0

Given a € B" and b € B” and let | be the concatenation operator, the XOR between
a and b is defined as:

a@b:al@b1|a2@b2| |anEan

where a; (b;) with ¢ € [1..n] is the i-th bit in a (b).

In the OTP, E(m,k) = m @k and D(c,k) = c® k. By using the properties of the
XOR, it can be proved the following:

D(E(m,k), k) =Dmaek k)= modk)Pk=m® (kdk)=m®d0=m

where 0 € B" is the n-sized binary string containing all zeros.

Furthermore, it can be proved that k = m@®c. As a matter of fact, given a plain-text
m and a cipher-text c = m @ k, it holds that:

moéc=m®(mok)=moém)dk=00k=k

Since OTP is a one-time key cipher, the key, which must be sampled randomly
according to a uniform distribution, must be changed at every message exchange.
Consider that a sender wants to send two plain-text messages m; and my with the
same key k. By using the OTP, the sender produces two cipher-texts ¢; = m; & k
and co = my @ k. A potential eavesdropper could then take c; and c, from the
communication channel and perform c; & cy, which, as we can see, it is equal to
m; ® ms, if the secret key remains unchanged:

cidc;=(mdk)®S(myPk)=(m d&my)d (kdk)=(m; &m;) S0 =m; Sm,

Knowing the result of m; ®ms,, the adversary can deduce, by using statistical-based
analysis, secret parts of the original messages.

In [288], Shannon mathematically proved that the Vernam cipher satisfies the perfect
secrecy property (i.e., the cipher-text must reveal no information, neither a single
bit, about the plain-text), making this cipher confidentially safe against eavesdrop-
ping attacks [345]. Formally, a cipher (E, D) defined over (K, M, C) has perfect
secrecy if, for each m; € M, my € M, and c € C, it holds that

Pr[E(m;, k) = ¢|] = Pr[E(my, k) = c]

where the key k is sampled randomly according to a uniform distribution from K.

It is easy to prove that OTP satisfies the perfect secrecy since Pr[E(m, k) = c|] = ﬁ
for each m € M and ¢ € C, with k sampled randomly according to a uniform
distribution from K. This statement holds since, as previously demonstrated with
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k = m @ c, given a plain-text message and a cipher-text message, there is only
one key that enables us to compute the given cipher-text message from the given
plain-text message.

To ensure secure communication, the key must be changed at every new message.
This means that the involved parties must agree to a new private shared key every
time a new message is crafted and needs to be forwarded. Moreover, this key needs
to be at least as long as the message (necessary condition in order to let the perfect
secrecy be, eventually, satisfied). This poses several complications in using this
cipher in real-world applications where messages are typically long [345].

A.2 Pseudo-Random Generators

In practical cases, the Vernam cipher is combined with a Pseudo-Random Generator
(PRG), i.e., a public, efficient (polynomial-time), and deterministic algorithm G :
B* — B™ where s << n and s > 0 285, 286]. A PRG gets a relatively short binary
string as input that is typically randomly generated by using a uniform distribution
and outputs a way longer binary string that seems randomly generated even if the
underlying algorithm is deterministic. A PRG-based Vernam cipher is defined by
Ec(m, k) =me@G(k) and Dg(c, k) = cdG(k). Let K’ = B® and given a short key
k' € K', Eg and Dg can be applied by using k’ as key, provided that k’ is sampled
randomly according to a uniform distribution from K’ and the key is changed at
every new message.

The main advantage of this construction is allowing the parties involved in the
communication to adopt short keys that can be easily exchanged. The disadvantage
is its reliance on the safety properties of the PRG, which must be unpredictable to
guarantee the safety of the cipher. Moreover, this cipher cannot satisfy the perfect
secrecy property. Hence, PRG-based Vernam ciphers usually rely on less strict, but
still valid, security definitions, such as the semantic security.

A.3 Semantic Security and Unpredictability

A symmetric cipher is semantically secure as regards confidentiality against eaves-
dropping attacks if it is infeasible for an adversary to distinguish between the en-
cryptions of two chosen plain-texts, given the cipher-text and without knowledge of
the secret key [346]. More formally, let (E, D) be a one-time key symmetric cipher.
The cipher is semantically secure if, for any probabilistic polynomial-time adversary
A, the advantage in the following game is negligible:

1. Initialization: A outputs two plain-text messages mg and m; of equal length
and sends them to the cipher owner;

2. Challenge: a key k is generated at random by using a uniform distribution by
the cipher owner and a random secret bit b € {0, 1} is chosen. The cipher-text
c = FE(my, k) is computed and given to A;

3. Guess: A outputs a guess b’ € {0, 1}, indicating the plain-text that, according
to A, generated c.

The advantage of the adversary A is defined as:
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AdvS® = |Pr[A(E(myg, k)) = 1] — Pr[A(E(my, k)) = 1]|

The one-time key symmetric cipher is semantically secure if AdviS is negligible for
any probabilistic polynomial-time adversary A.

A PRG-based Vernam cipher is semantically secure if the PRG is secure.

A PRG @ is said to be unpredictable if, given the first n, bits of its output, it is
computationally infeasible to predict the next bit with high probability.

Formally, given G, for x € B® sampled at random with a uniform distribution, let
Gx)=y1|y2| --- | ¥n, where y; with ¢ € [1..n] is an individual output bit.
G is predictable if, there exists a probabilistic polynomial-time adversary A and a
position i with i € [1..n — 1] such that:

PrlA(y: | y2 | --- | yi) = yin] > %—l—e
where € > 0 is non-negligible. G is unpredictable if it is not predictable, meaning
that, for each 7, there exists no probabilistic polynomial-time adversary that can
predict the (i + 1)-th bit for non-negligible € according to the aforementioned def-
inition. The value of € (as in the following definitions) depends upon the specific
application domain and requirements.

The definition of unpredictability is strictly related to the definition of security in
case of PRGs. The idea is that a PRG is secure if its output is indistinguishable
from something that is truly random. Practically, the distribution of the outputs of
the PRG calculated starting from binary strings sampled at random according to
a uniform distribution from B® is indistinguishable from the distribution of binary
strings sampled at random according to a uniform distribution from B" (recall that
s << mn).

In this scenario, a probabilistic polynomial-time adversary A is given a binary string.
A outputs a single bit that tells whether the input binary string is random or not.
Given a PRG G that outputs n-sized binary strings and a probabilistic polynomial-
time adversary A that evaluates n-sized binary strings, the advantage of A is defined
as:

AdvERC = [PrA(G(K)) = 1] — Pr[A(r) = 1]]

where k is sampled at random according to a uniform distribution from B® and r
is sampled at random according to a uniform distribution from B". The PRG G is
secure if AdviR¢ is negligible for any probabilistic polynomial-time adversary A.

Given a secure PRG G, it is possible to build a PRG-based Vernam stream cipher
from G that is semantically secure. As a matter of fact, if G is secure, then the
stream cipher derived from G is semantically secure, since for each probabilistic
polynomial-time adversary A of the cipher, there exists a probabilistic polynomial-

time adversary B of the PRG such that Adv%® < 2AdvRC.

We show that if a PRG is predictable, then it is not secure. Suppose we have a
probabilistic polynomial-time adversary A and a PRG G. With x € B® sampled at
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random with a uniform distribution, let G(x) = y1 | y2 | ... | ¥n, where y; with
i € [1..n] is an individual output bit. Suppose it holds the following for a position
i with ¢ € [1.n — 1]

PrlA(y: | y2 | --- | yi) = yin] > %—i—e
where € > 0 is non-negligible. This A is an efficient algorithm that is capable to
predict with high probability the (i 4+ 1)-th bit of the PRG output, given the first i
bits of it (for some 7). This PRG is predictable. We want to prove that this PRG is
also not secure, meaning that there exists a probabilistic polynomial-time adversary
B with a non-negligible advantage over G.

We define an adversary B as:

1 ifA(vy | ve | ... | Vi) =,

Bev) - (ilvel o V) =vin
0 else

Given that k is sampled at random according to a uniform distribution from B* and

r is sampled at random according to a uniform distribution from B", we can show

that:

AdvRY = |Pr[B(G(k)) = 1] — Pr[B(r) = 1]| > €

since Pr[B(G(k)) = 1] > 1 +¢ by definition (G is predictable) and Pr[B(r) =1] =1
(r is truly random). In our hypothesis, € is non-negligible, and thus B has a non-
negligible advantage over G, meaning that G is not secure. Therefore, if a PRG
is predictable, then it is not secure. As such, we can also state that if a PRG is
secure, then it is unpredictable. Finally, it is also possible to prove that if a PRG
is unpredictable then it is secure and, hence, we can conclude that a PRG is secure
if and only if it is unpredictable.

In conclusion, in order to have a stream cipher that is confidentially safe against
eavesdropping attacks and easy-to-use in real-world scenarios, we need to implement
an unpredictable PRG and employ it in a Vernam cipher.
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Genetic Programming (GP) is a type of Evolutionary Algorithm (EA) that auto-
matically creates and evolves computer programs to solve a given problem [5]. It is
inspired by the process of natural selection and genetics, using mechanisms similar
to those found in biological evolution, such as selection, crossover (recombination),
and mutation.

B.1 Initialization

The initialization of the population is a crucial step since the quality and diversity
of the initial population can meaningfully impact the convergence of the population
in the evolutionary run. Common initialization methods include: ramped grow,
ramped full, and ramped half-and-half [313, 347|. Each method aims at creating a
diverse initial population with varying tree structures and depths.

The ramped grow method initializes potentially unbalanced trees with varying
depths and a mix of internal and terminal nodes at all levels. In Algorithm 3,
we show a basic version of this algorithm.

Algorithm 3 Ramped Grow Initialization (RampedGrow)

1: Input

2: F the function set

3 T the terminal set

4 d the depth of the tree

5: Output

6: node a tree

7. if d = 0 or RandomUniform(0,1) < % then
8 return SampleRandomNode(7)

9: else
10: node +— SampleRandomNode(F)
11: for each child of node do
12: node. child < RampedGrow(F, T, d — 1)
13: end for
14: return node
15: end if
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The ramped full method generates trees that are fully balanced up to a certain
depth (Algorithm 4).

Algorithm 4 Ramped Full Initialization (RampedFull)

1: Input

2: F the function set

3 T the terminal set

4 d the depth of the tree
5: Output

6: node a tree

7: if d = 0 then

8 return SampleRandomNode(7)
9: else

10: node < SampleRandomNode(F)
11: for each child of node do

12: node.child + RampedFull(F,7,d — 1)
13: end for

14: return node

15: end if

The ramped half-and-half method combines both the ramped grow and ramped full
methods to create a diverse population with a mix of tree structures with different
depths. The combination of the previous methods helps to balance diversity and
depth, facilitating a more global exploration of the search space. In Algorithm 5, we
show a randomized implementation of ramped half-and-half for generating a single
GP tree.

Algorithm 5 Ramped Half-and-Half Initialization (RampedHalfHalf)

1: Input

2: F the function set

3 T the terminal set

4 Aimin the minimum depth of the tree
5: Ainax the maximum depth of the tree
6: Output

7 node a tree

8: d < RandomInteger(dmin, dmax)

9: if RandomUniform(0,1) < 3 then

10: return RampedGrow(F,T,d)
11: else

12: return RampedFull(F,T,d)
13: end if

B.2 Evaluation and Selection

After the population P is initialized, the main evolutionary cycle, consisting of
several generations, can begin. In the first step of the evolutionary cycle, current
solutions are evaluated according to the provided fitness function f. After the
evaluation has been performed, a selection algorithm is applied to the population to
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select the individuals that are joining the mating pool. For the sake of completeness,
we are going to describe the main selection algorithms that can be employed. We
remark that these selection algorithms are not specific for GP. In the following
pseudo-codes, we assume that we are dealing with a single-objective fitness function
that we want to maximize.

Tournament selection involves running several “tournaments” among a few individ-
uals chosen at random from the population, where the winner of each tournament
is selected for joining the mating pool (Algorithm 6).

Algorithm 6 Tournament Selection (TournamentSel)

1: Input
2: P the population

3: t the tournament size

4: Output

5: best the best tree in the tournament

6: best <— SampleRandomIndividual(P)

7. fori+ 1tot—1do

8 competitor <— SampleRandomIndividual(P)
9 if competitor.fitness > best.fitness then

10: best <— competitor

11: end if

12: end for

13: return best

Roulette wheel selection, also known as fitness proportionate selection, selects in-
dividuals based on their fitness, where individuals with better fitness have a higher
probability of being selected (Algorithm 7).

Algorithm 7 Roulette Wheel Selection (RouletteSel)

1: Input

2: P the population

3: Output

4: tree the sampled tree

5 8 ¢ Zyjl Pli].fitness

6: p < [ ]

7. for i < 1 to |P| do

8:  Append(p, w)

9: end for

10: return WeightedSampleRandomIndividual(P, p)

Rank-based selection assigns a selection probability to individuals based on their
rank rather than their fitness (Algorithm 8).

In case of optimization problems in which the individual needs to be evaluated on
a sequence of test cases D = {(x;,y;) | x; € X,y; € Y,i € [1.N]} with |D| = N,
where X denotes the input space and Y denotes the output space, to compute the
fitness value, the lexicase selection can be employed [303, 302, 305, 304].

Lexicase selection considers each individual on a case-by-case basis across all test
cases. It allows for individuals that perform well on different subsets of test cases
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Algorithm 8 Rank-based Selection (RankSel)

Input
P the population

Output
tree the sampled tree

P < SortAscending(P, “fitness”)
for i < 1 to |P| do
Pli].rank < i
end for
R 2‘1131 Pli].rank
P[]
: for i< 1to |P| do

Append(p, FlLrenky

: end for
: return WeightedSampleRandomIndividual(P, p)

— e e
oWy 2o

to be selected (Algorithm 9).

Algorithm 9 Lexicase Selection (LexicaseSel)

1: Input

2 P the population

3: D the set of test cases

4: Output

5: best the best tree in the selection
6: p «— P

7. D < RandomShuffle(D)

8: for i < 1 to |D| do

9 v < max,p s.fitness|D[i]]

10: P —{s¢€ P | s.fitness|D[i]] = v}
11: if |P| =1 then

12: return PJ[1]
13: end if
14: end for

15: return SampleRandomIndividual(P)

A down-sampled variant of lexicase selection and, in general, selection methods
involving a sequence of test cases can be adopted to reduce the computational effort
and improve the generalization capabilities of the evolved solutions when evaluated
on different test cases [300, 299, 301]. In this variant, at the beginning of each
generation, before the actual selection algorithm takes place, a fixed-size subset of
the available test cases is sampled without replacement and utilized to perform the
selection.

B.3 Recombination and Mutation
The crossover and mutation operators are defined to operate on tree-based repre-

sentations of candidate solutions for the given optimization problem. Crossover and
mutation are the primary genetic operators that modify the structure of individuals
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in the population. These operators are crucial for introducing diversity and enabling
both the exploration and exploitation of the search space. Both crossover and muta-
tion are usually associated with an execution probability, which states the likelihood
that the operator is performed. Common tree-based recombination and mutation
operators are sub-tree crossover and sub-tree mutation, whose pseudo-codes are fol-
lowing described. In these pseudo-codes, the function ReplaceSubTreeWith gets a
tree as first parameter, a sub-tree of the given tree as second parameter, and another
tree as third parameter. It replaces the sub-tree given as second parameter in the
tree given as first parameter with the tree given as third parameter.

Crossover involves exchanging sub-trees between two parent individuals to produce
offspring (Algorithm 10).

Algorithm 10 Sub-tree Crossover (SubTreeCx)

1: Input

2: S1 the first parent individual

3: S the second parent individual
4: Output

5: c1 the first child individual

6 Co the second child individual
7: i1 < SelectRandomNode(s)

8: iy < SelectRandomNode(ss)

9: t; < ExtractSubTreeRootedAtNode(i;)

10: t9 < ExtractSubTreeRootedAtNode(is)
11: ¢; < DeepCopy(s1)

12: ¢9 < DeepCopy(s2)

13: ¢; < ReplaceSubTreeWith(cy, 1, t2)
14: ¢co < ReplaceSubTreeWith(cy, o, t1)
15: return c;, ¢

Mutation involves making random modifications to an individual structure, typically
by altering nodes or sub-trees (Algorithm 11).

Algorithm 11 Sub-tree Mutation (SubTreeMut)

1: Input

2: S the input individual

3 F the function set

4 T the terminal set

5: rmin the minimum depth of the tree
6 Armax the maximum depth of the tree
7: Output

8: c the mutated individual

9: i < SelectRandomNode(s)

10: t < ExtractSubTreeRootedAtNode(7)

11: ¢ < DeepCopy(s)

12: > Other initialization methods could be adopted
13: ¢ + RampedHalfHalf(F, T, dmin, dmax)

14: ¢ + ReplaceSubTreeWith(c, t, 1)

15: return c
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Deep Learning (DL) is a subset of Machine Learning (ML), i.e., a technique that
enables computer systems to improve with data and experience, which in turn is
a subset of Artificial Intelligence (AI). It involves the use of neural networks with
many layers (hence “deep”) to model complex patterns in data.

An Artificial Neural Network (ANN) is a computational model that consists of layers
of interconnected nodes (neurons). Its development was inspired by the functioning
of the brain. The general goal of a neural network consists in transforming and map-
ping numerical input data into a more compact representation by incrementally and
automatically extracting macro-features from the input data and the intermediate
results. The idea is to provide a way to model complex non-linear relationships by
introducing representations that are expressed in terms of other, possibly simpler,
representations.

Neural networks are commonly employed for classification and regression tasks.
Moreover, they are utilized to compress high-dimensional and complex data into
low-dimensional data, so that they can be better handled by ML algorithms.

C.1 Feed-Forward Architectures

The most popular neural network is the feed-forward neural network, also called
Multi-Layer Perceptron (MLP), where connections do not form cycles and the net-
work is modeled as a directed acyclic graph. The most basic and early type of
neural network is the perceptron [348], which takes n inputs and produces a single
output. Mathematically, it can be represented as:

y=1(W-x+10)

where:
e x € R" is the input vector;
e W € R" is the weight vector;

e b € R is the bias term;
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e 1 is the Heaviside step function, defined as:

0 if 2 <0,
1(z) = .
1 if 2>0.

In this case, the Heaviside step function is employed as activation function, which
is a core component in neural networks design. In practical cases, other activation
functions are employed since the properties of the Heaviside step function do not
enable a neural network to learn from data.

Activation functions introduce non-linearity into the network, allowing it to learn
complex patterns. Common activation functions include:

e Sigmoid: the sigmoid function maps any real-valued number to the range (0,

1). It is defined as:

1
olz) = 14+e*

The sigmoid function is often used in the output layer for binary classification
tasks. However, it can suffer from vanishing gradients;

e Hyperbolic Tangent (tanh): the tanh function maps any real-valued num-
ber to the range (-1, 1). It is defined as:

eF —e?

tanh(z) = +—
e* 4+ e %

The tanh function is zero-centered, which can make optimization easier. How-
ever, it can also suffer from vanishing gradients;

e Rectified Linear Unit (ReLU): the ReLU function is defined as:
ReLU(z) = max(0, z)

ReLU is widely used in hidden layers due to its simplicity and efficiency. It
mitigates the vanishing gradient problem but can suffer from the “dying RelLU”
problem, where neurons can become inactive;

e Leaky ReLU: the Leaky ReLU function is a variant of ReLU that allows a
small, non-zero gradient when the unit is inactive. It is defined as:

z ifz>0

LeakyReLU(z) = _
az otherwise

where « is a small constant (e.g., 0.01). Leaky ReLU helps to mitigate the

dying ReL.U problem by allowing a small gradient when the input is negative.

We are going to denote a generic activation function as g : R — R. FEach of the
described activation functions can be utilized in place of the Heaviside step function
in the aforementioned perceptron-based neural network architecture to enable the
network to learn (i.e., tune weights and bias) from input data. Moreover, additional
outputs can be added to model more complex problems. By putting all together,
we can mathematically formulate a neural network with an arbitrary activation
function and no hidden layers (the output layer is the only layer of the network)
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that takes n real-valued numbers as input and produces m real-valued numbers as
output:

y =9g(W-x+Db)

where:
e x € R" is the input vector;
e y € R™ is the output vector;
e W c R™" is the weight matrix;

e b € R™ is the bias vector;

g is the activation function.

A shallow neural network consists of one hidden layer. Mathematically, it can be
represented as:

h = gl(Wlx + bl)
y = g2(W3h + by)

where:
e x € R" is the input vector;

y € R¥ is the output vector;

W; € R™*" is the weight matrix for the hidden layer;

b; € R™ is the bias vector for the hidden layer;

W, € R¥*™ is the weight matrix for the output layer;

b, € R is the bias vector for the output layer;

g1 and gy are activation functions for the hidden and output layers, respec-
tively.

A Deep Neural Network (DNN) extends the concept of a shallow neural network
by adding more hidden layers. The presence of multiple hidden layers enables the
network to approximate increasingly complex functions. Mathematically, it can be
represented as:

h; = ¢;(Wx +by)

hy = g2(W2h; + by)

y=9.(Wrh,_1 +byp)

where L is the total number of layers, that is, the number of hidden layers plus one
(the output layer is a layer itself).
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C.2 Learning

Training a neural network means tuning the weights and biases of the network to
make the model learn to solve a given task. A classical example consists in teaching
a neural network to recognize which hand-written digit is depicted in a given input
image containing a hand-written digit. Before delving into how a neural network
is trained, we need to provide an overview of the basic gradient-based optimization
algorithms that can be adopted to solve continuous optimization problems.

C.2.1 Gradient-based Optimization

Let J : R? — R be a function and let w € R? be a generic vector of coefficients
that are fed as input to J. A standard optimization problem consists in finding w*
such that:

W' = arg min J(w)
The complexity of this problem depends upon the properties of J. As a matter of
fact, the provided formulation asks to find a global minimum of J. In case J is not
a convex function, then potentially many local minima with different values exist
along with saddle points and flat regions. This means that, in general, we do not
have the guarantee to find the optimal solution w*.

Non-convex optimization problems are at least NP-Hard. Many existing problems
can be modeled as non-convex optimization ones. Therefore, algorithms that are ca-
pable of discovering good solutions, although not optimal, for non-convex problems
depict great interest in the scientific community.

In case J is a differentiable function, gradient descent algorithm can be employed
to tune the coefficients w to minimize J as best as possible. Since, in general, J is
non-convex, gradient descent may provide a solution that does not correspond to
the optimal one, depending on many factors such as coefficients initialization and
shape of J.

Firstly, coefficients in w are initialized. The way initialization is performed impacts
on the final solution discovered after the algorithm is terminated. If the initial-
ization leads to initial coefficients that imply a value of J that is close to a bad
local minimum, then it is likely that gradient descent remains stuck in that region
without reaching possibly better local minima. A trivial way to initialize w consists
in initializing the coefficients with either zero or a random value sampled by, for
instance, a normal distribution.

After the initialization is performed, the actual iterations of gradient descent begin.
In a generic iteration, J(w) is computed along with the gradient V.J:

-
VJ:<8J oJ &])

8w178w2""’8wd

The coefficients are updated according to the following update rule:

w—w—nVJ
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where 17 > 0 is the learning rate. 7 represents the amount that the coefficients are
updated during optimization and it is usually a small value in (0, 1). It controls the
speed at which J is updated. Generally, a large n allows the optimization to run
faster, at the cost of reaching a sub-optimal vector of coefficients. A smaller 1 may
allow the optimization to reach a more optimal or even globally optimal vector of
coefficients but may take significantly longer.

The iterations are sequentially executed until a termination criterion is met (e.g.,
number of iterations, convergence of J, execution time).

In a typical DL context, we have a DNN, which is basically a function fy, : R® — R¥
that depends upon a vector of coefficients w € R? containing all the weights and
biases of the network, and a training set Diin = {(X5,¥:) | x; € R y; € RF i €
[1..N]} with | Dyain| = N, where x; is a generic data point and y; is the corresponding
ground-truth. The task consists in finding w such that f,, is able to provide a good
approximation of Dy..in. The ultimate goal consists in using fy, for unseen data
points, which, in general, do not have a ground-truth and thus it needs to be
estimated.

Provided that f,, employs differentiable activation functions, we can model J as a
loss function in which a measure of distance between the expected output and the
generated output is computed and then we can use gradient descent to optimize the
weights and biases of the network so that the loss is minimized and the training set
distribution is learned.

A common choice is the Mean Squared Error (MSE) loss function, which is defined
as:

N 2
J(W) _ %Z ||fW(Xz)2_ YZH

The MSE loss function J(w) quantifies the average squared difference between the
predicted output and the actual ground truth over all training examples.

In this standard version, gradient descent can be employed but, in practical cases,
when N is large, it can take a long time since the gradients for all training examples
must be separately calculated and then averaged.

To overcome this issue, Stochastic Gradient Descent (SGD) is employed. In this
variant, the optimization consists of a series of epochs. In a generic epoch, the data
points in the training set are randomly shuffled. Then, given a batch size m > 0
with N multiple of m, the shuffled training set is partitioned in % blocks of data
points called batches. Batches are iterated sequentially and each batch is employed
as a set of data points for performing a single vanilla gradient descent iteration, i.e.,
a single weights and biases update.

The MSE is an example of loss function that can be written as an average:

= L fwlxi) — il
N 2

Provided that, let j; be the index of the first training example in the current batch
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and let jo» = j; +m — 1 be the index of the last training example in the current
batch. The loss function for this batch is formulated as:

1 J2
Tiim(W) = ————— S,
(jla]Z)(W) j2 o jl + 1 Z (W)

1=J1

and the update rule, consequently, is:

J2
n
W—wW— —— VJ;
]2—J1+1ZZ];

The larger the batch size is, the better is the approximation with a gradient descent
that uses all the training examples at once to compute the gradients and the slower
is the computation. When the batch size is one, we say that we are training the
neural network in an online fashion, which is useful when N is not known in advance
(e.g., when data are generated in a real-time stream).

C.2.2 Backpropagation Algorithm

In the context of neural networks training, an algorithm such as SGD is said to be
an “optimizer”, that is, a strategy to update weights and biases of the network w.r.t.
the error to make the network learn from data. The optimizer is employed as a main
component in the actual learning algorithm utilized to train a neural network. This
learning algorithm is called backpropagation [349].

The backpropagation algorithm works by propagating the error of the network’s
output backward through the layers, allowing the network to adjust its weights and
biases to minimize this error. This algorithm is an application of the chain rule of
calculus and it is employed in conjunction with SGD (or its variants) to update the
network parameters.

Consider a DNN with L layers, where each layer [ with [ € [1..L] has an associated
weight matrix W, a bias vector b;, and an activation function ¢g;. The i-th input to
the network is denoted by x;, and the corresponding predicted output by y;. The
goal is to minimize a loss function J(w), with w containing all W; and by, such as
the MSE, by updating the weights W, and biases b; in the network. In particular,
b; is a real-valued vector whose ¢-th component corresponds to the bias of the ¢-th
neuron at layer [, while W, is a real-valued matrix such that the component at the
1-th row and j-th column corresponds to the weight located on the edge connecting
the j-th neuron at layer [ — 1 with the i-th neuron at layer [.

The loss function must satisfy two assumptions:

e [t can be written as an average:

J(w) = % > iw)

where J;(w) is the loss function computed on the i-th training example;

e It can be written as a function of the outputs from the neural network.
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The backpropagation algorithm is divided in forward pass and backward pass. In
the forward pass, the input x; is propagated through the network layer by layer to
produce the output y;. For each layer [, the computation is as follows:

h;, = g/(z1;) = g(Wihy_1,; + by)

where:
e hj, = x; is the ¢-th input to the network;
e 7,;, = W;h;_;; + b; is the pre-activation value at layer [;
e ¢, is the activation function for layer [;
e h;, is the output of layer [.
The output of the network after the last layer L is given by y; = hy ;.

After obtaining the output, the error between the predicted output y; and the actual
target y; is computed by using the loss function J;(w).

In the backward pass, the algorithm updates the network parameters by propagating
this error backward through the network, from the output layer to the input. This
is done by computing the gradient of the loss function w.r.t. each parameter in the
network (i.e., each W; and b;) and adjusting them accordingly using the optimizer.
The derivative of the error w.r.t. each parameter indicates how much a change in
the parameter would change the error.

Given that ® is the Hadamard product (i.e., the element-wise multiplication), the
gradient of the loss computed on the i-th training example w.r.t. the output layer
pre-activation values zj,; is:

01 =V, ,Ji =V, ,Ji © g1(2L,)

where:

° Vhw J; 1s the gradient of the loss computed on the i-th training example w.r.t.
the output hy ;

e g is the derivative of the activation function at the output layer.

For each layer [ from L — 1 down to one, we can compute the error gradient w.r.t.
the pre-activation values z;;:

60 = (W[ 16114) © g/(z1)

Here, ¢;; represents the error signal at layer [ for the ¢-th training example. In
particular, we have that Vw,J; = 51,1'th_17¢ and Vy, J; = 0.

This procedure computes the gradients for a single training example. By applying
this procedure for several training inputs, we obtain several gradients that can be
averaged over the training inputs to calculate a gradient that can be employed to
update the weights and biases according to the given batch of examples.
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A

pseudo-code that summarizes the backpropagation algorithm with SGD as op-

timizer and a batch size of m is described in Algorithm 12. We assume that the
number of training examples is a multiple of m.

Algorithm 12 Backpropagation Algorithm (Backpropagation)

10

11:

12

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:

34:
35:
36:
37:
38:

1
2
3
4:
5:
6
7
8
9

: Input
: Dirain the training set

m the batch size

n the learning rate

L the number of layers

\\% the weight matrices for each layer [

b, the bias vectors for each layer [

g1 the activation functions for each layer [
: J the loss function
: Output

w the final tuned weights and biases of the network
: N ‘Dtrain‘

while termination criterion not met do
InPlaceRandomShuffle(Dyain)
for j < 1 to % do
Jj1em(—1)+1
Jo<ntm—1
for ¢ < j; to j» do
Forward pass: compute activations
hg; < x;
for [+ 1to L do
z; < Wih;_1, + b
h;; < gl(Zl,i)
end for
Backward pass: compute gradients
Ori < Vi, ,Ji © g1(zL,4)
for [ <+ L — 1 down to 1 do
01 < (Wl—:_151+1,i) ® g)(z1)
end for
end for
Update weights and biases
for [ < L down to 1 do
W, W; - % Zﬁiﬁ 5l,ihzT—1,i
b, < b, — L 52:]-1 OLi
end for
end for
end while

return (W, Wy, ... W, by, by, ... ,bL)T

Regularization

Regularization techniques can be employed during training to reduce overfitting
(i.e., when the network nearly perfectly learns the training data in a way that it
cannot generalize to unseen data).
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Appendiz C. Deep Neural Networks

L2 regularization adds a penalty equal to the sum of the squared values of the
weights to the loss function (here, the vector of parameters does not include biases):

Jeeg(W) = J(w) + % Z w?

When A > 0 (i.e., the regularization parameter) is small we prefer to minimize the
original function. When ) is large we prefer to have small weights.

Dropout is another regularization technique that is applied at specific chosen layers
in the network, excluding the output layer. In a given layer and during a given
forward pass, dropout involves randomly setting a fraction of neurons to zero during
training. This prevents neurons from co-adapting too much.
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