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Abstract

This Thesis focuses on the trustworthiness of eXplainable Artificial Intelligence
(XATI) approaches, with a focus on the fields of insurance and asset management. As
a first research direction, this work investigates the role of explanation robustness to
increase the system’s trustworthiness. Robustness is, in fact, an essential property
of both Artificial Intelligence (Al) systems and their explanations, but may be over-
looked at times. Popular XAl techniques such as LIME and SHAP have been proved
to be highly unstable but are still widely used in high-risk real-world applications.

The second research direction explores whether aggregating explanations may
increase trustworthiness, by providing a more conservative and multi-perspective
explanation. In particular, assuming that one of the individual explanations may
fail or be non-robust for a single datapoint, an aggregation of explanations is able to
account for this and provide a single explanation that summarizes multiple points of
view. Critically, XAI methods suffer from the disagreement problem, that is, may
at times return explanations that disagree with one another. An aggregation can
be constructed to mitigate the risk of individual method failure and increase the
overall trustworthiness of the Al system.

This work investigated both facets starting from the definition of a new robustness
estimator via a properly constructed neighbourhood to aid the local robustness
analysis. Aggregations have been explored both from a single-model and multi-
model point of view, addressing the need of collecting explanations either from
different X AT approaches or Machine Learning (ML) models. The initial analysis also
allowed for the development of a pipeline to determine whether an explanation can
be trusted as well as investigating the problem of unbalanced datasets. Furthermore,
two new feature attributions were crafted and used in the multi-model aggregation.

Results have shown that explanation aggregation as well as the robustness eval-
uation are useful tools towards the development and deployment of trustworthy Al
solutions.






Sommario

Questa Tesi si focalizza sulla affidabilita delle tecniche di Intelligenza Artificiale
Spiegabile (in inglese, eXplainable Artificial Intelligence, XAI di seguito), con un
focus sugli ambiti assicurativo e degli investimenti. Come prima direzione di ricerca,
questo lavoro analizza il ruolo della robustezza delle spiegazioni al fine di aumentare
Iaffidabilita dei sistemi. La robustezza ¢, infatti, una proprieta essenziale sia dei
sistemi di Intelligenza Artificiale (IA) che delle loro spiegazioni, ma talvolta risulta
un aspetto trascurato. E stato provato che approcci di XAI molto popolari, quali
LIME e SHAP, sono molto instabili ma cid nonostante il loro utilizzo rimane esteso
anche in applicazioni reali ad alto rischio.

La seconda direzione di ricerca esplora come 1’aggregazione di spiegazioni possa
aumentare ’affidabilita, proponendo una spiegazione pit conservativa e sfaccettata.
In particolare, assumendo che una delle singole spiegazioni possa fallire o risultare
non robusta per uno specifico dato, una aggregazione di spiegazioni ¢ in grado di
tenere conto di questa vulnerabilita e proporre una singola spiegazione che rias-
suma molteplici punti di vista. E’ importante sottolineare che i metodi di XAI
sono soggetti al problema della discordanza (disagreement problem), ovvero possono
talvolta restituire spiegazioni che sono in disaccordo tra loro. Una aggregazione
puo quindi essere costruita per mitigare il rischio di fallimento di singole tecniche e
aumentare ’affidabilita del sistema di [A.

Questo lavoro affronta entrambi gli aspetti a partire dalla definizione di un nuovo
stimatore della robustezza mediante un intorno appositamente costruito che sup-
porta l'analisi locale della robustezza. Le aggregazioni sono state esplorate sia da
un punto di vista del singolo modello che di molteplici modelli, tenendo conto della
necessita di raccogliere spiegazioni o da diversi approcci XAl o da diversi modelli
di apprendimento automatico. Le analisi iniziali hanno inoltre permesso lo sviluppo
di una pipeline per determinare se una spiegazione sia affidabile ma anche per anal-
izzare il problema dei dataset sbilanciati. Infine, due nuovi metodi di attribuzione
sono stati sviluppati e usati nelle aggregazioni multi-modello.

[ risultati ottenuti dimostrano che la aggregazione di spiegazioni, cosi come la val-

utazione della robustezza, sono strumenti utili per lo sviluppo e 'utilizzo di soluzioni
[A affidabili.
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Chapter 1

Introduction

1.1 Motivation

The role of Machine Learning (ML) and Artificial Intelligence (AI) has become
pivotal in modern society, spreading in usage and importance in multiple areas of
application. Among these, Al tools have gained popularity in high-risk applications
such as healthcare [20] and finance [19].

Their rapid growth and increase in performance have brought up ethical ques-
tions on their usages, setting the basis for the development of an Al legislative
regulation. The European Union has proposed two innovative regulations, the Al
Act [38] and parts of the General Data Protection Regulation (GDPR) [37], stress-
ing the need for a fairer and more transparent approach to Artificial Intelligence.
Similarly, the United States of America have proposed the new Blueprint for an Al
bill of rights [128] that strives for a fair development and deployment of Al systems.
Notable inclusions in these regulations regard the need for a transparent Al and for
explanations, aimed either at end-users or practitioners.

Modern AI systems have introduced a new degree of complexity due to the ele-
vated number of parameters involved to solve challenging tasks and are often referred
to as black boxes given the opaque nature of their predictions. Transparency is, in-
stead, a fundamental property that Al systems should guarantee, aiming to provide
detailed descriptions of the model reasoning, even in natural language. Imagine that
a model is being used in healthcare for patient diagnosis. If doctors can understand
how it reached a given prediction, they gain a valuable tool for evaluating the cor-
rectness of such diagnosis and grow confidence in the Al system, even if they don’t
fully comprehend the technical aspects of the black box model.

Explanation robustness is a critical aspect for the development of trustworthy Al
systems. The robustness of an explanation method (also known as explainer) can be
broadly defined as its ability to provide similar explanations for similar instances.
In the context of local XAI methods, the robustness is strictly connected to data
point locality and the manifold learned by the model. Robustness naturally ensures
a higher degree of trust-ability as it provides by construction a guarantee of equal
treatment under similar circumstances. Assume for example that two people with
comparable characteristics (same age, same education, same annual income and so
forth) apply for a loan at a bank and both loans are rejected. If the decision was
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made by an automated decision system, it would be possible to retrieve explanations
to elucidate on the decision. If the two explanations were contrasting (for instance,
one saying that age was an important variable towards the rejection and the other
stating that it was important towards the acceptance), the users could naturally
lose a degree of confidence in the predictions and the system as a whole, effectively
damaging the positive usages of Al in society.

Another practical problem may hinder the effectiveness of complex Al systems:
the disagreement problem [69]. It needs to be accounted for in practical applications,
especially when considering high-risk ones, as it represents the scenarios in which
multiple explanations, applied to the same model and instances, return contrasting
results. Consider for example a feature for which method A returns a positive
attribution while method B a negative one. The discrepancies between explainability
approaches may negatively affect the perception of model reliability and hinder its
effective deployment. The debate over which explanation to choose (or trust) is
still open, as explanation disagreement posits practical impediments to trustable Al
systems. It has been shown in [69] that even experts tend to choose one method
in these scenarios based on personal preferences, not quantitative evaluations. This
can be also traced back to the lack of standardized criteria to evaluate explanations
and their heterogeneity approach-wise.

Before introducing the contributions of this Thesis, let it be acknowledged that
this work was supported by Assicurazioni Generali SpA, sponsors of my PhD schol-
arship. The research topic central to this Thesis plays a natural role in the insurance
and asset management fields. Given the new transparency requirements pushed for-
wards by the Legislators to protect both the provider and the user, the usage of Al
applications in high-risk use-cases can only be considered trustworthy if accompanied
by explanations on the proposed outcome. In this scenario, explanation robustness
becomes pivotal to achieve legislative compliance and guarantee a fair and equal
treatment for the company’s clients. Indeed, robustness measures the ability of pro-
viding similar explanations for similar inputs, effectively measuring how fair (that
is, stable) a given explanation is.

The use-cases presented in Part II are derived from publicly-available datasets
(with one exception in which only the response variable is derived from proprietary
data and therefore not shareable) to preserve internal proprietary data and informa-
tion of the Generali group. To mimic the data structure used in practical insurance
use-cases, we have focused in the following on tabular datasets, made of both nu-
merical and categorical variables, addressing binary or multiclass classification tasks
(either balanced or unbalanced).

1.2 Contributions

This Thesis aims at tackling the previously-introduced research directions by ad-
dressing the disagreement problem via explanation aggregation and investigating
the trustworthiness aspect through robustness estimation. The two facets go hand
in hand towards the development of a trustworthy approach to Al in practical appli-
cations, enhancing the reliability of the Al system as well as the usage of explanations
in high-risk applications.
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The first research direction investigates the role of explanation robustness, in-
troducing a novel robustness estimator for local feature attribution XAl approaches
and a neighbourhood generation based on a clustering step, needed for the correct
computation of the robustness score. The neighbourhood generation step ensures
that the generated datapoints are on manifold and that the robustness score is com-
puted on a consistent area of the data space, in contrast to random perturbations
which may be off-manifold. We have tested the robustness to non-adversarial per-
turbations of multiple XAI methods applicable to Neural Networks, confirming that
many popular techniques are - in fact - lacking from a robustness point of view and
that may yield untrustworthy results.

Following these finding, we investigated the role of explanation aggregation (or
ensemble of explanations) to increase trustworthiness in a single-model setting. This
approach stems from the above-mentioned disagreement problem, in which multiple
explanations are derived from the same model, and acts as a conservative solution
towards feature importances disagreements. Moreover, the ensemble introduces a
level of trustworthiness thanks to its robustness score, whose average behaviour
yields more consistent results, even when the composing approaches disagree or are
less robust. Its adoption in practical use-cases supports both reliability and trans-
parency, as the explanation incorporates signals derived from multiple approaches.

Preliminary results on explanation aggregation and robustness have allowed us
to devise a pipeline to test the trustworthiness of the explanations. It is intended to
be used by practitioners to quantify the level of trust for a given local explanation.
The analysis is made of both a local robustness computation and a prediction made
by leveraging close datapoints within the manifold, effectively capturing aggregative
behaviours in the neighbourhood. A novel validation assessment of explanation
trustworthiness was developed, to address the lack of a ground truth (robustness-
wise) in real-world use-cases.

We further investigated the role of explanation reliability in the context of unbal-
anced datasets, where the learning process and the derived explanation are partic-
ularly sensible for the majority class. Being more easily predictable, there are little
guarantees that the prediction is based on learned data patterns. Investigating more
in details the minority class instead produces a more reliable analysis and provides
insights on the prediction of the class of interest.

To conclude, we shifted the focus from single-model aggregation to multi-model
aggregation. The first contribution in this setting is the introduction of two new fea-
ture attribution approaches tailored for k-Nearest Neighbours and Random Forests.
These have then been used, along with a Neural Network-specific explanation, to
evaluate the effectiveness of multi-model aggregations. Specifically, this approach
leverages the predictive power of multiple models and aggregated explanations de-
rived from different decision-making processes, allowing for an effective analysis of
the datapoint prediction. The robustness analysis was adapted to take into account
possible disagreements in the prediction and has shown that the aggregation is a
promising approach to increase reliability.

Code for the experimental evaluations is available on my Github page (https://

github.com /ilariavascotto), with specific repositories cited in the relevant Chapters
of this Thesis.
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1.3 Thesis Structure

Following the Introduction, the Thesis will be divided into:

e Part I. Background Chapter 2 will present the basis of the Machine Learn-
ing models and techniques used in the remainder of the Thesis. Chapter 3 will
present an introductory overview to the field of eXplainable Artificial Intelli-
gence (XAI), its connections to the legislative field, the types of explanations
and their evaluation. Chapter 4 will focus more in details on a subset of XAI
techniques used in the following, delving into their theoretical background.

e Part II. Contributions and Results Chapter 5 will discuss explanation
robustness and our proposal for the robustness estimator, its properties and
evaluation on publicly-available datasets. Chapter 6 will introduce the role of
explanation aggregation, with a focus on single-model aggregations. Chapter 7
will focus on the evaluation of the proposal, with a pipeline to test trustworthi-
ness and an analysis on unbalanced datasets. Chapter 8 will propose two new
feature attribution approaches tailored for k-Nearest Neighbours and Random
Forests. Chapter 9 will conclude the contribution section with multi-model
aggregations.

While both Chapters 6 and 9 tackle the role of explanation aggregation, they
have been discussed separately in order to better integrate Chapter 7 within
the single-model aggregation setting and address new explanations in Chapter
8 before considering the multi-model aggregation in Chapter 9.

Lastly, Chapter 10 will present a summary overview of the obtained results and
a section on future steps for the research carried out so far.

1.4 Publications

The following list includes the publications that form the basis of this Thesis (listed
in chronological order):

e [134] 1. Vascotto, A. Rodriguez, A. Bonaita, and L. Bortolussi. When can
you trust your explanations? A robustness analysis on feature importances.
In R. Guidotti, U. Schmid, and L. Longo, editors, Explainable Artificial In-
telligence, pages 225249, Cham, 2025. Springer Nature Switzerland. ISBN
978-3-032-08327-2. doi: https://doi.org/10.1007/978-3-032-08327-2 11

e [131] . Vascotto, V. Blasone, A. Rodriguez, A. Bonaita, and L. Bortolussi. As-
sessing reliability of explanations in unbalanced datasets: a use-case on the oc-
currence of frost events. In P. Biecek, S. Nowaczyk, G. Kutyniok, and L. Longo,
editors, xAI-2025 Late-breaking Work, Demos and Doctoral Consortium Joint
Proceedings, volume 4017 of CEUR Workshop Proceedings, pages 73-80, 2025.
URL https://ceur-ws.org/Vol-4017 /paper 10.pdf
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e [133] I. Vascotto, A. Rodriguez, A. Bonaita, and L. Bortolussi. Beyond single-
model XAI: aggregating multi-model explanations for enhanced trustworthi-
ness. In A. Fglstad, D. Apostolou, S. Taylor, A. Palumbo, E. Tsalapati, G. Sta-
matellos, and R. Catelli, editors, Proceedings of TRUST-AI 2025 - the European
Workshop on Trustworthy Al volume 4132 of CEUR Workshop Proceedings,
pages 276-286, 2025. URL https://ceur-ws.org/Vol-4132 /short38.pdf

Additionally, the following work was accepted as a workshop abstract:

e [132] I. Vascotto, A. Rodriguez, A. Bonaita, and L. Bortolussi. Aggregating
explanations to increase trustworthiness: current directions and challenges. Ab-
stract presented at Ital-IA 2025: 5th National Conference on Artificial Intelli-
gence, organized by CINI, June 23-24, 2025, Trieste, Italy, 2025
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Chapter 2

Foundations of Machine Learning

This Chapter will introduce the theoretical foundations to the Machine Learning
models and techniques used in the following Chapters of this Thesis.

2.1 Branches of Machine Learning

Machine Learning (ML) can be defined as the science of getting computers to learn
without being explicitly programmed for a given task. It encompasses a set of
techniques that can range from classification to regression tasks, as well as clustering
or dimensionality reduction.

The learning paradigms of Machine Learning (Figure 2.1) can be classified as:

e Supervised Learning: given an (input, output) pair, it is possible to learn a
function that maps the input to the output.

e Unsupervised Learning: given a dataset, it is possible to discover relationships
and structures in the data.

e Reinforcement Learning: it focuses on the decision making of autonomous
agents, which typically learn how to navigate a dynamic environment.

/Recommender < Fraud

Detection

ystems > Clustering \‘ Classification
{ I\T/Iar ett@ed \\ /,/ Sgtsggglg‘
arketing —— . 1
Unsupervised . Supervised
— i i Market
( %‘égg&ge e . N Learnlng MaChlne Learmng Fore%;s?;ing
Y > Dimensionality Regression

i \_ Reduction / 1 Life Exp.
[ Meaningful \E o 4 Learnlng Estima}ég)n

Compression
Real-time . Robot
Decisions Reinforcement Navigation
Learning

—

Figure 2.1: A scheme of the branches of Machine Learning.
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2.2 Supervised Learning

Let D = (X,y) be a dataset of N datapoints, where X = (x!,...,x") € RV*m ig
the input matrix and y = (y!,...,%") € R is the output. Supervised learning is
the task of learning a model f : R™ — R such that f(x) = y. According to the
output type, supervised learning algorithms can be used to solve either classification
(binary or multiclass) or regression problems.

The dataset is usually split into a training and test datasets, namely D;,qin, Diest-
The training set is used to train the model f such that f(x) &~ y while the test
set represents previously unseen datapoints on which it is possible to evaluate the
performance of the learned model. For classification problems, the accuracy is a good
measure of quality, acc(y,y) = 1/N - S~ [y’ = §'], while for regression problems
the Mean Squared Error (MSE) is preferred, MSE(y,y) = 1/N - 3.~ (' — 4)%. In
both cases, §' = f(x%) represents the predicted value while the vector y stores the
ground truths.

2.2.1 k-Nearest Neighbours

k-Nearest Neighbours (k-NNs) is a non-parametric model that can be applied to
both classification and regression tasks. It is based on a majority voting between
the closest datapoints in the training set to predict the value of a new unseen data-
point in the test set.

More specifically, let D;,.in be the training set and let d : R™ x R™ — R be a
valid distance metric, such as the Euclidean distance. Given a test point x € D;.q,
let m(x),...,mn(x) be a reordering of the indices of the training set {1,..., N}
according to the distance from x, d(x, -), i.e. foralli < N it holds that d(x,x™*)) <
d(x, xm+1 (X)),

e Given a number k of neighbours, the £-NN rule for binary classification assigns
point x a label § as the majority label among the set {y™®) : i < k}.

e For regression problems, the label ¢ is usually defined as the average target of
the k-NN, ie. §y = 1/k - Zle y™ ) This choice can be extended to consider
more complex assignation strategies, such as the weighted average according to
the distance from point x.

Distance Metrics for Tabular Datasets Tabular datasets are characterized by
the presence of both numerical and categorical variables. To correctly take them
into account, the following distance metrics are used:

e Fuclidean distance, when only numerical variables are present.
d(u,v) = [lu—v]| (2.1)

e Hamming distance, when only categorical variables are present.

d(u,v) = % ZW = 7] (2.2)
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e Gower distance, in the case of mixed numerical and categorical variables.

1 & o
du,v) = —- s(u?, v’ 2.3
) = Dt 23)
where the similarity s(u’,v’) is computed according to the type of the j-th
variable. If it is categorical, s(u’,v?) € {0,1} where 1 denotes equality (I[u’ =
v/]) and 0 inequality. If the variable is numerical, s(vw’,v?) = 1 — (ju/ — v!|/R’)
with R7 the range of the j-th variable.

Hyperparameter Tuning Let Err(y,y) be an appropriate error metric. The
hyperparameter k representing the number of nearest neighbours can be chosen as
the one minimizing the error Err on the training set. However, the division of
the dataset D into training and test sets may influence the result, so a common
practice is to perform k-fold Cross Validation (CV) and evaluate the performance
of the model over different train-test combinations. If the value of k is too low, the
predictions showcase greater variability, while, on the other hand, a large value of
k reduces the variability of the predictions when the dataset is noisier but may be
overall less accurate. A trade-off between accuracy and generalizability can be found
by looking at the elbow plot, where various values of k are plotted against the error
of the corresponding k-NN model.

2.2.2 Random Forest

Random Forests (RFs) [15] are an example of ensemble methods, a set of models
that use multiple instances of a base learner to generate a more robust and accurate
prediction.

Decision Tree A Decision Tree (DT) is a model that aims at subdividing the
input space R™ into J non-overlapping regions R;. For each observation x € R;,
the prediction is the same and is either the mean (regression) or the majority voted
class (classification) of the outputs observed for the training observations that fall
within the same region, x* € R;.

Decision trees are made of nodes: the first node is named root node and, along
with the internal nodes, corresponds to the IF-THEN condition to be tested. Each
node has two children nodes: the left child is reached if the condition is not met,
while the right one otherwise. The terminal condition is reached at the leaf nodes
which store the predicted values for the region R;, whose bounds are defined by the
set of conditions of the decision path traversed within the tree.

DTs are built with a top-down greedy approach known as recursive binary split-
ting. At each step of the building process, the best split is selected as the one
maximising the reduction in error at that time. Specifically, given a feature
and a cutpoint s, the split creates the two regions R;(j,s) = {x|z/ < s} and
Ry(j,8) = {x|z7 > s}. In a regression setting, for any feature j and split-point s,
the goal is to minimize the Residual Sum of Squares (RSS):

RSS= > -9+ Y. W-i) (2.4)

i:x'€R1(j,8) i:x*€R2(j,s)
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The process is repeated until a stopping criterion is reached, for instance, the regions
contain no more than ng datapoints each or a maximum depth of the tree (number
of nodes between the root and the leaf nodes over a single path) is reached.

Classification trees are instead built based on two possible measures to evaluate
the quality of a split (node impurity). Having p;, the proportion of training dat-
apoints in the j-th region that belong to the k-th class, the Gini Index is defined
as:

K
G = Z@jk(l _f?jk) (2-5)
k=1

An alternative is the entropy, defined as:
K

H=- Zﬁgk 108?(@;%) (2.6)
k=1

Random Forest Random Forests [15] are a collection of decision trees that jointly
contribute to make a prediction. They are more robust and accurate than individual
DTs, and are an improvement over bagged trees as they decorrelate the trees.

This is achieved with two main caveats: the first one is dataset bootstrapping
and the second one is feature randomization. As in bagging, the trees are built on
a different bootstrapped training set of size n,. During the building procedure of
each of the B trees, the split is selected only on a random subset of p variables from
the set of m total ones. Each split is associated with a new subset of features, and
it usually holds that p ~ /m.

Assuming that T, indicates the b-th tree in the Random Forest T', a prediction
for a new point x € D, is made as:

e Regression: § = 1/B - Y0 | Ty(x)
e Classification: § = majority vote{Ty(x)}2,

In the classification scenario, the prediction can be made using a hard or a soft
assignation. In the former scenario, the majority vote is based on the most commonly
predicted class by the individual trees in the forest. In the latter one instead, an
average of the class probabilities derived from each tree is computed and the class
is predicted as the one with maximum average probability. There may be scenarios
in which the two assignations do not coincide.

2.2.3 Neural Networks

Neural Networks (NNs) are the fundamental model in the field of Deep Learning
(DL). DL is a subfield of Artificial Intelligence that introduces complex representa-
tions derived from other simpler concepts.

The simplest example of a DL model is the feedforward deep network, also known
as Multi-Layer Perceptron (MLP). The goal is to learn a model fp which accurately
approximates the output y such that fs(x) ~ y. This is done by learning the set of
parameters 6 that best approximates the desired relationship between input x and
output y.
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Figure 2.2: a) The structure of a neuron taking as input zy, s, 3, with weights
w1, wa, w3 and bias b. It holds that z = b+ ), w;z; and y = a(z). b) An example of
a neural network taking as input the image of a cat and correctly classifying it.

Neurons The building block of NNs is the neuron, a mathematical concept in-
spired by biology and the neurons present in the human and animal brains. A neuron
is a function that outputs a non-linear transformation of the input according to:

y=alw-x+0b) (2.7)

where a is known as activation function, while the parameters w represent the weight
terms and b the bias. The term z = w - x + b is also known as pre-activation.

Activations Common choices of the activation functions are the sigmoid, the
hyperbolic tangent (tanh) and the Rectified Linear Unit (ReLU).

1 e? —e ”®
11 e amnh(Z) = m aReLU(Z) = maX(O, Z) (28)

Qsigmoid (Z) -

Layers and MLPs A layer is a collection of neurons that operate on the same
input. As in biology, neurons can operate in parallel to process a signal. A sequence
of interconnected layers takes the name of Multi Layer Perceptron (MLP). Starting
from an input layer in which each neuron is associated with one of the m features
in the input vector, a series of hidden layers is concatenated until the output layer
is reached. The [-th hidden layer of the network takes as input y,_;, the output of
the previous layer:

Yy = @(wl "Y1t bl) (2-9)

The input layer takes as input x while the result of the output layer is the model’s
prediction. In the case of regression tasks, the output layer is made of a single
neuron, while for classification ones the final layer is made of K neurons (K being
the number of classes in the dataset) and is usual preceded by a softmax activation.

Training The training of neural networks entails the learning of 6, = (wy, b))
Vi e (1,...,L), that is, of all the weights and biases of the neurons composing the
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layers of the net, generally identified by 6. This is achieved via a gradient-based
optimization of a chosen loss function, which measures the accuracy of the prediction.
Given L(x, 0) a loss function, the model weights are learned via the backpropagation
algorithm [102], which allows to compute the gradients with respect to the weights
VeL(x,0) and propagate them through the network.

Typical choices for the loss function are the Mean Squared Error (MSE) for
regression cases and the Cross Entropy for classification ones. If the output layer is
preceded by a softmax layer, p. represents the predicted probability associated to
the ground truth class c.

ﬁregr(xa 0) = (f(x,0) — y)2 Leass(x,0) = —log(pc) (2.10)

Backpropagation For each layer [ in the network, it is possible to compute the
gradient of the loss with respect to the layer’s weights.

oL

55 =8yl (2.11)

where d; represents the error signal propagated backwards from the output layer
and y;_; is the output of the previous layer. The term §; is updated at each layer
and starting from the output via:

oL o
0 = <%> -ad'(z) (2.12)

where z' is the pre-activation and a’ is the derivative of the activation function.
For the preceding layer of the network, [ — 1, the error can be computed as:

011 = (078)) - d(z7) (2.13)

having 6] the transpose of the weight matrix that connects layer [ — 1 and .

Optimizer Optimization algorithms are used to update the weights @ after the
backward pass. The simplest one is Gradient Descent (GD) where, at iteration t:

oL

et — Ot—l - 7789
t—1

(2.14)

where 7 is known as learning rate parameter.

When the amount of data to be processed is elevated, computing the full loss
becomes a practical impediment to computational efficiency. This problem is usually
dealt with by using small batches of data for the optimization step, other than the
whole dataset. The procedure is known as Stochastic Gradient Descent (SGD)
but improvements such as Adaptive Moment Estimation (ADAM) [66] have gained
popularity.
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2.3 Unsupervised Learning

Unsupervised Learning encompasses a set of approaches in which the goal is to learn
patterns and relationships within an unlabelled dataset, therefore with no indication
on the desired outcome.

Unsupervised Learning approaches can be roughly divided into two categories:
clustering and dimensionality reduction techniques.

2.3.1 Clustering

Clustering is the task of finding groups within a dataset D = {X} such that dat-
apoints with similar characteristics are grouped together and dissimilar datapoints
are associated to different groups.

More specifically, a clustering algorithm takes as input a dataset D, a distance
metric d and outputs a collection of clusters C' = (CY, ..., Cy) such that Ule C;=D
and Vi # j,C; N C; = 0. The number of clusters k£ may be defined by the user or
be extracted automatically during the clustering procedure. Moreover, clustering
assignations may be hard (each point is assigned to only one cluster), soft (each
point is assigned to each cluster with a given probability) or following a dendogram
(in the case of hierarchical clustering algorithms).

k-Means k-means 79| is one of the simplest clustering algorithms. k-means as-
sociates each cluster C; to a cluster centre (centroid) c¢;, such that:

¢; = arg min Z d(x,c)? (2.15)

m
ceR x€C;

Given k the number of desired clusters, k-means optimizes the following objective
function:
k
. 2
O(D,d,C) = Jnin, Z > d(x,a) (2.16)
Jj=1 x€eC;j

This is achieved in practice via an iterative algorithm of it steps. The first k
cluster centres are chosen randomly and the iterative procedure first assigns each
datapoint x € D to the cluster of its closest centroid. It then re-computes the new
cluster centres and repeats the assignations. This is done until a stopping condition
is met: either the number of iterations is reached or the difference between two
consecutive iterations is below a threshold value e.

An improvement over plain k-means is k-means++ [8]. This variation modifies
the initial random assignation such that the first cluster centres are far away from
one another, stabilizing the optimization.

Nonetheless, k-means and k-means++ are based on the Euclidean distance and
cannot be adapted to other distance measures. Moreover, the cluster centres - com-
puted as the arithmetic mean of the clusters - may not coincide with the observations
or the data distributions and are susceptible to outliers.
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Figure 2.3: A comparison of k-means (k = 7) and HDBSCAN clustering on the
Aggregation dataset. HDBSCAN identifies 5 clusters within the dataset.

k-Medoids k-medoids [91| improves over k-means by allowing to consider any
distance metric, such as those introduced in Subsection 2.2.1. In particular, k-
medoids constraints the cluster centres to belong to the dataset D (in this case,
instead of centroid they are referred to as medoids).

In particular, the objective function becomes:

k
O(D,d,C) = gnelgz Z d(x, c)? (2.17)

Jj=1xeC}

HDBSCAN Hierarchical Density-Based Spatial Clustering of Applications with
Noise (HSBSCAN) [18] is a density-based clustering algorithm. It extends DBSCAN
[36] by converting it to a hierarchical algorithm and by selecting a flat clustering
based on the computed cluster stability.

Density-based clustering algorithm identify regions of high-density the are sep-
arated by regions of low-density. In DBSCAN this is achieved by considering as
clusters the density-reachable points from a reference core point p. A point is de-
fined as core point if it has at least min_ points points within its € neighbourhood (a
neighbourhood of radius €). The points which are far from any cluster are considered
noise or outliers.

The two hyperparameters of DBSCAN are § = (e, min_ points), while the num-
ber k of clusters is automatically derived during the procedure. HDBSCAN extends
DBSCAN and requires no hyperparameter selection on €, as varying values are con-
sidered within the algorithm. In practice, it considers a Minimum Spanning Tree
(MST) and uses it to build a hierarchy from which the most stable clusters are
extracted. An advantage over DBSCAN is that clusters associated to very different
densities can be extracted.
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2.3.2 Dimensionality Reduction

Dimensionality Reduction is the task of finding a reduced representation of the
dataset D = {X € R¥*™} such that the reduced representation lies in a lower-
dimensional space, namely Z € RY*P with p < m.

PCA Principal Component Analysis (PCA) [93] is among the simplest dimension-
ality reduction techniques. It maps the dataset D into a lower dimensional repre-
sentation Z via a linear transformation such that Z = XW. The reverse mapping
can be computed via a matrix U such that X = ZU.

PCA aims at finding the matrices W € R™*P and U € RP*™ such that the error
between the original and the recovered vector is minimal.

N
arg min ZHXl —x'WU|? (2.18)
i=1

WeR™mXp UcRpxm *. —

Having X centred, let A = le\il x' (x')7 and uy, ..., u, be the p eigenvectors of
A associated with the p largest eigenvalues of A. The solution to PCA is given by
setting U to the matrix whose columns are uy, ..., u, and, consequently, W = U7

The p dimensions over which the data is projected are known as Principal Com-
ponents (PC).

UMAP Uniform Manifold Approximation and Projection (UMAP) [80] is a di-
mensionality reduction technique rooted in a theoretical framework based on Rie-
mannian geometry and algebraic topology.

UMAP uses local manifold approximations and their local fuzzy simplicial set
representations to construct a topological representation of the input. Given a lower
dimensional representation of the data, the same steps are used to construct another
topological representation. UMAP optimizes the layout in the lower dimensional
space to minimize the cross entropy between the two topological representations.

UMAP represents an improvement over other techniques, such as t-SNE [130], as
it is more computationally efficient and is better able to preserve global structures
within the data.
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Figure 2.4: A comparison between the PCA and UMAP projections (with p = 2
components) on the Fashion MNIST dataset.



Chapter 3

Introduction to eXplainable Artificial
Intelligence

The field of eXplainable Artificial Intelligence (XAI) aims at bridging the gap be-
tween complex, yet very accurate, models and interpretable ones, effectively at-
tempting to open the black box. It is a sub-field of Artificial Intelligence which
proposes a set of explainability approaches to shed the light on the decisional pro-
cess of ML models. As modern AI and ML tools have increased their complexity,
due to the elevated number of parameters involved, the need for explanations has
become ever so prominent. This need was also strengthened by recent regulations,
promulgated both in the European Union and the United States of America, that -
for the first time - call for trustworthy Artificial Intelligence.

This Chapter will introduce the reader to the building blocks of XAlI, its taxon-
omy, the types of explanations as well as their evaluation. It will moreover delve
into the EU legislation on AI and their relationship with respect to the use of XAI
in practical applications.

3.1 Why Do We Need Explanations?

Let us begin with a simple example (Figure 3.1). Assume that a person is interested
in applying for a loan at the local bank. The request is processed and the decision
is to reject the loan request. The user may want to know the reasons behind the
rejections, to improve the application if a new request was to be submitted again.
Two situations may arise:

e The loan request was processed by a human operator. A solution would be to
ask for an appointment and go through the application with the employee.

Y .
User IZ:> Bank Wasll%gjle%%gd IZ:> Why? E> Explanation

Figure 3.1: A simple example to showcase the need for explanations.
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e The loan request was processed by an automated decision system. If the rea-
soning behind a model is unknown, how can an explanation be retrieved?

In this latter case, the role of XAI methods becomes crucial: they, in fact, allow us to
understand how a given output was produced, and possibly question the results. In
this case, for example, the application may be re-examined under human supervision.

Explanations can not only be useful to understand how a model makes its deci-
sions, but also to detect possible biases or faulty patterns learned by the model itself.
A notable example is related to the Correctional Offender Management Profiling for
Alternative Sanctions (COMPAS), a legal tool used in the United States to predict
the risk of recidivism of inmates. While not explicitly using race as a variable (there-
fore being considered race-blind), COMPAS was found to be highly discriminatory
against people of African descendant [126]. Another example can be found in [20],
where the authors discuss how a ML model was trained to predict the risk of death
associated with pneumonia. Through the usage of an intelligible model - namely
a Generalized Additive Model with pairwise interactions (GA2M) [76] - they were
able to discover that asthma was associated with a lower pneumonia severity. After
better investigating the data and the model, it was found that patients with these
characteristics were instead very sick and urgently admitted to the ICU, and the
heavy treatment they received contributed to the successful recovery rate. Had the
model been used in real applications, it would have caused severe damages, as it
was making the predictions based on a correlation, other than causation, basis.

Similar examples of faulty behaviours have been discussed also in [41], where the
authors mention a fictional use case in which a tank recognition tool was developed
by the military. Despite having exceptional accuracy on the test set, in real-world
applications it performed poorly. It was later discovered that the model was learning
to discriminate between sunny and wet weather, other than recognizing if the tank
was friendly or enemy. The pictures of friendly tanks in the training set were in fact
always taken with sunny weather while those of enemy ones in wet conditions. In a
similar manner, [96] crafted an example in which huskies and wolves were recognized
by a binary classifier due to a mischievous training set. In particular, the wolves
were always portrayed with snow in the background and the use of an XAl approach
was able to reveal this error in the model.

3.2 Legislative Context

Recent legislative regulations have sparked the discussion on the usage of Al tools
in the European Union [37, 38| and in the United Stated of America [128]. The
fast pace at which Al and ML tools are evolving represents an inherent obstacle to
legal systems, which often struggle to keep up with the novelties in the field. The
proposal of state-of-the-art innovative regulations comes as a powerful statement
and attempts at limiting damaging uses of Al in real-world scenarios.

3.2.1 The AI Act

The Artificial Intelligence Act (AI Act) [38] is a European regulation on Al first
proposed in 2021, that entered into force on August 1st 2024 and is expected to
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become effective starting August 2026. It is the first comprehensive regulation on Al
by a major regulator anywhere!. The AI Act introduces a classification of Al systems
into the minimal-risk, limited-risk, high-risk and unacceptable-risk categories. The
first two are the either unregulated or with limited, lighter obligations. Most of the
Al Act focuses on the regulation of high-risk applications, as defined in Article 6
and Annexes II and III, while explicitly prohibiting unacceptable-risk applications
(as per Article 5) such as social scoring systems and manipulative Al.

In the following, sections of Articles 13 and 14 are reported due to their impor-
tance for trustworthy Al systems, and their connection to XAI will be discussed.

Article 13, Al Act (Transparency and provision of information to users). /.../

2. High-risk Al systems shall be accompanied by instructions for use in an appro-
priate digital format or otherwise that include concise, complete, correct and
clear information that is relevant, accessible and comprehensible to users.

3. The information referred to in paragraph 2 shall specify: [...]

d. the human oversight measures referred to in Article 14, including the tech-
nical measures put in place to facilitate the interpretation of the outputs of
Al systems by the users; [...]

Recital 47 of the proposal (The principle of transparency) further states that to
address the opacity that may make certain Al systems incomprehensible to or too
complex for natural persons, a certain degree of transparency should be required for
high-risk Al systems]. .. ].

Article 14, AT Act (Human oversight). /... /

4. The measures referred to in paragraph 3 shall enable the individuals to whom
human oversight is assigned to do the following, as appropriate to the circum-
stances:

a. fully understand the capacities and limitations of the high-risk Al systems
and be able to duly monitor its operation, so that signs of anomalies, dys-
functions and unexpected performance can be detected and addressed as
soon as possible;

b. remain aware of [...[ ‘automation bias’, [...J;

c. be able to correctly interpret the high-risk Al system’s output, taking into
account in particular the characteristics of the system and the interpreta-
tion tools and methods available; [.. .|

While from a legislative point of view the Al Act is very sound, it may be difficult
and complex to translate the legislative notion of transparency into a strict and well-
defined mathematical concept which can be used by computer scientists. As stated
in [34], the AI Act leaves to the practitioners the design of appropriate measures
to guarantee legislative compliance, creating a gap between regulatory intent and

Thttps://artificialintelligenceact.eu/
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technical execution. The dis-homogeneity is derived also from the purposely vague
statements in the proposal: in Article 13 for example the transparency is not referred
to specifically, nor is its intended target. As far as the scope is concerned, it has been
argued in [34] that the transparency shall be guaranteed towards the users of Al
systems, yet XAl can contribute to both the user and the developer’s side, offering
different-level inspections. Article 14 stresses the need for transparency by specifying
that human oversight must be ensured and enabled by correct interpretative tools
and methods, without providing more details on possible desiderata.

This ambiguity is, in part, intended as, considering the pace at which Al tools
developed and evolved in the latest years, a too strict regulation may have become
inapplicable before it even entered into force. This is, unfortunately, a consequence
of the slow pace of legislative systems and the complexity of the already-available
regulations. In fact, [34] argue that the AT Act still needs a deeper level of analysis.
For example, compliance to regulations, when concerning privacy and trade secrets,
should be taken into account to dually protect a company’s rights and the people
affected by the outcome. Opening the black box in privacy-related cases may require
the intervention of authorities or auditors, supervising the process and obliged to
keep the results secrets.

3.2.2 The GDPR

The General Data Protection Regulation (GDPR) [37] entered into full force on May
25th 2018 as the main legislation in the European Union that refers to data usage
and privacy. Its role in regulating Al systems spans from data collection, usage and
ownership. We cite in particular Article 13 and Article 22 which underline that,
in the legislative context, the data subject (i.e. the identified or identifiable living
individual to whom personal data relate, Article 4, EU GDPR) has several rights
concerning the automated processing of its data.

Article 13, EU GDPR (Information to be provided where personal data are col-
lected from the data subject). /.. ./

2. In addition to the information referred to in paragraph 1, the controller shall, at
the time when personal data are obtained, provide the data subject with the fol-
lowing further information necessary to ensure fair and transparent processing:

[..]

f. the existence of automated decision-making, including profiling, referred to
in Article 22(1) and (4) and, at least in those cases, meaningful informa-
tion about the logic involved, as well as the significance and the envisaged
consequences of such processing for the data subject. [...]

Article 22, EU GDPR (Automated individual decision-making, including profil-
ing) is often referred to as the one describing the so-called ‘right to explanation’ and
has contributed to active research in the field of XAI from companies looking to
fulfil its requirements. Nonetheless, it must be noted that the GDPR does mention
the right to explanation for individual decisions, but it does so in its non-binding
recitals [53, 109].
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The GDPR’s focus on transparency and individual rights has influenced the de-
velopment and deployment of Al systems in Europe, requiring companies to take
privacy and potential risks into account from the beginning. The GDPR provides
a strong framework on AI governance with a focus on data protection, and now
operates along with the Al Act for a comprehensive regulatory landscape on Al

The role of XAI The Council of Europe’s ad-hoc committee on Artificial Intelli-
gence [17] recently adopted a document pointing to transparency, explainability and
accountability as central elements for the protection of individual’s rights. Similarly,
the Ethics guidelines for trustworthy Al [47]| posit that explainability is - together
with fairness, the respect for human autonomy and the prevention of harm - one of
the four ethical principles for trustworthy Al. In 2022, the European Commission has
started the development of AI harmonised standards [39]: a common ground on the
choice, development and usage of XAl approaches may have a considerable impact
on the global state of Al transparency. Moreover, [119] investigated the extent by
which XAI evaluation metrics align with the AI Act requirements, underlining the
need for standardized metrics to ensure the effectiveness of the regulation. XAI can
be a powerful tool to open the black boxr and comply with the legislations, provided
that its approaches can be trusted and their effectiveness proven. Nonetheless, other
points of view, such as [90], posit that XAI is not a mandatory requirement for more
transparent and trustworthy Al, as it is not explicitly mentioned by the proposal.
This raises the question about whether current research efforts on transparency can
adequately support the Al Act’s objectives on trustworthiness.

3.3 Taxonomy of XAI Methods

As XAl is a growing field of research, multiple works have been proposed to classify
the numerous XAI approaches that have been developed in the last ten years [1, 11,
21, 50, 103, 108, 122, 136, 137]. Despite the lack of an agreed-upon taxonomy in the
field, XAI approaches can generally be classified according to the following axis, as
first suggested in [1]:

e Scope of the explanation: a local approach aims at explaining how an individual
prediction is made while a global one focuses on the model as a whole, analysing
its overall reasoning.

e Model of interest: model-specific techniques are tailored to the structure of the
model under investigation, while model-agnostic ones can be applied to any
model.

e Transparency: intrinsically transparent models are interpretable by construc-
tion (also referred to as glass bozes) while post-hoc techniques are applied after
the model is fully trained.

For neural network approaches, it is also possible to distinguish between pertur-
bation and gradient-based approaches [105, 106]. The former ones are often model-
agnostic while the latter ones are specific to neural networks and harness their inner
structure, usually proposing backpropagation-like procedures.
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Figure 3.2: The accuracy-interpretability trade-off.

As discussed in multiple surveys, interpretability often comes at the cost of model
accuracy (Figure 3.2). Models which are simpler by construction, such as classifica-
tion rules, linear regression models or decision trees, can be easily interpreted but
are usually less accurate. Of course, interpretability has its limitations: assume to
be evaluating a classification rule with n,.,., = 4 or with n,,.s = 250. For a hu-
man, the first scenario can be assessed easily, while the second one is more complex
and the elevated number of rules may hinder the effectiveness of the model’s choice.
On the other hand, highly-accurate models, such as ensemble methods and neural
networks, are complex by construction, considering either an elevated number of
base learners (individually interpretable by construction) or of weight parameters.
In these cases, the models are able to effectively solve more complex tasks but their
inner reasoning is often unknown.

3.4 Types of Explanations

XAI techniques can be classified according to the taxonomy presented in Section
3.3, but the variety of available approaches allows for the identification of explana-
tion types as well. The following Subsections will present a brief overview of the
explanation types, divided by explanation scope.
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3.4.1 Local Explanations

Feature attributions A feature attribution method applied to a model f and
a datapoint x = (x',...,2™) returns a vector of size m of the form a(x) =
(a',...,a™). Each entry of the feature attribution vector (also referred to as fea-
ture importance vector at times) represents the importance of the corresponding
feature towards the model’s outcome f(x). A positive signed attribution indicates a
positive influence towards the prediction, while a negative sign a negative one. Zero-
valued attributions are usually associated with non-influencing features. Examples
of feature attribution methods are LIME [96] and SHAP [77], as well as LPR [9],
DeepLIFT [112] and Integrated Gradients [125]. They will be discussed in details
in Chapter 4.

Heatmaps Feature attributions in the cases of images are also known as heatmaps.
Let Z € R¥*"*¢ he an image of width w, height h and with ¢ colour channels. A
heatmap is an explanation H(Z) € R¥*" in which each pixel is assigned to an
importance value relative to the prediction of model f. The aforementioned feature
attributions can be used in these cases, but Convolutional Neural Networks-specific
approaches exist, to take into account convolutional and pooling layers. Popular
approaches are guided-backpropagation [123|, CAM [143] and Grad-CAM [110].

Counterfactuals Inspired by sociological notions, counterfactual explanations try
to answer the question "What would have happened if one condition had changed?".
In particular, they make use of counterfactuals of the form ¢ = (c!,..., ™), having
m the number of features in the dataset. A counterfactual is constructed as the
minimally-changed vector that changes class label such that f(x) # f(c). The use
of counterfactuals should aid a user in understanding which features were the most
important for a prediction and, specifically, how it is possible to change the predicted
class label. Examples of counterfactuals are CLEAR [139], DiCE [85] and FACE

[95].

Rule Extraction Given their inherent interpretability, decision rules can be used
as an efficient explainability method themselves. The class of rule extraction meth-
ods aims at generating a rule (or set of rules) to explain a given prediction from
model f. According to the class of models under investigation, the rules may be de-
rived following a decision path (decision tree, random forest or ensemble methods)
or a surrogate model may be constructed first. XAI methods that make use of rule
extraction are Anchors [97], LORE [49], Bellatrex [28] and G-REX [68].

3.4.2 Global Explanations

Model Distillation To understand models at a global level, model distillation
techniques use simpler interpretable models g to mimic the reasoning of the black
box f, which in this context acts as an oracle. In particular, the predictions of the

oracle are used as labels during the training of the interpretable model g. Examples
of model distillation techniques are Trepan [26], STA [145] and CMM [32].
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Prototypes and Criticisms With a reasoning similar to that of counterfactuals,
prototypes represent instances of a given category or concept while criticisms are
those that are not well-represented by the set of prototypes. Jointly considered,
they can be used to explain a model both globally and locally, using representative
datapoints to synthetize the model’s reasoning or the similarities within the data
and a datapoint x. Examples are MDD [63] and ABELE [51].

Other Techniques Graphical representations of the features, and their impor-
tance with respect to the outcome, can be found via PDP [42], ICE [44], ALE [6]
plots and VEC curves [24]. Graph-based approaches for tree-based models such
as DPG [7| preserve relations among features, logical decisions and predictions to
bring to light global patterns. Other interesting approaches consider concept acti-
vation vectors [64] or cluster local explanations to provide a more global overview
[72]. Note that some of the previously cited methods can be adapted to extract
also global explanations, such as in the case of SP-LIME [96], SP-Anchors [97] and
SHAP [77].

3.5 Evaluation of XAI Approaches

The variety of XAI approaches necessarily requires a set of evaluation metrics to
compare them and validate their effectiveness, from both a technical standpoint and
a user perspective.

The evaluation necessitates a strict definition of what should be tested: 75| pro-
poses three directions for evaluation, namely simulatability (transparency at the
level of the entire model), decomposability (at the level of the individual compo-
nents, i.e. the parameters) and algorithmic transparency (at the level of the train-
ing algorithm). Similarly, [33] divides evaluation approaches into three categories:
application-grounded (experiments with the end users), human-grounded (exper-
iments with lay humans) and functionality-grounded (proxies based on a formal
definition of interpretability).

[117] proposes that the explainability approaches tailored to predictive systems
should be accompanied by a fact sheet assessing their functional and operational
requirements, as well as an evaluation against user-usability criteria, a discussion
on security, privacy and vulnerability and a validation via user studies or synthetic
experiments. All the requirements operate as a potential trade-off between model
accuracy and explanation faithfulness. The context in which an XAI approach
operates can drastically change their usage and user understanding.

[121] introduces three criteria to evaluate the quality of the retrieved explanations,
namely comprehensibility (for the users), fidelity (to the system) and assessability.
The authors nonetheless test only six approaches, mainly applicable to NNs-only.
They find LIME and TCAV being the most comprehensible with respect to, for
instance, Integrated Gradients, but at the same time LIME was shown to be the
least faithful method. For the assessability criterion instead they find it the most
difficult to test, but underline that, as noted in [101], heatmaps may not generate
information which can be used meaningfully. For example, the heatmap associated
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with the predicted class, say dog, may not differ enough from that of another class,
say wolf.

Surveys and toolkit for evaluation and benchmarking have been proposed in mul-
tiple works, such as [14, 58, 61, 87, 99, 144|. For example [99] proposes four objective
metrics: performance differences D, number of rules R, number of features used F
and stability of the explanations .S. Nonetheless, these metrics are not widely ap-
plicable to XAI approaches and appear to be over simplistic. [61] is one of the few
papers introducing mathematical formulations of the desired metrics and evalua-
tions. Often, the discussion is presented at a high-level, with possible connections
to the field of sociology when user studies are discussed, but lacking the mathemati-
cal rigour needed for a thorough evaluation and comparison of different approaches.

A more complete survey [86] introduces twelve properties on explanation quality
(referred to as the Co-12 properties), subdivided into content, presentation and user
dimensions. The work introduces also an interactive website for XAI approaches
and functionally grounded evaluation methods. Notably, the proposed evaluation is
accompanied by an XAl taxonomy underlining which metrics can be used according
to the explanation type at hand.

Quantus [54] is an XAI toolkit to evaluate NNs with respect to a set of eval-
uation metrics, categorized into faithfulness, robustness, localization, complexity,
randomization and axiomatic properties.

OpenXAI [2] is, according to the authors, a more complete toolkit with respect
to Quantus, but only six explanation methods can be tested within their framework.
However, they implement a set of quantitative metrics [69] which can be used to
test faithfulness, stability and fairness. A benchmarking analysis is also discussed.

As a final note, [120] proposes an evaluation of XAI methodologies with respect
to their legal compliance, as discussed in Subsection 3.2. They found that - for the
time being - no single XAI approach satisfies all of the requirements, having SHAP
the most legally faithful method but suffering from runtime and complexity issues.

Specific metrics relevant to the content of this Thesis will be discusses in details
in Section 5.1 of Chapter 5.






Chapter 4

An Overview of XAI Techniques

This Chapter will present an overview of the XAI techniques used in the remainder
of this Thesis. It will focus on the theoretical foundations of local feature attribution
approaches, both of model-agnostic and model-specific nature, applicable to tabular
dataset.

4.1 LIME

Local Interpretable Model-Agnostic Explanations (LIME) [96], as the name suggests,
is a local and model-agnostic explainability technique. Developed by Ribeiro et al.
in 2016, it rapidly gained popularity as one the first XAI approaches being proposed
in the field. Nonetheless, its shortcomings - such as its inherent instability - were
quickly detected and multiple works have tried to overcome them since [23, 49, 97,
111, 127, 138, 142|. Despite its faults, it is still used extensively as an explanation
tool by uninformed practitioners.

LIME is built starting from interpretable representations of features in the form
of binary vectors. In general, having x € R™ the input feature vector, z € {0,1}°
identifies its binary interpretable representation. In the context of natural language
data, z indicates the presence or absence of a word, while for images it refers to con-
tiguous patches of pixels (also known as super-pixels). For tabular data, a categorical
variable is identified by the presence/absence of a selected class while numerical ones
are categorized in a binary fashion as being above or below a chosen quantile.

Let Z be a class of interpretable models, such as linear models, decision trees or
falling rule lists. Let e € Z be an explanation model, defined on {0,1}%, and whose
complexity is measured by €2(e). For example, Q2(e) may be the depth of a decision
tree or the number of non-zero coefficients in a linear model. Let f: R™ — R be the
model under investigation. Finally, consider m(x,X) a measure of proximity between
X, the original datapoint, and X, its perturbation.

LIME computes its explanations by minimizing the following loss:

£(x) = arg IeIIGl%l L(f,e,m)+Qe) (4.1)

where £(x) is the explanation for the datapoint x derived by an explanation model
e on the interpretable representation z.
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Figure 4.1: A visual representation of LIME, as depicted in [96]. The input of
interest, x, is represented by the red bold cross. The perturbed dataset N is made
of the other red crosses and the blue dots, whose size is proportional to the distance
weights 7m(x,%). The linear model e (dotted gray line) is fitted on such dataset
and acts as a local linear approximator of the black box model f, whose decision
boundaries are coloured in the background with paler tones.

The locality-aware loss L(f,e,m) measures the fidelity of the approximating
model e to f by means of the proximity measure 7, and a penalization term Q(e) is
applied to limit the complexity of the explanation model e.

The loss is practically optimized by means of a local sampling (Figure 4.1): start-
ing from the interpretable representation of the input, z, its non-zero elements are
drawn uniformly at random. With z € {0,1}® a perturbed sample, its original rep-
resentation X € R™ is retrieved and f(X) is computed and used as reference class
label. Having N a dataset of perturbed samples and associated class labels, an
explanation £(x) is computed via Equation 4.1.

Assuming that Z is set to be the class of linear models, it is possible to rewrite
the loss term as:

L(fem)= Y m(xx)- (f(X)—e(z))] (4.2)

x,Z2eEN

where 7(x,X) = exp(—d(x,%)?/0?) is an exponential kernel defined on the distance
function d with width o. Equation 4.1 is then approximated by means of Lasso
regularization, where the top k features are selected. This effectively includes the
penalization term (e) into the formulation as it governs the number of non-zeros
coefficients of the model.

Remark Despite its simplicity, LIME is an inherently unstable method due to the
sampling step required in the approximation phase. In particular, it has been shown
that applying LIME multiple times on the same datapoint may result in different
explanations, both in terms of selected features and in the sign of the coefficient
associated with a specific feature. This behaviour is clearly undesirable as it hinders
the utility of the explanations themselves. Attempts at improving the methods
focus on the introduction of stability by construction, often with a modification of
the sampling step [49, 142|.
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Figure 4.2: An example of SHAP explanations, as proposed in the official docu-
mentation?. The input features of the datapoint of interest x are presented on the
left side of the image. A black box model predicts the output value f(x) = 0.4
and is associated with a baseline value E[f] = 0.1. In the right-most part of the
picture, the red bars represent positive valued coefficients ¢; associated with an ex-
planation e(x), while the blue one represents a negative valued one. It holds that

f(x) =04 =E[f] + dage + Osex + 0P + PBMI-

4.2 SHAP

SHapley Additive exPlanations (SHAP) [77] is a model-agnostic explainability tech-
nique first proposed in 2017 by Lundberg and Lee. Nowadays, it is one of the most
popular techniques in both academia and industry, thanks to its theoretical back-
ground and open source python library?. Despite its widespread usage, SHAP may
result in unreliable explanations when its theoretical assumptions are not met in
practise.

Definition 4.2.1. Additive feature attributions methods have an explanation model
e that is a linear function of binary variables:

c(@) =0+ ) o2 (4.3)

1

where z = (2!,...,2%) € {0,1}", b is the number of simplified input features and

¢; € R.

It has been proved in [77] that the following local explanations belong to the class
of additive feature attributions: LIME [96], DeepLIFT [112], Layer-Wise Relevance
Propagation [9] and Shapley value estimation methods such as Shapley regression
values [74] and sampling values [124]. The latter ones derive their reasoning from
cooperative game theory to compute local explanations. Shapley values describe
the average contribution of one feature (the player) in the model prediction (the
game), over all possible combinations of the other features. Being computationally
expensive to compute, an approximation is often used instead on a subset of feature
combinations, adequately sampled.

2https://shap.readthedocs.io/en/latest /
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Property 4.2.1 (Local accuracy).

b

f) = e(z) = o+ 36 # (4.4

i=1
The explanation model e(z) matches the original model f(x) when x = h(z), having
h:{0,1}* — R™ the reverse mapping function.
Property 4.2.2 (Missingness).
2 =0=¢;=0 (4.5)

Missingness constraints features where z* = 0 to have no attributed impact.

Property 4.2.3 (Consistency). Let f.(z) = f(h(z)) and z\i denote the setting
2 = 0. For any two models f and g, if:

for all inputs z € {0,1}°, then ¢;(g,x) > &(f,x).

Theorem 1. Only one possible explanation model e follows Definition 4.2.1 and
Properties 4.2.1, 4.2.2 and 4.2.3:

¢i<fax> = Z

zCz

[f(2) = fo(2\i)] (4.7)

2! (b— |z - 1)!
b!

where |z| is the number of non-zero entries in z, and z C z represents all z vectors
where the non-zero entries are a subset of the non-zero entries of z.

Following results from combined cooperative game theory, the coefficients ¢; are
known as Shapley values. In particular, SHAP values are the Shapley values of
a conditional expectation function of the original model f and are the solution to
equation 4.7. In holds that f.(z) = f(h(z)) = E[f(X)|xg] where S is the set of
non-zero indices in z.

As their exact computation can be particularly challenging, approximations are
proposed. We will discuss in this section the model-agnostic approximation pro-
posed in [77| and the version tailored for neural networks. Other model-specific
approximations, taking advantage of the model’s structure, have been proposed by
the same authors, as in the case of TreeSHAP [78].

4.2.1 Kernel SHAP

Kernel SHAP combines LIME [96] and Shapley values for a faster approximation
compared to classical estimation. Assuming feature independence and taking into
account the linearity assumption on e(z) (as per Definition 4.2.1), the following
choice of loss function, complexity measure and kernel allow us to retrieve the Shap-
ley values via linear regression.
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Qe)=0
o (b—1)
m(z,2) = (bchoose |z)) - |z| - (b — |2]) (4.8)
L(f.e m) = ZN[f(h(i)) —e(2)]” - 7(z,2)

where |Z| is the number of non-zero entries in z, sampled from non-zero entries of z.

4.2.2 Deep SHAP

Model-specific versions of SHAP allow for faster approximations of the Shapley
values as they leverage the model’s structure during computation. Deep SHAP
merges an older version of DeepLIFT [113] and Shapley values, as it was shown that
DeepLIFT approximates SHAP values under the assumptions of feature indepen-
dence and model linearity for the neural networks. In practical implementations,
it makes use of a selection of background samples during the approximation step
instead of a single reference value, as in [112].

Remark SHAP suffers from being computationally expensive, especially when the
number of evaluated datapoints is high. Its reliance on approximations may lead to
unexpected results when its theoretical assumptions (e.g. feature independence) are
not met. The same authors proposed also the SAGE [25] method, a global feature
importance approach that is able to deal with feature interactions by construction,
effectively addressing one of SHAP’s shortcomings as feature independence is hardly
met in practical applications. Nonetheless, the reliance of SHAP on the sampling
step for the approximation makes it susceptible to instability and unreliable results
[56, 57, 70]. Attempts at improving SHAP have been proposed to address both its
computational cost and sampling step [16, 45, 59, 67, 88|.

4.3 Sensitivity and InputXGradient

Among the first neural network-specific explainability techniques, saliency [115] acts
as a local inspection method which is based on backpropagation. Instead of comput-
ing the derivatives of the loss function with respect to the neurons’ weights, saliency
computes the derivatives of the output score function with respect to the input layer,
effectively capturing the gradients’s influences towards the prediction.

0f(x)

a’;ahency (X> - ot

(4.9)

A first naive improvement over saliency is Input x Gradient [89, 113|, which
multiplies the result of saliency by the input feature vector.

. . O0f(x
dhealo0) = - 20 (1.10)
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Figure 4.3: A visualization of the gradient’s propagation in Saliency (left) and the
same gradients multiplied by the input vector in the initial layer (right).

This allows to flag as non influential the features which were not originally present
in the feature vector and to introduce a magnitude and sign adjustment to the
computed explanations.

Nonetheless, both approaches rely on local gradient information which may in-
troduce a bias due to gradient saturation or discontinuities in the neural network’s
activations [112|. Moreover, the mere computation of the gradients may carry in-
sufficient information to effectively capture the inner mechanisms of complex black
box models.

4.4 Layerwise Relevance Propagation

Layerwise Relevance Propagation (LRP) [9, 84] is one of the first proposed explain-
ability methods tailored to neural networks. Published in 2015 by author S. Bach
et al,. LRP aims at explaining the output score f(x), also known as relevance, by
backpropagating the signal through the net.

Having j and k neurons in two consecutive layers of the neural network f, the
following rule allows to propagate the relevance scores R; at a given layer to the
lower one:

Zilk
R; = Ry (4.11)
’ ; 25 %t
where the quantity z;, represents the amount by which neuron j has contributed to

making neuron k relevant.

Property 4.4.1 (Conservation). Having j and k neurons in two consecutive layers
of the neural network f, it holds that Z]. R; = >, Ry (layer-wise conservation).
By applying the conservation property to the whole net, it can be proved that
> Ri = f(x) (global conservation).

When applied to deep neural networks with rectifier linearities (ReLU), it is easy
to derive specific propagation rules. Neurons in networks of this type are of the
form: a; = max(0, Zo,j aj - wjk), having w;j, the weight in the network connecting
neurons j and k in two subsequent layers.
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Figure 4.4: An example of how LRP works on images®. First the image x is processed
through a neural network f and a prediction in the final layer is obtained. The
relevance f(x) is backpropagated through the net via a series of rules (composite
LRP), tailored for each layer type and depth within the network, and the explanation
e(x) is obtained.

wjk

LRP-0: R; = =R
ZZO] ka *

a; - Wik
LRP-c: R, = ;) R
¢: R, Ze+20jaj~wjk K (4.12)

LRP-y: R, = Z (Wi +ywj)
203 a; - (wjk + 7wjk)

It has been shown that a uniform application of the LRP-0 rule to the whole
network is equivalent to applying the Input X Gradient method [113].

The LPR-€ rule introduces the coefficient € > 0 in the denominator to ensure
numerical stability. The LRP-v rule, instead, makes use of the parameter v to
govern how much positive contribution are favoured. wjk identifies a positive weight
and ) ; indicates a summation over all lower-layer neurons.

Considering a rule applied to a neuron generally defined by a; - p(wjx), LRP can
be computed via Algorithm 4.1.

Algorithm 4.1 LRP computation

Vk :2p =€+ ar - p(wik) > forward pass
Vk @ sy = Ri/zk > element-wise division
Vi:e; = plwjg) - sk > backward pass
Vj: R; = ajc; > element-wise product

3https://www.hhi.fraunhofer.de/en /departments/ai/technologies-and-solutions/
layer-wise-relevance-propagation.html
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LRP exihibits links to Deep Taylor Decomposition (DTD) [82], another explain-
ability technique which is based on Taylor expansions. They are applied to each
neuron in the net and a baseline x° (root point) is chosen such that it has near-zero
output, f(x) = 0. It can be shown that an appropriate choice of the baseline for
DTD results in the LRP procedure [84].

LRP can moreover be extended to deal with composite rules [84, 104] (Figure 4.4)
or for applications to other architectures of neural networks, such as Graph Neural
Networks (GNNs) [107]. Nonetheless, the choice of individual versus composite rules
(see Figure 10.4 from [84]) can results in great differences within the retrieved feature
importances. The complexity in selecting the appropriate rule (or sets of rules)
introduces a level of tuning which may damage the effectiveness of the explanations,
as it may be unclear which one works best without introducing confirmation bias
from the users.

4.5 DeepLIFT

Deep Learning Important FeaTures (DeepLIFT) [112, 113], originally presented by
Shrikumar et at. in 2016, introduced a new paradigm in which explanations are
presented with respect to a reference state. This allows to propagate an importance
even when the gradient is zero, and alleviates the problem of discontinuities in the
gradient. It moreover relies on a backpropagation-based algorithm, which makes its
computation more efficient than perturbation-based methods.

DeepLIFT explains the difference in output from a reference output in terms of
the difference in input from a reference input. The reference represents a baseline
value which is selected as a suitable candidate according to the problem at hand.

Let t be the target neuron of interest, and let ny,...,ng represent the neurons
in an intermediate layer . Having t° the reference activation of the neuron ¢, the
difference-from-reference can be defined as At =t — ¢°.

Property 4.5.1 (Summation to Delta). A contribution score Cap;a; is assigned to
An; following:

d
Z Canjar = At (4.13)
=1

It is important to note that Can,a¢ can be non-zero even when the gradient %
is null, addressing a fundamental limitation of gradient-based approaches.

For an input neuron x with difference-from-reference Az, and a target neuron ¢
with difference-from-reference At, a multiplier ma,a; is defined by:

Caza
Masar =~ 5 ! (4.14)

Property 4.5.2 (Chain rule for multipliers). Assume to have an input layer with
neurons i, ..., Ty, a hidden layer with neurons ny,...,ngs and a target neuron ¢.
The following rule is consistent with the summation-to-delta property:

MAz;AL = E MAz;Any * VAR AL (4.15)
J
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Figure 4.5: A visualization of the contribution propagation through a net, starting
from the difference-from-reference in the output layer and following DeepLIFT’s
rules.

Positive and negative contributions for each neuron n;, namely An;r and An;,
can be defined such that:

An; = An;r + Anj_

4.16

The following rules allow to assign contribution scores to each neuron of its im-
mediate input, effectively defining the backpropagation of the scores through the
net via the chain rule. Let us consider a neuron n; which receives as input a vector
x and whose output is identified, without loss of generality, by y.

The Linear Rule It should be used for Dense and Convolutional layers, excluding
non-linearities. Having y a linear function of its inputs, y = wo+>_, w; -z, it follows
that Ay = . w; - Az;. The positive and negative parts of Ay can be defined as:

Ayt = Z Hw;Azx; > 0}w;Ax; = Z Hw;Az; > 0}w;(Az + Axy)

‘ ‘ (4.17)
Ay~ = Z Hw;Ax; < 0}w;Ax; = Z Hw;Ax; < 03w (Azf + Ax;)

The contributions can be defined as:
Cpstayr = Hw;Az; > 0yw; Ax;

7

Cponyr = HwiAz; > 0bw; Az

4.18
CA@AT = Hw;Ax; < 0}w; Az ( )

Crw-ny- = HwiAz; < 0w Ax;
It follows that the multipliers take the form Mpt Ayt = Mag—py+ = Hw;Ax; >
0}w; (and similarly for those containing Ay™).
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The Rescale Rule It should be used for non-linear transformations taking a single
input, such as ReLU, tanh or sigmoid. Let y be a non-linear transformation of its
input, y = a(z). For the summation-to-delta property it holds that Caza, = Ay
and mazay = %. Considering the positive and negative effects separately, and

assuming that they are proportional to Az™ and Az~ respectively:

_ Ay

Ay+ = Azt = CAx+Ay+
A (4.19)
_ Ay
Ay~ = A—xAiU = CAx*Ay*
It follows that mag+ay+ = Maz—ay- = Mazay = %_

The Reveal Cancel Rule An improved version of DeepSHAP considers the ef-
fects of positive and negative contributions separately, effectively computing the
Shapley values of Azt and Az~ contribution to y.

In particular, the Rescale rule can be rewritten starting from:

Ayt = %(f(xo + Azt) — f(2%) + %(f(xo + Ax” + Azt — f(2® + Az7))

1 1
Ay~ = (2" + Ae7) = (@) + 5(f (2" + Ax™ + Ax7) — f(2” + AxT))

m C’AerAer Ay* m Ayi
Ay Azt Azt TV T A

(4.20)

The choice of the reference input is essential for the retrieval of informative expla-
nations. The authors of DeepLIFT suggest that the choice of the baseline should be
domain-driven and, at times, it may be necessary to compare the attributions de-
rived from multiple baselines. For example, a good baseline for the MNIST dataset
could be a black image (which corresponds to the background for all the digits)
but this may not be an appropriate choice for other image datasets. Other studies
[22, 40] question the use of a baseline, due to possible bias injection or artifacts.

4.6 Integrated Gradients

Sundarajan et al. presented Integrated Gradients (IG) [125] in 2017. It is a feature
importance method that aims at solving the limitations encountered in previously-
introduced approaches and is based on path methods for gradient computation.

As in the case of DeepLIFT, Integrated Gradients makes use of a baseline, against
which explanations are computed. In this context, a baseline is defined as a point in
the input space for which the model’s prediction is neutral. Again, for the MNIST
dataset a good choice would be a black image, while for a tabular dataset or a
bag-of-words a zero-vector, representing the absence of signal, is considered more
appropriate.
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alpha: 0.00 alpha: 0.25 alpha: 0.50 alpha: 0.75 alpha: 1.00

o ae

Figure 4.6: An example of the straight line path from baseline x° (left, a = 0.00)
to the input x (right, & = 1.00). In the context of images, the stralght line path
corresponds to increasingly more luminous images.*

Axiom 4.6.1 (Sensitivity - a). An attribution method e satisfies the axiom of
sensitivity if, for every input and baseline that differ in one feature but have different
predictions, then the differing feature should be given a non-zero attribution.

Axiom 4.6.2 (Implementation invariance). Two networks f and ¢ are functionally
equivalent if their outputs are equal for all inputs, despite having different imple-
mentations.

It has been shown in [125] that DeepLIFT [112] and LRP [9], among other meth-
ods, break at least one of the above axioms, which are instead deemed fundamental
for attribution methods.

Let f: R™ — R be a deep network. Let x be the input and let x° = {2(®)}m
be the baseline input. Consider the straight-line path (in R™) from the baseline x°
to the input x, and compute the gradient for all points along the path. Integrated
Gradients is obtained by aggregating such gradients and, in particular, it is defined
along the i-th dimension, a, as:

@) = (o =) [

Integrated gradients satisfies also the following propositions.

POfx + o (x—x7))

—0 oxt

dov (4.21)

Proposition 4.6.1 (Completeness). If f: R™ — R is differentiable almost every-
where then > a’(x) = f(x) — f(xY).

In deep networks it is often possible to define a baseline such that the model
prediction is near zero, i.e. f(x°) &~ 0. The black image (Figure 4.6) satisfies this
property for image models: the interpretation in this case ignores the baseline and
distributes the output score to individual features directly.

Integrated Gradients can be easily generalized to Path Integrated Gradients,
assuming that the gradients are accumulated along a path (non necessarily the
straight-line path). Let « : [0, 1] — R™ be a smooth path function that specifies the
path in R™ from the baseline x° to the input x such that v(0) = x° and (1) = x.
Then, for « € [0, 1], the path integrated gradients along y(«) is computed as:

4 Lo a)) 0vi(a
i ):/ f(v(a)) 9vi(@)

“ L Ou(a)  da

dov (4.22)

4Created following https://www.tensorflow.org/tutorials/interpretability /integrated _gradients
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Integrated Gradients corresponds to a path method for v(a) = x° + o - (x — x°).
Path methods are the only methods satisfying the following desirable axioms.

Axiom 4.6.3 (Sensitivity - b). If the function implemented by the deep network
does not depend (mathematically) on some variable, then the attribution of that
variable is always zero.

Axiom 4.6.4 (Linearity). Suppose that we linearly composed two deep networks
modelled by the functions f and g to form a third network that models the function
a X f+bx g to be the weighted sum of the attributions for f and g with weights a and
b respectively. Intuitively, we would like the attributions to preserve any linearity
within the network.

Proposition 4.6.2. Path methods are the only attribution methods that always
satisfy Implementation Invariance, Sensitivity - b, Linearity and Completeness.

Property 4.6.1 (Symmetry-preserving). Two input variables z° and 27 are sym-
metric preserving w.r.t f if and only if f(z°,27) = f(27,2") for all values of z° and
2.

This property is expected to be satisfied for attribution methods as, if two variable
play the exact same role, they are expected to receive the same importance. In
particular, the following Theorem holds.

Theorem 2. Integrated gradients is the unique path method that is symmetry-
Preserving.

In practical terms, Integrated Gradients can be computed via an approximation
of s steps:
ai(x)approx — rt— I(O’l) . - 8f(X0 + % ’ (X - XO))
s — ozt

(4.23)

The authors of [125] show that s € (20,300) is enough to provide good approx-
imations of the integrals, but the computation can nonetheless become expensive
when the number of step grows.

Works aiming at improving Integrated Gradients have been proposed [35, 60,
62, 140], where the usage of the baseline and of the chosen path is discussed and
computationally-efficient methods are presented. Notably, neuron-level attributions
have also been investigated with the introduction of Neuron IG [114], a method
which proposes a scalable implementation of Total Conductance [29].
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Chapter 5

Robustness Estimation

This Chapter will introduce the notion of explanation robustness, which has been
central for the research carried out during the development of this Thesis.

As we will focus on tabular datasets and classification problems in the remainder
of this Thesis, let us remark some useful notation. Let D = (X,y) be a dataset
with IV datapoints and m features such that (x?,y%) = (x®&Y ... 209 20m) )
where 4/ is a class label. The dataset is split into a training, validation and test sets,
Dirain, Doatid, Diest Tespectively. Let f be a model trained on Dy,..;, and let ¢ indicate
a target class. Note that, for classification tasks and neural networks models, the
selection of the output neuron to be explained is required: in those scenarios we will
select the target ¢ as the predicted class neuron such that ¢t = arg max(f(x)). In
general, the target ¢ will coincide with the predicted class of the model f. Let e be
an explanation method (also called explainer) and e(x') :== e(x’, f) the explanation
of model f prediction for the point x'. If e is a feature attribution method, then the
feature attribution vector is indicated by a® = (a®V, ... a®) . . (™).

Robustness of explanations can be broadly defined as their ability to produce
similar explanations for similar inputs. Considering x the original datapoint, x
a perturbation, e an explanation method and e(x) the corresponding explanation
then:

X = X,e(x) > e(x) = r(x,e) = g(x,%,¢) (5.1)

that is, the robustness r of e(x) is a function of the chosen explanation method, the
original datapoint and the perturbed one.

More formally, considering a constraint of the form d(x,%) < € with € > 0 and
d a distance metric (for example, the Euclidean distance) it is possible to introduce
the notion of local robustness.

Definition 5.0.1. An explanation method e is locally robust if perturbing the input
results in a similar explanation. If x — % with d(x,X) < e(e > 0) = e(x) = e(X).

5.1 Related Work

As mentioned in Chapter 4, LIME [96] and SHAP [77] are among the most widely
used XAT techniques in real-world applications. Despite their popularity, both meth-



5.1. RELATED WORK 44

ods lack robustness: LIME is, in fact, an unstable method by design as its neighbour-
hood generation steps yields different sets of datapoints at each call of the method.
Undesirably, this implies that, even when the method is applied to the same data-
point x, a different model f is being fitted and the extracted explanations may be
different, differing feature-wise in magnitude or attribution sign. Similarly, SHAP
lacks stability due to its susceptibility to feature correlations, sampling variability
and data distribution shifts due to the way Shapley values are approximated.

The instability of both methods was first proved in [116], where the authors
showed that an adversarial classifier can be easily defined to mask biased decisions
via unbiased explanations. In particular, assume to have a biased model f that is
applied to the input x € R™. As in LIME and SHAP, let Xx € R™ be a pertur-
bation which lies off-manifold or is out-of-distribution. It is then possible to train
an adversarial model f that acts like the original model on the original input data,
but follows an unbiased behaviour 1 on the perturbations x. The explanations de-
rived on x will therefore behave in an unbiased manner, while the original model f
remains biased, effectively fooling any practitioner investigating it, making it look
unbiased and therefore safe.

The work of [46] investigates if additive explanations can be trusted when used
on non-additive models. More specifically, they underline how the theoretical as-
sumptions from both LIME and SHAP on feature independence are hardly met in
real-world scenarios, therefore feature interactions are not taken into account in the
explanations.

[81] suggests explanation robustness to be tested along three directions: robust-
ness to input perturbations (either from adversaries or from changes in the data
distribution), to model changes (model modifications that act on the same input)
and to hyperparameter selection (for the XAI methods). For the first direction,
works on feature attributions usually focus on saliency maps. In [3|, for example,
the authors show the LIME and SHAP are significantly less robust than gradient-
based saliency methods while [65] demonstrates that input perturbations of the form
X = x + A with A € R™ a constant can cause gradient-based saliency methods to
produce wrong explanations. Other works [30, 43] demonstrate how gradient-based
methods can be forced to generate arbitrary explanations due to the geometrical
properties of the underlying NNs.

In the case of model changes, [5] show that it is always possible to find an adver-
sarial model f with the same behaviour of the original one f but with manipulated
explanations (fairwashing of explanations). The authors propose a version of the
analysed gradient-based explanations ([9, 125]) robust to model manipulations by
projecting the explanations on the tangent space of the data manifold.

An adversarial attack in the context of XAl is a perturbation of the input such
that the model prediction is unchanged but the explanation marks different features
as important or not [10]. An evaluation is provided in [43], where attacks to NNs
explanations maximise the change in the explanations (with respect to different
change functions) under the constraint that the perturbation is small and the model’s
prediction unchanged.

While random perturbations and adversarial attacks to explanations in the con-
text of images can be more easily examined by human experts, as the changes are
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often evident to the naked eye, it is not sufficient to rely on non-quantitative eval-
uations. This is inherently required when working with tabular datasets, for which
small changes may be meaningless for a human supervisor but of high importance
for the black box model.

A first attempt at formalizing robustness can be found in [3], where robustness
of explanations is defined through point-wise neighbourhood-based local Lipschitz
continuity.

Definition 5.1.1. A model f : X C R™ — R is locally Lipschitz if for every x° there
exists § > 0 and L € R such that ||x — x%|< ¢ implies ||f(x) — f(x°)||< L||x —x°||.

This definition can be easily extended to consider an explainer e instead of a
generic predictive model f. The constant L must be estimated as, for every point,
the following optimization must be solved :

B _ eo(x)
L(x' e) = argmax”e(x). e(‘x )l (5.2)
Y %7 = x7[2
where N is a ball of radius € centred at x".
A (weaker) empirical notion of stability allows to trivially compute the value
of L in practical applications. Having X = {x'}Y, and for every x' € X, let
Ni={x) € X | ||x' —x!||< €} then:

R . AR J
Lx(x',e) = argmax”e(x ) €<X I
weni |IxE = x|

(5.3)

Nonetheless, it yields robustness scores which are not bounded, making it difficult
to effectively compare methodologies and results.

The survey [86] proposes a set of metrics to evaluate explainability approaches in
terms of their robustness. In particular, they refer to similarities measures such as
rank order correlations, top-k intersections, rule matching and structural similarity
indexes. [99] suggested the Jaccard similarity as a similarity metric. Of course,
according to the type of explanation at hand, one or more of these metrics may not
be applicable.

The toolkit [54] introduces the following metrics for robustness evaluation, the
first one being the local Lipschitz continuity as per Equation 5.3 [3]. A closely
related metric is the max-sensitivity defined in [141] for an explainer e:

max-sensitivity (x', N7, e, ) = max |le(x’, f) — e(X', f)| (5.4)
X'eN}

It measures the maximum change in the explanation with respect to a perturbed
input X'

Similarly, [83] proposes explanation continuity be measured by the strongest vari-
ation of an explanation e(x) in the input domain such that:

. e(x') —e(x’
continuity(x’,e) =  max et ) ( )l (5.5)
xJeX s.t. x'#xI HXZ — xJ H2
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[27] introduces the notion of consistency to measure the similarity between dat-
apoints which are associated with the same explanation. For example, assume that
two images are assigned to the same explanation e(x") = e(x’) ="contains zebra",
then they should also be classified to the same class. For an explanation &, let
Ce = {x? € X | e(x?) = &} be the set of instances assigned to the same explana-
tions. Let p be a distribution over the instances X. Then, the local consistency can
be defined as:

local consistency(x’, e, f) = er’gu(f(xj) = f(x")) (5.6)
el
where x/ € Cg means that x’ is drawn from the distribution p restricted to the
set C¢. The global consistency can be retrieved as the expected value of the local
consistency over the whole dataset X.
Lastly, the toolkit implements the metrics of [2], namely relative input stability,
relative representation stability and relative output stability. In particular, they
extend the metric of [3] so that the relative input stability (RIS) becomes:

He(xi) —e(x’)
e(x?)

RIS(x', N e, f) = max

- o ——/ P (5.7)
xIEN s.t. f(x¥)=f(x7) ( xt — xJ
s (2

y €Emin
p

with €,,;, > 0 needed for stability. The other two metrics modify the denominator
of this formulation to include, in the first case, the relative difference between latent
representations and, in the second one, the [, norm of the output logits for the two
datapoints. These metrics are the only one used in the OpenXAI toolkit [2]| for
explanation robustness.

The work of [69] defines metrics to capture explanation disagreement with respect
to the top-k features or some features of interest. They select feature agreement
(fraction of common features between the top-k sets of two explanations), rank
agreement (the features in the top-k sets that are common and in the same position
in the rank orders of the two explanations), sign agreement (common features that
also share the same sign in the two ranks) and signed rank agreement (common
features sharing the same sign and rank position). For the features of interest, they
include rank correlation (computed via Spearman’s rho rank correlation coefficient)
and pairwise rank agreement (fraction of feature pairs for which the relative ordering
is equal within the two explanations).

Robust-by-construction explanations are an interesting area of research [5].

[31] investigates instead how to train NNs to yield more robust explanations:
they indicate weight decay, smoother activation function and regularizers are key
factors. More complete frameworks are, for example, RObust Posthoc Explanations
(ROPE) |71] and RObust Algorithmic Recourse (ROAR) [129]. The former one gen-
erates explanations which are robust to changes in the input and data distribution
(showing an improvement over LIME and SHAP) while the latter one focuses on
robust counterfactuals under model changes.

[4] introduces self-explaining neural networks, a class of models for which faith-
fulness and robustness are enforced by construction though a specific regularization,
and thanks to a generalization of the local Lipschitz continuity of Equation 5.3.

X
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5.2 Robustness Estimator

This Section will introduce a set of desiderata for the robustness estimator which
we have originally proposed in [134].

Let R(x, N) = R(x’, N, e, f) be a robustness estimator that measures the
robustness of the explanation method e applied to the neighbourhood N of the
point x* over the model f.

Property 5.2.1. If 7(x’, x') = r(x’, X', e, f) is the robustness of e(x?) with respect
to the perturbation X, then the robustness R = E[r] is estimated by:

1

A

R(x\, N =

D or(xL ) (5.8)

XteNt

where N = {X'|x" = x' + \ with d(x,X") < e (e > 0), A € R™}

Two points which are close to each other within the dataspace produce explana-
tions that have comparable robustness scores.

Property 5.2.2. If R is a local robustness estimator, then for two distinct points
x',x7 such that x' # x/ and d(x%,x’) < € (¢ > 0) it holds that:

36> 0s.t. |[R(xLNY) —R(xI,N)| <6 (5.9)

Robustness estimation is linked to the uncertainty in the estimates, both due to
possible errors in the explanations themselves and the lack of a ground truth for the
robustness.

Property 5.2.3. R is such that R = R 4 0, where R = E[r] is the true robustness
and 6. # 0 is an error term.

Being a central part of the definition, the neighbourhood generation plays an im-
portant role in the robustness estimation process when non-adversarial perturbations
are considered. On-manifold perturbations better reflect the true data distribution
and the manifold learned by the model, therefore exhibit greater robustness scores
than random perturbations which may be off-manifold.

Property 5.2.4. If N is an on-manifold neighbourhood and N is an off manifold-
one, then R(x’, N?) > R(x", N*).
The robustness of an aggregation of explainers is bounded by the robustness of

the individual components.

Property 5.2.5. If the explainer € is an aggregation of explainers, € = agg(el, cey€)
then, if R(e) = R(x!, N, e, f), it holds that R(e) < max(R(e1), ..., R(e))

Two equivalent models predicting the same class for a datapoint will be related
to explanations with comparable robustness scores. The data manifold learned by
the models influences the robustness score.
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Property 5.2.6. Let f(-) and g(-) be two models with comparable accuracy on the
dataset D. If the point x! is predicted to belong to the same class by both models,
say iy = i, and let R(f) = R(x",N", e, f), then:

IR(f) — R(g)| < & with § >0 (5.10)

We propose the robustness 7 be computed as r(x',X') = p(e(x', f),e(X, f)),
where p is the Spearman’s rho rank correlation coefficient and e(x?, f) is the expla-
nation of model f prediction of point x*. By Property 5.2.1, it then holds that the
robustness R can be estimated via:

1

S o (e, ), e®, ) (5.11)

XIENE

where N = {X'|%" = x" + A with A € R™,d(x",X') < e(e > 0) and §' = i'}. By
definition, it holds that 0 < R(x*, N, e, f) < 1. This robustness estimator satisfies
also Properties 5.2.2 to 5.2.6.

5.3 Neighbourhood Generation

In the previous Section, we have limited the constraints over the neighbourhood N
to only consider perturbed points X' which are close to the original datapoint x
and for which the model’s prediction is the same, §* = §'. In the following, we will
compare two neighbourhood generating schemes that can influence the robustness
computation. Let us first distinguish between the numerical and categorical variable
of a point x* with 2™ and z(°) respectively, as perturbations act differently
according to the data type of the variable.

5.3.1 Random Neighbourhood (N})

A naive approach to neighbourhood generation is the random generation, in which
white noise is added to the numerical variables while categorical ones are flipped at
random.

(5.12)

glimum) — — plinum) L §i with §7 N(0,0%)
i(i,cat) _ ﬂip(x(i,cat)) with probablhty Yeat

The flip of a categorical variable entails a random sampling among the possible
modalities associated with the variable, the observed value of 2(°*) being excluded.

5.3.2 Medoid-based Neighbourhood (N,)

In [134] we have introduced a medoid-based neighbourhood generating scheme which
leverages the manifold hypothesis to generate perturbations which are still on-
manifold. This is crucial as our aim for robustness estimation is to test it against
non-adversarial perturbations, which therefore have to be consistent with the ob-
served data distribution.
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Consider a k-medoid clustering on Dyqiiq, With Kieq0ias selected such that, on
average, each cluster is of size ny = 10. For each cluster ¢, the medoid x° acts as
a representative observation and its kj; nearest neighbours among the other cluster
centres are stored in the set NN¢ = (x!,...,x"). Let x’ be a datapoint for which a
perturbation X’ must be computed. First, let ¢ be the cluster associated with x* and
let NN¢ be the list of nearest medoids associated to the cluster. The generation of
the perturbation X’ begins by selecting one of the medoids at random from this set,
say xM € NN¢ . Having then o and o, the probabilities of perturbing a numerical

and a categorical variable respectively, the perturbation is performed following:

glmem)  — (1 — q) - grem) 4G . g(Mrem) with ¢ < Beta(a - 100, (1 — «) - 100)
- (i.cat) xz(eat)  with probability 1 — o
T\ =

xMeat)  with probability cee

(5.13)

For both generating schemes, the resulting neighbourhood should be of size at
least n = 100 to ensure statistical significance. A filtering step is performed after
N = (x',...,X") are generated, removing all the perturbations for which the model
prediction is different with respect to that of the original datapoint, i.e. f(X") #
f(x%). Hyperparameter tuning is performed on ; = (0, Veat) and 0y = (o, Qear, kar)
to ensure that, on average, around 95% of the datapoints are kept.

A comparison between the two neighbourhoods is presented in Figure 5.1, where
the Swiss Roll dataset is used as an example. Both approaches were applied to the
same datapoint x*: the left most column represents a 3D visualization of the dataset,
which has the shape of a rolled piece of paper with a small degree of "thickness"
to it, achieved by adding a small amount of random noise. The middle column is
a view from above while the right-most one represents a zoomed-in visualization of
the neighbourhoods N and N,,. It is quite evident from the comparison between
top and bottom rows that the random neighbourhood ANy produces perturbations
%' which lie outside of the data manifold, even when the perturbation parameters
are small (o = 0.05). On the other hand, the medoid-based neighbourhood N, is
able to remain within the bounds, even if a larger interpolation coefficient is being
used (o = 0.30). The points in the bottom row depicted in orange correspond to
the ky; = 5 nearest medoids of the cluster, which in this case coincide with the
perturbation directions over which the datapoints are being interpolated.

5.4 Results

5.4.1 Dataset and Model Description

This subsection introduces the datasets used in the remainder of this thesis. Specif-
ically, we selected the following publicly-available datasets from the UC Irvine Ma-
chine Learning Repository®: beans, cancer, mushroom, white wine, adult and
bank marketing. We have additionally worked on the heloc and ocean datasets,

Shttps://archive.ics.uci.edu/datasets
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Figure 5.1: An example of neighbourhood generation (n = 500) on the Swiss roll
dataset: the top row depicts the random neighbourhood generation Ny with o =
0.05 while the bottom one the medoid-based generation N,, with @ = 0.30 and
kyr = 5. Blue datapoints represent the generated perturbations while the orange
ones in the bottom row are the k), neighbouring cluster centres.

following [92] and [118] respectively. The first four are toy examples, showcasing sim-

pler classification tasks that can be solved even with non-neural models and with

an overall lower number of both features and datapoints. All the eight datasets

propose binary or multiclass classification problems and contain both numerical and

categorical variables. A brief overview of the datasets can be found in Table 5.1.
The following preprocessing steps were performed:

e Standardization of numerical variables and one-hot encoding of the categorical
ones.

e Removal of correlated features. Spearman’s rho rank correlation coefficient was
used for numerical variables while the Normalized Mutual Information crite-
rion (NMI) for the categorical ones. This step is necessary in order to ensure
that generated perturbations are more akin to the observed data distribution,
and also that the computed attributions are non distorted by unconsidered
correlations existing among the features.

For each dataset D;, a neural network f; was trained on the training set. The
nets are fully-connected and have ReLLU activations, with the exception of the one
applied to the ocean dataset in which the tanh activation was used, as in [118]. In
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Table 5.1: Dataset details: number of output classes, number of numerical and
categorical variables, train, validation and test sizes as well as the number of k-
medoids clusters used.

Dataset Classes | #Num | #Cat | Dirwin | Doatia | Diest | Emedoids
beans 7 7 0 10’888 | 2223 500 225
cancer 2 15 0 397 121 50 10

mushroom 2 0 21 6’498 1’225 400 120

white wine 2 9 0 3’918 780 200 80
adult 2 5 7 36’177 | 8045 | 1’000 1’000
bank 2 5 9 36’168 | 8043 | 1’000 1’000
heloc 2 14 2 8’367 17592 500 130
ocean 6 8 0 109’259 | 30’328 | 10’000 | 3’000

all networks, the softmax is used in the final layer - even in the binary classification
examples. This choice is governed by the necessity of applying a set of attributions
to the output of the network. The use of the softmax in the output layer reduces
the effects of the vanishing gradient problem, that is, the scenarios in which the
attributions are returned as zero-vectors. In these cases, the signal from the output
neuron which is being explained is lost when the output score is propagated through
the net.

5.4.2 Neighbourhood Generation and Robustness Evaluation

We evaluated the robustness of seven XAI approaches applicable to neural networks®:
LIME (Section 4.1), SHAP (Section 4.2), Saliency, Input X Gradients (Section 4.3),
LRP (with the gamma rule, the one minimizing the vanishing gradient problem -
Section 4.4), DeepLIFT (Section 4.5) and Integrated Gradients (Section 4.6).

As discussed in Section 5.3, we consider two possible neighbourhood generat-
ing schemes: the random and the medoid-based neighbourhoods. Hyperparameters
were selected in a dataset-specific manner with respect to the output of the neural
network f;, and are summarized in Table 5.2. For the medoid-based neighbour-
hood generation, the number of k-medoid clusters identified on the validation set
is specified in Table 5.1 and yields clusters with an average size of n, = 10. A
dataset-specific distance metric was used in the clustering step to correctly cap-
ture variable heterogeneity: the Gower distance (Subsection 2.2.1) was used for all
datasets except the mushroom one, where the Hamming one was selected. Each
neighbourhood is constructed with n = 100 datapoints before the final filtering step
is applied. Average neighbourhood sizes after filtering can be found in Table 5.2,
confirming that hyperparameter tuning was performed in a satisfactory manner, as
most of the average neighbourhood sizes are greater than the 95.00% mark.

The robustness score in Equation 5.11 is then computed for each datapoint in
the test set Dy esr) Over both neighbourhoods.

5The used code can be found at https://github.com /ilariavascotto/XAI robustness analysis
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Table 5.2: Hyperparameter selection for the Random and Medoid-based neighbour-
hood generation schemes, along with average neighbourhood size per dataset, |N|.

Random N Medoid-based N,

Dataset a Veat |N| a Qleat kM |N|
beans 0.02 - 94.94 0.10 - 10 | 98.32
cancer 0.10 - 92.56 0.10 - 4 195.50
mushroom - 0.15 | 95.89 - 0.15 | 10 | 95.96
white wine | 0.03 - 96.48 0.15 - 5 |97.32
adult 0.05 | 0.05 | 93.55 0.050.05| 5 | 95.87
bank 0.05 | 0.10 | 95.09 0.050.10| 5 |96.28
heloc 0.03 | 0.10 | 89.57 0.050.05| 5 |94.97
ocean 0.001 - 96.55 0.05 - 5 | 98.23

A note on categorical variables. A common practice in ML applications is
to preprocess categorical features with a one-hot encoding before a neural network
is trained. For example, let 2 be a categorical feature that can assume four
modalities and let (0,0, 1, 0) be its one-hot encoding vector, where the non-zero entry
corresponds to the observed modality (the third one in this example). A feature
attribution method applied to the one-hot encoded feature vector returns a set of
importances of the form (0,0,v,0): the non-zero entry is the only one associated
with a non-null value v. This is to be expected as the missingness property (Property
4.2.2) holds for the methods under consideration.

Considering that one-hot encoding can increase the size of the input vector from m
to m’ (with, potentially, m’ > m), we aim at limiting the effects of zero-entries in the
Spearman’s tho computation of Equation 5.11 via a reverse encoding of categorical
variables. They can be represented as a whole by the observed modality such that
the variable (°®) is associated with an attribution al("cat) = v. This allows us
to consider feature vectors of size m (instead of m’), aligning with the shape of the
original feature vector, and to perform a more effective comparison of the robustness.
The reverse encoding should be applied when categorical variables are present before
the robustness computation.

Results As stated in Section 5.2, it holds by definition that 0 < ﬁ(xi,Ni, e, f) <
1. Values closer to 1 are preferable as they indicate greater robustness of the expla-
nation, while lower values are symptomatic of explanation’s instability.

Tables 5.3 and 5.4 present the average robustness scores (expressed in percentage)
for the seven XAI approaches over the eight datasets, both with a random (Table
5.3) and medoid-based (Table 5.4) neighbourhoods. In both tables, values in blue
indicate the maximum robustness achieved dataset-wise, while the orange ones the
minimum. The bottom row depicts the average robustness achieved by the individual
XAI methods over all the dataset.

LIME and SHAP are - on average - the least robust methods in both scenarios.
This is to be expected as they are model-agnostic approaches while the remaining
methods are tailored to neural networks. Saliency and Input X Gradients show
an intermediate behaviour, being extremely robust for some of the datasets but
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Table 5.3: Average robustness scores (%) on the test sets, for each dataset and
XAI method, with random neighbourhood. Values in blue represent the maximum
dataset-wise while those in dark orange the minimum. The last row represents
the average robustness scores achieved by each method over all the datasets.

Dataset | LIME | SHAP | Saliency | IxG | LRP | DeepLIFT | IG
beans 55.63 | 39.32 | 71.02 | 66.43 | 76.88 88.19 81.94
cancer 6.44 | 14.07 | 91.72 | 76.58 | 56.32 77.45 78.94

mushroom | 0.08 7.17 98.98 | 63.11 | 63.85 61.80 64.40
white wine | 7.21 | 6.06 8.03 11.02 | 61.60 21.56 81.61
adult 4.62 | 11.84 1.08 0.40 | 76.73 75.87 60.82
bank 4.74 | 9.94 82.62 | 65.77 | 74.84 74.50 77.39
heloc 12.72 | 8.48 12.82 | 10.58 | 59.36 67.44 63.70
ocean 57.73 | 43.99 | 86.07 | 82.76 | 51.06 86.16 87.48

| average | 18.65 | 17.61 | 56.54 [ 47.08 | 65.08 | 69.12 | 74.54 |

Table 5.4: Average robustness scores (%) on the test sets, for each dataset and XAl
method, with medoid-based neighbourhood. Values in blue represent the maximum
dataset-wise while those in dark orange the minimum. The last row represents
the average robustness scores achieved by each method over all the datasets.

Dataset | LIME | SHAP | Saliency | IxG | LRP | DeepLIFT | IG
beans 60.26 | 41.94 | 89.44 | 90.53 | 86.81 84.79 95.93
cancer 16.14 | 17.24 98.26 | 97.98 | 72.30 98.45 98.52

mushroom | 0.10 7.29 99.01 | 63.74 | 64.24 62.36 65.61
white wine | 7.67 6.41 16.80 1.44 | 69.79 19.09 90.83
adult 5.23 | 13.55 2.03 1.64 | 85.27 84.86 76.26
bank 4.80 | 10.34 | 89.22 | 75.14 | 79.41 78.76 80.98
heloc 14.11 | 9.31 24.71 | 24.34 | 76.44 84.14 81.40
ocean 58.24 | 45.86 94.46 | 94.56 | 70.23 93.19 94.03

| average | 20.82 | 1899 | 6424 | 5842 | 7556 | 7571 | 85.44 |




5.4. RESULTS 54

failing with others robustness-wise. In particular, it seems that Saliency excels in
simpler datasets (namely cancer and mushroom) but struggles with more complex
ones (notably, the adult dataset). A more consistent and desirable behaviour is
presented by LRP, DeepLIFT and Integrated Gradients. These methods are, in
fact, associated to the three highest average robustness scores over the datasets, for
both random and medoid-based neighbourhoods. The greater robustness of these
approaches can be appreciated also in Figure 5.2, where the distribution of the
robustness scores computed on the test set is presented for both the adult (left panel)
and heloc (right panel) datasets. The robustness threshold of 0.50 is depicted by a
dashed grey vertical line. It can be seen that, in both scenarios, LIME and SHAP
showcase a poor performance while LRP, DeepLIFT and Integrated Gradient are the
most robust methods under investigation. Moreover, Saliency and Input X Gradient
present a very similar behaviour (the blue dotted line is almost superimposed over
the light red one). This is to be expected as Input X Gradient is derived from
Saliency and simply modifies its explanation by multiplying it with the input vector.

Notably, as stated by Property 5.2.4, the robustness computed on an on-manifold
neighbourhood is greater than that computed on an off manifold one. In fact,
the vast majority (96.43%) of the average robustness scores for all methods and
datasets is greater in the case of the medoid-based neighbourhood with respect
to the random one. This can be further appreciated by the results from Figure
5.3, where the distribution of the robustness scores computed on the test set for
the adult datasets are presented. The solid blue lines represent the medoid-based
neighbourhood while the dashed red ones the random version. The upper four
panels are limited to the (0.0,0.5) range for readability purposes, as scores above
0.50 are not recorded for these methods. It can be seen that the two robustness
scores present a similar behaviour, with the medoid-based one being marginally
advantageous. More evidently, the second row presents larger differences between the
two approaches, with the medoid-based neighbourhood producing greater robustness
scores for the three methods.
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Figure 5.2: The robustness scores for the adult (left) and heloc (right) datasets for
the seven XAI methods with the medoid-based neighbourhood. The gray dashed
line represents the 0.50 robustness threshold.
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Figure 5.3: A comparison between the robustness scores derived from a medoid-
based neighbourhood (solid blue) and random one (dashed red), for the seven XAI
methods on the adult dataset. The first row is limited within the (0.0,0.5) range
for readability, while the second row encompasses the full range (0.0, 1.0).






Chapter 6

Aggregating Explanations

This Chapter will introduce the notion of explanation aggregation (or ensemble of
explanations) and its connection to robustness. In this Chapter we will discuss the
reasoning behind aggregation as a trustworthy approach, as well as a solution to the
disagreement problem [69]. We will discuss in details single-model aggregations, that
is, the aggregation of explanations or XAl techniques applied to the same model,
while Chapter 9 will focus on the aggregation of explanations derived from different
predictive models.
The main difference can be defined as follows:

e Single-model Aggregation: let f be a predictive model and let {a,}£ , be L
attribution methods applied to it. A single-model aggregation is then defined
as a,,, = 9(a|f), a function of the individual attributions over the model f.

e Multi-model Aggregation: let f1,..., fr be L predictive models, each associated
with a corresponding attribution method a;. A multi-model aggregation is then
defined as a,,, = g(a;|f;), a function of the individual attributions applied to
the corresponding model.

The contents of this Chapter will be strictly linked to those discussed in Chapter
7, as they lie within the single-model aggregation setting. On the other hand, the
multi-model aggregation of Chapter 9 is strongly connected to the topic of Chapter
8 and will therefore be discussed in the following.

6.1 Related Work

6.1.1 The disagreement problem

The disagreement problem in XAl posits that multiple explanation methods, applied
to the same datapoint and model, may produce explanations which are contrasting
either in sign, magnitude or feature rankings. This naturally raises trustworthiness
questions: firstly, the contrasting results may hinder the usage of XAI approaches in
their entirety (how can you trust the explanations if they differ significantly?) and
secondly, may require a rigorous methodology to being able to choose one explainer
over the others. Practical disagreements that may be encountered are sign disagree-
ment or rank disagreement. Sign disagreement refers to the cases in which a feature
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j has positive sign for the explainer e¢; and a negative one for ey, while the rank
disagreements refers to the cases in which the same feature is considered more or
less important relative to the other features under evaluation. Both scenarios give
rise to possible contrasting results and affect the reliability of the explanations.
[69] presents an overview of the disagreement problem according to a user study
with 25 participants from both academia and industry. While it is underlined that
the problem is of non-negligible size, the authors do not propose solutions or good
practices to limit its undesirable effects. Critically, the results from the study under-
line poor practices from the practitioners themselves, such as choosing the results
of one method they particularly like with an apparent lack of objective evaluations.

6.1.2 Aggregations

The role of aggregations in Machine Learning and the use of ensemble approaches
have been extensively studied. The aggregation of multiple weak learners is, in
fact, a popular technique in ML literature. For example, tree-based ensembles such
as the Random Forest (Subsection 2.2.2) are based on this idea, which increases
predictive power while reducing model variance. This approach can naturally be ex-
tended to other domains. The following will provide a brief overview on aggregating
explanations.

[100] presents a first step towards explanation aggregation, aimed at aiding the
end-users in interpreting explanation disagreements. Specifically, they focus on
three agreement metrics: Feature Agreement (FA), Rank Agreement (RA) and Sign
Agreement (SA). Results show that it may be sufficient to evaluate the sign dis-
agreement, specifically addressing the aggregated set:

A={j €8 :sign(e(x)")) = sign(ey(x)"7)}

with S = topk(e;(x)) N topk(ey(x)) (6.1)

The set S represents the set of features which are among the top £ for both explainers
er, er. The features which are not included in the set A are those over which the two
attribution approaches disagree: the authors suggest that these should not be shown
to the user, reducing the perception of explanation disagreement. This approach was
only tested via a comparison of LIME [96] and SHAP [77].

AGREE (AGgregation for Robust Explanations) [94] is a feature attribution ag-
gregation framework that is built to tackle the disagreement problem. It focuses on
the ensemble of different explainers and works on the ranks of the derived attribu-
tions. The key idea of AGREE is weighting the feature attribution ranks, r;, based
on the level of confidence of each explainer, resulting in a more robust explanation.
The confidence level of each explainer is derived from pairwise alignment scores of
the L composing explainers, specifically addressing the disagreement between each
pair of explainers. Formally, having M € RX*F a pairwise alignment matrix, the
explainer confidence vector A is defined as:

1
— S ML if M is symmetric
A= L= (6.2)

1
ﬁZﬁﬂ(M[l, U+ M[l',1]) otherwise
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The aggregation is then computed as:

1 L [,/7 A/-I'
AGREE(A,r) = &9 :ZE o with ol = 2 (Ar 1) (6.3)
=1

Zlszl Ay

where the notation @}9 ) refers to the weighted attributions obtained via an alignment
function g as the basis for the confidence scores in the vector A for the [-th explainer.

Given a dataset X, it is also possible to derive a global explanation as the average
of the aggregated explanations over the dataset.

A practical application of ensemble methods in the medical field [146] showcases
the advantage of merging heatmaps applied to chest X-ray images. The images are
manually annotated by radiologists and SHAP [77] and Grad-CAM++ [110] are
used to generate the heatmaps. These are then combined through an EnsembleXAl
via stacking. Specifically, Kernel Ridge regression is applied to the normalized Grad-
CAM++ and normalized positive SHAP values to generate a mapping layer which
identifies the useful features. A user study performed with radiologists showed that
the EnsembleXAI approach was deemed the most trustworthy (mean vote 70.2%).

[13] introduces the InX AT framework: it builds an ensemble of explanations start-
ing from a set of desirable metrics such as consistency, stability and area under the
loss curve. In practice though, any metric can be used in the computation of the en-
semble. The ensemble is built as a weighted average of the individual explanations,
weighted by an ensemble score, defined as:

ES(M,w) => w;- M, (6.4)

where w; are a set of weights and M; is a metric of choice. The weights capture the
importance of the individual metrics and are assigned arbitrarily depending on the
user preferences over the possible metric. The ensemble is then computed as:

ES<M7W) ' [71617 B 77L€L]
Cens = 7 (6.5)
Zl:l ESl(Mv w)

where ; are scaling factors necessary to compare different XAl explanations. Gen-
erally, the scaling could be performed with min-max normalization as in [13]. Un-
fortunately, the framework is presented on model-agnostic explainers only, namely
LIME (96|, SHAP [77] and ANCHORS [97].

Aggregations can also be performed leveraging multiple explanations from the
same method: [12] derives a more robust Shapley-value explanation by aggregating
the explanations computed on a carefully crafted neighbourhood, minimizing ex-
planation sensitivity. The authors prove that convex combinations of explanations
yield lower sensitivity with respect to individual methods and that an explanation
average reduces errors. Moreover, they introduce an aggregation which combines the
Shapley values from a set of nearest neighbours, weighted by the inverse distance.
This step allows to maintain high faithfulness within the explanation.

[48] investigates the role of an Ensemble of Counterfactual Explainers (ECE) to
cover a set of desiderata. These are usually achieved by individual explainers through
optimization problems focusing on only one of the desired properties. The ensemble
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approach is instead able to boost the individual weak explainers, combining their
results via a diversity-driven selection function. A set C of counterfactuals from
the L base counterfactual explainers is obtained. Each base explainer is invoked
on a sample without replacement of the instances X and a random subset A’ of
actionable features is selected, as in random forest, ensuring diversity. Actionable
features in the context of counterfactual explanations are the set of features which
can be changed by the counterfactual. An example of non-actionable features are
age, gender and race.

Starting from the set C, the selection of k-counterfactuals is performed. The set of
final explanations, S, is found by maximising the following density-based objective
function:

arg max | U knne(c)| — A Z d(c,x) (6.6)

SCCAISISE e ces

where knne(c) returns the k£ most similar counterfactuals to ¢ within the complete
set C and d is an appropriate distance metric that measures the similarity with
respect to the datapoint x. The Cost Scaled Greedy algorithm is used for the
maximization. Experimental results show that this approach excels at providing
diverse counterfactuals that satisfy the selected desiderata.

To conclude, in the context of adversarial attacks, [98] showcases the efficacy of
ensemble methods as defences on explanations. They test their aggregated explana-
tion (the average of normed explanations) on image data and show that it is more
resilient to attacks, when a composing explanations method or the model itself is
being fooled.

6.2 Single-Model Aggregation

This Chapter focuses on the aggregation of multiple XAl approaches applied to the
same black box model. In the following we will focus on neural networks as model
of choice and will consider local model-specific XAI approaches.

6.2.1 Ensemble Approach

We presented in [134]| a novel aggregation approach for neural network’s local ex-
planations which merges feature importances and focuses on the ranking of the
features.

Let a} be the feature importance vector derived from applying the explanation
method e; on point x*. Let L be the number of methods which are being aggregated
and let r} be the [-th ranking, a vector of size m that stores the indices that would sort
the array |a¢| in decreasing order, i.e. ri = (r™™ . "™ where T = (71, ..., 7y
is a reordering of the indices j € {1,...,m} such that \al(Z’Tj)\ > \al(Z’Tj“)].

Then, let an average attribution a’_, be defined by:

Lo (id) (i)
) = 2oL T Wy (6.7)

L i
D wl( )
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where w; is the weight vector corresponding to the [-th feature attribution vector,
A = 0.15 is a penalization term and 72(%7 is the number of methods for which there is
a disagreement on the sign of the attribution al(” )for 1 =1,..., L. The ranking r*

ens
storing the indices that would sort the array a’, , in increasing order is the feature

ranking resulting from the proposed approach. Formally, r! == (rg{;”), . ,réﬁ;?’"))
where 7r is a reordering of the indices j € {1,...,m} such that alim) < glmisn),

The aggregation defined by Equation 6.7 tackles practical issues that emerge when
jointly considering multiple explanations. One of the first notable issues is that at-
tributions may present coefficients which are very close, but not equal, to zero. For
the missingness property (Property 4.2.2), it holds that a zero coefficient al(ZJ ) =0
implies that the feature (/) is not important towards the prediction. Nonetheless,
the lack of a common scale for feature attributions influences the ability to dis-
criminate between important and unimportant features while taking into account
only the absolute value of the corresponding coefficients. Case-specific thresholds
may vary significantly according to the model at hand and the class which is being
explained.

This issue is taken into account in the ensemble aggregation by using the following
weighting scheme where, for the [-th method, i-th point and j-th feature, it holds:

(4,5) U(ai)

W= (6.8)
V0agl - oy

where a] is the [-th feature importance vector, a_f its average and o(a}) the standard
deviation.

With this choice of weights, smaller values of the feature importance coefficients
are associated to larger weights, effectively contributing to moving a feature into
the set of non-informative ones in the ranking (as the largest indices are associated
with non-informative features). Considering that the feature attributions may differ
greatly in magnitude between multiple methods, a normalization is introduced with
the consideration of the average and standard deviation within the weighs.

The ensemble is computed as the weighted average of the L rankings, and a
penalization term A is introduced to penalize the features for which the L meth-
ods exhibit sign disagreement, as it can be considered a symptom of explanation
instability. The penalization furthermore favours features for which there is sign
concordance (%)) = 0), either positive or negative, and when the attribution mag-
nitude is non negligible. As said, considering that larger weights move features
towards the set of non-influential ones, the penalization contributes to lower attri-
bution values for concordant features, capturing both their (absolute) relevance and
importance towards the prediction.

6.2.2 Mean Aggregation

A baseline aggregation against which the ensemble approach will be tested (Section
6.3) is the mean aggregation. It consists in the arithmetic average of the attributions,
assuming that the vectors have been previously normalized to have norm 1. Having
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al such that |laf||;= 1, then:
1<
= 7>l 69

with a’ _such that ||a’ . |l2= 1.

One of the disadvantages of the mean aggregation is that it may assign a zero
attribution even when the L individual coefficients are non-null. Assume for example
that, for the j-th feature, L = 3 coefficients derived from as many methods are
(v, v, —2v) with v > 0. The mean will be equal to zero, implying that the feature is
non relevant towards the prediction, but the importance for each of the L methods

indicates a relevance of magnitude at least v.

6.3 Results

Starting from the analysis presented in Subsection 5.4, we have selected L = 3
methods to be aggregated as LRP, DeepLIFT and Integrated Gradients (of which
a theoretical introduction is presented in Subsections 4.4, 4.5 and 4.6). They have
been shown to be the most robust XAI approaches under consideration and therefore
act as a strong baseline for the aggregation. As the aim is constructing explanations
which are meaningful and robust, it only comes as a natural choice the selection
of robust methods to start with. Nevertheless, both aggregations can be easily
extended to include a higher number of feature attribution methods.

6.3.1 Qualitative Evaluation

Table 6.1 presents the average percentage of top-k features (from the attributions
taken in absolute value) which are within the top-k features of the Ensemble. k =
{3,5} are chosen as they allow for comparability between datasets with a varying
number of features. Overall, the concordance between the ensemble’s top-£ features
and the individual approaches is significantly high, underlining how the ensemble is
able to correctly take into account the most important features as signalled by its
composing approaches. Top-k concordance is an important metric of validation for
this scenario as the ensemble is built on the absolute ranking of the features.

Average top-k stability can be evaluated for the ensemble also on the neighbour-
hoods, to test the concordance of the approach over small datapoint perturbations.
The following includes the average concordances over the whole test set with a
medoid-based neighbourhood:

e k = 3 - beans 62.2, cancer 65.5, mushroom 74.8, wine 67.8, adult 97.0, bank
85.3, heloc 85.5 and ocean 84.0

e k =5 - beans 89.5, cancer 74.7, mushroom 80.5, wine 86.2, adult 95.8, bank
90.7, heloc 87.5 and ocean 94.1

These results confirm that the ranking is preserved within the neighbourhood,
but a robustness analysis could be better suited to understand the quality of the
proposed approach.
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Table 6.1: Percentage of top-k features (in absolute value) of the individual methods
within the top-k features of the ensemble, averaged over the test set.

k=3 k=5

Dataset | LRP | | | DL | | | IG] | LRP| | | DL || | IG]|
beans 83.3 100.0 | 66.7 100.0 90.0 | 90.0
cancer 50.0 66.7 | 83.3 90.0 80.0 70.0
mushroom 83.3 83.3 | 83.3 80.0 90.0 | 90.0
white wine 33.3 50.0 | 33.3 70.0 90.0 60.0
adult 100.0 100.0 | 66.7 90.0 90.0 | 80.0
bank 100.0 100.0 | 83.3 80.0 100.0 | 100.0
heloc 66.7 66.7 | 83.3 70.0 50.0 70.0
ocean 66.7 100.0 | 83.3 70.0 80.0 | 90.0

6.3.2 Robustness Analysis

A robustness analysis on the two aggregation is proposed in the following . For
the sake of comparability, as the Ensemble is constructed on the absolute rankings,
the results presented for its composing methods will be computed on the feature
attributions in absolute value. For the Mean aggregation instead the approaches will
be left with the computed signs. Difference between the columns of LRP, DeepLIFT
(DL) and Integrated Gradients (IG) in Tables 6.2 and 6.3 are due to this intrinsic
aspect of the evaluation.

Figure 6.1 depicts the robustness scores derived from the ensemble (left) and
mean (right) aggregation with a medoid-based generation mechanism on the adult
dataset. Hyperparameters for the neighbourhood generation can be found in Table
5.2. As stated by Property 5.2.5 for the robustness estimator, in both scenarios
the aggregated explanations robustness acts as an average of the robustness of its
composing approaches, and is limited by the observed span. For the adult dataset,
Integrated Gradients is, on average, the least robust method while DeepLIFT and
LRP showcase greater values of the robustness score. This behaviour though is
dataset-dependant: Integrated Gradients is not, in general, the least robust method.

Table 6.2 presents the average robustness scores achieved by the three approaches
and the aggregation for the ensemble (left) and mean (right) over the eight datasets.
Values in bold indicate the largest average robustness achieved dataset-wise in the
two settings. As suggested by Figure 6.1, the average robustness score of the en-
semble is in between the observed values of the other techniques. Moreover, the
largest robustness is achieved by dataset-dependant methods, with DeepLIFT being
preferable in more than half of the instances.

The advantage of the aggregated explanation, being either the ensemble or the
mean, is that they acts as conservative explanations, taking into account the in-
dividual method’s robustness and their feature-wise agreement. While the average
robustness may be lower than that of the composing approaches, the aggregation
is able to take into account the possible undesirable effects of a less robust and
disagreeing approach, flagging possible untrustworthiness for a given datapoint.

"The used code can be found at https://github.com /ilariavascotto/XAI robustness analysis



6.3. RESULTS

64

Ensemble and Medoid

Mean and Medoid

12 12
LRP LRP
10| === DL 10| === DL
8| === Ens. 8| === Mean
o rH >
v 6 " w6
o 1 o
a A\t a
4 4
/] i\ g
/ ] 7 B\
2 p I/ 2 /
fj \ / \
4 Z \
foo 025 050 075 100 Q00 025 050 075 1.00
R(x/, N, e, ) R(X/, N, e, )

Figure 6.1: The robustness scores distribution for the adult dataset of the ensemble
(left) and the mean (right) aggregations with a medoid-based neighbourhood gen-

eration.

Table 6.2: Average robustness scores (%) on the test sets, for each dataset and
the XAI method with a medoid-based neighbourhood. The left table compares the
Ensemble (Ens.) with the feature attributions of the other approaches in absolute
value, while the right-most table compares the Mean aggregation with the attribu-

tions taken with sign. Values in bold indicate the largest robustness dataset-wise.

Dataset | |LRP | ||DL || |IG| | Ens. LRP | DL IG | Mean
beans 86.69 | 95.60 | 93.96 | 87.85 86.54 | 98.12 | 95.74 | 94.28
cancer 73.35 1 96.99 | 96.98 | 85.71 72.80 | 98.57 | 98.80 | 94.60
mushroom | 70.30 | 72.12 | 76.72 | 73.56 64.21 | 62.20 | 65.59 | 64.44
white wine | 73.22 | 90.38 | 88.27 | 69.18 69.09 | 92.78 | 91.53 | 84.32
adult 90.25 | 82.72 | 87.55 | 83.07 86.91 | 84.66 | 76.19 | 84.75
bank 81.16 | 82.72 | 87.55 | 82.83 79.33 | 78.80 | 81.03 | 80.73
heloc 83.88 | 89.45 | 86.54 | 83.27 77.55 | 85.30 | 82.36 | 84.33
ocean 86.13 | 97.39 | 94.32 | 88.75 72.10 | 94.89 | 94.55 | 84.11
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Figure 6.2: The robustness scores distribution for the adult dataset of the ensemble
(left) and the mean (right) aggregations with both a medoid-based (solid blue line)
and a random (dashed red) neighbourhood.

Table 6.3: Average robustness scores (%) on the test sets, for each dataset and the
XAI method with a random neighbourhood. The left table compares the Ensemble
(Ens.) with the feature attributions of the other approaches in absolute value, while
the right-most table compares the Mean aggregation with the attributions taken
with sign. Values in bold indicate the largest robustness dataset-wise.

Dataset | |LRP | ||DL || |IG| | Ens. LRP | DL IG | Mean
beans 73.65 | 83.61 | 77.26 | 75.54 77.0 | 89.37 | 81.97 | 86.21
cancer 53.96 | 69.87 | 68.76 | 64.88 56.91 | 77.57 | 78.81 | 75.2
mushroom | 69.18 | 70.93 | 75.63 | 72.32 63.82 | 61.37 | 64.46 | 63.68
white wine | 63.04 | 72.67 | 76.42 | 58.48 61.70 | 82.12 | 81.79 | 76.05
adult 79.39 | 75.63 | 60.20 | 68.21 80.18 | 75.86 | 60.72 | 75.51
bank 73.82 | 75.64 | 80.60 | 76.12 74.98 | 74.58 | 77.56 | 76.56
heloc 56.82 | 61.15 | 56.80 | 54.03 59.44 | 67.84 | 64.02 | 66.1
ocean 74.23 1 93.37 | 89.05 | 82.18 51.14 | 86.23 | 87.47 | 67.36
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Figure 6.3: HDBSCAN clusters, coloured by mean robustness scores, over the two di-
mensional UMAP projections (Py, P») for the beans (left) and adult (right) datasets.

We compared the aggregations also in the case of randomly generated perturba-
tions. Figure 6.2 depicts the effects of the two neighbourhood generating schema
on the aggregation’s non-adversarial robustness. Akin to Figure 5.3, the solid blue
curve represents the average robustness with a medoid-based neighbourhood while
the dashed red one with a random neighbourhood. Confirming the statement of
Property 5.2.4, the on-manifold neighbourhood is able to generate greater robustness
scores than the random counterpart, also in the scenario in which the explanation
is an aggregation.

Table 6.3 presents the average robustness with the random neighbourhood. In
this case as well, it is possible to appreciate that the robustness of the aggregation
is an average of the composing methods and that the largest robustness is achieved
by a different method depending on the dataset.

Interestingly, to support the claims of Property 5.2.4, it is possible to note that all
the values in Table 6.3 are lower than those in Table 6.2, confirming the advantage
of using the on-manifold neighbourhood.

In Figure 6.3, we present a two dimensional visualization of the UMAP [80]
projections of the validation set D4, clustered with the HDBSCAN algorithm
[18], in which each cluster is coloured by its mean robustness score (of the Ensemble
with a medoid-based neighbourhood). UMAP, as introduced in Subsection 2.3.2, is
a dimensionality reduction technique that allows us to visualize a lower dimensional
projection of the data. We applied the density-based algorithm HDBSCAN (see
Subsection 2.3.1) to such two-dimensional projections, producing clusters without
the need of setting hyperparameters for the desired number of cluster, as is the
case in k-means instead. As can be seen from the figure, the projected dataspace
may be more or less complex according to the dataset under evaluation. Robustness
homogeneity within the derived clusters supports the claims of Property 5.2.2, which
states that close points are expected to exhibit smaller differences between their
robustness scores.



Chapter 7

An Evaluation Perspective

This Chapter will present an evaluation perspective on explanation trustworthiness.
Starting from the contributions of Chapters 5 and 6, we will present a pipeline to test
the trustability of the explanations as well as a new validation approach to tackle
the lack of a ground truth for the robustness. Additionally, we will investigate the
role of unbalanced datasets (Section 7.5) and the reliability of the explanations for
the minority class in a practical insurance use-case.

7.1 When Can You Trust Your Explanations?

The estimate of the explanation robustness defined via Equation 5.11 may not be
sufficient when evaluating a previously unseen datapoint. In particular, we argue
that the punctual estimate may not reflect the whole robustness concept, as the
datapoint may lie in an unstable area of the feature space. Robustness is not only
important from a punctual point of view: it is necessary to verify also that the data-
point lies in a robust area of the feature space. Assume that it is known that a given
neighbourhood is non robust: this information allows us to doubt the robustness
score of a new datapoint, even if the score itself is seemingly very high.

To address this issue, in [134] we proposed to leverage local information from
the validation set D,qq via a k-Nearest Neighbours regressor fitted on such set’s
robustness scores. In particular, having x* € D;. a new datapoint, we compute both
the robustness score ﬁ(x’) = ﬁ(xi,N ‘e, f) via Equation 5.11 and the regressor’s
prediction ﬁkm(xz) Let ry, be a selected threshold value, then it is possible to
distinguish between the following scenarios:

1. if ﬁ(xl) > ry, and ﬁknn(xl) > 7y, then x* is a robust point;

2. if ﬁ(xl) > ry, and ﬁkm(xz) < 1y, then x* is an uncertain point, as it lies in an
area of the feature space over which robustness may be lacking;

3. if R(x') < ry, then x' is a non robust datapoint.

Among these scenarios, the second one represents a set of conditions that prac-
titioners should evaluate carefully. In fact, despite having a computed robustness
score that is greater than the selected threshold ry,, the local information derived
from the neighbours suggests otherwise. This scenario aims at ringing a bell in the
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practitioner evaluating a given explanation: knowing that it may be misleading, the
analysis of the specific instance will be more careful and may require a more detailed
human evaluation of both the model’s prediction and the derived explanation.

The advantage of using a k-NN regressor instead of a k-NN classifier is that it
allows to be independent from the selected robustness threshold ry,, requiring the
model be fitted only once. The number of neighbours kg is a dataset-dependant
hyperparameter and relies on the goodness of the approximation of the robustness
score by the regressor, fitted on the validation set D,q;q.

7.2 The Pipeline

The following steps describe in detail the complete framework (summarized in Figure
7.1) for robustness evaluation and explanation trustworthiness.

1. Split the dataset into Dyyqin, Dyatids Diest and perform the required preprocessing
steps.

2. Train a neural network model f on Dy,qin.

3. Perform k-medoid clustering on D,,;q and retrieve the kj; nearest neighbours
among the medoids.

4. For each point x/ € Dyqa4, generate a neighbourhood N7 of size n, following
Subsection 5.3.2.

5. Compute the attributions of LRP, DeepLIFT and Integrated Gradients and
merge them following the ensemble aggregation scheme (Equation 6.7).

6. Compute the robustness score R via Equation 5.11 for each point x? € D,gia-

7. Use the robustness scores computed in Step 6 to train a k-Nearest Neighbours
regressor with kr neighbours and select an appropriate threshold ry,.

8. For each point x* € D,., predict the medoid cluster it belongs to and generate
a neighbourhood N of size n, following Subsection 5.3.2.

9. Compute the L feature attribution vectors and the resulting aggregation.

10. Qompute the robustness score R via Equation 5.11 and the predicted robustness
Rinn via the k-NN regressor trained at Step 7.

11. Assess the trustworthiness following Subsection 7.1.

The computational cost of this procedure is dominated by the computation of the
individual attributions, as a pass through the network is needed for each datapoint,
for each perturbation and for each of the three methods. The subsequent robustness
method inherits this complexity.

This framework is particularly useful for practitioners aiming at investigating ex-
planation robustness and overall trustworthiness, as it includes an ensemble-based
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Figure 7.1: The complete pipeline to test explanation trustworthiness.

explanation that captures the signals of L individual explanation methods and com-
putes the robustness on a carefully constructed neighbourhood. The pipeline is
designed to flag possibly non robust datapoints, even in the cases in which they
may appear as such, ensuring greater trustworthiness in the system as a whole, as
it allows for a more aware analysis from a practitioners perspective.

A note on categorical variables. The pipeline, as presented, is applicable to
datasets made entirely of numerical variable, while a small adjustment is required
to correctly take into account categorical variables as well. As discussed in Chapter
5, the reverse encoding should be applied when categorical variables are present in
Steps 5 and 9, prior to the ensemble’s computation.

7.3 Validation

One of the aspects that impede robustness estimation in practical applications is
the frequent lack of a ground truth, as the data generation process is unknown in
real-world applications. Comparisons against expert-provided explanations may be
also unfeasible due to the large amount of data under evaluation and the significant
costs that may be needed to support such manual labelling.

In [134], we argued that robust explanation-wise datapoints lie in a robust area
of the feature space, and should be considered robust even when passed through
different models. This assumption implies that non robust points will exhibit dif-
ferences both in the explanations and in the predictions of multiple models, as the
lack of robustness can be seen as a somewhat intrinsic characteristic of the area of
the manifold in which they lie.

Let us consider three neural networks, say fi, fo and f3, which have comparable
accuracy over Dy,..;, and that differ either in the number of hidden layers or neurons
per layer. Let D,g.. be the subset of datapoints for which model fi, fo, f3 predict
the same class and Dygisqgree the subset for which one the models predicts a different
class, i.e. Dugree = {X" € Dipain | [1(X") = fo(x') = f3(x)} and Daisagree = {X" €
Dirain | 1(x") = fu(x") # fin(x")} with {I,II, 11} indicating any ordering of the
indices {1, 2,3}, with no loss of generality.
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Consider a point to be robust if 7A2(x1) > 71y, and non-robust otherwise. We
propose the validation to follow a ROC/AUC analysis, where the True Positive
Rate (TPR) and False Positive Rate (FPR) are defined as:

#{Robust & Agree} FPR — #{Robust & Disagree}

TPR= #{Agree} #{Disagree}

(7.1)

Varying the threshold value ry, it is possible to plot the ROC curve and compute
the corresponding AUC value.

Note that in this case, the difference between robust and non-robust datapoints
is linked only to the computed robustness score R and the threshold 7, unlike in
Subsection 7.1 where the kNN prediction is additionally taken into account.

7.4 Results

7.4.1 Hyperparameter selection

The pipeline introduced in the previous Subsections is mainly governed by two hy-
perparameters: the number of neighbours used to fit the kNN regressor and the
robustness threshold. The number of neighbours kg is chosen as the one minimising
the approximation error over the robustness scores. A good default value is kg = 7.
The robustness threhold 7y, is selected by looking at the distribution of robust, non
robust and uncertain datapoints at varying levels of the threshold. In particular, it
is chosen as the threshold value that corresponds to the first inflection point of the
robust percentage curve. The default value ry, = 0.80 works well in most scenarios.
Case-specific hyperparameters can be found in Table 7.1 where, for both neighbour-
hood generating schemes and aggregation methods, the chosen hyperparameters are
presented.

Table 7.1: Hyperparameter selection for the Random and Medoid-based neighbour-
hood generation schemes. For both the Ensemble and the Mean aggregation, both
the number of neighbours (kg) used in the kNN regressor fitting and the chosen
threshold (ry,) are presented.

Random Np Medoid-based N,

Ensemble Mean Ensemble Mean

Dataset ]{ZR Tth kR T'th /{ZR Tth /CR Tth
beans 5 1075 | 7 10.80 9 1085 ] 9 ]0.90
cancer 5 1055 ] 7 ]0.65 11 1 0.85 | 9 |0.90
mushroom | 9 | 0.70 | 11 | 0.60 7 1070 | 11 | 0.60
white wine | 9 | 045 | 7 | 0.65 11 | 0.85 | 7 | 0.80
adult 51070 | 5 ]0.70 9 [ 0.80 ] 9 |0.80
bank 710719 |0.75 7 1080 | 11 | 0.80
heloc 11 | 045 | 5 | 0.60 15 | 0.80 | 13 | 0.80
ocean 5 1075 ] 5 ]0.65 51065 | 5 |0.75
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Table 7.2: When can you trust your explanations? Comparison of the robustness
scores with Ensemble and Mean aggregations with r; = 0.80. Datapoints are
classified as robust (Rob.), uncertain (Uncert.) or non robust (Non rob.).

Ensemble (%) Mean (%)
Dataset Diest | Rob. | Uncert. | Non Rob. | Rob. | Uncert. | Non Rob.
beans 500 74.6 7.2 18.2 93.0 2.2 4.8
cancer 50 62.0 12.0 26.0 100.0 0.0 0.0
mushroom | 400 0.0 1.2 98.8 0.0 0.0 100.0
white wine | 200 7.5 26.5 66.0 56.5 11.0 32.5
adult 1’000 | 63.4 7.1 29.5 72.6 7.3 20.1
bank 1’000 | 65.2 7.1 27.7 44.6 16.4 39.0
heloc 500 62.8 9.2 28.0 60.6 14.0 25.4
ocean 10’000 | 79.1 5.6 15.3 53.5 16.0 30.5

7.4.2 Pipeline

Table 7.2 presents the classification of the test set into robust, uncertain and non
robust datapoints (as per Subsection 7.1%). For comparability between datasets and
aggregators, we set 1, = 0.80, even if the Ensemble often requires lower values of 7,
compared to the mean. The results are computed with a medoid-based neighbour-
hood, as it was shown in the previous Chapters that it produces larger robustness
scores.

For almost all the datasets, robust datapoints are the majority, with the exception
of the white wine dataset with the ensemble and the mushroom dataset in both
scenarios. This can be traced back to the choice of equal threshold for all datasets,
as dataset-specific hyperparameters for the robustness threshold would have it set
at values much lower than 0.80.

The percentage of uncertain and non-robust datapoints are non-negligible. In
particular, the set of datapoints which are flagged as uncertain are the most inter-
esting - and valuable - to investigate. In fact, they represent areas of the feature
space in which the robustness estimation is more uncertain (as per Property 5.2.3).
In practical applications, these points are those over which a practitioner should
exhibit a greater level of care during an evaluation.

Results from Chapter 6, such as Figure 6.3, moreover suggest that the use of the
kNN regressor in the procedure is justified as the datapoints are naturally grouped in
clusters with similar robustness scores. Therefore, the kNN regressor helps extract
additional local information in terms of robustness.

7.4.3 Validation

To test our validation assessment proposal (Subsection 7.3%), for each dataset we
have trained three neural networks, referred to as Model 1, Model 2 and Model 3.
The three models showcase a similar accuracy score (Table 7.3) and have varying
architectures. In particular, Model 1 acts as a baseline (and it is the model used

8The used code can be found at https://github.com /ilariavascotto/XAI robustness analysis
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Table 7.3: Model accuracy (%) over the training set.

Dataset Model 1 | Model 2 | Model 3
beans 93.41 93.44 89.47
cancer 99.5 99.75 99.24

mushroom | 100.00 100.00 100.00
white wine 89.23 89.10 86.55
adult 91.39 91.38 91.09
bank 91.99 91.76 91.45
heloc 85.50 85.57 85.01
ocean 92.04 87.88 92.27

Table 7.4: Comparison of ensemble’s robustness classification (with r; = 0.80)
according to Model 1,2,3 concordance in the prediction. The two right-most columns
for the Robust and Non Robust cases indicate the number of datapoints of the test
set falling within each scenario, such that |Diest| = ngob + npgp-

Robust Non Robust

Dataset | Agree (%) | Disagree (%) | ngo» | Agree (%) | Disagree (%) | ngpgp

beans 95.35 4.65 409 95.60 4.40 91
cancer 91.89 8.11 37 92.31 7.69 13
mushroom 100.00 0.00 5 100.00 0.00 395
white wine 94.11 5.88 68 92.42 7.58 132
adult 93.76 6.24 705 80.68 19.32 295
bank 95.99 4.01 723 90.25 9.75 277
heloc 82.22 17.78 360 56.43 43.57 140
ocean 85.21 14.8 8’475 80.33 19.67 1’525

for the previously presented results of Chapters 5 and 6), Model 2 has more layers
and more neurons per layer while Model 3 is a more compact version, with a limited
number of layers. Model 2 and 3 have the same activations as Model 1 (ReLU in
all cases but the ocean dataset, in which tanh was used, and with softmax in the
output layer).

Table 7.4 shows how the percentage of datapoints over which the three above-
introduced models (dis)agree on the prediction varies according to the computed
robustness score, having set also for this comparison ry = 0.80. Note that the
mushroom dataset is a particular case, as all three models reach 100% accuracy and
are, therefore, always agreeing prediction-wise.

It can be seen that the percentage of disagreeing points within the non-robust
ones is, for most datasets, greater than that of the robust ones. This supports the
validation proposal, as we deem the disagreement prediction-wise to be a symptom
of non robustness, as stated by Property 5.2.6.

The ROC/AUC analysis presented in Subsection 7.3 allows us to jointly consider
the aggregation method and the neighbourhood generation scheme which better
fit the dataset at hand. Fig. 7.2 depicts the ROC curves of the three models in
varying scenarios: Model 2 is consistently associated with the highest ROC curve,
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Figure 7.2: ROC curves on the bank dataset with ensemble aggregation and medoid-
based neighbourhood (left), mean aggregation and medoid-based neighbourhood
(centre) and ensemble aggregation with random neighbourhood (right). The gray
dotted line represents the bisecting line.

Table 7.5: Average AUC value of Model 1, 2, 3 for both aggregation types and
neighbourhoods. For each dataset, the largest average AUC is presented in bold.

Medoid Random

Dataset Ensemble | Mean | Ensemble | Mean
beans 0.5711 0.4854 0.4842 0.4067
cancer 0.7346 0.7400 0.6766 0.6612
mushroom 0.0000 0.0000 0.0000 0.0000
white wine | 0.4762 0.5931 0.4819 0.6614
adult 0.7018 0.6695 0.8284 | 0.8077
bank 0.6670 0.3883 0.6612 0.4696
heloc 0.6640 0.6673 0.6262 0.5875
ocean 0.5194 0.5128 0.4350 0.4053

suggesting that, for the bank dataset, a deeper net is better able to propose robust
explanations. Moreover, the ROC curves are preferable for all three models with
the ensemble aggregation and the medoid-based neighbourhood, while the mean
aggregation (as shown in the central plot) presents ROC curves even below the
bisecting line.

This is further confirmed by the results presented in Table 7.5, where the average
AUC is computed for the four possible combinations of aggregation method and
neighbourhood generation. The dataset-wise maximum values of AUC are presented
in bold, showing how the ensemble is, on average, preferable with respect to the
mean aggregation and how the medoid-based neighbourhood is related to larger
AUC values in most examples. The mushroom dataset represents, as in Table 7.4,
a peculiar case: having only agreeing datapoints the ROC and AUC cannot be
computed and are therefore exempt from this analysis.
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7.5 Unbalanced Datasets

Real-world datasets in a variety of domains are intrinsically unbalanced as the crit-
ical events, such as rare diseases, natural catastrophes or fraudulent transactions,
occur less frequently than the normal instances. The fields of insurance and asset
management often face problems with an intrinsic unbalance in the response vari-
able, for example when predicting the probability of churn of a costumer or the risk
of fraud.

Despite the numerous practical examples that may come to mind, dataset un-
balance may pose significant challenges for the AI and ML models, leading at times
to biased model predictions. In high-risk scenarios especially, it is crucial that the
predictions are accurate and unbiased, due to the serious consequences a wrong-
ful prediction may have. In this context, it becomes particularly valuable to gain
insights on a model’s decision to enhance the trustworthiness of the system.

Let us introduce a simple example. Assume that a model f reaches an accuracy
of 99% on the training set Dy,q;, for a given real-world problem. If the dataset is
balanced, or presents a limited factor of unbalance, it is possible to consider the
behaviour as an appropriate one. If, instead, we assume that the dataset is highly
unbalanced, i.e. Pr(y =0) = 0.99 and Pr(y = 1) = 0.01, we cannot deem the model
to be as well-behaved as in the previous case. In fact, an accuracy equal to 99% could
be easily obtained with a model which predicts all the datapoints to belong to class
0, the majority class. This is, of course, an undesirable behaviour and highlights an
important facet of explanation reliability with unbalanced datasets. Consider that,
if the majority class is easily predicted by the model, there are no guarantees on the
quality of the derived explanations and their trustworthiness. Moreover, a common
practice in MLL when dealing with an unbalanced response variable is to adjust the
model to concentrate on the minority class (the most difficult one to predict). In
this scenario as well it is not possible to assume that the model has correctly learned
the specific facets of the majority class, even when the accuracy is high.

7.5.1 Minority Class Evaluation

In [131] we introduced a framework to test the minority class explanations. The
focus on the minority class is derived from the above-discussed considerations and
on the relevance in accurately predicting rare events in high-risk applications. In
the following, let us assume that y = 0 indicates the majority class and y = 1 the
minority one, such that Pr(y =0) > Pr(y = 1).

Given a neighbourhood N of size n, constructed as in Subsection 5.3.2, let e be
an explanation method applied to both the original datapoint x* and its perturba-
tions X" and let e(x%), e(X") be the corresponding explanations. For the datapoints
belonging to the minority class y = 1, it is possible to compute a locally weighted
attribution as follows:

é(xi) = Ziie/\/i e(ii) ) W(Xl’iz)
D ozien T(X,X')

This aggregated explanations allows us to take into account the results of a
data augmentation on the minority class, which is ensured to be faithful to the

(7.2)

where 7(x', X') =

d(x?, 5(’)
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Figure 7.3: A representation of the proposed steps for minority class evaluation.

data manifold thanks to the medoid-based neighbourhood generation. In Equation
7.2, the explanations are computed on perturbed datapoints which themselves are
predicted to belong to the minority class and are weighted according to their distance
from the original datapoint x?. This ensures that same-class perturbations which are
more distant will be associated to a smaller weight in the aggregated explanation.

To assess the reliability of explanations for sensible datapoints, we proposed to
verify the local robustness of the derived explanations with two locally-computed
scores on N. The first one - referred to in this context as local robustness - is the
robustness score R introduced in Chapter 5, where the average Spearman’s rank
correlation is computed between the original datapoint’s explanation e(x’) and that
of its perturbations e(x").

We introduced a second score - known as consistency [131]- which computes the
rank correlation between the original explanation and the locally weighted aggrega-
tion (Equation 7.2).

C(x', N e, f) = ple(x'), e(x")) (7.3)

The consistency score allows us to investigate if the aggregated explanation is
locally faithful to the original one, ensuring that is summarizes useful information
on the model decision making.

A summary of the complete steps is presented in Figure 7.3.

7.6 Results

To test the effectiveness of the proposed approach, we used a real-world insur-
ance use-case provided by Assicurazioni Generali S.p.A. Despite being a proprietary
dataset - therefore not publicly shareable - we can outline the main steps of the
work and some of the characteristics of the data.

7.6.1 Dataset Description and Model Training

The dataset addresses the problem of identifying frost events, in particular their
occurrence, using atmospheric data. This occurrence estimation is necessary for
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Table 7.6: The results in terms of F1-score on the train, validation and test sets for
the majority class 0 and the minority class 1 and the support, i.e. the number of
points in each set.

Train Validation Test
Fl-score | Support | Fl-score | Support | Fl-score | Support
Class 0 1.00 ~ 225’000 1.00 ~ 45000 1.00 ~ 30000
Class 1 0.66 ~ 2'500 0.50 ~ 450 0.51 ~ 300

insurance practitioners in order to estimate agricultural business policies, espe-
cially in regions in which the data is limited. The explanatory variables were
constructed starting from publicly-available data from the ERAb5 reanalysis data
[55] from the European Centre for Medium-Range Weather Forecasts (ECMWF).
The final dataset was made of 8 numerical variables which were standardized dur-
ing a preprocessing phase. Data are aggregated by days and by municipalities and
only spring and summer months are considered, as they represent the time span over
which frost events can be more damaging in agricultural fields. The target data were
instead derived from proprietary datasets on insurance policies and claims. They
take on value of either 0 or 1, indicating whether the frost even occurred during a
given day and in the selected municipality. The available time window spans over a
period of 15 years, from 2009 to 2024, and the focus was the country of Poland. The
dataset presents an extremely unbalance within the possible class labels, having the
majority class present with a frequency of 0.99 while the minority one of 0.01.

The dataset was split into a training, validation and test set, Dy qin, Doatid, Diest
respectively. The training set was used to train a Multi Layer Perceptron (MLP)
with ReLU activation functions in the hidden layers and sigmoid activation in the
output one. The model was trained with Focal Loss (FL) 73], as it is specifically
tailored for unbalanced datasets. Hyperparameters for the loss were set via a random
search, from which v = 2.5 and a = 0.75 were selected as the best performing on the
validation set. Table 7.6 presents the F1-score computed separately for the majority
and minority class over the three datasets. In particular, it is possible to note the the
model excels (as expected) in predicting the majority class (y = 0) while performs
modestly on the minority one (y = 1). Nonetheless, given the complexity of the
problem at hand and the limited number of data points for the minority class, we
consider these results to be satisfactory.

7.6.2 Reliability of Explanations

We focused on the test set datapoints for an evaluation®. Firstly, we investigated

the effects of the neighbourhood generation on the robustness of both majority and
minority class. As can be seen in Figure 7.4, the two neighbourhood generating
processes discussed in Chapter 5 present significant differences in the robustness
values of the Integrated Gradients explanations. Interestingly, the minority class
(the blue line - Frost) appears to be the most affected by the choice of neighbourhood,
as it is associated with a larger distribution shift between the left and right plots.

9The used code can be found at https://github.com/ilariavascotto/Reliability Unbalanced
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Figure 7.4: The robustness of Integrated Gradients computed with a random neigh-
bourhood (left) and a medoid-based one (right). In blue, the distribution of the
robustness scores for the frost events (minority class) and in orange for the non-
frost events (majority class).

Similar results have been obtained with DeepLIFT, LRP and the Ensemble (Chapter
6). The results support our hypothesis on the vulnerability of the minority class,
suggesting the need for careful evaluations and deeper analysis for these instances.

Focusing specifically on the minority class datapoints, Dy o = {X" € Doyt 8.t y' =
1}, a neighbourhood N of size n = 100 was built for each point with a medoid-based
scheme (a = 0.05 and kj; = 5) and the robustness score R was computed.

Figure 7.5 (left) depicts the robustness scores on Dy, showing how LRP is the
least stable method in this scenario (also confirmed by the lower average robustness
and standard deviation in Table 7.7). To limit the effects of the vanishing gradient
problem, the epsilon rule (Section 4.4) was selected for this dataset. The compu-
tation of the ensemble’s robustness is affected by the lower performance of LRP.
DeepLIFT and Integrated Gradients instead produce grater robustness scores.

The robustness computation alone is not sufficient to describe the minority class
explanation quality nor to ensure that they are meaningful. Our proposal [131] is
to compute the locally weighted attribution e and test its consistency with respect
to the original datapoint’s explanation (Equation 7.3). Having datapoints which lie
in a robust area of the dataspace (as confirmed by the robustness scores), allows us
to leverage on-manifold information to enrich the set of datapoints belonging to the
minority class. The individual explanation which can be derived by this data aug-
mentation takes into account also the neighbouring points and helps understanding
the decision making process of the model.

Figure 7.5 (centre, right) presents the consistency scores of the four explainers
on D5t It is possible to note that the two most robust methods, DeepLIFT and
Integrated Gradients, are associated with the largest consistency scores. This is to
be expected as the local explanations are more similar to one another and therefore
the averaged explanation remains highly correlated to that of the original datapoint.
While LRP and the ensemble suffer from lower robustness scores, their consistency
scores are still satisfactory and indicate a higher correlation when considering the
average explanation.
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Figure 7.5: Average robustness scores on the test set for the minority class (left).
Average consistency scores on the test set for the minority class (centre, right). The
division between the two panels was made for readability purposes.

Table 7.7: The average robustness and consistency scores (%) on frost events for
the four explainability methods. Values within brackets represent the standard
deviation. Values in bold represent the maximum value over the four methods.

Method R(x*, N e, f) C(x', N e, f)

LRP 76.77 (£15.70) | 89.86 (£19.95)
DeepLIFT 97.69 (£2.26) | 99.40 (£1.51)
Integrated Gradients | 89.34 (£8.35) 97.56 (£3.58)
Ensemble 79.03 (£12.56) | 89.20 (£13.73)

Table 7.7 presents the mean robustness and consistency scores with the standard
deviation reported within brackets. DeepLIFT is the most robust and most consis-
tent method in this use-case, and it is associated both with the highest average and
lower standard deviation.

The locally averaged explanation summarizes more local information with respect
to a single explanation for a datapoint and it has been proved to encapsulate the
explanations of a robust area of the feature space.



Chapter 8

Feature Attributions for k-NN and
RF

This Chapter will present the feature attribution approaches tailored to k-Nearest
Neighbours and Random Forests we have developed. Specifically, as both models
usually prefer explanations of other forms, it has been necessary to craft new local
feature attribution approaches to mimic the models reasoning. These explanations
will be used in Chapter 9 in combination with one neural network-specific approach
to investigate the effects of multi-model aggregations.

8.1 Related Work

As introduced in Chapter 3, model-agnostic approaches that are applicable also
to k-NNs and RFs are LIME [96], SHAP [77]|, Anchors [97] and LORE [49]. The
first two are examples of feature attribution methods while the latter ones return
explanations in the form of (sets of) decision rules.

Literature on k-nearest neighbours is certainly limited as far as explanations are
concerned. As k-NNs are considered a class of mostly-interpretable models, research
on model-specific XAT techniques is limited. Most examples in the literature simply
apply LIME or SHAP to the outputs of a k-NN classifier or regressor. Nonetheless,
as it has been proved also in Chapter 5, the instability of these approaches may hin-
der the validity of such explanations even when the underlying model is considered
interpretable. [52| attempts at increasing the interpretability of k-NNs by introduc-
ing the learning of a locally adaptive metric, which is naturally interpretable.

RF-specific approaches, such as Bellatrex [28], produce explanations in the form
of sets of rules, derived from the composing trees in the forest. Specifically, given
a random forest f and a datapoint x’ being explained, a rule pre-selection is per-
formed to consider only those trees whose prediction Ty(x') is as close as possible
to that of the random forest. The paths traversed in these trees are mapped to m-
dimensional vectors such that each feature is weighted by the proportion of training
set instances that have passed through the node. Next, PCA is applied to gener-
ate a low-dimensional projection of such decision paths, which in the final step are
clustered via k-means. Representatives from each clusters are the final rules which
make up the explanations.
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8.2 Explaining k-Nearest Neighbours

k-Nearest Neighbours (Subsection 2.2.1) are considered a class of interpretable mod-
els as it is quite intuitive to understand (and mimic) the reasoning behind a new
prediction. Nonetheless, it is not as simple to identify the features which were most
influential for the class assignation.

Leveraging k-NN inner mechanisms, we have proposed a new feature importance
approach that locally explains the model decisions. Having selected a value of the
hyperparameter k, a new datapoint is classified based on the most frequent class
which is found among its k nearest neighbours within the training set. The difference
between the, say, two possible classes can mainly be attributed to the subset of
features for which a larger distance is recorded between the two sets of corresponding
points. Yet, in the case in which the k-NNs all belong to the same class, it is hard to
perform such comparison. In fact, locally there are no distinctions to be highlighted,
but the classification can be imputed to the fact that the datapoint is closer to those
of the predicted class rather than the opposing one. This concept naturally aligns
with the reasoning of k-NNs on a more general scale: datapoints are classified based
on the most similar class, where the similarity is defined with distance-based metrics.

Our proposal leverages these characteristics, producing a feature importance vec-
tor as local explanation and is an extension of what was originally presented in [133].
Notably, a dataset condensation step was introduced as a starting point to limit the
variability of the derived explanations and increase their local robustness.

8.2.1 Dataset Condensation

We have crafted a novel approach that substitutes the numerous training set data-
points (Dyyqin) With a smaller subset of points (Deong) to aid the retrieval of mean-
ingful and robust explanations. We refer to this approach as condensation-based, as
it was inspired by dataset condensation approaches in 1-NN literature.

An outline of the dataset condensation procedure can be found in Algorithm 8.2.
The key idea of the condensation is to focus on representative datapoints which can
be used as references during the explanation process of k-NN (Subsection 8.2.2).

The first step of the procedure in the CONDENSATION function is creating an
array, called reference, that stores the indices of the trails which are found within
the dataset. A trail can be defined as a cluster of datapoints which belong to the
same class and that can be reached following the nearest neighbours of the composing
datapoints. In particular, trails are built starting from the datapoints x* that have
all their k-NNs belonging to the same class, y*. This allows to consider trails of
class-specific points which can be later used to extract representative instances.

Datapoints for which at least one of the k-NNs belongs to the opposing class are
discarded at the beginning of the procedure and assigned a reference value of 0. The
remaining ones are scanned and, if they have not already been assigned to a trail,
act as the starting point for the FOLLOW _TRAIL procedure in which the index C' is
used to identify the membership to the new trail. The procedure incrementally adds
datapoints to the trail according to their reachability from the closest neighbours.

Having selected a point p as starting point, its neighbours are retrieved and are
added to the trail (if previously unassigned, i.e. with reference = —1). The k-NNs
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Algorithm 8.2 Dataset condensation

function FOLLOW TRAIL(p, reference, C)

reference|p|= C > Assign first point to C
neighbours_list = [p| > Starting point
1< 0
while i <length(neighbours list) do
x < neighbours_list|i] > Extract one neighbour from trail
neighs < K-NN(x) > Find its closest neighbours
for x/ € neighs do
if reference[x’| = —1 then > If previously unassigned
reference[x’| = C > Add to C
new neighs= K-NN(x”) > Find its closest neighbours
if NEIGHS SAME_CLASS(x’) then > All k-NNs of same class
neighbours_list.append(new_ neighs) > Add to trail
end if
end if
end for
11+ 1
end while
return

end function

function FIND MEDOIDS(reference, X, max_size, min_count)
trail list <— |C in unique(reference) if count(C)>min count]
> Remove small trails

trail _size <— count(trail list) > Array: size of each trail in trail list
Kira < CEIL(trail size/max _size) > Array: k-medoids param. for each trail
medoids « | |
for ¢, trail in ENUMERATE(trail list) do
K-MEDOIDS(X, Kyrqir[?] | trail) > Compute kypqi i) medoids in trail
medoids.append(K-MEDOIDS.centres) > Save medoids
end for

return medoids
end function

function CONDENSATION(X, max_size, min_count)
reference <— array(0, dim=lenght(X))
idx < NEIGHS SAME_CLASS(X) © Points with all £&-NNs of same class as x
referencelidx| = —1
C+1
for p in idx do
if reference|p| # —1 then > If already assigned, ignore
continue
end if
FOLLOW _ TRAIL(p, reference, C) > Follow neigh. trail
C+ C+1
end for
medoids < FIND MEDOIDS(reference, X, max_size, min_count)
return medoids > Condensed dataset
end function
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of the added points are computed and, if they all belong to the same class as point p,
are added to the list of neighbours over which the procedure iterates. This allows to
retrieve sets of datapoints which are connected via a neighbours’ path (thus, trail)
and that belong to the same class.

These trails are used in the FIND MEDOIDS procedure which computes the con-
densed dataset. In particular, a first filtering is performed to discard trails with too
few datapoints (the choice is governed by the hyperparameter min_count). This al-
lows to focus on more populated trails which may be more meaningful in effectively
describing the dataset.

For each of the remaining trails, the number k of clusters to be computed via
k-medoids is selected as the ratio between the number of points in the trail (i.e
count(trail)) and the hyperparameter max size, which governs the size of the indi-
vidual clusters (expected to have an average size of max_size). For each trail then,
the k-medoids algorithm is applied with the number of clusters set to ki.q;[i] and the
cluster centres are stored. The collection of cluster centres acts as the condensed
dataset (Deong), which encompasses representative datapoints class-wise and that
are part of class-specific reachable trails.

A qualitative example of the condensation can be found in Figure 8.1, where the
approach is applied to the moons (top row) and circles (bottom row) datasets. A
small amount of random noise (e ~ N (u = 0,0 = 0.05)) was added to increase the
complexity of the task. The right column presents the condensed dataset (black cir-
cles) and the lighter datapoints correspond to the trails over which the medoids were
computed. In particular, they are coloured with the same tone as the corresponding
class (Orange for class 0 and Blue for class 1) with varying degrees of luminescence
to distinguish the trails. It can be seen that the moons dataset with the following
hyperparameters leads to two trails and 41 medoids: & = 15, max_size=20 and
min_count=1 (in this case, the min _count parameter does not filter out any trails
prior to the medoids retrieval, as the two classes are well separated and the two
retrieved trails make up the whole dataset). For the circles dataset instead, 14 trails
and 38 medoids are retrieved: k = 5, max_size=20 and min count=10. In this
case, it can be seen that part of the original dataset is not being taken into account
for the trails: the portion of datapoints which are on the border between the two
classes has been discarded. This allows to consider only representative datapoints
of both classes. The hyperparameter min_count further filters out trails which are
considered too small: the resulting condensed dataset presents a set of medoids
which are equidistant on the two circumferences.

Of course, hyperparameter setting can influence the quality of the results: firstly,
the parameter k represents the degree of sensibility of the trails with respect to
the class constraint of the class. Lower values will likely retain a larger number
of datapoins over which trails should be computed, while larger values will lead to
more conservative results. Secondly, the max size parameter determines the size of
the condensed dataset. Class-specific sizes should be considered as to ensure that
a minimum number of condensed datapoints is kept for each class. This becomes
particularly relevant when considering unbalanced classes. Lastly, the min count
allows to focus only on more populated trails, limiting the effects of borderline
datapoints or small trails which may not reflect the true dataset distribution.



8.2. EXPLAINING K-NEAREST NEIGHBOURS 83
Condensed Dataset
Original Dataset ( k=15, max_size=20, min_count=1)
20 n=800 points 20 2 trails, 41 medoids
Class 0 o Condensed
e Class1l 0 O, O
1.5 1.5 A o°6>:° .
o
1.0 1.0 o
o
05 2
o o
0.0 o o
-0.5 o o
-1.0 o o
© 0 0,900
-15 0%, ° 80
—-2.0. .05
=2.0 -15 =20 -15 -1.0 -05 00 05 1.0 15 20
Condensed Dataset
Original Dataset ( k=5, max_size=20, min_count=10)
20 n=800 points 20 14 trails, 38 medoids
Class 0 o Condensed
15 e Class1l 1.5 B S, o
Sy .3-‘ o o o °
) ° ® ) °
e lt\ . xS
Lo P Vg o Wiy, °
0.5 ?" ¥t 0.5 v 4 ¥ o
15 3 ;
o ©O o
0.0 N *.'.‘ 0.0 S
\& e o o
-05 28 - % -05 . o °
) o
M N °
-1.0 ° Sgg 0o -1.0 o (<] 3
"*:*::.’3“.0. o oo o &
-15 -15 3 o °"
20,0 —i5 —i0 -05 00 o5 10 15 20 %o -is —io0 —65 00 05 10 15 20

Figure 8.1: The dataset condensation approach on the moons (top row) and circles
(bottom row) datasets. The left columns depicts the original training set (to which
a small amount of random noise was added): in both cases, there are two distinct
classes. The right column presents the condensed datasets (black circles) and de-
picts the trails over which the medoids were computed (coloured by class, different
luminescence corresponds to a different trail).

8.2.2 k-NN Explanation

Consider two sets of datapoints, namely N, and N__., which correspond to the k.
nearest neighbours retrieved, respectively, between the condensed dataset D.,,q dat-
apoints belonging to class ¢ and those of the opposing class —¢. The average feature-
wise distance within each set of points and the datapoint of interest x is computed
and stored as D, and D_.. Assuming that x is predicted to belong to class ¢, the
final feature attribution is the feature-wise difference between the two averages:
a=D.,.—D, (8.1)
A final normalization can be applied to ensure comparability with other ap-
proaches (as will be the case in Chapter 9).
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Algorithm 8.3 k-NN explanation
X: input point
f: k-nearest neighbours model

function AVERAGE DISTANCE(x, )
D e 1IN Yon dix,x)
return D
end function

function EXPLAIN KNN(x, k., D)

c = f(x) > Class predicted by the k-nn model

Deond < CONDENSATION(D,max _size, min_count)

N, < K-NN(ke, Deona, X|€) > k. nearest neighbours belonging to class ¢

N_, < K-NN(ke, Deona, X| )

D. <~ AVERAGE _ DISTANCE(x,N,) > Average feature-wise distance

D_. < AVERAGE_ DISTANCE(x,\_ )

a<+D_.— D,

a <« a/llall > Normalize to have norm 1
return a

end function

The resulting normalized explanation assumes values in the [—1, 1] range, with
positive values associated with features which were relevant towards class ¢ predic-
tion and negative values otherwise. As per Property 4.2.2, a null value corresponds
to a non-informative feature.

The attributions derived following Equation 8.1, in fact, assume positive value
when the feature-wise difference between the datapoints belonging to the opposite
class envelope greater differences (thus, distances) with respect to those of the same
class. This aligns with the class separation inherent to k-NN: assume, for example,
that for point x’ the j-th feature is associated with a positive attribution a7 > 0.
This reflects that the j-th feature is important in the separation of class ¢ and —c as
the feature assumes values more similar to the subset of k., datapoints of the same
class with respect to those of the opposite one. The larger the difference, the more
the feature is relevant into separating the two possible classes.

This reasoning resonates with the choice of considering also datapoints which are
outside of the k considered in the prediction phase, as it would otherwise hinder the
ability of retrieving meaningful explanations in the case in which the k datapoints
belong to the same class.

8.3 Explaining Random Forests

Explanations for Random Forests (Subsection 2.2.2) are often proposed in the form
of single decision trees or sets of rules. Despite the high level of interpretability,
these explanations are not directly comparable to feature attributions derived from
other classes of models. For this reason, we have proposed a new feature attribution
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method [133] tailored to Random Forests (Algorithm 8.4).

Consider a datapoint x which is passed through a random forest f made of B
trees. Assume, with no loss of generality, that the random forest predicts point x
belonging to class ¢, having predicted probabilities [p., p—.|. For each of the B trees
composing the forest, the datapoint’s prediction is made by traversing the tree along
a single decision path. According to the individual tree predicted class, the decision
path may include features that contribute to the RF majority vote (and therefore the
predicted class) or to the opposite one. As introduced in the Background section,
each node in the classification decision tree is selected as the one with minimal
node impurity, measured either by the Gini index or the entropy. Considering the
relevance of such measures during the training phase, we proposed to use the node
impurities as feature importances.

Specifically, consider two feature attribution vectors, namely 7. and 7., of length
equal to the number of features in the input vector x, say m. As outlined in
Algorithm 8.4, for each tree in the forest, the decision path which is being followed
by point x is retrieved and it is checked whether the prediction of the individual
tree is the same as that of the random forest or not. For a tree agreeing with the
RF prediction, the feature importance vector 7, is retrieved and, for all the features
which are used at the split nodes of the traversed decision path, the corresponding
node impurity is summed to the respective element of the vector 7.. The vector 7.
is otherwise used to store the impurities of the decision paths leading to the opposite
class. A final calibration step is performed to properly take into account the effects of
positively and negatively influencing features. In particular, the two above-defined
feature importance vectors are weighted by the opposite class probability scores,
returning a final vector of the form:

a=(pcte€): Ne—Dpc N (8.2)

where the parameter ¢ = 0.01 is added to yield non-null coefficients in the case in
which p_, = 0.00. As for the k-NN explanation (Algorithm 8.3), it is possible to
perform a final normalization step to ensure comparability.

The resulting normalized attributions assume theoretical value in the [—1,1]
range, with positive values associated with features which are relevant towards the
majority voted class and negative otherwise. Also in this scenario, a null value cor-
responds to non-informative features. It may be the case that a feature is never
used in any of the traversed decision paths therefore it is, as expected, considered
to be non influential.

While from a theoretical standpoint the attributions from Equation 8.2 can as-
sume negative values and reach the lower bound of a(*) = —1, it is hard to observe
this behaviour in practice. In particular, it would be required not only that a feature
J is used only in the decision paths leading to the opposite class prediction —c¢ but
also that the decision trees composing the forest are not too unbalanced towards the
majority class prediction. This ensures both that the feature is meaningful towards
—c class prediction and that it appears consistently across the trees in the forest.

In most scenarios though, the resulting feature attributions will present a positive
sign and the magnitude will be diminished by considering also the paths which
disagree with the final prediction.
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Algorithm 8.4 RF explanation
X: input point
f: random forest model

function SUM_NODE_IMPURITY (path, 7)
for node € path do
i <— node.feature
nli] < ADD(node.impurity)
end for
return 7
end function

function EXPLAIN RF(x, f)
Pes P-e — f(X) > Predicted class probabilities
¢ < argmax(f(x)) > Predicted class
Ney Nee <— array(0, dim = m)
for tree € f do
path <— DECISION PATH(tree,x) > Follow the traversed path in the tree
if tree.predict(x) = ¢ then
Ne <— SUM_NODE_IMPURITY (path, 7,)
else
N-c <~ SUM_NODE_IMPURITY (path, 7-.)
end if
end for
a < (pﬂc+€) X Ne = Pe X MN-c
a < a/llalls > Normalize to have norm 1
return a
end function

This explanation strategy is more expressive than alternatives such as: fea-
ture counts across the decision paths leading to the RF prediction, features counts
weighted by node depth along the decision paths or the same strategy as Algorithm
8.4 without considering the trees which disagree with the RF prediction. Moreover,
introducing the node impurity within the explanation allows us to take into account
the computed relevances of the training process, remaining faithful to the model’s
decision making process.

8.4 Results

8.4.1 Qualitative Evaluation

To evaluate the effectiveness of the proposed explanation, let us consider a set of
toy datasets which illustrate the behaviour under controlled settings. The first
example concerns the binary classification problem of two clouds of datapoints,
both generated from a bivariate normal with mean vector u° = (0,0) and ! = (4,0)
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Figure 8.2: The first toy dataset with the two classes (left), the distribution of the
explanations for feature ' (blue) and 22 (orange) for the k-NN (centre) and the RF
(right).

respectively. In both cases the covariance matrix is set to ¥ = 0.3 * Iy (with I the
identity matrix of size 2). A total of n = 100 datapoints were generated for each
class, yielding two distinct clusters that can be linearly separated when considering
only the first feature (Figure 8.2 - left). In this scenario then, we expect feature !
to have more relevance than feature 22 towards the prediction.

A k-NN with £ = 5 and a RF with B = 10 were trained on a training set
(obtained with an 80 — 20% split) and reached 100% accuracy on both the training
and test set. Both approaches were applied to the corresponding models and the
obtained explanations for the test set are depicted in Figure 8.2 (centre for £~-NN and
right for RF). For each of the two features, z! and z2, the corresponding coefficient
distribution is plotted, showcasing how feature z' is associated to larger coefficients
and is therefore deemed as the most important feature among the two.

A trivial analysis would expect feature 2! to be associated with a positive value
while 22 to a null one, denoting it as non important towards the prediction. This,
of course, does not take into account the model reasoning and the way in which
variables are used during a prediction. In particular, for the k-NN the importance
of feature z? is skewed towards negative values while for the RF it spans across both
negative and positive signs. This can be attributed to the way in which the trees
are built: having a random selection of features, most of the trees take into account
both features or only feature x? and, being the problem easy to solve, all the trees
are predicting the majority class, effectively confirming the relevance (and usage) of
both features for the prediction. Feature z' is associated with positive values for the
RF and derives larger average coeflicients due to the larger node impurities scores
recorded within the decision paths of the forest.

A second toy dataset was built with the same modalities, having now three fea-
tures of which the first two are generated from a bivariate normal with mean vector
p® = (0,0) and ! = (4,4) and covariance matrices 3 = 0.3*I,. The third variable is
constructed as random noise 2% ~ N (0,0 = 0.0001), denoting an irrelevant variable
(Figure 8.3 - left - only shows the two-dimensional view on x! and z?).

The k-NN and RF models were constructed with the same hyperparameters of
the previous case: we expect both features z!, 2% to be associated with a degree of
relevance as the dataspace can now be separated considering either of the two vari-
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Figure 8.3: The second toy dataset with the two classes (left, bidimensional view),
the distribution of the explanations for feature z! (blue), 2% (orange) and z*® (dashed
purple) for the k-NN (centre) and the RF (right).

ables, while feature z® should be associated with null coefficients. As can be seen
from the distribution of the attributions in the central and right panel of Figure 8.3,
feature 23 (dashed violet line) is centred around zero in both scenarios while features
x!, 2% show both negative and positive attribution coefficients, denoting relevance
towards the given class prediction or the opposing one. As previously said, the ob-
served coefficients align with the models training phase and intrinsic characteristics.
These two toy example aim at showcasing the efficacy of the proposed explanations:
it must be taken into account that the lack of a ground truth in terms of the de-
sired attribution vector for the individual models hinders the ability of effectively
capturing the desired behaviour. Nonetheless, the proposed explanations take into
account by construction the decision-making process of the models.

Hyperparameter tuning The k-NN explanation relies on the condensation step
and the choice of how many neighbours to extract in the computation of the feature-
wise distances (Algorithm 8.3). We found the following choices of the hyperparam-
eters max _size, min_count and k. to suit most use-cases, but a grid-search could
be used to select more appropriate values for the dataset at hand or with the aim
of providing a more robust explanation.

e max_size: should be chosen such that the average cluster size of the k-medoids
step is, on average, n = 10. Larger max_size values yield a lower number
of datapoints in the condensed dataset: it should be ensured that at least k.
datapoints are found per each class.

e min_count: a default value of 1 works well in most scenarios but, in the cases
in which there are a lot of trails composed of very few datapoints, a threshold
value could be selected to ensure that the representatives are extracted only
from more populated trails (for example, setting min count = k, with & the
hyperparameter of the k-NN).

e k. = k ensures that the same number of datapoints are being evaluated both
in the model and in the explanation’s computation (class-wise).
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Table 8.1: Average robustness scores (%) over the whole test set for the k-NN and
the RF explanations.

Dataset k-NN | RF
adult 82.54 | 88.67
bank 64.99 | 73.52
heloc 79.46 | 80.56

cancer 93.59 | 81.07
white wine | 78.82 | 66.60
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Figure 8.4: Distribution of the robustness scores for the two explanation approaches
tailored for k-NN (orange) and RF (blue) models on the adult (left), bank (centre)
and cancer (right) datasets.

8.4.2 Robustness Analysis

As they will be used in Chapter 9 for a multi-model aggregation, it is necessary
to ensure that the proposed explanations are robust. This section will present the
robustness analysis ° of the two approaches on a subset of the datasets introduced
in Subsection 5.4.1, specifically addressing binary classification problems. Results
from Table 8.1 and Figure 8.4 present the average robustness scores for the two
approaches: it can be seen that the average robustness scores assume acceptable
values, with the RF being preferable on the adult, bank and heloc dataset while the
k-NN on the two simpler ones, namely cancer and white wine. The bank dataset
(Figure 8.4) is associated to a higher degree of variability in terms of robustness for
both approaches, while for the other datasets the variance is usually lower.

These results were derived from a medoid-based neighbourhood with n = 100
datapoints before the filtering step. Let it be noted that the two models take into
account different neighbourhoods as prediction agreement must be ensured. As it
will be more evident in the following Chapter (see Table 9.1), the models have
comparable accuracy and can therefore be analysed in a similar fashion.

Additional insights The dataset condensation step introduces a significant de-
crease in the explanation’s standard deviation for the A-NN with respect to that
originally proposed in [133]. Depending on the dataset, the variability decreased by

10The used code can be found at https://github.com /ilariavascotto/Aggregation MultiModel
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a factor of 30 to 50 %. This reflected also in larger robustness scores as the inherent
variability necessarily affected also the rank correlations.

Similarly, for the RF explanation, the variability of the explanations affected the
robustness. In this case though, the simpler versions of the explanations (mentioned
at the end of Subsection 8.3) were not expressive enough to guarantee an accurate
explanation. The proposed approach is instead more flexible and, despite yielding
slightly lower robustness scores, was deemed preferable from an explanation point
of view.



Chapter 9

Aggregating Explanations from
Multiple Models

This Chapter focuses on the aggregation of explanations derived from different pre-
dictive models. In particular, the task of multi-model aggregation, as briefly intro-
duced in Chapter 6, can be defined starting from fi,..., fy predictive models of
different nature. If each model is associated to a corresponding attribution method
a;, then the aggregation can be defined as a, , = g(a|fi).

9.1 Related Work

[135] is one of the few works that addresses this research question. It introduces
the Weighted Importance Score and Frequency Count (WISFC) framework, inves-
tigating the disagreement problem in the context of feature rankings and proposing
a more stable and reliable ranking, inspired by AGREE [94].

The WISFC framework integrates two metrics: the Weighted Importance Score
(WIS) and the Frequency Count (FC). The first metric measures the average im-
portance of a feature over the considered models, while the second how often it is
within the top-k subset for each model. The combined metric is able to take into
account two facets, presenting as important features that both have high magnitude
and are consistently important across the methods.

The approach is global and model-agnostic, requiring only the explanations be
expressed as feature importance vectors. To increase flexibility, the WIS of the j-
th feature is computed with weights proportional to the performance (perf) of the
individual models, having more accurate models being associated to a larger weight
in the ranking.

B exp(perf;)
Zle exp(pert))

Lower values of the WIS indicate that features are often placed in higher ranks
across the models. After the selection of a relevance criterion, such as a rank or
score threshold, the FC is computed as:

WIS(j) =) w-r(j)  with  w (9.1)

FC”(j) = %(‘7) x 100 (9.2)
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It measures the overlap across the L models.

Following the WISFC framework, multiple aggregation strategies can be em-
ployed to obtain a final set of consistently important features. Unfortunately, de-
spite being a model-agnostic method, it is tested only on relatively simple models
and global feature attributions which may be unreliable. Specifically, the setting is
as follows (chosen attributions are within brackets): logistic regression (coefficients),

decision tree, Random Forest, XGBoost (Gini importance) and support vector ma-
chine (Kernel SHAP).

9.2 Multi-Model Aggregation

To introduce the task of multi-model explanation aggregation, it is necessary to
define the models whose explanations are being merged. In particular, in this sce-
nario we have decided to focus on the following three classes of models: k-Nearest
Neighbours (Subsection 2.2.1), Random Forest (Subsection 2.2.2) and Neural Net-
works (Subsection 2.2.3). The choice of these models was driven by the differences
in which the models make a prediction, having k-NN a distance-based method and
RF an ensemble of rule-based base learners. Both significantly differ with respect
to the NNs in terms of complexity, accuracy and inherent interpretability.

What will be described in the following is a natural generalization of the neural
network-specific analysis discussed in [134]. As in the previous case, the class of
explanations which we focused on is that of feature attributions. For the k-NN and
RF we’ll consider the tailored explanations introduced in Chapter 8, while for the
NNs we will use DeepLIFT [112] (Section 4.5). Results from Chapter 5 showed
that DeepLIFT’s behaviour robustness-wise is, on average, more consistent than
the considered alternatives for neural networks. This made it more suitable for a
multi-model evaluation, even if any of the other approaches could be used instead.

The working setup of this proposal is focused around binary classification prob-
lems, instead of the multi-class ones previously discussed. This is a necessary sim-
plification as it allows to focus more carefully on the models’ agreement and perform
a small adjustment when there are prediction disagreements.

Specifically, let f; be a predictive model associated to a feature importance
method a, with [ € (1,...,L). To compute an aggregative explanation, a,, =
g(a,|fi), it is necessary that the explanations are referring to the same class. While
in the single-model aggregation this was ensured by construction, as all explanations
were referring to the same model, datapoint and prediction, it is now necessary to
guarantee comparability. This can be done following two possible scenarios, assum-
ing that {I,II, IIT} represent a re-ordering of the models indices {1, 2, 3}:

a. fi(x') = fu(x') = fm(x*) then the considered aggregations are of the form
a = (aj,ay, ayy;) from which a,,, can be computed.

b. fi(x*) = fu(x*) # fi(x’) then the considered aggregations are of the form
a = (aj,ay, —ayy) from which a, , can be computed. This sign change ensures
that the disagreeing model is considered with respect to the most voted class
prediction-wise and, consequently, that the explanations are comparable.
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Figure 9.1: A representation of the proposed steps for multi-model explanations.

With this consideration in mind, an aggregated attribution can be crafted as
[133]:

1 & _
gy = ZZal with ||a,|[o= 1 (9.3)
=1

The average is computed feature-wise and does not require the final explanation to
have norm 1, only that the composing approaches do.

To test the effectiveness of the proposed explanation, both from a qualitative and
robustness standpoint, it is possible to follow a some-what similar analysis to that
introduced for the NN case. More specifically, the robustness analysis can be per-
formed in the same form but additional information can be derived to test whether
model agreement is a symptomatic behaviour of explanations stability. Having now
three different models at hand, model agreement is an even more necessary prop-
erty for explanation trustworthiness. A synthetic representation of the proposed
steps can be found in Figure 9.1, where the three models are applied to a properly-
constructed neighbourhood prior to the individual attributions and the aggregation
computation. Metrics of interest in this context are the robustness, the neighbour-
hood size and the validation on model concordance. They will be discussed more in
details in the following Section.

9.3 Results

9.3.1 Dataset and Model Description

In this Chapter we considered a subset of 5 datasets from those described in Section
5.4.1, specifically limiting the analysis to binary classification problems: adult, bank
marketing, heloc, cancer and white wine'l.

The datasets were processed as in the previously described scenario, being split
in to a training, validation and test set, Dyrqin, Doatid, Diest Te€Spectively. For all use-
cases, the three models (k-NN, RF, NN) were trained on Dy, and the resulting
accuracy scores can be found in Table 9.1. The k-NNs (with Gower distance) had
the number of neighbours set at £ = 15 for the adult and bank dataset, and k = 5

HUC Irvine Machine Learning Repository https://archive.ics.uci.edu/datasets
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Table 9.1: Models accuracy (%) over the training set. Values in bold indicate the

highest accuracy achieved for each dataset.
Dataset | k-NN | RF NN
adult 81.45 | 84.85 | 91.39
bank 88.57 | 91.58 | 91.99
heloc 75.51 | 80.36 | 85.50
cancer 95.71 | 99.75 | 93.41
white wine | 86.63 | 94.69 | 89.23
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Figure 9.2: An example of the feature attributions derived on the adult dataset. The
k-NN (blue), RF (orange) and NN (green) explanations are connected by a vertical
black line (observed range). The red star represents the aggregation, whose value is
presented within brackets close to the corresponding feature index (1 to 12).

in the other cases. The RFs were built with B = 25 base learners for all cases.
The NNs correspond to those used in Chapter 5 and to Model 1 in Chapter 7 (the
NN column of Table 9.1 coincides with the Model 1 in Table 7.3 for the selected
datasets).

All models achieved an adequate performance, as the accuracy scores are above
the 80% mark, with the only exception being the £-NN on the heloc dataset. As
expected, the k-NNs are often associated to the lowest accuracy (being instances
of simpler models) while the NNs excel in the most complex datasets (adult, bank,
heloc) and the RF in the two simpler ones (cancer, wine).

9.3.2 Qualitative Evaluation

This Subsection presents a brief discussion of an example of aggregation, with a dat-
apoint x' € D, of the adult dataset being explained. A graphical representation
can be found in Figure 9.2 where, for each of the twelve features, the three indi-
vidual normalized explanations (coloured circles) and the aggregation (red star) are
depicted. This example illustrates two key aspects of the aggregation: first, cases in
which the three explanations have coefficients very close to zero (and possibly differ-
ing in sign) are shrunk towards the zero (that is, the feature is considered to be non
important) - Features 3,7,8,12. Secondly, when features are differing in sign and
the magnitudes are large, the aggregation penalizes the disagreement but produces
a coefficient which is coherent with the stronger signal - Features 1,2,5. Lastly,
concordance between the three methods is maintained - Features 4,5,9,10,11. This
is an expected (and desirable) behaviour as consistent information is kept and dis-
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agreements are penalized more strongly according to the magnitude.

9.3.3 Robustness Analysis

A robustness evaluation akin to Chapter 5 can be proposed also in the scenario
in which multiple models are being evaluated at once'?. In the context of the
neighbourhood generation (Section 5.3), a clarification must be made. Specifically,
focusing on the filtering step, two scenarios now arise:

e Single-model evaluation: the filtering removes all perturbations that change
the predicted class label with respect to the original one, i.e. f(xX') = f(x%)

e Multi-model aggregation: the filtering removes all the perturbations that change
at least one class label with respect to the L considered model predictions.
While it is not necessary that the L models agree on the prediction, the class
agreement pattern must be ensured within the neighbourhood. Assuming that
{I,II, 111} represents a re-ordering of the models indices {1, 2,3}, with no loss
of generality, two scenarios may occur:

a. fI(Xi> = fH(Xi) = fHI(Xi) then f[(il) = fH(fil) = fIH<)~(i> Vil c ./\/’z
b. fI(Xi) = fH(Xi) i fIII(Xi) then fl(ii) = fH(fCi) + fHI(ii) VX' e N

Results from both Figure 9.3 and Table 9.2 distinguish between the two types
of filtering according to the model being explained. In particular, the initial neigh-
bourhood N is the same for all models, but it is filtered according to the individual
model prediction for the k-NN, RF and NN models while the joint prediction pat-
tern is considered within the Aggregation robustness computation. Hyperparameter
tuning for the neighbourhood ensures that individual model’s neighbourhood retains
an average size of about 95% of the generated datapoints. As it was shown in the
previous chapters, the neighbourhood generating scheme used in these experimental
evaluation is the medoid-based one (Subsection 5.3.2), as it contributes to larger
robustness scores and its perturbations are more faithful to the data distribution.

Figure 9.3 presents the distributions of the robustness scores on the test set for
the bank (left) and heloc (right) datasets. It can be seen that the heloc dataset is
generally associated with larger robustness scores for all methods under considera-
tion, while for the bank one k-NN appears to be less robust than its counterparts.
The aggregated explanation acts, expectedly, as an average robustness-wise between
the three individual components in both scenarios.

Table 9.2 presents the average robustness scores (in percentage) over the test set.
It can be seen that NN is the method with largest robustness on average, while RF
outperforms k-NN on the more complex datasets while it underperforms on the two
simpler ones. The robustness scores are more or less high depending on both the
complexity of the datasets and the model concordances. For example, while the
aggregation is associated with the largest average robustness for the heloc dataset,
the distribution of the robustness scores for the NN (Figure 9.3) is associated with
slightly larger scores with respect to the aggregation. Considering the medians of

12The used code can be found at https://github.com /ilariavascotto/Aggregation MultiModel
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Figure 9.3: Distribution of the robustness scores for the three models and their
aggregation on the bank (left) and heloc (right) datasets.

Table 9.2: Average robustness scores (%) over the whole test set. Values in bold

indicate the highest robustness achieved within each dataset.

Dataset | k-NN | RF NN Agg.
adult 82.54 | 88.67 | 85.03 | 85.31
bank 64.99 | 73.52 | 78.74 | 74.79
heloc 79.46 | 80.56 | 84.23 | 84.50
cancer 93.59 | 81.07 | 98.40 | 87.23
white wine | 78.82 | 66.60 | 92.96 | 71.72

the two distributions, in fact, the NN’s median is larger than the aggregation one
(85.81 > 82.59), despite having similar average values.

The advantage of using the aggregation in place of an individual model-explanation
pair is bifold. On one hand, the aggregation’s robustness is still acceptable but, on
the other, it encompasses the explanations derived from multiple models. In prac-
tice, it acts as a conservative and trustworthy explainer.

9.3.4 Additional Metrics and Validation

Having now three predictive models under consideration, it is possible to define a
new robustness-related metric to aid the understanding of the trustworthiness of an
explanation. The main assumption which governed the choice of this metric is that
robust explanations usually lie in a robust area of the data manifold. Results from
Table 9.3 show the average neighbourhood size associated with the aggregation,
starting from n = 100 datapoints and after the filtering step. The average neigh-
bourhood size varies greatly depending on the dataset being analysed (columns Test
%). The remaining columns of the table show the number of observations in the
test set (nqps) and corresponding average neighbourhood size for the datapoints over
which the three models agree on the prediction (Agree) and those for which one
model (which names the column) predicts the opposite class with respect to the
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Table 9.3: Comparison between the models prediction agreement (n.s) and average
neighbourhood size in percentage (after filtering step). The columns Test presents
the results over the whole test set, while the column Agree over the datapoints for
which the three models agree on the prediction. The remaining columns are named
by the model which disagrees on the prediction. Values in bold in each columns for
the percentage indicate the largest neighbourhood size achieved per dataset.

Test Agree k-NN RF NN
Dataset Nobs % Nobs % Nobs % Nobs % Nobs %
adult 1000 | 77.41 | 802 | 77.78 | 100 | 75.86 | 35 | 73.80 | 63 | 77.14
bank 1000 | 89.16 | 929 | 91.03 | 30 | 70.30 | 10 | 49.10 | 31 | 64.35
heloc 500 | 67.23 | 358 | 67.72 | 70 | 61.27 | 24 | 73.25 | 48 | 69.25
cancer 50 | 84.02| 46 | 89.61 | 0O | N/A | 3 | 2567 | 1 2.00
white wine | 200 | 78.04 | 176 | 81.97 | 12 | 56.50 | 6 39.33 6 | 44.67
Bank
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Figure 9.4: ROC curves for the three models and the aggregation for the bank (left)
and heloc (right) datasets. The gray dotted line represents the bisecting line.

Table 9.4: AUC values computed for the three models and the aggregation. Values
in bold indicate the largest score recorded per dataset.

Dataset kE-NN RF NN Agg
adult 0.5510 | 0.5417 | 0.6970 | 0.6682
bank 0.4558 | 0.6257 | 0.3861 | 0.5913
heloc 0.7059 | 0.6049 | 0.6748 | 0.6737
cancer 0.8288 | 0.9212 | 0.7120 | 0.8967

white wine | 0.5379 | 0.4698 | 0.0469 | 0.5696
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other two. Values in bold in the columns % are associated with the largest observed
neighbourhood sizes after the filtering step. It can be noted that, in most cases,
the largest size is achieved under the full concordance of the three models, effec-
tively supporting the robustness to model agreement linkage. Note that, for the
cancer datasets, there are 0 datapoints for which the k-NN is the disagreeing model,
therefore the corresponding value N/A indicates that no data was available for the
specific scenario during our experimental evaluation.

Results from Table 9.3 suggest that, even when considering models of different ML
classes, it is possible to investigate more deeply the relationship between explanation
robustness and model agreement. To verify this assumption, we have followed the
validation proposal of Section 7.3, computing both the ROC curve (Figure 9.4)
and AUC (Table 9.4) with the TPR and FPR tailored for the robustness-agreement
evaluation. Results from both the Figure and the Table suggest that the aggregation
can act as a good explanation, being - in most cases - the method associated to
the second largest AUC value. The preferable method varies dataset-wise and is,
interestingly, not associated with a unique approach. Additionally, for the bank
dataset it is possible to note that the k-NN and NN ROC curves are below the
bisecting line and are, in fact, also associated with AUC values below the 0.50
mark. This behaviour was not appreciated for the other datasets but it may be due
to the lower average robustness scores achieved by the two methods (as per Table
9.2).

9.3.5 Comparison to the Ensemble

Aiming at investigating explanation robustness with respect to the aggregation
method, we now present a comparison of the above-defined aggregation to the en-
semble introduced in Chapter 6. Critically, a few considerations must be made.
First of all, the results associated with the Ensemble will be compared to the ro-
bustness of the explanations taken in absolute value, to ensure comparability. This
necessarily implies that the results for the individual attributions may differ from
what was presented up to now in this Chapter. Secondly, the considered attributions
were normalized to have norm 1 for comparability purposes. The ensemble was built
from un-normalized vectors, therefore it is necessary to slightly modify the weights
of Equation 6.8 to ensure that the variability of the attribution vectors is correctly
taken into account when computing the ranking.
In the following we will compare three aggregation approaches:

e the aggregation of Equation 9.3 (Agg.);
e the ensemble as per Equation 6.7 (Ensemble or Ens.);
e the ensemble with modified weights (Ensemble with w = 1).

The Ensemble with w = 1 is a modified version of the Ensemble, where the
weights were simplified in order to better capture the dynamics between the feature
attribution vectors considered in this scenario. More specifically, the weights are set
to wl(” ) = 1 for all the features while the penalization term is left untouched. This

allows the aggregation to be more strictly dependant on the computed rankings and
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Table 9.5: Average robustness score (%) over the whole test set. Values in bold
indicate the highest robustness achieved within each dataset. The individual attri-
butions are evaluated with absolute value for comparability.

Dataset | Ensemble | Ens. w =1 | -NN | | | RF | | | NN |
adult 82.04 84.76 84.31 | 90.69 | 88.46
bank 69.85 77.84 70.14 | 82.28 | 82.76
heloc 72.95 77.74 79.08 | 75.60 | 83.12
cancer 80.51 87.24 91.17 84.32 | 96.51

white wine 49.26 56.82 71.95 58.80 | 88.39

the penalization term. As in the previous case, the ensemble is computed on the
feature rankings in absolute values and is, as well as the Ensemble, compared to the
individual attributions taken in absolute value.

Table 9.5 presents the average robustness scores achieved over the whole test set.
The left most part of the table presents the robustness of the two ensemble methods
(Ensemble and Ens. w = 1), denoting how the second approach is consistently
more robust than the first one. The right most part instead presents the average
robustness of the absolute valued composing attributions: the NN appears to be
the most robust approach in this context. Figure 9.5 (left) presents the distribution
of the robustness scores for the bank dataset, showcasing how the ensemble w = 1
(purple) is preferable with respect to the ensemble (light blue) and presents, as
expected, an average behaviour robustness-wise.

An effective comparison of the approaches can be performed via the ROC/AUC
analysis previously introduced, which allows us to compare the different aggregations
even if one is computed on the absolute valued ranking and the other on the ranks
with sign. Figure 9.5 (right) depicts the ROC curves obtained on the bank dataset
for the Aggregation (dashed blue), Ensemble (light blue) and Ensemble with w =1
(purple). The curves behaviour is generally preferable with respect to what was
observable in Figure 9.4.

Table 9.6 instead showcases the AUC values obtained for the three aggregation
methods and the three models (with absolute sign). According to the dataset, the
Aggregation and the modified Ensemble are associated with the largest AUC scores
in all considered datasets. Notably, the k-NN results in the lowest AUC scores,
denoting the largest deviation from the AUC of Table 9.4. Overall, the aggregation
methods are best suited to describe the robustness-agreement relationship.
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Figure 9.5: Distribution of the robustness scores on the bank dataset for the indi-
vidual attributions in absolute value and the two ensemble approaches (left); ROC
curves for the three aggregations (right). The gray dotted line represents the bisect-

ing line.

Table 9.6: AUC values computed for the three aggregations (left) and the individual
methods (right), taken in absolute sign. Values in bold indicate the largest score
recorded per dataset.

Dataset Agg Ens | Ens. w=1 | --NN | | | RF|] | | NN|
adult 0.6682 | 0.4171 0.6780 0.2121 | 0.4818 | 0.6074
bank 0.5913 | 0.7721 0.8624 0.3117 | 0.7582 | 0.5215
heloc 0.6737 | 0.5433 0.5309 0.3276 | 0.4584 | 0.4347
cancer 0.8967 | 0.8750 0.8967 0.4348 | 0.8913 | 0.6168

white wine | 0.5696 | 0.5530 0.4929 0.3539 | 0.5407 | 0.0477




Chapter 10

Conclusions

This Thesis investigated the role of explanations robustness and the effectiveness of
aggregation approaches to enhance the trustworthiness of Al systems in practical
applications.

As seen in the previous Chapters, we devised a set of desirable properties that
robustness estimators should satisfy, introducing a novel neighbourhood generation
mechanism. We addressed the disagreement problem by proposing a novel aggrega-
tion method to merge explanations in a single-model aggregation scenario, focusing
on the ranking of the features and we introduced a framework to test explanation
robustness to non-adversarial perturbations, as well as a novel validation assessment
of the robustness estimation, to tackle to lack of a ground truth.

In practical applications, this approach aids practitioners in understanding the
quality of an explanation in terms of its robustness, allowing questioning on the
proposed results when the framework flags a datapoint as uncertain.

Advances with respect to state of the art approaches have been introduced with
this work, specifically tackling the lack of comparable metrics (our approach is
bounded therefore comparisons are possible both when changing the XAI method
but also the model or the dataset). The robustness estimation leverages an in-
novative neighbourhood generating scheme which is on-manifold, a consideration
which is often overlooked in other works, and constraints the robustness compu-
tation to homogeneous datapoints prediction-wise. Again, the approach allows for
comparability and enhances the trustworthiness. Moreover, we have introduced a
novel aggregation approach: despite being a powerful approach to deal also with
the disagreement problem, aggregations are often investigated only in the context of
adversarial attacks. Finally, the validation assessment of the robustness is a novel
introduction in the literature, providing a solution to tackle the lack of a ground
truth for the robustness in real use-cases, posing itself as an improvement over state
of the art approaches.

In Chapter 7, we have investigated the reliability of explanations in unbalanced
datasets. The analysis introduced a new metric, known as consistency, that - when
used alongside the robustness score - helps investigating the reliability of the ex-
planations for the minority class. Unbalanced datasets are frequently used in the
insurance and financial fields (for example, in churn prediction or credit card frauds)
and the reliability of explanations for the minority class is an important aspect which
goes overlooked at times.
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Practical applications such as highly unbalanced use-cases are not common in re-
search papers, as the focus is more often put onto balanced scenarios or performance-
based analysis. Real-world high-risk scenarios instead make frequent use of unbal-
anced datasets, as unpredictable or less frequent events are of particular interest.
Our proposal is a first step towards a reliability analysis of explanations for the
minority class (the one of interest), effectively addressing an open research question.

The Thesis further considered the scenario of multi-model aggregation, where
we have presented two novel attribution approaches for k-Nearest Neighbours and
Random Forest. The disagreement problem was addressed via an aggregation ap-
proach that considered the difference between the decision-making processes of mul-
tiple ML models as well as explanation and prediction disagreements between the
model-explainer pairs. The usage of multiple models and associated explanations is
beneficial from a practitioners point of view to detect commonly misused features
or patters in the data, while leveraging the predictive power of multiple models.

Our proposal introduced two new feature importance methods, tailored for two
classes of models which often rely on other types of explanations (or are considered
interpretable altogether). The variability and amount of the XAI approaches pro-
posed up to now in the literature can be both beneficial and damaging. While on
one hand it is possible to choose the best suited method for the problem at hand, on
the other the lack of standardized criteria to validate explanations implies that the
choices are often based on non-objective criteria. Our proposal introduces two new
approaches in a class of explanations, that of feature attributions, which is more
interpretable also for non-experts and that allows for comparisons among different
ML models being explained.

Moreover, the aggregation of multi-model explanations investigates a mostly un-
beaten research direction in the XAl field, especially when considering local expla-
nations. The devised approach leverages previous results presented in this Thesis
but is innovative due to its focus on reliability and robustness of the explanations.

The works presented in this Thesis investigated the trustworthiness and relia-
bility of explanations, allowing practitioners to use AI/ML systems under the new
EU legislative requirements. The usage of our tools aids both the practitioners in
understanding the mechanics of the black box models which are used in production
as well as protecting the rights of the end users, allowing for a fairer approach to Al
tools.

10.1 Future Work

The advancements proposed in this Thesis could benefit from the following research
directions for future works.

First of all, a promising research direction is the testing of the relationship be-
tween robustness and adversarial attacks, as we have focused on non-adversarial
perturbations during the presented works. In particular, we wish to assess the de-
fence ability of the ensemble, as aggregated explanations have proved to be more
resilient to adversarial attacks in multiple contexts, and to validate whether the
robustness estimator is able to detect attacks, as out-of-manifold perturbations are
associated with lower robustness scores.
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For the unbalanced dataset evaluation, future work will include the analysis of
neural network performance and its impact on the reliability. Moreover, the ap-
proach could be extended to other classes of ML models in order to improve the
performance on unbalanced datasets, adapting the choice of XAl approaches and
validation metrics accordingly.

In the context of multi-model aggregations, the first natural extension of the
work will aim at considering different classes of models and XAI approaches applied
to them, spreading the possible usages and aggregation strategies according to the
use-case at hand. In this regard, the role of aggregations will be further developed as
it was shown in Chapter 9 that multiple aggregation strategies can produce equally
satisfactory results.

On a more general note, explanation aggregations will be investigated also for
different data-types and spanning from classification to regression tasks. The latter
one requires minor adjustments in the neighbourhood generating process of the
robustness analysis, specifically in the filtering step, as a sensibility threshold must
be set to discriminate effectively between close predictions.

Finally, all the presented work would benefit from user-studies to investigate
whether the proposed approaches increase the trustworthiness of the explanations
(and of the AT/ML system) from a practical point of view.
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