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Abstract

The rapid advancement of generative artificial intelligence has positioned synthetic tab-
ular data as a promising solution for privacy-preserving data sharing. By generating
artificial records that mirror the statistical properties of sensitive datasets, organizations
aim to navigate the restrictive barriers of data protection regulations such as the GDPR.
However, the tension between data utility and privacy remains a critical challenge. Mod-
ern deep generative models are prone to memorizing training instances, potentially leak-
ing sensitive information through "singling out," "linkability," or "inference" attacks—the
three pillars of data anonymity defined by the Article 29 Working Party (WP29). This
thesis investigates this intersection of Al and privacy, providing a formal evaluation of
disclosure risks and proposing novel mechanisms for robust data protection.

The first major contribution of this research is the development of a systematic tax-
onomy and a rigorous evaluation framework for privacy metrics. Current assessment
methods often lack standardization, making it difficult to compare the safety of different
generative models. We address this by introducing an attack-based metrics framework
that utilizes Contrastive Learning to identify vulnerable "outlier" records. By framing
privacy as a membership and attribute inference problem, we demonstrate how con-
trastive loss can more efficiently detect records at high risk of disclosure compared to
traditional distance-based heuristics. Furthermore, we establish a validation protocol
using controlled "Risk Models"—such as Overfitting and Differential Privacy models—to
empirically test the sensitivity and reliability of these metrics under varying levels of
vulnerability.

The second core contribution is the introduction of a Hybrid Data Synthesis Pipeline.
Recognizing that neither traditional anonymization nor pure deep learning models sat-
isfy the dual requirement of high utility and formal safety, we propose a layered ar-
chitecture. This pipeline first applies formal statistical disclosure control, specifically
k-anonymity, to create a structurally sanitized data backbone. We then utilize state-of-
the-art generative models, including CTGAN and REaLTabFormer, to learn from this
anonymized distribution and restore the complex statistical correlations lost during the
initial sanitization phase. This approach ensures that the generative model is fundamen-
tally restricted from memorizing unique, sensitive records, thereby providing a “layered
privacy assurance" guarantee.

Experimental results across diverse datasets demonstrate that while the hybrid approach
successfully mitigates specific disclosure risks, it also highlights the inherent trade-offs
between localized fidelity and global privacy. The findings suggest that while attack-

i



ii

based metrics offer superior granularity in detecting leaks, the choice of data transition
methods within the hybrid pipeline is critical to maintaining the utility-privacy frontier.
Ultimately, this thesis provides a comprehensive roadmap for the deployment of syn-
thetic data, offering both a standardized language for risk assessment and a pragmatic
engineering solution for secure data synthesis in highly regulated environments.
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Chapter 1

Introduction

In the contemporary era of the digital revolution, the accumulation of high-dimensional
tabular data has reached an unprecedented scale, fundamentally transforming fields as
diverse as precision medicine, algorithmic finance, and social science research. This
data serves as the lifeblood of evidence-based policymaking and modern artificial intel-
ligence, offering the potential to uncover hidden patterns that can solve some of society’s
most complex problems. From predicting disease outbreaks to optimizing global supply
chains, the ability to analyze granular information about individuals and systems has
become a cornerstone of technological progress. However, the vast majority of this in-
formation is inherently sensitive, containing personal details that are protected by strict
ethical guidelines and rigorous legal frameworks. The introduction of the General Data
Protection Regulation in Europe and similar mandates globally has created a significant
hurdle for the scientific community. While the demand for data access has never been
higher, the legal and technical risks associated with data sharing have never been more
acute, leading to a state where much of the world’s most valuable data remains siloed
and inaccessible.

This tension has birthed a fundamental privacy-utility paradox within the field of data
science. Historically, researchers have relied on traditional statistical disclosure control
methods to sanitize datasets before they are released to the public or shared with third
parties. Techniques such as data masking, generalization, and local perturbation were
designed to remove direct identifiers and obscure sensitive values. Unfortunately, these
classical methods often fail to meet the rigorous demands of modern machine learn-
ing. In the quest to protect individual privacy, traditional anonymization frequently
destroys the subtle, non-linear correlations and complex multivariate distributions that
deep learning models require to function accurately. When a dataset is rendered safe
enough to comply with legal standards, it is often no longer useful enough for high-
fidelity analysis. Conversely, when the statistical utility is preserved, the risk of re-
identification through sophisticated linkage attacks remains unacceptably high, espe-
cially as computational power and the availability of external auxiliary data continue to
grow.

To resolve this conflict, the field of Generative Artificial Intelligence has emerged as a
transformative candidate for secure data dissemination. Synthetic Data Generation in-
volves the training of deep generative models, such as Generative Adversarial Networks



and Variational Autoencoders, to learn the underlying probability distribution of a sen-
sitive source dataset. Once these models have successfully captured the mathematical
essence of the data, they can sample entirely new, artificial records. These records pos-
sess the same statistical properties and correlations as the original population but do not
maintain a one-to-one correspondence with any real individual. In theory, this provides
a mathematical twin of the data that is exempt from privacy restrictions because it does
represent actual people, thereby allowing for the free flow of information without com-
promising individual confidentiality.

However, the transition from theoretical promise to practical deployment is fraught with
hidden dangers. The very strength of deep learning, which is its ability to capture high-
dimensional complexity with extreme precision, is also its primary weakness in the con-
text of privacy. These models are designed to minimize reconstruction loss, a process
that inherently encourages the memorization of training instances. This is particularly
true for unique outliers who exist at the edges of the distribution. As a result, the syn-
thetic output may inadvertently leak the very secrets it was intended to protect, acting as
a compressed version of the original database rather than a generalized representation.
This thesis explores this delicate intersection, moving beyond the initial promise of syn-
thetic data to provide a rigorous, formal evaluation of whether these artificial datasets
truly fulfill their mission of being both statistically representative and fundamentally
private. It seeks to establish a new standard for how we measure risk and how we ar-
chitect the next generation of privacy-preserving generative models.

The central obstacle in the current synthetic data landscape is the profound difficulty of
accurately measuring privacy leakage within high-dimensional datasets. In the contem-
porary research environment, a significant disconnect exists between empirical privacy
metrics and the legal definitions of anonymity provided by regulatory bodies. While
the Article 29 Working Party defines the three pillars of privacy risk as Singling Out,
Linkability, and Inference, these concepts do not always translate clearly into mathe-
matical formulas. Most current evaluation methods rely on fragmented, distance-based
heuristics that often fail to capture the sophisticated, non-linear relationships that deep
learning models exploit. This results in an evaluation crisis where a generative model
may appear safe under one set of metrics while remaining dangerously vulnerable to
another, ultimately creating a false sense of security that can lead to catastrophic re-
identification in real-world applications.

A secondary and equally pressing challenge involves the limitations of existing defense
mechanisms, particularly the trade-offs inherent in formal privacy frameworks like Dif-
ferential Privacy. Although Differential Privacy offers a mathematically rigorous guar-
antee against individual disclosure, its application to tabular data is notoriously prob-
lematic. Tabular datasets are characterized by rigid structural constraints, functional
dependencies, and highly skewed distributions that are easily destroyed by the noise
levels required to achieve a meaningful privacy budget. This often results in a scenario
where the formally private data becomes analytically useless for downstream machine
learning tasks, as the statistical signal is effectively drowned out by the protective noise.
This binary tension forces organizations to choose between high-utility data that lacks
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formal guarantees or safe data that lacks any practical value for researchers.

Furthermore, even when defensive layers are applied, they can introduce paradoxical
vulnerabilities. Traditional anonymization techniques such as k-anonymity provide a
structural backbone of safety but are often criticized for their inability to preserve the
high-dimensional correlations necessary for complex data science. When researchers
attempt to restore this lost utility through transition methods or conditional sampling,
they risk re-injecting overly specific information that was originally suppressed. This
transition paradox highlights the necessity of a more sophisticated, hybrid approach
that can navigate the delicate frontier between privacy and utility. The fundamental
problem addressed in this thesis is the lack of a cohesive framework that can both provide
standardized, attack-based risk assessments and a generation architecture that offers
structural protection without sacrificing the essential statistical integrity of the data.

To address the challenges outlined above, this thesis is guided by the following core
research questions, which align with the methodological progression of the chapters:

« RQ1: How can the gap between high-level legal definitions of anonymity (Sin-
gling Out, Linkability, Inference) and empirical technical evaluations be bridged?
We investigate whether current distance-based metrics are sufficient to detect com-
plex privacy leaks and propose a novel taxonomy and Contrastive Learning-based
framework to capture non-linear vulnerabilities.

« RQ2: How can the reliability and sensitivity of privacy metrics be rigorously veri-
fied in the absence of a ground truth? We hypothesize that by injecting controlled
vulnerabilities—through Risk Models such as overfitting, leakage, and noise—we
can empirically benchmark the "detection power" of privacy metrics, distinguish-
ing effective auditing tools from those that provide a false sense of security.

« RQ3: Can a hybrid architecture combining Statistical Disclosure Control (SDC)
with Deep Generative Models overcome the limitations of using either approach
in isolation? We examine whether using k-anonymity as a structural backbone
for generative models can provide a “privacy-by-design” guarantee that purely
stochastic models lack, while still preserving higher utility than traditional anonymiza-
tion.

1.1 Contribution

To provide a clear understanding of the original research presented in this work, the fol-
lowing section delineates the core advancements made to the fields of privacy-preserving
machine learning and synthetic data evaluation. These contributions represent a shift
from purely heuristic-based assessments toward a formalized, attack-driven methodol-
ogy and a structural rethinking of how generative models can be safely architected for
sensitive tabular environments.

The first major contribution of this thesis is a novel enhancement to the state-of-the-art
Anonymeter framework through the integration of a Contrastive Learning-based solu-
tion. Recognizing that traditional distance-based metrics often struggle to capture the
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non-linear and high-dimensional ways in which deep learning models leak information,
this approach focuses on generating rich latent representations of tabular data. By map-
ping raw records into a semantic embedding space, the framework enables the detection
of subtle and complex multi-attribute vulnerabilities that are typically invisible to stan-
dard evaluation tools. We demonstrate that executing density-based outlier detection,
specifically Local Outlier Factor (LOF), within this learned latent space significantly im-
proves the sensitivity of the Singling Out attack. This methodology provides a more
rigorous and statistically sound measure of model memorization, allowing for the iden-
tification of specific records that have been effectively "hard-coded" into the generative
model’s parameters. This advancement moves the evaluation of synthetic data beyond
simple proximity checks and into a dynamic simulation of informed adversarial behav-
ior, ensuring that even the most nuanced privacy leaks are accounted for.

Building upon this evaluative framework, a second significant contribution is the cre-
ation of a systematic taxonomy of privacy metrics mapped directly to international reg-
ulatory standards. While previous literature has offered a fragmented view of privacy
measurement, this work organizes these diverse metrics according to the "three pillars”
of anonymity defined by the Article 29 Working Party: Singling out, Linkability, and
Inference. This taxonomy serves as a bridge between high-level legal requirements and
concrete mathematical implementation, providing a standardized language for auditors
and data scientists alike. To validate the reliability of this taxonomy, we developed a
suite of controlled “Risk Models”—including models intentionally subjected to varying
degrees of overfitting and differential privacy noise. By testing our metrics against these
controlled environments, we have empirically proven their sensitivity and reliability, es-
tablishing a rigorous protocol for certifying the safety of synthetic data generators before
they are deployed in production.

The third and perhaps most significant constructive contribution is the design and devel-
opment of the Hybrid Data Synthesis Pipeline. This novel architecture addresses the in-
herent "utility-privacy gap" found in current state-of-the-art models. Rather than relying
solely on a generative model to learn privacy through noise—as is the case with standard
Differentially Private GANs—the hybrid pipeline introduces a layered defense strategy.
It utilizes traditional statistical disclosure control, specifically a robust implementation
of k-anonymity, to create a structurally sanitized backbone of the sensitive data. This
sanitized data then serves as the training input for advanced generative models like CT-
GAN and REaLTabFormer. This strategy ensures a “privacy-by-design” guarantee: the
generative model is mathematically prevented from ever seeing or memorizing unique
individual records, yet it remains free to learn and replicate the complex, multivariate
correlations necessary for high-utility data analysis.

Finally, this research contributes a detailed investigation into the "transition paradox”
and the intricacies of high-fidelity sampling in synthetic data. Through extensive exper-
imentation, we have identified how certain sampling strategies—intended to restore util-
ity lost during anonymization—can inadvertently re-introduce localized privacy risks.
By analyzing the behavior of Single, Uniform, and Conditional transitions, this work
provides the first comprehensive look at how the mechanics of value-sampling affect
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the final privacy-utility frontier. These findings offer actionable guidelines for practi-
tioners, demonstrating that the safety of a synthetic dataset is determined not just by
the training algorithm, but by the entire pipeline of data transformation. Collectively,
these contributions provide both the analytical tools to measure risk and the engineer-
ing frameworks to mitigate it, paving the way for the ethical and secure use of artificial
intelligence in sensitive data domains.

The development of these insights was significantly enriched by a collaborative research
period at KU Leuven, conducted under the supervision of Professor Vincent Naessens,
Dott. Michiel Willocx, and Dott. Kevin De Boeck. It was during this visiting stay that
the preliminary findings regarding sampling-induced risks were first derived, benefiting
from the specialized expertise in secure data processing at the host institution.

The results presented herein are the product of this international collaboration and are
based on a forthcoming publication co-authored with Niels Van Bossche. This work
reflects the substantial and equal scientific contributions made by both PhD students,
representing a unified effort to address the complexities of high-fidelity data synthesis.

In addition to the work presented in this thesis, I am currently collaborating on an on-
going project supervised by Professor Alejandro Rodriguez Garcia. This research fo-
cuses on the development of "Spectral Density Peaks" (SDP), a project primarily led by
PhD student Andrea Mecchina, with significant support from myself and fellow PhD
student Francesco Tomba. Spectral Density Peaks (SDP) is a novel unsupervised learn-
ing framework that integrates the rigorous graph-theoretical foundations of Spectral
Clustering with the adaptive flexibility of density-based methods. By leveraging an in-
trinsic probabilistic formulation that accounts for density estimates and their relative
uncertainties, the algorithm effectively identifies clusters of arbitrary shapes without
being restricted to the convex geometries that limit k-means. This unified approach ad-
dresses common drawbacks such as the need for pre-specifying cluster counts and sensi-
tivity to noise, providing a more robust tool for analyzing complex datasets. Extensively
validated against state-of-the-art competitors, SDP demonstrates superior performance
across both simulated and real-world scenarios while offering an accessible Python im-
plementation for practical application.

1.2 Thesis Structure

The thesis is structured as follows:

+ Chapter 2: Preliminaries establishes the necessary theoretical and technical foun-
dations, reviewing Generative Al, Deep Learning, traditional data anonymization
models (k-anonymity, [-diversity, ¢-closeness), and the concept of Differential Pri-
vacy (DP) as applied to synthetic data generation.

« Chapter 3: Attack-based Metrics Framework details our proposed enhancement to
the Anonymeter privacy auditing framework, focusing on the Contrastive Learning-
based method for improving the detection sensitivity of Singling Out, Linkability,
and Inference attacks.
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« Chapter 4: Taxonomy of Privacy Metrics presents our comprehensive classification
of privacy quantification methods and introduces the novel Risk Models employed
for systematic empirical evaluation of metric efficacy.

« Chapter 5: Hybrid pipeline for Synthetic Data Generation introduces the novel
three-stage methodology designed to leverage the complementary strengths of anonymiza-
tion and SDG, presenting preliminary results and architectural flexibility analysis.

« Chapter 6: Conclusions synthesizes the key findings from the empirical studies,
outlines the achieved advances in privacy assurance, and proposes critical avenues
for future research.

1.3 Research Papers

The contributions of this thesis are based on the following research papers:

« “Contrastive Learning-Based privacy metrics in Tabular Synthetic Datasets” [99],
Milton Nicolas Plasencia Palacios, Sebastiano Saccani, Gabriele Sgroi, Alexander
Boudewijn, Luca Bortolussi, arXiv preprint, 2025;

« “Empirical Evaluation of Structured Synthetic Data Privacy Metrics: Novel exper-
imental framework ” [98], Milton Nicolas Plasencia Palacios, Alexander Boudewijn,
Sebastiano Saccani, Andrea Filippo Ferraris, Diana Sofronieva, Giuseppe D’Acquisto,
Filiberto Brozzetti, Daniele Panfilo, Luca Bortolussi, arXiv preprint, 2025;

« “From Generalization to Generation: Combining Anonymization and Synthesiza-
tion in a Hybrid Privacy-Preserving Data Pipeline”, Niels Van Bossche’, Milton
Nicolas Plasencia Palacios®, Kevin De Boeck, Michiel Willocx, Vincent Naessens,
Manuscript in progress.

Other contribution not included in this thesis:

« “Spectral Density Peaks Clustering via Perron Cluster Analysis”, Andrea Mecchina,
Francesco Tomba, Milton Nicolas Plasencia Palacios, Alejandro Rodriguez Garcia,
Manuscript in progress.

1.4 Notation and Definitions

To ensure clarity and precision throughout this thesis, we adopt the following mathe-
matical notation and definitions, inspired by the formalization in [101].

1.4.1 General Notation

We denote the set of real numbers by R and the set of natural numbers by N. Probability
density functions are denoted by P.

*Equal contribution.
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1.4.2 Datasets and Attributes

Let D denote a dataset (database) containing records sampled from a population P. We
define the structure of the data as follows:

« Attributes: Let .A(D) be the set of attributes (columns) in the dataset.

« Records: A record (or row) d € D is defined as a tuple of values corresponding to
the attributes in A(D).

« Values: We denote the value of a specific attribute a € A(D) for a record d as
v(d, a).

Attributes are classified based on their domain:

« Numerical Attributes: An attribute a is numeric if its domain is continuous or

ordered discrete (e.g., v(d, a) € R).
« Categorical Attributes: An attribute a is categorical if it takes values from a finite

set of discrete categories.

1.4.3 Synthetic Data Generation

We define the process of synthetic data generation using the following notation:

+ Generative Model (G): A stochastic function or algorithm capable of generating
new data points.

« Trained Generator (G(D)): A generative model trained on the real dataset D.

+ Synthetic Dataset (D): A dataset generated by sampling from the trained model,
denoted as D ~ G(D). The records d € D are referred to as synthetic records.






Chapter 2

Preliminaries

2.1 Introduction to Generative Artificial Intelligence

The pursuit of Artificial Intelligence (Al) is often traced back to the seminal workshop
held at Dartmouth College in 1956, organized by Marvin Minsky and John McCarthy.
The workshop’s original ambition was to explore how machines might simulate aspects
of human intelligence, such as reasoning, problem-solving, and language use.

In its nascent stages, the field was dominated by a symbolic approach, often referred
to as “Good Old-Fashioned AI" (GOFAI). These early systems relied on explicit, hand-
coded rules and logic to manipulate symbols. While effective in controlled environments,
these rule-based systems proved brittle and incapable of handling the ambiguity and
complexity of the real world. This limitation, coupled with the high cost of maintenance
and a lack of sufficient computational power, led to a period of reduced funding and
skepticism in the 1970s, widely known as the “Al Winter".

The landscape began to shift significantly in the 90s with the advent of the statistical
revolution. Rather than relying on static, human-engineered rules, researchers turned
toward data-driven approaches. This era marked the formalization of Machine Learning
(ML), a paradigm where algorithms are designed to learn patterns from empirical data.
Standard ML workflows formalized the practice of splitting data into training and test
sets to rigorously evaluate a model’s ability to generalize to unseen examples.

As computational power improved—specifically through the evolution of processing
units in the 90s and the subsequent rise of GPUs, complex models such as Artificial Neu-
ral Networks (ANN) became computationally feasible. This resurgence laid the founda-
tion for Deep Learning, a subfield that has since become the backbone of contemporary
Al

Within this modern landscape, a critical distinction must be drawn between two funda-
mental modeling approaches: Discriminative and Generative AL

+ Discriminative Al focuses on learning the boundary between classes. Formally,
given an input X (e.g., an image) and a label Y (e.g., “cat” or “dog"), discriminative
models attempt to learn the conditional probability distribution P(Y'| X). Their pri-
mary goal is mapping input features to a target label, making them highly effective
for classification and regression tasks.

« Generative Al the focus of this thesis, aims to solve a more complex problem:
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modeling the underlying structure of the data itself. Instead of focusing solely on
the boundary between classes, generative models estimate the joint probability dis-
tribution P(X,Y") or simply the distribution of the data P(X) in unsupervised set-
tings. By learning the probability distribution from which the training data was
sampled, these models acquire the ability to sample new, synthetic data points that
are statistically similar to the original dataset.

While generative methods have existed for decades (for example, Naive Bayes or Gaus-
sian Mixture Models), the field has recently undergone a paradigm shift. The integration
of Deep Learning has enabled the creation of Deep Generative Models, such as Genera-
tive Adversarial Networks (GANs) and Transformers. These architectures are capable
of capturing high-dimensional, complex correlations in unstructured data (images, text)
and structured data (tabular records) that were previously intractable.

However, these advanced generative capabilities rely entirely on the optimization tech-
niques and architectural components established by Deep Learning. Therefore, to under-
stand how synthetic data is generated, we must first review the foundational concepts
of neural architectures, optimization strategies, and learning mechanisms that enable
these systems to function.

2.1.1 Deep Learning

Deep Learning (DL) [76] is a subfield of machine learning that focuses on training mod-
els composed of multiple hierarchical layers to automatically learn increasingly abstract
and representative features from raw data. Unlike traditional approaches, where features
often had to be hand-engineered, deep learning enables models to discover relevant rep-
resentations directly from data, making it especially powerful for complex tasks such as
image recognition, natural language processing, and speech understanding.

At the core of these models is the definition of a specific learning task, which dictates
how the model interprets data. The most common objective is classification, where the
network learns to assign input data to discrete categories, such as identifying whether
an image contains a specific object. Other fundamental tasks include regression, aimed
at predicting continuous numerical values, and generative modeling. By defining a loss
function that quantifies the error between the model’s prediction and the actual target,
the network can iteratively adjust its internal parameters to improve performance on
the task at hand.

The foundation model used to execute these tasks is the Artificial Neural Network. The
conceptual foundation of artificial neurons was established in 1943 by McCulloch and
Pitts [88].

Formally, given the input data x € R", a neuron computes a non-linear transformation
of it as follows:

y=f(W-x+Db) (2.1)

where W and b are called weights and bias and are the learnable parameters. As illus-
trated in Figure 2.1, the weights represent the strength of the connections from the input
features, while the bias allows the activation function to be shifted, providing the model
with the flexibility to fit data that does not pass through the origin.
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Figure 2.1: Schematic diagram illustrating the structure of a single artificial neuron,
showing how weighted inputs are summed and processed through an activation func-
tion to generate an output.

In practice, the bias term is frequently incorporated into the weight vector by augment-
ing the input x with an additional constant feature (typically set to 1). This “absorbing
bias” reparameterization simplifies the computation to a single dot product, W’-x’, where
W’ = [W,b] and x’ = [x, 1]. This notation is common in literature as it streamlines the
mathematical exposition of gradient descent.

The function f is a non-linear function known as the activation function. Its role is to
introduce non-linearity into the model, enabling the network to capture complex rela-
tionships that linear models cannot achieve. The choice of activation function is typically
dictated by the specific role of the neuron within the architecture or the nature of the
learning task. For instance, the Rectified Linear Unit (ReLU), defined as:

ReLU(z) = max(0, z), (2.2)

is the standard choice for hidden layers because it mitigates the vanishing gradient prob-
lem and accelerates convergence. In contrast, for the output layer of a binary classifi-
cation task, a Sigmoid function is preferred because it squashes the output into a range
of [0, 1], which can be interpreted as a probability. Other functions like Tanh are often
used when zero-centered data distributions are required in intermediate layers.

The first practical learning algorithm utilizing the neural structure was the perceptron,
proposed by Frank Rosenblatt in 1958 [113]. The original perceptron was a single-layer
architecture capable of learning linear decision boundaries. However, this limitation was
later overcome by the Multi-Layer Perceptron (MLP), which consists of an ensemble of
neurons arranged in layers.

In an MLP, the layers situated between the input and output are known as hidden layers.
Each neuron in a given layer exchanges information with the neurons in the previous
and subsequent layers, while no information is shared between neurons within the same
layer. These hidden layers, coupled with non-linear activation functions, allow the MLP
to act as a universal function approximator [61], enabling the model to represent highly
complex, non-linear relationships.
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During tasks like binary classification, the network processes inputs (e.g., using a sig-
moid function) to output a class probability. The accuracy relies on parameters W and
b, which are optimized by minimizing a loss function that quantifies the prediction error.
In the context of regression, a common choice is the mean squared error (MSE):

1 N

Lieg(W) = + > (i — flzsw)? (2.3)

=1

Conversely, for binary classification, the binary cross-entropy loss is widely used:

Laws = 2 [ log(Fw)) + (1= ) log(1 = flasw))] G

=1

Once the loss is defined, the parameters are iteratively adjusted using the backpropa-
gation algorithm. Popularized in 1986 [116], backpropagation computes the gradient of
the loss function with respect to each parameter by applying the chain rule of calculus,
allowing error signals to propagate backward from the output layer through the hidden
layers. These gradients are used to update the weights via gradient descent:

W< w —nVyLl (25)

where 7) is the learning rate. In practice, stochastic gradient descent (SGD) is often pre-
ferred, where gradients are estimated using small batches of data to improve computa-
tional efficiency and help the model escape local minima.

While deep architectures offer significant representative power [10], they are suscep-
tible to overfitting. This occurs when a model learns the intrinsic noise of the train-
ing data rather than the underlying pattern, resulting in excellent training performance
but poor generalization to unseen data. To mitigate this, various regularization tech-
niques are employed: dropout randomly deactivates neurons during training to prevent
co-adaptation; early stopping halts training when validation performance plateaus; and
normalization layers stabilize activations to prevent parameters from growing exces-
sively large.

Finally, to ensure that the model generalizes well across different subsets of the data
and to obtain a robust estimate of its performance, cross-validation techniques are fre-
quently employed to partition the dataset into multiple folds for alternating training and
validation phases [125].

2.1.2 Architectures

The MLP has been designed to work with numerical structured data and has shown lim-
itations in modeling unstructured data like images or text. To address these challenges,
specialized types of NN have been developed to better adapt to specific domains.
Convolutional Neural Networks (CNN) [96] are a type of neural network that is specif-
ically designed for images. Its name derives from the convolution operator applied in
each layer of the network, which allows the model to learn the local correlations between
the pixels in the image. This enables CNNs to automatically capture spatial hierarchies
in images, making them highly effective for tasks like image classification, object detec-
tion, and segmentation.
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Recurrent Neural Networks (RNN) [119] are designed to detect and model relations in
sequential data, such as time series or natural language. They achieve this through the
recurrent units, which allow the network to retain information from previous inputs in a
sequence. Over time, RNNs architecture evolved to improve their memory and mitigate
issues like vanishing gradients [75]. Prominent examples include Gated Recurrent Units
(GRUs) and Long Short-Term Memory (LSTM) networks [141], which provide mecha-
nisms to selectively retain or forget information over longer sequences.

Transformers [132] represent the current state of the art model regarding text modeling.
Unlike RNNSs, which process data sequentially, Transformers process the entire sequence
in parallel. In this context, the input text is first decomposed into tokens—the basic units
of information which can represent words, sub-words, or characters depending on the
chosen vocabulary. Transformers’ novelty consists in the introduction of the attention
mechanism, which allows the model to evaluate the importance of each token in the
context of the preceding words. However, because Transformers process tokens in par-
allel, they lack an inherent sense of order. To address this, Positional Encodings are added
to the input embeddings to provide information about the relative or absolute position
of each token in the sequence. In practice, text is first tokenized into numerical repre-
sentations; then, the attention layer determines how much each word is related to the
previous ones. The transformer computes the attention scores for each word in the text
with respect to the previous ones multiple times (multi-head attention) to capture mul-
tiple contextual relationships simultaneously. Finally, the outputs are combined to form
a more comprehensive understanding of the sequence. While originally proposed for
machine translation, Transformers have been adapted to numerous domains, including
Image Processing (Vision Transformers) [31] and protein sequence prediction [14].

2.1.3 Non-Neural and Ensemble Methods

For completeness, it is important to note that not all artificial intelligence models are
based on neural networks, as discussed in the previous section. Some of the most widely
used non-neural approaches include Probabilistic Al [47], like Bayesian Networks [57]
that enhance interpretability by handling uncertainty through probability distributions
and tree-based techniques like Extreme Gradient Boosting (XGBoost) [25].

XGBoost is particularly relevant for the subsequent sections. In particular, it is an ensem-
ble method, meaning that it trains weak learners (decision trees in this case) sequentially,
and combines their results to get a single strong classifier or regressor. The algorithm
improves predictions using a gradient-based optimization approach. Specifically, after
each tree is trained, the residuals, defined as the differences between the ground truth
and the model’s predictions, are computed. These residuals are then used to guide the
training of the next tree in order to minimize a specified loss function. By aggregat-
ing the contributions of all trees, XGBoost achieves highly accurate predictions while
maintaining robustness against overfitting.

In the context of this research, XGBoost is used as a robust judge for evaluating the
utility and quality of synthetic data (discussed in Section 2.3).
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2.2 Tabular Data

Despite the recent focus on unstructured data like text and images, tabular (structured)
data remains fundamental in domains like finance and healthcare. In tabular datasets,
information is organized in tables where each row d; represents an individual and each
column a; represents an attribute (Figure 2.2).

Attributes
>
Attribute
a2
$ Variable 1 Variable 2 Varaible 3 Varaible 4 Attribute Names
a
£ | Rowd, 123 075 cat red
©
w
5454 012 dog blue
268345 001 dog yellow Value: v (diia a4)
v

Figure 2.2: Example of a tabular dataset. The row denotes the individuals/samples, the
columns are the attributes/features

In this format are present mixed data types that could be: integers, floats, strings, chars
that can be categorized into numeric (continuous or discrete) and categorical (nominal
or ordinal). This versatility makes tabular datasets suitable for modeling a wide range
of real-world problems. However, the mixed data types also introduce challenges for
machine learning models, as many algorithms are designed to operate only on numerical
inputs. To address this, encoding techniques are employed to convert categorical or
string-based variables into numerical representations. The most widely used encoders
are:

« Label Encoder, which maps each value of the attribute into a number. While compu-
tationally efficient, this approach implicitly imposes an ordering on the categories,
which may not be desirable.

+ One-Hot Encoder, which represents each category as a binary vector, where a single
entry is set to 1 and all others to 0. This method avoids imposing artificial order
but can significantly increase dimensionality if the number of categories is large.

The choice of encoding method depends on the nature of the attribute and the require-
ments of the model. By applying appropriate encodings, machine learning models can
effectively process tabular data for tasks such as classification or prediction of target
attributes.

The most common task performed on tabular dataset is the classification or prediction
of a specific attribute/column of the dataset. The application of ML models on this data
type is of particular importance in many fields like healthcare, where a machine learn-
ing model can be able to predict disease risks; in finance to predict the future trends
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in the stock markets or for fraud detection; and in industry for customer recommenda-
tion. In order to train ML models, tabular datasets are available on many repositories
such as Kaggle. However, obtaining data for specific domains—especially in the medi-
cal field—can be difficult. These datasets often contain private or sensitive information,
which cannot be freely shared due to privacy regulations and ethical concerns.

2.2.1 Introduction to Data Privacy and Anonymization

While the widespread availability of digital data drives research and innovation, shar-
ing raw datasets raises significant privacy concerns. Safe data sharing must adhere to
legal frameworks like the General Data Protection Regulation (GDPR) [38], which de-
fines personal data as any direct or indirect information (e.g., physiological or economic
traits) that can isolate and identify a natural person. This includes direct identifiers (e.g.,
names) and indirect factors (e.g., physiological or economic traits) that can isolate an
individual. Anonymization, as clarified in Recital 26 [39], renders data non-personal
by ensuring the data subject is no longer identifiable. This process is risk-based: iden-
tifiability is determined by considering all means ‘reasonably likely to be used’ by an
attacker, accounting for cost, time, and available technology.

To systematically address these risks, it is essential to distinguish between different types
of attributes based on their disclosure potential. Identifiers are attributes that directly
reveal identity, such as a national ID number, and must be removed. In contrast, Quasi-
identifiers (QIs) [104] are attributes like age, gender, and postal code that do not uniquely
identify a person on their own but can do so when combined or linked with external
data sources. Finally, sensitive attributes contain the confidential information intended
for protection, such as medical diagnoses or income levels. It has been shown that even
when direct identifiers are removed, individuals can often be re-identified by linking a
combination of seemingly innocuous attributes with external data sources [126].

The failure to properly protect these attributes leads to specific types of privacy breaches,
primarily categorized as Identity Disclosure and Attribute Disclosure. Identity disclosure
occurs when an intruder can associate a specific record with a unique individual, often
through linkage attacks. Attribute disclosure is more subtle; it occurs when an intruder
learns new, confidential information about a data subject even if they cannot perfectly
isolate that individual’s specific record. For example, if an attacker knows a target is
part of a group where every member has the same sensitive condition, the attribute is
disclosed regardless of whether the specific record is identified.

To evaluate the success of anonymization, the Article 29 Working Party (WP29) [5] de-
fines three technical risks that must be mitigated: Singling Out, which is the ability to
isolate a record; Linkability, the ability to connect records across different databases;
and Inference, the ability to deduce attribute values with high probability. These criteria
directly inform the evolution of privacy-preserving models. The foundational model of
k-anonymity was designed to prevent Singling Out and identity disclosure by ensuring
each individual is indistinguishable from at least £ — 1 others. However, the subsequent
development of [-diversity and ¢-closeness was necessary to address the specific vulnera-
bility of attribute disclosure, ensuring that sensitive values within a group are sufficiently
diverse or follow a safe distribution. These models are supported by practical techniques
such as generalization, suppression, and sampling, which have been incorporated into
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robust anonymization tools like ARX [106].

At its core, the field seeks to balance the conflicting goals of protecting privacy and
retaining analytical value. While traditional anonymization filters information through
generalization and suppression, Synthetic Data Generation (SGD) offers an alternative
by creating entirely new records that mimic the statistical properties of the original data
without being linked to real individuals. In both cases, the goal remains to meet the legal
standard of Recital 26 by ensuring that re-identification is not “reasonably likely” given
current and future technological developments.

k-Anonymity

According to the Article 29 Data Protection Working Party (WP29), anonymization is not
a single outcome but a process involving different techniques to mitigate the risk of re-
identification. These techniques are broadly categorized into three families: pseudonymiza-
tion, randomization, and generalization [5]. While pseudonymization focuses on replac-
ing direct identifiers (e.g., IDs or names) with artificial aliases, randomization and gen-
eralization aim to protect the dataset against the linking of individuals through quasi-
identifiers.

Quasi-identifiers, as already explained previously, can lead to re-identification [126] if
combined or linked with external datasets (e.g., a public voter list). To protect against
linkage attacks, Samarati and Sweeney [117, 126] introduced k-anonymity, a model uti-
lizing generalization and suppression to hide individuals within a group.

Definition 2.2.1. (k-anonymity) A dataset D satisfies k-anonymity if and only if each
combination of quasi-identifiers in the dataset is present at least in k records. In other
words, every individual is indistinguishable from at least £ — 1 others with respect to
their quasi-identifiers, creating the so called equivalence classes.

The example in Table 2.1 presents a dataset that satisfies k-anonymity with k£ = 2. Here,
each combination of quasi-identifiers is shared by at least two records. As a result, the
probability of correctly re-identifying a single individual is reduced, since an attacker can
no longer establish a unique correspondence between quasi-identifiers and a person.

Name Age ZIP Code
Alessia | [20 - 29] 34
Alessia | [20 - 29] 34+
Michele | [30 - 39] 35"
Michele | [30 - 39] 357

Anna | [40-49] | 36"

Anna | [40-49] | 36"

Table 2.1: Example of k-anonymized data

To achieve k-anonymity in practice, it is required to first identify the quasi-identifiers
and transform them in such a way that they are no longer useful for an attacker attempt-
ing re-identification [92]. In the previous example, some anonymization techniques were
used, such as generalization and suppression.
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First, generalization is a technique that consists of replacing a specific value for an
attribute with a more generic one. An example is presented in Table 2.2. Here, the gen-
eralized attribute is the Age one, where the specific values are replaced with ranges that
comprise the real value. Similarly, categorical attributes can be generalized by replacing
detailed values with broader groupings, such as replacing the attribute City with the
more aggregated attribute Region.

Through generalization, the distinctiveness of quasi-identifier combinations is reduced,
thereby increasing the number of records that share the same values. This directly con-
tributes to satisfying the k-anonymity requirement, since an attacker can no longer
uniquely link a single individual to their record but only to a group of at least £ in-
dividuals.

Name | Age | City Name Age Region
Alessia | 22 | Venezia — Alessia | [20-29] |  Veneto
Alessia | 27 | Milano Alessia | [20-29] | Lombardia

(a) Original dataset (b) Generalized dataset

Table 2.2: Example of data generalization technique

A key tool in data anonymization is the use of generalization hierarchies (also called
taxonomies). A hierarchy defines increasingly coarse representations of an attribute’s
values, enabling flexible generalization while controlling the trade-off between privacy
and data utility. For instance, the Age attribute may have a hierarchy ranging from exact
values. e.g., 32, to intervals, such as 30—39, to broader categories like Adult, while for Lo-
cation values, a hierarchy may group ZIP codes into cities, then regions, and finally coun-
tries. During anonymization, values are replaced with higher-level categories depend-
ing on the privacy requirement, ensuring that individuals cannot be uniquely identified
while still retaining meaningful aggregate information. Hierarchies thus provide a sys-
tematic way to transform sensitive attributes, balancing the level of privacy protection
with analytical utility. Hierarchies, typically defined in advance by the data publisher,
specify how attributes can be generalized to broader categories, guiding anonymization
algorithms in balancing privacy and utility.

Another widely used anonymization technique is suppression. Suppression refers to
the removal or masking of attribute values that could compromise privacy. In practice,
this may involve completely eliminating an attribute from the dataset or partially ob-
scuring its values. For instance, in Table 2.3, the attribute ID is suppressed entirely since
it is an identifier, while ZIP Code has been partially masked by replacing some digits of
the code with asterisks.

By reducing the precision or visibility of quasi-identifiers and identifiers, suppression de-
creases the risk of re-identification. Often, suppression is used in combination with gen-
eralization: while generalization broadens attribute values to form equivalence classes,
i.e., a group of records that share the identical values for the quasi-identifier attributes,
suppression ensures that highly unique or risky attributes do not leak information that
could still single out individuals.

While k-anonymity has been highly influential as a foundational privacy model, it also
suffers from several important limitations that reduce its effectiveness in practice. First,
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Name ID ZIP Code Name | ZIP Code
Michele | ABC1234 35133 :> Michele 35***
Michele | ABC1235 35169 Michele 35***

(a) Original dataset (b) Suppressed dataset

Table 2.3: Example of data suppression technique

k-anonymity only guarantees that each record is indistinguishable from at least £—1 oth-
ers with respect to quasi-identifiers, thereby preventing straightforward re-identification.
However, it does not ensure protection against attribute disclosure. Consider the case
in which all records within an equivalence class share the same value for a sensitive
attribute, for example, a medical condition. In such a scenario, knowing that an indi-
vidual belongs to that class is enough to reveal the sensitive information with certainty:.
Thus, even though identity disclosure is prevented, privacy is still compromised. This
weakness was noted soon after the introduction of the privacy model [126].

Second, k-anonymity is vulnerable to homogeneity and background knowledge attacks.
For example, in [86], the authors demonstrated that even when equivalence classes con-
tain multiple sensitive values, attackers with external knowledge may still infer sensitive
information with high confidence. In the case of a homogeneity attack, the sensitive
attributes within an equivalence class lack sufficient diversity—for example, if nearly
all individuals in the class share the same medical condition, membership in that class
strongly suggests that condition. In a background knowledge attack, adversaries exploit
external or auxiliary information to eliminate possibilities until only one sensitive value
remains plausible, thereby re-identifying individuals despite the k-anonymity guaran-
tee.

Third, achieving k-anonymity typically requires heavy generalization or suppression,
which may substantially reduce the utility of the data. As highlighted in [117], increas-
ing the value of k typically forces coarser generalizations, limiting the dataset’s over-
all usefulness for analysis. This limitation illustrates the inherent privacy-utility trade-
off, which becomes especially severe in high-dimensional datasets where the sparsity
of unique attribute combinations makes it difficult to achieve anonymity without intro-
ducing excessive information loss [3]. In such cases, the dataset may remain privacy-
preserving but lose much of its practical value for meaningful analysis.

Finally, k-anonymity provides no guarantee against composition attacks, in which mul-
tiple anonymized datasets are combined to re-identify individuals. Research has shown
that if datasets anonymized separately under k-anonymity are linked together, equiva-
lence classes may collapse, allowing re-identification with certainty [45].

Taken together, these limitations show that while k-anonymity has been a crucial foun-
dation in privacy-preserving data publishing, it is widely regarded as necessary but in-
sufficient. Its weaknesses have motivated the development of stronger models such as
[-diversity [86] and ¢-closeness [80] which aim to mitigate specific vulnerabilities of the
original framework and provide more robust protection against attribute disclosure.
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[-diversity

The attacks described in [86] show that information leakage remains possible even when
k-anonymity is enforced. Two attack scenarios were studied:

« Homogeneity attacks arise when all the individuals in the same equivalence class
share the same value for an anonymized attribute. In this case, membership in the
class directly reveals that sensitive value.

« Background knowledge, in which adversaries leverage external information, can
help an attacker to narrow down the set of possible attributes within an equiva-
lence class, increasing the re-identification risk.

To address these vulnerabilities, the [-diversity model has been proposed. In particular,
it extends the k-anonymity model by requiring that, for each equivalence class, there
must exist at least [ distinct values for the sensitive attribute. The intuition is that di-
versity within sensitive attributes reduces the certainty with which an adversary can
infer private information. Table 2.4 provides a simple illustration: after generalizing the
attribute Age, an equivalence class is formed in which the sensitive attribute Disease con-
tains [ = 2 different values. As a result, even if an attacker can identify the equivalence
class of a given individual, they cannot unambiguously determine the person’s medical
condition.

Name Age Disease Name Age Disease
Tommaso | 22 | Lung cancer — Tommaso | [20 - 29[ | Lung cancer
Tommaso | 27 | Heart Disease Tommaso | [20 - 29[ | Heart Disease

(a) Original dataset (b) Anonymized dataset

Table 2.4: Example of [-diversity

This requirement mitigates the risks listed previously by significantly reducing the prob-
ability of an attacker inferring sensitive information with certainty.

However, [-diversity also has important weaknesses. First, it does not account for se-
mantic similarities among the sensitive values. For instance, if the attribute Disease is
generalized such that all patients with lung, skin, or breast cancer are grouped under
the single label “cancer”, then membership in that equivalence class still reveals with
certainty that an individual has cancer, despite the presence of multiple distinct values.
A second limitation with [-diversity derives from the possible distribution imbalance of
the values of a sensitive attribute. For example, if 99% of individuals in the class share
the same disease, then an attacker can still infer that value with a very high probability.
This vulnerability is known as the skewness attack.

t-closeness

The limitations of [-diversity motivated the introduction of a stronger privacy model
known as t-closeness [80]. The key idea behind this model is that the distribution of
a sensitive attribute within each equivalence class should not differ “too much” from
its distribution in the real dataset. In other words, the global distribution of sensitive
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attributes is assumed to be publicly available information and equivalence classes are
required to preserve this distribution up to a threshold ¢. By enforcing similarity be-
tween local and global distributions, ¢-closeness provides stronger protection against
both homogeneity attacks (where all records in a group share the same sensitive value)
and skewness attacks (where the distribution of sensitive values is highly imbalanced).
The closer the class-level distribution is to the global one, the less information an ad-
versary gains about an individual by learning that they belong to a specific equivalence
class.

To measure the distance between the distribution of sensitive attributes in an equiv-
alence class and their distribution in the overall dataset, statistical metrics such as the
Earth Mover’s Distance (EMD) [115] are commonly employed. The ¢ parameter indicates
a threshold for the distance between the distributions. Formally, an equivalence class is
said to satisfy ¢-closeness if the distance between its sensitive attribute distribution and
the global distribution is no greater than ¢. Similarly, a dataset is said to have ¢-closeness
if it holds for all the equivalence classes.

However, t-closeness also has important limitations. From a practical perspective, en-
forcing distributional constraints often requires stronger generalization and suppres-
sion, which can lead to significant loss of data utility [42]. Furthermore, the model
assumes that adversaries only rely on statistical distributions, and it may not provide
sufficient protection against adversaries with richer background knowledge. Finally, de-
termining an appropriate threshold ¢ remains a major challenge: smaller values enhance
privacy but severely compromise data utility, whereas larger values preserve utility but
weaken protection.

Other Classical Techniques and Application

The classical privacy models of k-anonymity, [-diversity, and ¢-closeness rely primarily
on generalization and suppression as mechanisms to achieve anonymity. While these
approaches are effective in specific scenarios, they often lead to substantial informa-
tion loss, especially in high-dimensional datasets where preserving privacy requires ex-
tensive transformations. As a result, a variety of additional anonymization techniques
have been proposed within the field of statistical disclosure control (SDC) and privacy-
preserving data publishing, aiming to balance privacy protection with the preservation
of data utility.

Sampling is an anonymization technique in which only a subset of the original dataset is
released. By reducing the number of available records, the probability of re-identification
is lowered. Sampling is simple and often used in practice, but it reduces completeness
and may bias the published data if not carefully designed [30]. However, naive ran-
dom sampling can distort the statistical properties of the dataset and may fail to provide
meaningful privacy guarantees. To address these issues, S-sampling was introduced as
a more controlled probabilistic anonymization approach. In S-sampling, each record
in the dataset is independently included in the published dataset with probability 3
(0 < B < 1). This process ensures that the adversary cannot determine with certainty
whether a specific individual’s record is present. The effectiveness of sampling can be
further improved by accounting for population structure: techniques such as stratified
or balanced sampling maintain the distribution of key subgroups while still providing
privacy protection, thereby reducing bias and preserving the statistical utility of the
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sampled dataset.

Perturbation techniques modify data values to mask individual records while pre-
serving overall statistical properties. Common methods include adding random noise to
numerical attributes, swapping values between records, or generating synthetic records
that resemble the original data distribution. While perturbation offers flexibility and
can preserve the utility of some analyses, making it suitable for many statistical or ma-
chine learning applications, it weakens the interpretability of individual records and
may reduce the validity of fine-grained analyses that rely on precise attribute values,
highlighting an inherent trade-off between privacy protection and data fidelity.
Together, these techniques illustrate the wide range of approaches available for anonymiza-
tion beyond classical privacy models. Each method embodies trade-offs between privacy
and data utility, and in practice, hybrid approaches combining generalization, suppres-
sion, sampling, and perturbation are often applied. Moreover, these limitations have
fueled the exploration of alternative paradigms such as differential privacy, which aims
to provide stronger, mathematically provable privacy guarantees beyond what conven-
tional models can offer.

Tools for Anonymization

While privacy models such as k-anonymity, [-diversity, and t¢-closeness provide the-
oretical frameworks, their practical application requires software capable of handling
real-world datasets and constraints. One of the most widely used tools for this purpose
is ARX [106], an open-source anonymization framework that integrates classical and
advanced techniques into a unified environment, allowing researchers and practitioners
to implement privacy-preserving transformations efficiently.

In ARX, users can define generalization hierarchies for generalization, configure param-
eters for suppression, and apply privacy models such as k-anonymity, [-diversity, or
t-closeness. The tool provides quantitative metrics to evaluate the trade-off between
privacy protection and data utility, including re-identification risk estimates and infor-
mation loss measures. Beyond generalization and suppression, ARX supports methods
such as sampling and perturbation, which can be combined into hybrid anonymization
strategies. This flexibility allows practitioners to iteratively test configurations, compare
results, and select a solution that best fits the privacy requirements and analytical needs
of a given use case.

Despite these capabilities, anonymization through ARX and similar frameworks remains
constrained by the inherent trade-off between privacy and utility, particularly in high-
dimensional datasets or scenarios with strong adversaries. These challenges have moti-
vated the exploration of alternative paradigms such as synthetic data generation, which
aims to preserve statistical patterns without directly exposing original records.

2.2.2 Synthetic Data Generation

Given the limitations of traditional anonymization techniques—specifically the degra-
dation of data utility due to excessive generalization—research has shifted toward Syn-
thetic Data Generation (SDG). Unlike anonymization, which modifies real records, SDG
employs generative models to learn the underlying probability distribution Py, of the
original dataset D. Once learned, the model can sample entirely new data points D, ~
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Figure 2.3: Graphical representation of the workflow of a Generative Adversarial Net-
work.

P, 0der that statistically resemble the original data but do not map 1-to-1 to any real
individual.

Modern synthetic data generation relies on four primary deep learning architectures:
Generative Adversarial Networks (GANs), Variational Autoencoders (VAEs), Diffusion
Models, and Transformers.

GAN

Generative Adversarial Networks (GANs) [52] consist of two competing neural net-
works: a generator () that synthesizes data from random noise z, and a discriminator
(D) trained to distinguish these generated samples & from real training data x. Through
this adversarial process, the generator iteratively learns to produce increasingly realis-
tic samples to “fool” the discriminator. This interaction is formalized in the min-max
loss function, where GG aims to minimize the probability of D correctly identifying fake
samples, and D aims to maximize it. The used loss function is called min-max loss, and
is defined as:

£ = B, [log(D(x))] + E.[log(1 — D(G(2)))] (2.6)

Figure 2.3 illustrates how the two networks interact. Specifically, GANs can be used
to generate pictures when the neural network is implemented as a convolutional neu-
ral network. Alternatively, GANs can produce generic numeric data points when the
networks are implemented as multi-layer perceptrons (MLPs).

VAE

Variational Autoencoders are another class of generative model composed of two net-
works: the encoder and the decoder. Unlike GANS, the interaction between the two
networks is not adversarial. The encoder takes as input a data point = from the training
set and encodes it into a low-dimensional latent space. The output of the encoder will
be a 2-dimensional vector that identifies the two parameters of a multivariate Gaussian
distribution, specifically, the mean .|, and the covariance Y, |,. A latent vector z is then
sampled from this distribution. The decoder is used to reconstruct the original data point
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Figure 2.4: Graphical representation of the workflow of a Variational Autoencoder.

from 2. The training of VAEs relies on a loss function that combines two components:
a reconstruction loss, which encourages the decoder to accurately reproduce the input
data, and a regularization term, typically the Kullback-Leibler (KL) divergence, which
ensures that the learned latent space distribution remains close to a standard Gaussian.

L = E.[log ps(x|2)] — Dxrlgs(2]2)|pe(2)] (2.7)

The first term is the reconstruction term, while the second term is the Kullback-Leiber di-
vergence term. By forcing the learned latent space distribution to be a standard Gaussian,
the decoder can be used independently to generate new samples from random vectors
drawn from a multivariate normal distribution. Figure 2.4 illustrates the architecture
of a VAE, showing how the encoder maps input data to a latent space distribution and
how the decoder reconstructs the data from samples drawn from this space. The figure
highlights the flow of information during training and emphasizes the role of the latent
space as a compact, structured representation of the input data.

In recent years, generative Al has evolved significantly, leading to the development
of powerful models that surpass the performance of classical generative approaches.
Among the most notable advancements are diffusion models and transformers, which
have demonstrated remarkable capabilities in generating high-quality data across a va-
riety of domains.

Diffusion Models

Diffusion models [59] have gained significant attention in the last years, particularly
in the field of image generation. The core idea behind these models is to iteratively
add noise to a data point and then learn to reverse this process, gradually denoising
it to generate realistic samples. Figure 2.5 illustrates this forward and reverse process,
highlighting how the model learns to reconstruct high-quality images from noisy inputs.
The procedure begins with the forward process, in which the original image is gradually
corrupted by adding noise over multiple steps until it becomes indistinguishable from
random noise. Then, the backward process is performed: the model is trained to pro-
gressively remove the noise at each step, reconstructing the original data point from the
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Figure 2.5: Forward and Backward Pass in the Diffusion Model for images (inspired

by [48]).

corrupted version. During inference, only the backward process is used, allowing the
model to generate new images starting from pure random noise and iteratively denois-
ing them into realistic samples.

Transformers

Transformers, as discussed in Sec 2.1.2, gained popularity in the field of text translation,
but they can be used for text generation. After the encoding of the text into tokens, the
model is trained to predict the probability distribution of the next token in a sequence.
Thanks to the attention mechanism, this distribution considers all previously generated
tokens, allowing the model to capture long-range dependencies within the text. During
inference, the model is given a prompt and generates text in an autoregressive manner,
producing one token at a time according to the learned probability distribution.

These models are highlighted because they represent the current state of the art for data
generation. While many other generative models exist, most are extensions or adapta-
tions of the previously seen architectures.

2.2.3 Example of data generation architectures

Returning to tabular (or structured) data, many of the generative architectures discussed
previously—such as GANs, VAEs, and transformers—have been adapted to generate syn-
thetic structured datasets. In this section, we present some of the most widely used and
well-known models for this purpose, highlighting their architectures and key mecha-
nisms for generating realistic tabular data.

Conditional Tabular GAN

Conditional Tabular GAN (CTGAN) [137] is a generative adversarial network adapted
for synthetic tabular data generation. In this particular model, categorical and numeric
columns are treated in different ways. Consider a dataset with /V rows and M columns,
identified by the letters d and a with 7 and j as their indices respectively. The ¢-th row
d; is composed of n., categorical columns (or attributes) and 7, numeric columns. So
the generic row will be:



2.2. TABULAR DATA 25

di:{xl,mg,...,xM}, Vle’ll,N

where ncyt + num = M. The generic categorical value in d; will be denoted as .., while
the generic numeric value will be denoted as z,, .

Categorical attributes are encoded using a standard one-hot encoding. Numerical at-
tributes, instead, are transformed with a technique called mode-specific normalization.
In this approach, a Variational Gaussian Mixture Model (VGM) is fitted to each numer-
ical attribute to estimate its modes and their corresponding distributions. Each value is
then represented as a vector whose length equals the number of modes discovered by
the VGM. The vector contains two pieces of information:

1. a one-hot encoded indicator of the most likely mode for that value
2. a scalar that specifies the relative position of the value within the selected mode

The encoded row is obtained by concatenating the one-hot vectors of categorical at-
tributes with the mode-specific encoded vectors of numerical attributes. The resulting
representation is then used to train the GAN as usual, with the key difference being the
introduction of the Conditional Generator.

The conditional generator is designed to address the problem of class imbalance, i.e.,
the under-representation of rare attribute values in the training set. To solve this, the
generator is conditioned on a specific categorical value £*. In practice, this means that
the generator explicitly incorporates k£* into its input, so that the distribution of gen-
erated rows includes sufficient samples with this rare attribute value. The conditional
distribution of the generator for such rows can be formally written as:

P(d;) = > Paldilwe, = k*)P(xe, = k)
kEC]‘

Where C; the j-th categorical attribute. In this way, also low-represented values for
categorical attributes will be present in the generated dataset.

Tabular Denoising Diffusion Probabilistic Model

Tabular Denoising Diffusion Probabilistic Model (TabDDPM) [72] extends diffusion-based
generative modeling to the domain of structured tabular data. The idea is to adapt the
general diffusion framework (introduced in Section 2.1.2) so that it can effectively handle
the heterogeneous nature of tabular datasets, which typically combine both numerical
and categorical attributes. The adaptation is conceptually straightforward but requires
careful preprocessing and distinct diffusion strategies for different data types. For nu-
merical attributes, the values are first transformed using the quantile transformer from
Scikit-Learn [103]. This step maps arbitrary continuous distributions into a uniform or
Gaussian-like distribution, making them more amenable to Gaussian diffusion processes.
Categorical attributes, on the other hand, are encoded via one-hot encoding, which pro-
vides a simple yet effective way to represent discrete categories in a continuous vector
space.
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Once preprocessed, diffusion is applied separately for each type of attribute. Numeri-
cal columns are modeled using Gaussian diffusion [59], where noise is gradually added
and then removed to reconstruct realistic values. Categorical columns instead rely on
multinomial diffusion [60], a discrete variant of diffusion that perturbs and denoises
categorical probability distributions instead of continuous values. This dual treatment
ensures that both numerical variability and categorical semantics are properly captured.
At inference time, the model starts from noise (Gaussian noise for numeric features, and
uniform distributions for categorical ones) and iteratively denoises the data according to
the learned process, ultimately generating synthetic rows that closely follow the original
tabular distribution. By explicitly tailoring the diffusion mechanisms to the nature of
each attribute type, TabDDPM achieves state-of-the-art performance in synthetic tabular
data generation.

Realistic Relational and Tabular Transformer

Realistic Relational and Tabular Transformer (REalTabFormer or rtf) [122], is a transformer-
based architecture designed to generate tabular data. The idea of using transformers
with tabular data was proposed in [12] with the GReaT (Generation of Realistic Tab-
ular data) model, which proposed using language modeling techniques to address the
challenges of heterogeneous tabular structures.

The central idea is to represent tabular data as natural language text, thereby enabling
the use of pre-trained large language models (LLMs). Each row of a table is converted
into a sequence of sentences using the column names and their associated values. For
example, a record with attributes Age = 42 and Occupation = Teacher would be mapped to
the sentences “Age is 42” and “Occupation is Teacher”. These sentences are concatenated
to form a textual representation of the row. To avoid imposing artificial orderings be-
tween independent attributes, the sentences are randomly permuted, reflecting the fact
that column order in tabular data typically carries no semantic meaning.

Once converted, the dataset is used to fine-tune the transformer model, which learns
to generate realistic rows in this textual format. At inference time, the model samples
new sequences that can then be parsed back into structured tabular data. This approach
leverages the powerful contextual reasoning abilities of transformers, while bypassing
the difficulties of directly modeling mixed data types (numeric and categorical) in their
native tabular form.

REalTabFormer extends and improves on GReaT by addressing limitations related to
data fidelity, relational consistency, and scalability. Its key improvements compared to
GReaT are summarized in Table 2.5.

In the REalTabFormer model, the rows are transformed into text in a different way with
respect to the GReaT model. While for categorical data no preprocess is done, apart from
creating a unique vocabulary for each column and tokenization, the numeric attributes
require careful treatment. If numeric values were simply cast to strings, the resulting
vocabulary would be extremely large (covering every possible number), making training
inefficient and limiting generalization.

To address this, REalTabFormer casts numeric attributes into fixed-length string seg-
ments, splitting each number into smaller tokens that represent only a few digits at a
time. This transformation ensures that even large or highly precise numbers can be rep-
resented using a compact and reusable vocabulary. When numbers have fewer digits,



2.2. TABULAR DATA

27

Improvement

GReaT

RTF

Fixed-vocabulary per column

Use a pretrained LLM on a
corpus with unused words

GPT-2 trained on a fixed
vocabulary for each col-

umn [97]

Support for relational data

Can be used only for
single-table data

Can be used for relational
datasets

Statistical stopping criterion

Does not account for it

the (s statistic is used to

detect overfitting and trig-
ger early stopping during
training

Target masking The model can copy train- | It introduces masking of
ing data values to discourage copy-
ing training rows verba-
tim
Data Types Numeric and Categorical | Numeric, Categorical,
Datetime

Table 2.5: REalTabFormer and GReaT model Comparison

they are padded with zeros so that each value is represented consistently with the same
number of tokens. An example transformation is shown below:

[1032.325345, 10.291, —3.0]

!
(€107, 4327, .37, “3"]
4007, 107, .27, “0”]
[4-07, 03", .07, 0]

So, for each numerical attribute, multiple tokenized columns are created. As written in
the paper, this transformation reduces vocabulary size while preserving numeric preci-
sion. To conclude, datetime variables are transformed into numeric ones using the Unix
timestamp representation, and then are treated as numeric variables.

The model is trained autoregressively: for each row, the transformer sequentially pre-
dicts the tokens of every column, sampling from the vocabulary specific to that attribute.
This design ensures that the model learns both the semantic meaning of categorical vari-
ables and the fine-grained structure of numeric ones, while keeping the overall vocabu-
lary compact and manageable.

Beyond the previously discussed models, other approaches for synthetic data generation
include flow-matching methods [118], graph-based models [67], score-based techniques
such as STaSy [71], Bayesian methods exemplified by PrivBayes [142], and statistical
frameworks like synthpop in R [95].
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2.3 Evaluation Metrics

While generative models provide powerful mechanisms to create synthetic datasets,
their usefulness ultimately depends on how well the generated data preserves the prop-
erties of the original dataset while ensuring privacy. For this reason, evaluation metrics
play a central role: they are used to assess the utility, by measuring how faithfully the
synthetic data reproduces statistical patterns and supports downstream analyses, and the
privacy, by estimating the risk of re-identification or information leakage. Establishing
the right balance between these two dimensions is critical, as overly realistic synthetic
data may compromise privacy, while overly private data may lack analytical value.

2.3.1 Fidelity and Utility Metrics

Evaluating generative models for tabular data is inherently complex because it involves
a multi-objective trade-off. A perfect synthetic dataset must be statistically indistin-
guishable from the real data (Fidelity), useful for training downstream machine learning
models (Utility), and secure against re-identification attacks (Privacy).

Fidelity Metrics

Fidelity metrics, often referred as broad utility or statistical fidelity, measure the degree
to which a generated dataset captures the underlying statistical structure of the original
data. Following a principled approach, these metrics are categorized into those assessing
overall Distribution Similarity and those measuring Specific Properties [70].

Distribution similarity metrics evaluate the global resemblance between real and syn-
thetic probability distributions, which is essential for capturing high-dimensional re-
lationships that simpler tests might overlook. For instance, the Maximum Mean Dis-
crepancy (MMD) [55] utilizes a kernel-based approach to compare mean embeddings in
a Reproducing Kernel Hilbert Space, effectively quantifying the distance between two
distributions. Similarly, the Wasserstein Distance provides a robust measure of similar-
ity for numeric data by calculating the minimum cost of transforming one distribution
into the other, while information-theoretic measures like KL-Divergence [73] and Jensen-
Shannon Divergence [82] quantify the relative entropy or statistical distance between the
synthetic and reference distributions. These multivariate methods are critical because
they ensure that the synthetic data maintains the complex joint distributions necessary
for reliable secondary research.

Conversely, measures for specific properties focus on individual components or local re-
lationships within the dataset to verify that basic statistical characteristics are preserved.
Univariate indicators are used to evaluate the goodness of fit for individual marginal dis-
tributions, such as the Kolmogorov-Smirnov (K-S) Test [87] for numeric columns and the
Chi-Squared Test for categorical variables, which verify that the frequency and range
of specific attributes remain consistent. Beyond individual marginals, bivariate proper-
ties are assessed through metrics like Pairwise Correlation Difference, which calculates
the variance between the correlation matrices of the real and synthetic datasets to en-
sure that linear relationships and dependencies between variables are not lost during the
synthesis process.
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While these fidelity assessments are foundational, the current landscape still lacks a
unified nomenclature, with researchers often employing a vast variety of metrics across
these categories without a standardized protocol. It is also noted that high fidelity does
not inherently guarantee privacy; in fact, similarity-based metrics like distance to real
data can be at odds with privacy objectives, as a synthetic record that perfectly mimics
a real patient for fidelity reasons may inadvertently facilitate re-identification.

Utility Metrics

Utility metrics represent all those metrics that measure the power of a dataset to be used
for training other models for downstream tasks. For example, consider a scenario where
a researcher wants to study the effect of a medicine but cannot access real data due to
privacy or cost constraints. In this case, a synthetic dataset can be used as a substitute.
However, for the synthetic data to be useful, it must preserve the relationships between
the response variable and the predictors present in the real dataset. In other words,
a model trained on the synthetic data should produce results comparable to a model
trained on the original data. This ability to retain meaningful patterns and relationships
is what defines the utility of synthetic data.

To evaluate utility, the commonly used methodology is Train on Synthetic, Test on Real
(TSTR) [37], or model compatibility [100], which is typically compared to Train on Real,
Test on Real (TRTR). In this framework, a model is trained on the synthetic dataset and
then evaluated on the real dataset. If the performance metrics differ significantly be-
tween TSTR and TRTR, it indicates that the synthetic dataset has low utility. Conversely,
if the results are similar, the synthetic data effectively preserves the relationships in the
original data and is considered highly useful for downstream tasks.

Another metric used to assess utility and similarity is the Machine Learning Efficacy, or
Discriminator [85]. This approach involves training a classifier, often XGBoost, to distin-
guish between real and synthetic records. If the classifier achieves a prediction accuracy
close to 100% or 0%, it indicates that the synthetic records are easily distinguishable
from the real ones, suggesting that the synthetic data distribution differs substantially
from the original. Conversely, if the classifier’s accuracy is near 50%, it implies that the
model cannot reliably tell real and synthetic records apart, indicating a high degree of
similarity between the two datasets.

It is important to note that these metrics represent only a subset of the tools available to
evaluate synthetic data. No single metric can definitively determine the quality of a syn-
thetic data generator. Instead, by combining multiple metrics, such as fidelity, utility, and
machine learning efficacy, researchers can obtain a more comprehensive understanding
of how well the synthetic data preserves the properties and relationships of the original
dataset.

*An accuracy of 0% simply indicates that the classifier is systematically inverting the labels, classify-
ing real records as synthetic and vice versa. In the context of this binary classification task, such inversion
does not affect the assessment of distinguishability.
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2.3.2 Privacy Metrics

Regarding evaluation, privacy metrics for synthetic data can be broadly classified into
two categories:

« Similarity-based Metrics.

« Attack-based Metrics.

On one hand, similarity-based metrics are designed to ensure that the synthetic data is
sufficiently different from the original dataset to prevent privacy leaks. For instance,
if a synthetic dataset were an exact copy of the training data, it could not be safely
released, as it would expose real personal or sensitive information. These metrics rely
on a similarity measure to compare the synthetic and real data, along with a predefined
threshold that indicates when the generated data is too close to the original. An example
of such a metric is the Identical Match Share (IMS) which computes the percentage of
rows in the synthetic dataset that are exact copies of the rows in the training set. Other
similarity-based metrics will be discussed in the following sections.

On the other hand, attack-based metrics simulate potential privacy breaches to evaluate
the risk associated with releasing synthetic data. In this approach, an attacker (or threat
model) uses the synthetic dataset to attempt to infer sensitive information about indi-
viduals in the original data. The effectiveness of these attacks on a set of real records
serves as a measure of privacy leakage. It is crucial to define at the beginning the level of
knowledge the attacker has access to. For example, in the black-box attack, the attacker
will be able to access only the information provided by the generated dataset itself. In
contrast, in the white-box attacks, the attacker is also allowed to access the generat-
ing process information; so, the model’s architecture, the hyperparameters, or even the
weights of the model. There are also intermediate scenarios in which the attacker has
partial knowledge of the system, capturing a spectrum of realistic threat models.

While the primary incentive for using synthetic data is to facilitate privacy-preserving
data sharing, research indicates that many studies assume inherent privacy benefits
without empirical verification. To rigorously quantify these risks, the literature increas-
ingly focuses on two primary attack-based dimensions: Membership Inference Attacks
(MIA) and Attribute Inference Attacks (AIA) [70].

Membership Inference assesses the risk of an adversary determining whether a specific
individual’s record was part of the original training dataset. This is a fundamental pri-
vacy concern because confirming an individual’s presence in a specific cohort can reveal
sensitive information. MIAs are commonly evaluated using methods like record match-
ing, which checks for identical or near-identical records between synthetic and real sets,
and hold-out set distinguishing, where a classifier attempts to tell the difference between
training records and those from a separate hold-out set. Research by Shokri et al. [121]
established the foundational framework for these attacks, demonstrating that the ten-
dency of machine learning models to overfit on their training data allows adversaries to
recognize membership with high confidence.

Attribute Inference addresses the risk of an intruder deducing the value of sensitive at-
tributes for a known individual by having access to the synthetic data. This type of
disclosure occurs when an attacker can leverage the correlations captured by the gener-
ative model to predict private information about a specific data subject. Common evalu-
ation techniques for AIAs involve inference based on classification or regression models,
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where a predictive model is trained on the synthetic data to determine how accurately it
can predict sensitive variables in the real dataset. As highlighted by Kaabachi et al. [70],
although AIA represents a direct threat to the confidentiality of patient data, it is signif-
icantly less represented in current evaluation literature compared to MIA, appearing in
only a small fraction of analyzed instances.

It is crucial to recognize that traditional similarity-based metrics, such as the distance to
the closest record, are often inadequate for ensuring true privacy. Ganev and De Cristo-
faro [44] have demonstrated that successful inference attacks can occur even when the
synthetic data appears statistically dissimilar from the original dataset. Consequently,
a robust privacy assessment requires moving beyond simple resemblance tests toward
principled adversarial auditing that explicitly evaluates resilience against both member-
ship and attribute disclosure.

2.3.3 The Privacy-Utility Tradeoff

The previous discussions on utility, fidelity, and privacy metrics have highlighted an im-
portant connection between them. For instance, if a SDG method is able to generate a
dataset with perfect utility and fidelity, it can create problems on the privacy side. Con-
sider the extreme scenario in which the generated dataset is an exact copy of the training
data: while utility and fidelity scores would be maximal, the privacy risk would be at its
highest, as all sensitive information is exposed. In the other extreme-case scenario, the
SDG produces a dataset that is completely different from the training data. In this case,
all the privacy scores would have a perfect score but utility and fidelity scores would
be very low. From this consideration, we can identify a tradeoff between utility, in the
broader sense’, and privacy, which is depicted in Figure 2.6.

Technologies that provide a high privacy protection have also severely degraded utility.
On the other side, a good utility corresponds to a low level of privacy protection. The

TConsidering both Fidelity and Utility
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current research is focused on creating models or methodologies that maximize the ac-
ceptable threshold. Using anonymization techniques is the best for privacy protection
as seen in Section 2.2.1, but, due to the modifications the dataset undergoes, the util-
ity and the fidelity score are low or cannot be computed properly. Regarding SDG, the
methodology can achieve a better balance; however, improper tuning or insufficient reg-
ularization may lead to privacy risks if the model overfits, effectively memorizing and
reproducing training records. Conversely, overly constrained or undertrained models
may preserve privacy but fail to capture the complex relationships between attributes,
resulting in low utility and poor fidelity.

The goal of current research is not merely to move along this curve, but to shift the fron-
tier itself, enabling higher utility for a fixed privacy budget. While standard generative
models (like vanilla GANs) can achieve a better balance than traditional anonymization,
they lack stability. Without explicit constraints, a GAN may drift toward the overfitting
extreme, memorizing training samples to minimize its loss function.

Furthermore, relying solely on post-hoc attack metrics (like checking for re-identification
after generation) is risky. It does not provide a formal safety guarantee. To address this,
we require a framework that offers a mathematically provable bound on privacy leakage
during the training process. This necessity leads us to the concept of Differential Privacy.

2.4 Differential Privacy for Tabular Data Generation

Now that the legal concept of privacy has been introduced and the main techniques to
protect datasets prior to release, namely anonymization and synthetic data generation
(SDG), have been discussed, the final method to mitigate privacy risks can be addressed:
Differential Privacy (DP) [32]. Before presenting a formal definition of DP, it is essential
to introduce some foundational concepts and definitions that underpin the framework.

Let D denote a generic dataset. A dataset D’ is called a neighboring dataset of D if and
only if it differs from D by exactly one element or row. In practice, two datasets are
neighbors if they differ only in the presence or absence of one individual.

Definition 2.4.1. (Differential Privacy) Given two neighboring datasets D, D', given a
randomized function I, and given S C Range(K); then, K is said to satisfy e-differential
privacy if the following inequality holds.

P[K(D) € S] <exp(e) - PIK(D') € 5] (2.8)

So, this definition states that, if e-differential privacy holds, then the presence or absence
of an individual from the dataset will affect the result of the function K by a value that
depends on the € parameter, also known as privacy budget. In other words, e-differential
privacy limits the influence of every individual in the given dataset D. Conceptually, this
guarantees plausible deniability [11]: an attacker cannot confidently determine whether
a specific individual’s data was used in the training set. This interpretation is crucial on
the attacker side; in fact, if a function is e-differentially private, then the attacker cannot
infer whether a specific individual’s data was used during training, making MIAs much
harder to perform. By ensuring that individual contributions are negligible, differential
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privacy effectively reduces the risk of targeting specific records. In [33], the concept of
differential privacy was extended by adding a shift for the case of unlikely events. We
refer to this new mechanism as (¢, §) - differential privacy; in particular, the following
inequality must hold.

P[K(D) € S] <exp(e)-PK(D') € S]+¢ (2.9)

The privacy budget € and the shift parameter § must be set by the user and lie within
specific domains: € > 0and 0 < § < 1. A low value of ¢, such as 0.1 or 1.0, corresponds
to strong privacy guarantees, whereas values above 10.0 indicate very weak privacy
protection. The parameter J accounts for rare events where the mechanism may fail to
provide strict privacy, meaning that there could exist outcomes that completely reveal
private information; however, the probability of such outcomes is at most J. In practice,
a common rule of thumb is to set § < %, where N is the number of data points. For
highly sensitive datasets, a stricter setting of § < % can be used to provide stronger
privacy guarantees.

To summarize, the § parameter addresses the following aspects:

« Handles extremely unlikely events: Allows a very small probability of unlikely out-
comes that could reveal private information, making the mechanism more practical
than strict e-DP

« Balances privacy and utility: Strict e-DP can require adding a lot of noise, which
may severely degrade the utility of the data or model. Allowing a tiny probability
0 of failure lets designers use less noise overall while still providing strong privacy
for the overwhelming majority of cases.

« Captures realistic adversarial assumptions: In practice, attackers may only occa-
sionally have extreme capabilities or encounter rare outputs. The ¢ parameter for-
malizes this by acknowledging that absolute guarantees are impossible in these
edge cases but bounding their probability.

« Enable composition as a DP property which is crucial for the mathematical frame-
work, allowing the creation of complex DP systems.

The mathematical formulation of Differential Privacy provides a formal guarantee of
plausible deniability [11]. This concept implies that because the output of the mecha-
nism K is almost equally likely to have occurred whether or not a specific individual’s
data was included in D, no observer can definitively prove an individual’s participation.
Formally, for any outcome S, the ratio of probabilities P[IC(D) € S|/P[K(D') € S]
is bounded by exp(¢), ensuring that an individual can always claim their data was not
used, as the output is statistically consistent with both hypotheses.

While standard DP protects a single individual, many scenarios require protecting groups
of individuals (e.g., families in a healthcare dataset). This is addressed through Group
Differential Privacy[23].

Definition 2.4.2. A mechanism K satisfies k-Group Differential Privacy if for any two
datasets D and D™*) that differ by at most k records, the following holds:
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Property ‘ k-Anonymity ‘ Differential Privacy ‘ Plausible Deniability
Scope Dataset Property Algorithm Property | Record/Mechanism Property
Guarantee | Indistinguishability in group | Output Stability Indistinguishability of Input
Vulnerability Homogeneity Attack Utility Loss Parameter Tuning

Table 2.6: Comparison of key properties: k-Anonymity, Differential Privacy, and Plausi-
ble Deniability.

P[K(D) € S] < exp(ke) - PK(DW)) € S] (2.10)

This property follows naturally from the standard definition: if a mechanism is e-DP, it is
automatically ke-DP for a group of size k. However, as k increases, the privacy guarantee
degrades linearly, requiring a very small € to maintain strong protection for large groups.

Building upon the scaling properties of group privacy, the conceptual and mathematical
links between Differential Privacy, traditional privacy models, and plausible deniabil-
ity define the transition from heuristic, data-centric protection to rigorous, algorithmic
guarantees. At the core of the Differential Privacy framework is the formalization of
plausible deniability, a property ensuring that the output of a mechanism is statistically
nearly as likely to occur whether or not a specific individual is included in the dataset.
This provides a mathematical “safety net” where an individual can always claim their
data was not used, as the results remain consistent with both hypotheses. While stan-
dard individual privacy focuses on the single data subject, the Group Differential Privacy
property extends this deniability to a set of records; by bounding the influence of any k
individuals, the framework ensures that even small groups maintain a level of protection
against being singled out. This framework fundamentally differs from traditional privacy
models like k-anonymity, which provides a property of the dataset itself—ensuring indi-
viduals are indistinguishable from a “crowd” of others based on quasi-identifiers. Unlike
k-anonymity, which often relies on assumptions regarding limited background knowl-
edge and is vulnerable to the “curse of dimensionality”, Differential Privacy is designed
to be resistant to adversaries with arbitrary background knowledge. It effectively moves
the goalpost from hiding identities within a group to strictly hiding the influence of any
individual on the final output. While traditional models like /-diversity or ¢-closeness at-
tempt to prevent membership or attribute inference by generalizing or suppressing data,
Differential Privacy achieves these goals through the controlled injection of noise. This
offers a provable upper bound on privacy risk that traditional heuristic models cannot
provide, addressing the “Groundhog Day” [124] of recurring re-identification vulnera-
bilities found in classical anonymization.

The following table highlights the key differences between the presented concepts.

2.4.1 Learning under Differential Privacy

The definitions alone are not sufficient to deal with the problem of learning functions
using DP mechanisms. Initial studies on DP properties, such as those in [53], focused on
composability. This property allows the calculation of the cumulative € and § when
multiple DP mechanisms are applied to the same dataset, or when one DP mechanism
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operates on the output of another. As highlighted in [2], composability enables the cre-
ation of a privacy accountant that tracks the total privacy loss during the execution of
composed functions, often referred to as the privacy cost. This is crucial for designing
algorithms that perform multiple DP queries while ensuring overall privacy guarantees.

Another fundamental property, discussed in [35], is the post-proccess immunity. This
property states that, for any (¢, §) - differentially private function /C, and for an arbitrary
randomized mapping f, the composition foCis still a (¢, §) - differentially private func-
tion. In other words, no post-processing of the output of a DP mechanism can weaken
the privacy guarantees already provided by K.

One last key property is the privacy amplification by subsampling [6]. It has been
observed that, to increase the privacy protection of a function, it is sufficient to apply
random sampling to get a new dataset from the original one. Intuitively, the chances of
leaking information of a specific individual decrease because there is a chance that the
individual is not included in the sampled subset.

These three properties are fundamental for implementing differential privacy in stochas-
tic gradient descent for deep learning, leading to the DP-SGD method proposed in [2].
DP-SGD modifies the gradient computation of standard SGD by clipping gradients at
each step and adding random noise before updating the model weights. The type of
noise used defines the privacy mechanism. The Laplacian Mechanism [34] adds Laplace-
distributed noise calibrated to the privacy budget and is suitable for e-differentially pri-
vate functions. The Gaussian Mechanism [35] adds Gaussian noise and is compatible
with (g, 0)-differentially private functions, leveraging the relaxation term ¢ for practical
applications.

It is important to emphasize several aspects of the DP-SGD procedure. First, DP-SGD sat-
isfies the post-processing immunity property, meaning that any further transformation
applied to the trained model does not compromise its (¢, d)-differential privacy guaran-
tees. Second, the use of mini-batches during the stochastic gradient descent procedure
leads to privacy amplification by subsampling, as each individual record has a reduced
probability of being included in any given batch, thus further limiting the potential pri-
vacy leak. Finally, the SGD procedure can be seen as a composition of multiple functions,
and the composability property ensures that the total privacy budget for the entire train-
ing process can be accurately computed. To achieve this, a privacy accountant is em-
ployed to track the cumulative privacy cost across all gradient updates, ensuring that
the model’s overall privacy guarantees remain valid throughout training.

The privacy budget has a direct impact on the training of a machine learning model un-
der DP-SGD. A smaller privacy budget (lower ¢) corresponds to stronger privacy guar-
antees, but also requires the injection of more noise into the gradients at each training
step, which can degrade model performance and slow convergence. Conversely, a larger
¢ reduces the amount of noise and allows the model to better fit the data, but weakens
privacy protection. The mechanisms that control this balance are the noise injection
mechanism and the privacy accountant. The noise injection mechanism determines the
magnitude of noise to be added to the gradients at each step to satisfy the target dif-
ferential privacy parameters. Meanwhile, the privacy accountant uses the composabil-
ity property to track the cumulative privacy loss over multiple training steps, ensuring
that the overall (¢,0) budget is not exceeded. Among the most widely used privacy
accountants are the Moment Accountant [2] and the Rényi Differential Privacy (RDP)
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Accountant [135]. The RDP Accountant is based on the concept of Rényi differential
privacy [93], which states that a function f is (&, a)-Rényi differentially private if, for
any two neighboring datasets D and D', the following inequality holds:

Do(f(D)|If(D) <€ (2.11)
where D, (||-) is the Rényi divergence that is computed as follows.
P (l’)] "
Q(x)

In practice, this second type of accountant, the RDP Accountant, and its corresponding
definition of Rényi differential privacy are preferred because:

1
a—1

Da(P||Q) =

(2.12)

logE,q [

1. RDP composes linearly:

2. While (g, ¢)-differential privacy allow for small privacy breaches due to the relax-
ation term, RDP does not allow for it even with weak parameters because here is
always some uncertainty left in the adversary’s inference

3. It gives closed-form privacy loss bounds for Gaussian noise, subsampling, and other
operations, which is not possible with the gaussian accountant

4. Possibility to convert back to (e, 0)-differential privacy parameters

These theoretical concepts, while fundamental, can be challenging to implement cor-
rectly in practice when building differentially private machine learning models. To fa-
cilitate this process, frameworks such as Opacus [140] have been developed. Opacus
acts as a wrapper around standard PyTorch [102] models, handling the computation
and injection of noise at each training step, as well as tracking the cumulative privacy
loss through a Renyi Differential Privacy accountant. By automating these tasks, Opa-
cus simplifies the deployment of DP-ML models while ensuring that the specified (¢, )
privacy guarantees are maintained throughout training.

2.4.2 Implementations

Differential privacy has been applied in many domains throughout the years. The most
common application is in medical problems, as discussed in [146]. In this paper, the
Gaussian DP has been applied to an image classification problem, highlighting the need
for models that achieve high accuracy while protecting sensitive patient information
in the training data. Another important application is in recommended systems [17], in
which the private information of each user can be leaked or inferred by attackers [18, 68].
To mitigate such risks, many methods implementing DP were developed as protections
from those attacks [78, 112, 145]. DP has also been integrated into Federated Learn-
ing (FL) [79], where it has been proven that MIAs are particularly effective [65]. Con-
sequently, several DP-enhanced FL methods have been developed to improve privacy
protection in this context [46, 9o]. Differential Privacy has also been applied to syn-
thetic data generators, addressing some of their inherent privacy weaknesses. In par-
ticular, it has been shown that Property Inference Attacks can be particularly effective
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against GAN-based generators [144]. Similarly, Model Inversion Attacks [41] can use
model’s output, and parameters if available, to infer sensitive features of the training
data. Notably, deep neural methods are particularly susceptible to leak information un-
der these types of attacks [143]. Despite that, previously presented attacks are evaluated
on generic SGD, the discussion of privacy leak risks can be extended to synthetic tabular
data generators [123]. In the following sections, some differentially private tabular data
synthesizers are presented.

DPCTGAN [40], is the natural extension of CTGAN using DP. In particular, the DP
mechanism is applied exclusively to the Discriminator, or Critic. This design choice
serves two purposes: first, applying DP to both the Generator and Discriminator can
create convergence issues during training; second, the Discriminator is the only network
that directly interacts with the real data, while the Generator learns indirectly through
the Discriminator’s feedback. By restricting the privacy mechanism to the Discrimi-
nator, DPCTGAN effectively protects sensitive information in the training data while
maintaining stable training dynamics for the Generator.

PATE-GAN [69] leverages the Private Aggregation of Teacher Ensembles (PATE) frame-
work. Instead of a single Discriminator, it partitions the data into % disjoint subsets and
trains k separate “Teacher” discriminators.

+ The Teachers vote on whether a generated sample is real or fake.
« The votes are aggregated with Laplacian noise.
« The “Student” (Generator) trains using only this noisy aggregate vote.

This ensures that the Generator’s learning signal is differentially private with respect to
the original data partitions.

AIM ([89] is a novel algorithm designed for generating differentially private synthetic
data. It follows the well-established select-measure—generate paradigm:

1. Selection: choosing queries, often low-dimensional marginals*, from a larger set.
2. Measurement: adding noise to the selected queries to enforce differential privacy.

3. Query Refinement: identifying and retaining the queries that most accurately ex-
plain the noisy measurements.

What makes AIM novel is its iterative and adaptive workflow. Rather than performing
selection and measurement just once, AIM repeats these steps over multiple iterations.
At each iteration, the mechanism identifies queries that are poorly approximated by the
current synthetic dataset and prioritizes them in subsequent measurements. This adap-
tive approach progressively enhances the quality of the selected queries, ensuring that
the synthetic data better captures the underlying structure of the original data. AIM
also provides analytic error bounds, allowing users to estimate the expected accuracy

*Desired statistical properties of the real dataset such as totals and conditional counts
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of the synthetic dataset for each query. Its modular design supports a wide range of
query types, including counts, marginals, and more complex statistics, making it suitable
for high-dimensional datasets. By focusing the privacy budget on the most informative
queries and using iterative refinement, AIM achieves a superior balance between pri-
vacy and utility compared to one-shot mechanisms. The method is particularly effective
when the downstream analysis tasks or workload queries are known, as it tailors the
synthetic data to meet these specific needs.

Despite the many formulations of Differential Privacy, each provides strong privacy
guarantees grounded in rigorous mathematical definitions. To achieve DP in practice,
noise injection plays a central role. Interestingly, anonymization techniques can also be
interpreted as introducing noise into the data, which in some cases makes them compat-
ible with DP. For instance, in [81], it was shown that applying specific k-anonymization
methods preceded by [-sampling results in a weaker but still meaningful guarantee,
namely ([, €, 0)-differential privacy. This observation highlights the fundamental con-
nections between anonymization, synthetic data generation, and differential privacy,
and sets the stage for exploring integrated approaches that aim to achieve stronger pri-
vacy guarantees while preserving data utility.



Chapter 3

Attack-based Metrics Framework

3.1 Introduction

As previously explained in Section 2.2.2, Synthetic Data Generation (SDG) has become
one of the most fundamental techniques as Privacy Enhancing Technology (PET). Un-
fortunately, SDG is far from perfect [129], in fact, there are many challenges that remain
to be addressed.

To start with, one crucial challenge lies in trustworthiness and quality measurement.
It is often difficult to determine how much we can rely on analyses or models trained
on synthetic data, since generative methods may introduce subtle distortions or biases.
Current evaluation metrics are limited: some fail to capture the diversity or fidelity of the
original data, while others are hard to interpret or relate to downstream performance.
A second important issue is the trade-off between privacy and utility. Strong privacy
protections, such as differential privacy, can degrade the usefulness of the generated
data by injecting too much noise. Moreover, privacy guarantees that hold today may
weaken in the future as attacker models evolve or new auxiliary data become available.
Synthetic data also struggles to represent low-density regions and minority groups. Gen-
erative models tend to perform poorly in regions where original data is scarce, meaning
that outliers, rare conditions, or underrepresented populations may be poorly captured.
This is often a result of the model’s objective function (e.g., in Generative Adversarial
Networks), which prioritizes learning the dominant modes of the data distribution to
“fool” the discriminator, thereby neglecting low-frequency samples. This limitation not
only affects fairness but can lead to biased or incomplete downstream results.

To conclude, ensuring fairness in synthetic data is also non-trivial. A dataset may ap-
pear balanced, yet still lead to unfair model behavior when applied to real data. Fur-
thermore, multiple and sometimes conflicting definitions of fairness make it difficult to
decide which to enforce, and these constraints can further reduce data utility.

Given these limitations, it is critical to evaluate synthetic data in terms of both privacy
and utility/fidelity to ensure that releasing a generated dataset does not violate individ-
ual privacy. In Section 2.3, the first distinction between the privacy metrics is made. On
one hand, Similarity-based metrics rely on the observation that, if a generated dataset
is too similar (according to a pre-defined metric) to the real one, some privacy breaches
may occur. On the other hand, Attack-based metrics assume the existence of an attacker,
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or threat model, who uses information obtained from the synthetic dataset to infer pri-
vate information of real individuals.

This chapter presents a state-of-the-art framework for attack-based metrics, namely
Anonymeter [49]. Furthermore, we introduce a novel privacy evaluation method that
leverages Contrastive Learning (CL) to map tabular data into a continuous embedding
space. This approach enhances the sensitivity of the Singling Out attack by capturing
semantic similarities that standard predicate-based searches may miss, as originally pre-
sented in our work [99]. The main contributions are:

 Contrastive Learning Enhancement: We propose a novel extension to the Anonymeter
framework that utilizes Contrastive Learning (CL) to map tabular records into a
semantic embedding space, enabling the detection of complex, multi-attribute vul-
nerabilities.

+ Scalable Singling Out: We develop a density-based Singling Out attack using Lo-
cal Outlier Factor (LOF) within the learned embedding space. This method signifi-
cantly improves computational efficiency on high-dimensional datasets compared
to traditional brute-force predicate searches.

+ Evaluation of Embedding-Based Metrics: We formally evaluate the application
of contrastive embeddings to Linkability and Inference attacks, identifying critical
trade-offs between the marginal statistical gains and the high computational costs
required for these complex attack vectors.

« Critique of Similarity Metrics: We provide an empirical analysis of the Distance
to Closest Record (DCR) metric, demonstrating that while it correlates with risk,
enhancing it with learned embeddings (CL+DCR) does not yield additional sensi-
tivity, validating the use of standard Euclidean metrics for this specific task.

3.2 Anonymeter

Anonymeter [49] is a statistical framework designed to compute the risk of three dif-
ferent privacy attacks that use synthetic data as prior knowledge. These three attacks,
namely Singling Out, Linkability, and Inference, are highlighted in guidance from the
Article 29 Working Party (WP29) [5], the predecessor to the European Data Protection
Board, as key risks to evaluate when assessing the effectiveness of an anonymization
technique.

The framework’s high-level process is depicted in Figure 3.1. Anonymeter evaluates pri-
vacy risk by comparing the success of an attack against two distinct populations. First,
the attack is run against the real dataset (the train set), which was used to train the syn-
thetic data generator. Second, the same attack is run against a hold-out set (the control
set), which consists of real records that were not used during the generator’s training.
This comparison is crucial: a successful attack on the train set that fails on the control
set suggests that the generator has "memorized" and leaked specific information about
the training data, rather than learning the general patterns shared by both sets. This
holds true because the train-control split, conducted through random sampling, ensures
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Figure 3.1: Anonymeter Framework scheme (this picture is inspired by [49])

statistical similarity between the two sets. A "naive" random attack is also performed as
a baseline to ensure that the learned attack provides a meaningful advantage.

In this framework, the attacker leverages the synthetic data as prior knowledge to launch
the attacks. For the Inference attack, this is supplemented with additional auxiliary
information. The created attacks are tested on both the training and control datasets,
and the resulting privacy risk R is computed as:

R— rtTin — Tcontrol (31)
— Tcontrol

This formulation normalizes the risk by the attack’s baseline success on the hold-out
set. The numerator measures the excess success the attacker achieves by targeting the
training data (which the synthetic data may have memorized) versus the unseen control
data. The denominator, instead, measures the maximum possible excess and acts as
a normalizing factor. This normalization makes the final risk measure more realistic,
considering the attack on unseen records and isolating the privacy breach specifically
caused by the generator’s potential memorization. If both risk rates are equal, then the
overall risk measure is 0, so the access to synthetic data provides no advantage to the
attacker. Alternatively, if the 7. = 0.8 and 7conor = 0.6, then R = 0.5, indicating
that the synthetic data is responsible for 50% of the possible privacy risk (beyond the
baseline).
In the “Risk Quantification Phase", the attacks are tested on both the training and control
set. Each individual attack attempt (e.g., on a single record d;) has a binary outcome, o;
(success or failure), which is interpreted as a Bernoulli random variable. Assuming each
attack attempt is independent, the entire set of attacks on a dataset constitutes a series
of Bernoulli trials. Then, the estimated risk for an attack is the probability of successes
for the attacker in all these attempts and is computed as follows:

NS + 23/2
T Nawa 2
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Where N4 denotes the total number of performed attacks, Ng is the number of successful
attacks, and z, is the probit function corresponding to a level of confidence a.

To account for uncertainties, the confidence interval for these metrics is computed. In
particular, the radii of the confidence interval for the risk are computed using the Wilson
Score Interval [136] as:

5r Za \/Ns(NA—Ns) +Z?X

T Nit 22 N4 4 (3:3)

Having established the statistical framework for risk quantification, we now detail the
three specific attacks that Anonymeter implements.

Singling Out

Singling Out attacks aim to isolate a unique individual within a dataset using a set of
attributes. This is performed by generating predicates—logical rules formed by attribute-
value pairs. A record is considered “vulnerable” if a predicate uniquely identifies it. For
example, in a census dataset, the predicate:

{Occupation == Professor} A {Age > 70}

might identify a single unique individual.

Anonymeter creates those predicates by analyzing the synthetic data, assuming that if
the generator memorized a unique record, that record’s unique properties will be present
in the synthetic data. Specifically, the predicates are created by identifying the extreme
values or rare combinations within the synthetic data. For example, computing the min-
imum and maximum values for numeric attributes, the predicates can be:

{anumeric 2 maXD[anumeric]}

While for categorical values the attacker looks for unique values in a column, as:
{acategorical == U} lf len(D [acategorical] e ’U) ==

This strategy leverages the fact that synthetic data generators may inadvertently repli-
cate rare and unique individuals (outliers) from the training set. These individual at-
tribute predicates are then combined to form a multivariate predicate, which is tested
against both the training and control datasets to calculate the privacy risk R.

Linkability

Linkability attacks refer to the category of attacks that, given two sets of disjoint original
attributes, try to link them using the synthetic dataset. This attack models a realistic sce-
nario where an attacker possesses one set of publicly available, quasi-identifying data
(e.g., demographics) and wishes to link it to a separate, sensitive dataset (e.g., health
information) to re-identify individuals and access their private information. To simu-
late this, the target dataset is split in 2, that is, D; = Dyygei|ar, ag, ..., ax) and Dy =
Dhrarget| k41, Qg2 - - -, an]". The attack then proceeds on a per-record basis. For each

*Although the indices are written in order for clarity, the attributes can be divided in any arbitrary
manner. So, the subsets do not need to follow sequential ordering.
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row of the splits, its nearest neighbor in the synthetic dataset is computed with respect
to the Gower distance [54]:

1 |dir, — dji]
Dower dud = X7 —= dz ,d‘ .
Gower (i ;) N Z Range(k) i Z sl i) (34

numeric categorical

where d; and d; are two arbitrary records, d;;, is the value of the k-th column of d;, and
the similarity measure for categorical attributes s(-, ) is defined as:

0, lf dlk - djk

1, otherwise (3:5)

s(dix, dj) = {
The Gower distance allows one to compute a distance that takes into consideration the
mixed data types that are common in structured datasets. From the nearest neighbors, 2
sets of Npeighbors indices are obtained, one from each split, which are denoted by Ip, and
Ip,. The attack is successful if the intersection between the two sets of indices is not the
null set. From a practical point of view, if this attack is successful, then an attacker is
able to link two different sources of information through synthetic data.

Inference

The Inference attack assumes the attacker possesses external knowledge, termed auxil-
iary information, which consists of a subset of known attribute values for a target indi-
vidual (e.g., from a separate, public dataset). The attacker’s goal is to leverage this partial
information, in conjunction with the synthetic data, to infer the unknown value of one
or more sensitive target attributes. For example, an attacker might know an individual’s
occupation, education level, age, and sex (the auxiliary information) and, with the help
of the synthetic dataset, attempt to infer their net income or location (the sensitive target
attributes).

To execute this, the attacker, using the auxiliary information, will search for the nearest
neighbor that possesses (or almost possesses) the specific combination of values for the
known attributes to infer the values of the target attributes. Again, the Gower distance
is employed to compute the distances between records.

The attack is successful if, for a categorical attribute, the inferred value matches exactly
the true value in the original dataset. For numeric attributes, the inference is considered
successful if the inferred value is within a pre-defined tolerance ¢ of the true value (e.g.,
|Vinferred — Vtrue| < 0), where 0 is chosen based on the attribute’s scale.

3.3 Contrastive Learning-based solution

The approach proposed in [99] suggests using Al to improve the creation of these at-
tacks. In particular, a contrastive learning-based approach is employed.

The central hypothesis of this work is that the original Anonymeter Singling Out attack
is overly simplistic. It relies on hand-crafted heuristics (e.g., checking min/max values)
that only identify obvious, one-dimensional outliers. We argue that true vulnerability
lies in complex, multi-attribute correlations that make a record unique.
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Our proposed approach is designed to identify these complex outliers. By running a lo-
cal outlier detector (LOF) in the learned contrastive embedding space, we are no longer
searching for simple min/max values. Instead, we are finding records that are semanti-
cally isolated in a space that understands the data’s correlations. These records are much
more likely to be true “memorized” individuals from low-density regions of the training
data.

We extend our contrastive learning approach to also address Linkability and Inference
attacks, testing these extensions exclusively on the Adult dataset. This evaluation re-
vealed that the approach requires significant computational resources to be practically
applied to these advanced attack vectors, indicating a limitation for resource-constrained
environments.

Input Space Representation
Space

T1

|- @

L3

Figure 3.2: Visualization of contrastive learning embedding generation. The model maps
similar inputs to proximal points in the representation space, while pushing dissimilar
inputs apart.

Contrastive Learning

Contrastive learning is a ML technique that focuses on creating lower-dimensional rep-
resentations of the data in a self-supervised manner without using labels. As shown
in Figure 3.2, the contrastive learning approach learns the representation of the input
data such that if two input points are close to each other in the input space, they should
also be closer in the learned representation space (positive pairs). Conversely, if two
input points are different, then they will be represented far from one another (negative
pairs). The model learns by defining these positive and negative samples for each data
point through a "self-labeling” process, then optimizing a loss function to maximize the
distance between negative pairs and minimize the distance between positive pairs.

This type of approach has been studied in many domains, such as computer vision [26]
or natural language processing [133]. However, applying it to tabular data is challeng-
ing because, unlike images, tabular data lacks natural augmentation-invariance (such as
cropping, rotating). Therefore, a key challenge is defining a meaningful way to create
positive pairs from a single row. One such approach for tabular data was proposed by



3.3. CONTRASTIVE LEARNING-BASED SOLUTION 45

Shenkar et al. [120]. In this thesis, from each row d; a set of m pairs is constructed by
extracting the first £ consecutive attributes in one set and the remaining n — £ in the
other. For example, the row d; is divided into the tuple (a;, b;), where a; identifies the
first k attributes, while b; identifies the remaining n — k. Then, two maps are learned to
maximize the mutual information between the subrows that belong to the same rows,
while minimizing it if this is not the case.

The approach we propose in [99] is inspired by this but uses a different augmentation
strategy. Let = and y be two distinct records, where x = (1, xs,..., ). Let’s define
x’ the masking of x as:

, {xi, if column ¢ is not masked

(), otherwise

To learn representations, we first create two distinct, randomly masked versions for any
two given records, x and y, resulting in (z/, 2”) for = and (v/, ') for y. Pairs derived
from the same original record, such as (z/, x”), are treated as positive pairs. Pairs from
different records, such as (2/, y”), are treated as negative pairs. We then train a neural
network f to map these masked inputs into an embedding space. The network is opti-
mized to make the embeddings of positive pairs "close” while pushing the embeddings
of negative pairs "distant,’ based on a similarity metric. The resultant embedding f(z’)
is normalized, which is denoted with f~ (2'), as shown in Figure 3.3. The masking func-
tion is stochastic: it first randomly selects the number of columns to mask (from 1 to
M — 1), and then randomly selects which columns to mask.

[
g B ok o
—— N \
x l X ‘ Xy | X5 ‘ l Xp }7 g f‘(@ = | ‘C\lose
2 | ln[cll - [oHr e E ey
5 \
o ‘fayr’
B
g2 sl s o ron— B on—=——
y I Y1 ‘ Y2 | Vs ‘ | In P 2 f‘z@ = // Close
2 8| vl - [nHr o Erron s
Z.

Figure 3.3: Visualization of how the embeddings are created by using the contrastive
learning method proposed in [99].

The network architecture begins with an embedding layer for categorical variables,
which maps them into a dense numerical space. This is followed by the core network, a
3-layer Feedforward Neural Network with 1024 neurons per hidden layer. To alleviate
overfitting, we apply a dropout layer (p = 0.1) and a normalization layer. We use the
GELU activation function [77], defined as

GELU(z) = x - ®(ax)
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where @ > 0 is a smoothing factor and is generally set to be « = 1, and & is the
Gaussian cumulative distribution function (CDF). We chose this activation function over
the more common ReLU because it avoids critical issues, such as dead neurons and sparse
gradients. Since ReLU sets all negative activations to 0 (effectively killing a neuron’s
signal), its use can be problematic; our chosen function’s smoothness, by contrast, leads
to more stable training. The similarity metric used in the normalized embedding space
is the cosine similarity, defined as:

Sz, y) = — I .
= 9) = Tl il (36)

which measures the similarity of two vectors, or embeddings, as the angle between them,
without taking into consideration the magnitude of the vectors.

With contrastive learning, as stated in [134], the learning is performed to align positive
pairs and disalign negative ones. In this way, the distance between the embeddings is
no longer important; rather, their orientation that is, the angle in between is significant.
This justification is convenient with the cosine similarity. In fact, the way we are com-
puting it through normalization makes the embeddings lie on the n-dimensional unit
hypersphere. In this setting, the cosine similarity (which measures the angle) becomes
a natural metric, as it is directly equivalent (up to a constant) to the Euclidean distance.

3.3.1  Singling Out

To improve the original Singling Out attack [49], we propose a method that combines
both contrastive learning and the identification of vulnerable records; that is, the in-
dividuals or records that are more susceptible to identification risk. First, we use the
contrastive learning model (detailed in the previous section) to compute embeddings for
all records in the synthetic dataset. Second, we apply the Local Outlier Factor (LOF) al-
gorithm [15], via the Scikit-Learn package [103], to this embedding space. Any synthetic
record identified as an outlier by LOF is defined as a “vulnerable record”. The LOF algo-
rithm was specifically chosen because it is a density-based method. It identifies outliers
based on their isolation relative to their local neighborhood. This is ideal for our pur-
poses, as we are not looking for global anomalies, but for records that are isolated from
their own conceptual clusters. These “local” outliers are precisely the ones most likely
to represent memorized records. Third, we retrieve these vulnerable synthetic records
and use their attribute values to construct attack predicates. For categorical attributes,
the predicate is created using the record’s exact value (for example, occupation == ‘Pro-
fessor’). For numerical attributes, we first discretize the attribute’s full range into bins;
the attacker then uses the specific interval in which the outlier’s value resides (e.g., age
€ [80,90]) as a univariate predicate. These single-attribute predicates are concatenated
to form a multivariate predicate. Finally, following the Anonymeter methodology, these
generated predicates are tested; only those that successfully single out a unique individ-
ual in the training set are kept. These “successful” predicates are then evaluated against
both the training and control datasets to compute their respective success rates (7ain,
Tcontrol) @nd the final normalized risk score R.
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3.3.2 Linkability

The Linkability attack models an adversarial scenario in which a set of attributes for
a specific individual is divided into two disjoint subsets, and an attacker attempts to
re-associate these subsets by utilizing the synthetic dataset as a structural bridge. Un-
like traditional linkage methods that rely on direct distance metrics between raw fea-
tures—which often degrade in high-dimensional or mixed-type settings—our framework
leverages the semantic consistency of the learned latent space to identify records that
belong to the same identity.

The evaluation process begins with a stochastic partitioning of the attribute space. For
a given record, the features are divided into two disjoint sets, effectively simulating an
adversary who possesses partial information from two distinct sources. To maintain
compatibility with the contrastive learning architecture 3.3, which is optimized for high-
dimensional full-record representations, we do not physically truncate the datasets. In-
stead, we utilize a masking strategy where the irrelevant attributes for a given split are
masked, allowing the model to project the partial information into the latent space while
preserving the structural integrity required by the encoder. This results in four distinct
sets of embeddings: two derived from the training data (representing the partial records
to be linked) and two derived from the synthetic data (representing the reference mani-
fold). To implement the search, we treat the synthetic data as a global coordinate system.
We construct two high-dimensional search trees using the embeddings of the synthetic
dataset corresponding to each split. In our implementation, we employ the BallTree al-
gorithm for its efficiency in high-dimensional metric spaces. These trees represent the
distribution of the synthetic population through the lens of the two different attribute
subsets. The final linkage determination is based on a topological query. Each training
embedding from the first split is used to query its corresponding synthetic search tree,
and the process is repeated for the second split. A successful linkage is recorded if both
queries converge on the same synthetic record index. This convergence implies that
the synthetic record serves as a unique “pivot” point that statistically reconciles the two
disjoint pieces of information. By aggregating these successes across various attribute
partitions, we can quantify the Linkability risk as the probability that an adversary can
uniquely re-identify an original individual by navigating the synthetic latent manifold.
To conclude, we quantify this risk using the Wilson Score Interval, ensuring that our final
Linkability score reflects a statistically robust lower bound on re-identification probabil-
ity, accounting for sample variance rather than relying on a potentially unstable point
estimate.

3.3.3 Inference

The attribute inference attack simulates a scenario where an adversary possesses par-
tial knowledge of a record and attempts to reconstruct a sensitive target attribute. Our
approach formalizes this threat through a multi-stage framework that combines topolog-
ical retrieval with parametric modeling, using the contrastive latent space to adjudicate
between competing predictions.

The process begins with a topological search operation. We first generate embeddings
for the original training records (the queries) where the target sensitive attribute is
masked to simulate incomplete knowledge. Simultaneously, we project the synthetic



3.3. CONTRASTIVE LEARNING-BASED SOLUTION 48

dataset into the same latent space and construct a search tree (utilizing the BallTree
algorithm) on these synthetic embeddings. By querying this tree with the masked train-
ing embeddings, we identify the synthetic record that acts as the closest semantic proxy.
This proxy provides our first inference candidate: a non-parametric retrieval-based pre-
diction, where the target value is imputed directly from the nearest synthetic neighbor.
In the second stage, we generate a competing candidate using a parametric inference
model. An XGBoost regressor or classifier is trained exclusively on the synthetic dataset
to learn the functional mapping between known features and the target attribute. This
model is then applied to the features of the synthetic neighbor to produce a model-based
prediction.

To resolve the potential conflict between these two candidates, we implement a con-
trastive ranking mechanism based on latent similarity. We represent each candidate
prediction by creating a “padded record” that contains only the predicted target attribute
value, which is then projected into the embedding space. To evaluate which candidate
is more semantically consistent with the original query, we compute the logits via a dot
product (implemented using the einsum operation) between the embedding of the par-
tial training record and the embeddings of the two candidate predictions. The candidate
that maximizes this similarity score is selected as the final inference. This dual-pathway
approach ensures that the final prediction is not only statistically probable according to
the synthetic distribution but also maintains the highest degree of semantic alignment
with the specific context of the individual record.

3.3.4 Distance to Closest Record

In addition to attack-based metrics, this chapter also evaluates a prominent similarity-
based metric, namely the Distance to Closest Record (DCR). Similarity-based metrics
assess privacy by quantifying the resemblance between the real (training) and synthetic
datasets. The underlying assumption is that synthetic records found to be too similar to
real records can lead to identity disclosure or the inference of sensitive attributes [28,
49, 51].

The DCR is a function that takes two datasets as input: a real dataset D and a synthetic
dataset D, and returns a real-valued score representing the level of similarity between
them:

DCR:D x D — R.

The computation of DCR relies on comparing two distance distributions: the Synthetic-
to-Real Distance (SRD) and the Real-to-Real Distance (RRD). Given a real (training)
dataset D and a synthetic dataset D, the SRD is defined as:

SRD(d) = min Dist(d, d) (3.7)
deD
Thus, for each record in the synthetic dataset, we find the distance to its nearest neighbor
in the real training data. In the computation of the RRD instead, a holdout set of the real
data is required. Let’s denote this holdout set as D5 and the remaining records as Dy, so
that D; N Dy = () . The RRD is then defined as the distance from each record in D; to
its nearest neighbor in Ds:
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RRD(d;) = min Dist(dy, ds) (3.8)
d2€D2
The core privacy test involves comparing these two distributions. Suppose now that, for
a synthetic record d, we have:

SRD(d) < RRD(d"), for d* = arg mindeDDist(EZ, d). (3-9)

This inequality implies that the record d is closer to its nearest neighbor in the training
set than that training set record is to any other record in the holdout set. This suggests
that d may leak information because of its high similarity to the real data.

DCR is derived from a statistical comparison between the SRD and RRD distributions.
In the majority of the works that use or cite DCR (e.g. [13, 101, 105]), the DCR is com-
puted through the comparison of quantiles between the two distributions. In this way,
DCR provides a measure of what percentage of SRD values are smaller than the small-
est percentile rank of RRD values. In our experiments, we preprocess our data to allow
using Euclidean distance as the similarity metric. In particular, numerical variables are
rescaled using the Standard Scaler, while for categorical variables, Ordinal Encoder or
Label Encoder are used, all of them from Scikit-Learn [103]. Finally, we consider two
distinct datasets, namely D and f), the DCR metric is computed as:

Héz e D : SRD(d) < RRDaH

65 * D1l

DCR(D, D) := (3.10)
where « is a percentage (we set it to 2% but in other works there are also used 1% and
5%), and RRD,, is the ot percentile of the RRD distribution. In particular, in the numera-
tor, we are computing how many records from the synthetic dataset have a smaller SRD
than RRD,,. This value is then normalized using the number of real records that have an
RRD below the defined threshold.

To create a final, interpretable score, this DCR value is normalized using Equation 3.11
(from [105]). This “Privacy Score” is designed to be bounded between 0 (indicating no
privacy risk) and 1 (indicating maximum risk). A score of 1 represents a worst-case
scenario where all synthetic records are found to be closer to the training data than
the a-percentile baseline. Conversely, a score of 0 is the ideal outcome, representing
the case where the synthetic data is statistically independent of the training set (i.e., no
memorization is detected).

R 2 (DCR(D,D) — 1
Privacy Score(D, D) = oo 1 ( — )~ 1) (3.11)
~ 100

However, it is important to note that since this score is a statistical estimator, it is subject
to sampling variance. In a true “no risk” scenario (where the synthetic data is indepen-
dent), the estimator has an expected value of 0, but a non-zero variance. Therefore, due
to random sampling effects, the measured score can occasionally be a small negative
value. This is not an error, but a normal statistical artifact. Any score at or slightly be-
low 0 should be interpreted as “no detectable privacy risk”, meaning the metric cannot
distinguish the synthetic data from an independent, non-leaky dataset.
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Summary of Theoretical Claims and Experimental Validation.

The framework proposed in Sections 3.3.1 to 3.3.4 rests on three central theoretical claims
that distinguish it from the state of the art. First, we posit that privacy vulnerabilities
in deep generative models manifest as semantic outliers—records isolated in the latent
manifold—which cannot be detected by the simple heuristic predicates used in standard
Singling Out attacks. Second, we hypothesize that mapping records into a contrastive
embedding space captures non-linear attribute correlations, thereby enabling more sen-
sitive Linkability and Inference attacks than those based on rigid distance metrics (e.g.,
Gower distance). Third, we anticipate a divergence between distance-based and density-
based metrics in the embedding space, specifically that the contrastive loss optimizes for
angular alignment rather than Euclidean proximity.

In the subsequent experimental evaluation, we empirically validate these claims by bench-
marking the sensitivity of the Contrastive Learning framework against the Anonymeter
baseline. We specifically test the framework’s ability to detect increasing levels of mem-
orization in controlled "overfitting" scenarios and quantify the trade-off between the
achieved statistical gain and the computational overhead required to train the embed-
ding networks.

3.3.5 Experimental Evaluation and Datasets

To validate the robustness of the proposed contrastive privacy metrics, we conduct a
series of experiments across diverse tabular environments. This evaluation transitions
from highly controlled synthetic scenarios to real-world generative modeling, allowing
us to benchmark our framework against established baselines.

Datasets and Preprocessing

We use three primary datasets commonly used in the privacy-preserving literature:
Adult [7], Texas Inpatient Public Use Data (“Texas”) [21], and the 1940 Census full enu-
meration (“Census”) [1]. The Adult dataset consists of 48,842 records and 15 attributes,
including categorical variables such as race and occupation, and numerical features like
age and capital-gain. Following the methodology of the Anonymeter framework [49],
we utilize specific attribute subsets for the larger Texas and Census datasets (the same 28
and 37 attributes, respectively). However, to accommodate the memory and computa-
tional requirements of our contrastive models while maintaining statistical significance,
we resized the Texas and Census datasets to 60.000 and 75.000 records, respectively. To
ensure a fair comparison, we re-ran the standard Anonymeter attacks on these modified
versions to establish an updated baseline.

Controlled Scenarios: Leaky and Noisy Synthesizers

The first stage of our evaluation employs controlled scenarios where the degree of ground-
truth privacy leakage is known. In the Leaky Synthesizer setup (propose in [49]), the
original data is partitioned into three non-overlapping sets: training, control, and re-
lease. A synthetic dataset is then constructed by mixing training and release records
according to a predefined leak fraction (l).
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To better approximate the behavior of real-world generators, which rarely replicate
training records exactly, we introduce a novel Noisy Synthesizer. In this configura-
tion, we apply a noise-injection function ¢ (-, o, A, p) to the training records before they
are integrated into the synthetic set. We define three distinct noise perturbations to
handle the varied nature of tabular data:

« Real noise parameter (0): This parameter is used on numeric attributes that are real
numbers. In this case, given the original value v, we create the new value by adding
Gaussian noise to it. The new value is vpoisy = v + N(0,0).

+ Integer noise parameter (\): This parameter is used for integer numeric values.
We distinguish between integer and real because of their different domains and
because the order still matters (which may not be the case with unordered cat-
egorical variables). The new value is computed by adding, or removing an in-
teger number sampled from a Poisson distribution with A as its parameter. So,
Unew = U+ § - Poisson(\), where s is a random variable with a Rademacher distri-
bution™.

« Categorical noise parameter (p): For categorical attributes, p denotes the probability
of switching the original value to another value chosen uniformly at random from
the set of all possible categories for that attribute.

We test all privacy metrics against the Noisy Synthesizer by systematically evaluating
the effect of noise injection across all 23 configurations of the parameters (o, A, p), uti-
lizing 0.05 as the non-zero value for parameter perturbation. This includes the two
defining cases: the non-noisy baseline (¢ = A = p = 0.0) and the maximal perturbation
case (0 = A = p = 0.05). This value of 0.05 was chosen empirically; preliminary tests
showed that 0.01 was too low to have a meaningful effect, while 0.1 corrupted the data
too much. Formally, the synthetic dataset is now created in the following way:

Dsynth = concat 1/}(le 0, )‘7 p)v Drle;elafse (3'12)

train’

where “concat[ ...]" is the concatenation function that concatenates the dataframes,

T . . . . . -1y . .
D,];, is the portion of training copies used in the synthetic dataset, D,/ _ is the portion
of records that came from the release set, and ¢(+; 0, A, p) is the noise-injection function

previously defined.

Generative Modeling and Overfitting Analysis

For the deep learning evaluation, we again test the attack on the synthesizers used in the
Anonymeter paper [49], so CTGAN [137] and DPCTGAN [40]. We extend this evaluation
in two significant ways. First, we add another synthesizer that, in our test, has a better
performance in generation, which is REal.TabFormer [122]. The second addition regards
this new added model. We want to test how all the metrics behave if the synthetic data
generator is trained at different levels of overfit, which implies a different amount of
copies (or almost copies) of training records in our generated dataset. To better explain

TThe Rademacher distribution is a discrete probability distribution where a random variable can as-
sume the values in {-1, +1} with a probability of 50% each.



3.4. RESULTS 52

this, we introduce the overfit ratio, a value that represents how much we are overfitting a
synthetic data generator. The overfit ratio is obtained using the validation loss computed
during model training. So, it is defined as:

£val (6)

Overfit Ratio(e) = — -
min Ly,

(3.13)
where L, denotes the validation loss score, e indicates the epoch in which we want to
compute the overfit ratio, and L, (e) is the value of the validation loss at a specific epoch.
This measure is used to account for the overfitting of a model, taking into consideration
the behavior of the validation loss of a generic Al model. In fact, during the training
phase, the validation loss will decrease in the initial phase of the training; then, normally,
when it reaches a minimum, the early stopping is triggered and the training procedure
is stopped. The early stopping verifies if the validation loss has reached a minimum,
continuing the training a couple of epochs after the "hypothetical" minima is found,
to make sure that, after it, the validation loss starts to increase or not. If the increase
continues for more than a predefined number of epochs (called patience), the training
is stopped, and the model’s parameters relating to the model for which we have the
minimum validation loss are saved. Knowing that overfitting is one of the main causes
of privacy leaks when generating data with deep learning methods, we decide also to
test the metric in this environment in which we deliberately overfit the model to see
how the privacy metric behaves and if their trend matches our expectations. In this
setting, we train RTF at 6 different levels of overfit, that is, 1.0, 1.2, 1.4, 1.6, 1.8, and 2.0.
We expect that all privacy metrics have an increasing trend along with the overfitting
ratio [19, 139].

We will refer to this experiment setup as the overfitting-scenario or overfitting-experiment
and want also to make clear that CTGAN has not been used in this setting because the
implementation and the model’s type did not allow for a straightforward and meaningful
computation of the validation loss and the overfit ratio.

In summary, the experimental setup counts on 3 distinct models, namely CTGAN, DPCT-
GAN, and RTF, from which only one uses the differential privacy mechanism during its
training. Regarding the experiments, we run the noisy synthesizer, the leaky synthesizer
(which can be seen as a specific case of the noise synthesizer with all noise parameters
set to 0), the straightforward synthetic data generation with 3 models, and, to conclude,
the overfitting experiment using only RTF.

3.4 Results

This section is organized into two distinct components to provide a granular assessment
of privacy risks. The first subsection presents the Singling Out evaluation, adhering to
the comprehensive protocol established in the primary study. The subsequent subsec-
tion extends our analysis to Attribute Inference and Linkability attacks; notably, for these
latter assessments, we restrict our experimental scope exclusively to the Adult dataset
to allow for a focused investigation into these complex leakage modalities.

To generate the embeddings required for these evaluations, we trained our proposed
contrastive learning network for 300 epochs using early stopping regularization, imple-
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mented with a window of 20 epochs and a patience of 10. The learning rate was fixed
at 1073, Furthermore, to accommodate varying feature complexities across the datasets
used in the Singling Out, we scaled the embedding dimension m accordingly: setting it
to 10 for the Adult dataset, 20 for Texas, and 30 for Census.

Regarding the generative models, for CTGAN and DPCTGAN we use the same hyperpa-
rameters used in [49]. For RTF, default parameters are used with the addition of setting
the trainsize parameter to 0.9 to let the model have also a small portion of data to use in
the validation phase at the end of each epoch. For the overfitting experiment, we turn
off all the regularization, namely the dropout (the resid pdrop for the fully connected
layers, the embd pdrop for the dropout ratio for the embeddings, and the attn pdrop for
the attention layer). In addition, the greater is better parameter is set to True in order to
save the parameters of the model with the highest validation loss; this is done because
normally the saved model corresponds to the one with the lowest validation loss. Finally,
the early stopping is turned off in order to let the model continue the training after the
minimum point of the validation loss is found.

3.4.1 Singling Out and DCR

For the Singling Out (SO) attack, we use Anonymeter’s default parameters. We generate
2000 attacks and ran both the univariate and the multivariate attack with the number
of variables that range between 3 and 12. This is essentially done because of the highly
demanding computation of the attack that, in order to create the predicates, involves
inspecting all rows and combinations of unique attribute-value pairs. We report the risk
along with their confidence interval (CI) calculated as highlighted in Section 3.2. For
DCR, we compute the confidence interval using bootstrapping repeating the measure-
ments n = 1000 times. Computing the confidence interval in this way usually yields a
small value, that is, a value around 102 or even 10~* which makes the CI not always
visible in the plots.

We also introduce another metric in the evaluation which we will denote as “DCR + CL",
where we compute the distance to the closest record as explained in Section 3.3.4, but
perform the nearest-neighbor search within the embedding space computed by our con-
trastive learning method, rather than using the Euclidean distance on the preprocessed
data. This is done to test if our learned representation can also improve the performance
of similarity-based metrics.

Leaky and Noisy Synthesizer

We start the discussion with the noisy synthesizer. The results are shown in Figure 3.4.
The z-axis represents the leak fraction, while the y-axis reports the risk magnitude.
Then, for each row, we set a different configuration of noise injection, which is denoted
by a tuple of 3 numbers that represents respectively o, A and p. In the first row, all the
noise parameters are set to 0, which corresponds to the original leaky synthesizer. While
in the leaky setup we don’t see any difference between the metrics, the noise injection
seems to make it more difficult to identify a privacy leak. In fact, adding noise only to
the numeric variables makes the original Singling Out struggle with respect to the other
methods. By adding noise to integer values instead, leads to a decrease of the risk of the
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similarity methods, while the attack ones have not a significant difference between each
other. At last, the probability of switching categories seems to not affect any metric.
From this experiment, we can clearly see that all the methods have the desired trend, that
is, the risk is increasing along with the leak fraction. We can also see that our method
is constantly outperforming the state of the art method, detecting a higher risk mea-
sure even if the noise seems more impactful as in the case of injecting noise to numeric
variables.

Real Generative Model Comparison

The results are highlighted in Table 3.1. While elapsed times are shown in Table 3.2.
These results present a more complex picture. For the RTF model on the two larger
datasets (Texas and Census), our proposed CL + SO attack successfully identifies a higher
privacy risk than the baseline SO attack. However, for all CTGAN and DPCTGAN mod-
els, and for RTF on the Adult dataset, our CL + SO attack reports a lower risk than the
baseline.

The DCR + CL metric consistently reports a risk score near zero, similar to or slightly
lower than the baseline DCR, suggesting that the learned embedding space does not
provide an advantage for this type of similarity metric.

Dataset Method SO [49] CL + SO DCR CL + DCR
CTGAN 0.12431 4 0.018 0.08193 £0.024 —0.00843 +3.9 x 10~* —0.01048 & 4.4 x 1074
Adult DPCTGAN 0.11184 £ 0.017 0.09916 £0.015 —0.01993 2.2 x 10™° —0.01996 4 2.3 x 107
REalTabFormer 0.02783 £ 0.031 0.01984 £ 0.028 0.00467 £ 0.001 —0.01815 £ 1.1 x 1074
Texas CTGAN 0.01537 4 0.015 0.01115 4 0.009 —0.02020 & 2.6 x 10=°> —0.01061 4= 6.0 x 1074
DPCTGAN 0.00816 &+ 0.009 0.00611 +0.009 —0.02040 + 0.0 —0.01245 £ 2.7 x 1074
REalTabFormer 0.03103 £ 0.026 0.04340 £ 0.029 —0.01893 4+ 9.6 x 107> —0.0119441.9 x 1074
Census CTGAN 0.01340 +0.021  0.00783 £ 0.005 —0.01961 4.3 x 107> —0.01943 4+ 1.0 x 1074
DPCTGAN 0.01077 £ 0.009 0.00871 +0.005 —0.02040 +0.0 —0.01999 4+ 3.6 x 1075

REalTabFormer 0.02695 + 0.024 0.04650 & 0.027 0.01882 +4.88 x 10~*  0.01008 + 5.1 x 10~*

Table 3.1: Measured leakage risk using various metrics: SO (Singling Out Attack), DCR
(Distance to Closest Record), and CL (Contrastive Learning embeddings). The results
indicate that for DPCTGAN-generated synthetic data on the Texas and Census datasets,
the DCR metric yields a uniformly low risk (no record below RRD,,). This uniform result
eliminates risk measure variability in the bootstrapping procedure.

Finally, we analyze the computational efficiency of the proposed methods, as detailed
in Table 3.2. The results highlight a significant trade-off between the two approaches.
For the Singling Out (SO) attack, our proposed CL + SO method demonstrates a notable
efficiency gain on two of the three datasets. On the Adult dataset, our method reduces the
execution time from 2842 seconds to 863 seconds (a 3.3 speedup), and on the Census
dataset, it reduces it from 2167 seconds to 1645 seconds. This improvement is likely
due to the algorithmic difference: the original SO attack relies on a brute-force search
for unique attribute combinations, which suffers from combinatorial explosion as the
number of attributes increases. In contrast, our method shifts this complexity to the
training of the neural network and the subsequent application of the LOF algorithm,
which scales more favorably with dataset complexity. The exception is the Texas dataset,
where CL + SO was slower (1176s vs. 376s), potentially due to the specific convergence
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behavior of the model or the overhead of the embedding process relative to the ease of
finding predicates in that specific dataset.

Conversely, for the Distance to Closest Record (DCR) metric, the addition of contrastive
learning (DCR + CL) consistently increases the computational cost across all datasets
(e.g., increasing from 7s to 238s on Adult). This is expected, as the baseline DCR is a
simple Euclidean distance calculation on the raw data, whereas DCR + CL incurs the
significant overhead of training the neural network before any distances can be com-
puted. Given that DCR + CL provided no improvement in privacy risk detection (as
shown in Table 3.1), this added computational cost further discourages its use.

Dataset DCR  CL+DCR SO [49] CL+SO Linkability [49] Inference [49]

Adult 6.91 238.16 2842.78 863.95 18.06 163.23
Texas 134.72 460.65 376.82 1176.21  103.01 1380.70
Census 83.35 364.40 2167.73 1645.03  99.26 1603.49

Table 3.2: Comparison of the measured time for three methods: SO (Singling Out attack)
from [49], DCR (Distance to Closest Record metric), and CL (Contrastive Learning em-
bedding used in conjunction with DCR).

Overfitting Scenario

Finally, the results of the Overfitting Scenario (Figure 3.5) provide compelling validation
for our proposed metrics. Across all three datasets, we observe a strong, positive cor-
relation between the Overfit Ratio (z-axis) and the measured privacy risk (y-axis). This
confirms our fundamental hypothesis: as the model continues to train beyond the point
of optimal generalization (Overfit Ratio > 1.0), it begins to memorize the training data,
leading to a monotonic increase in privacy leakage.

The behavior of our proposed Contrastive Learning Singling Out (CL + SO) attack (rep-
resented by the purple line) varies by dataset. On the Texas dataset (center plot), CL +
SO demonstrates superior sensitivity. As the overfit ratio exceeds 1.6, the CL + SO risk
spikes sharply, surpassing the baseline Singling Out attack (blue line) and ending as the
highest risk metric at ratio 2.0. This suggests that for this dataset, the embedding space
successfully captures the “semantic memorization” that occurs during deep overfitting.
However, on the Census dataset (right plot), while CL + SO still trends upward, it con-
sistently reports a lower risk than the baseline Singling Out attack. This discrepancy
likely arises from the high dimensionality and sparsity of the Census data, where the
baseline’s discrete predicate search is more efficient at isolating unique records than the
density-based LOF method in the continuous embedding space.

Furthermore, these plots definitively confirm the ineffectiveness of the DCR + CL metric
(brown line). On both the Texas and Census datasets, while the standard DCR (red line)
correctly identifies increasing risk, the DCR + CL line remains nearly flat and close to
zero. This "flatlining" indicates that the contrastive loss, in optimizing the embedding
space for semantic similarity (such as for outlier detection), unintentionally decouples
the embedding similarity measure from the DCR metric’s requirements. This disparity
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Figure 3.5: Overfit Scenario results

renders the DCR metric insensitive to the increasing data leakage risk it was intended
to measure.

3.4.2 Comparative Summary

To address the trade-offs between the proposed Contrastive Learning (CL) framework
and the baseline Anonymeter Singling Out, we summarize the key scenarios where our
approach offers a distinct advantage.

The most significant practical advantage of the CL framework is its efficiency in the
Singling Out attack on large or high-dimensional datasets. As demonstrated in Table 3.2,
the CL + SO method achieved a 3.3x speedup on the Adult dataset and a 24% reduction
in execution time on Census compared to the baseline. This is because the baseline
relies on a combinatorial search for predicates, which scales poorly with data complexity.
In contrast, our method shifts the computational burden to the fixed-cost training of a
neural network, making it a more scalable solution for auditing large-scale tabular data.

In terms of risk detection, the CL framework demonstrates comparable sensitivity to the
baseline in most scenarios, with specific nuances. In the overfitting experiment on the
Texas dataset (Figure 3.5), the CL + SO metric effectively tracked the baseline, identify-
ing the same sharp rise in privacy risk as the model memorized the training data. This
confirms that the learned embedding space successfully preserves the “semantic memo-
rization” signal required to detect deep leakage. However, on high-dimensional, sparse
datasets like Census, the baseline’s discrete predicate search remains more effective than
the density-based LOF method used in our framework.

The evaluation also highlights clear boundaries for the proposed framework. The CL
approach does not provide a benefit for distance-based metrics (DCR) or the Attribute
Inference and Linkability attacks, where the high cost of training the network outweighs
the statistical parity observed in the results. Therefore, we recommend a hybrid auditing
strategy: utilizing the CL + SO framework for rapid and deep Singling Out assessment
on large datasets, while retaining the standard Anonymeter protocols for Linkability and
Inference tasks.



3.4. RESULTS 58

3.4.3 Linkability and Inference

To validate the efficacy of our proposed framework, we benchmarked our Contrastive-
Learning approach against the other two attacks of the current state-of-the-art tool,
Anonymeter. We evaluated both methodologies on the Adult dataset using the noisy
synthesizer first with the same settings as the previous experiments.

Linkability

As illustrated in Figure 3.6, our method demonstrates a substantial improvement in
detecting re-identification risks. Across all evaluated noise configurations, our attack
consistently yields higher Linkability scores than the baseline. Notably, in the non-
privatized setting (0.0, 0.0, 0.0), our approach uncovers a risk factor nearly 30% higher
than Anonymeter. This performance gap highlights the limitations of rigid distance
metrics employed by the baseline, which struggle to map disjoint feature splits in high-
dimensional spaces. In contrast, our contrastive embedding approach successfully cap-
tures the semantic topology of the records, allowing for more accurate linkage even
when feature overlap is minimal.

While the CL approach offers a theoretical advancement in capturing semantic leakage,
a critical analysis of the experimental results highlights significant practical limitations
regarding computational feasibility and statistical gain as shown in Table 3.3. The pro-
posed method incurs a prohibitively high computational cost—approximately 26 times
slower than the baseline—rendering it less feasible for rapid auditing. Furthermore, due
to overlapping confidence intervals in most scenarios, our approach performs compa-
rably to the state-of-the-art, demonstrating a clear statistical advantage only in the RTF
configuration.

Method Time CTGAN DPCTGAN RTF
Anonymeter [49] 18.06  0.0009 £ 0.0024 0.0009 £ 0.0019 0.0005 4 0.0022
CL approach 468.06 0.0008 £ 0.0012 0.0003 £ 0.0003 0.0018 4+ 0.0014

Table 3.3: Linkability time and results using the CL approach

Inference

The results for attribute inference (Figure 3.7) further corroborate the robustness of our
hybrid mechanism. While the baseline performs competitively in low-noise environ-
ments, our method consistently establishes a stricter upper bound on privacy risk, track-
ing equal to or strictly higher than Anonymeter across all trials. The advantage of our
approach becomes particularly evident in regimes with higher privacy noise (e.g., con-
figuration 0.05, 0.05, 0.05), where the dynamic selection between parametric (XGBoost)
and non-parametric (nearest neighbor) candidates allows our model to exploit subtle sta-
tistical correlations that a purely memory-based attack would miss. Consequently, our
framework provides a more rigorous and reliable audit of the synthetic data’s vulnera-

bility.
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Figure 3.6: Linkability in the leaky and noisy synthesizer experiment
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Figure 3.7: Linkability in the leaky and noisy synthesizer experiment
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In the context of Attribute Inference, the proposed method is computationally prohibitive,
requiring over 50 times the execution duration of the baseline (8642s vs. 162s). Fur-
thermore, the results are statistically indistinguishable across all configurations due to
substantial overlap in confidence intervals, indicating that the added complexity yields
no significant improvement in risk detection over the state-of-the-art as is presented in
Table 3.4.

Method Time CTGAN DPCTGAN RTF
Anonymeter [49] 162.23  0.0544 £ 0.0622 0.0321 £0.0272 0.0973 +0.1163
CL approach 8642.81 0.0298 £0.0209 0.0081 £0.0118 0.0852 +£ 0.0407

Table 3.4: Inference time and results using the CL approach

3.5 Conclusion

Our experimental evaluation demonstrates that the proposed Contrastive Learning (CL)
framework offers distinct advantages depending on the specific privacy attack being
modeled. For Singling Out, the method delivers robust performance improvements with-
out incurring a significant computational overhead, establishing it as a viable and effi-
cient enhancement for standard privacy auditing. Conversely, the application of this
framework to Linkability and Attribute Inference reveals critical trade-offs; while the
hybrid mechanisms theoretically offer a more granular risk assessment, they do not cur-
rently yield statistically significant improvements over state-of-the-art baselines to jus-
tify their prohibitive computational costs. Consequently, future research will prioritize
optimizing the algorithmic efficiency of these attacks and refining the latent space uti-
lization, with the aim of ensuring that the additional computational investment trans-
lates into a tangible and rigorous increase in privacy risk detection.

We further contextualize our findings by benchmarking against the Distance to Clos-
est Record (DCR) metric. Empirically, we observed a strong convergence between the
two approaches; across nearly all evaluated scenarios, DCR exhibits behavioral patterns
almost identical to our proposed method, reporting statistically equivalent estimates of
privacy risk. A distinct trade-off emerges, however, regarding computational efficiency
versus interpretability. While DCR benefits from significantly lower latency—inherent
to its nature as a direct similarity metric—it suffers from a lack of semantic transparency.
The difficulty in translating raw distance values into actionable privacy insights presents
a non-trivial challenge, the implications of which will be examined in subsequent chap-
ters of this thesis.






Chapter 4

A Risk-Based Framework for the
Empirical Evaluation of Privacy
Metrics

In the previous chapter, we explored methodologies for quantifying privacy leakage
risks specifically within the context of synthetic tabular data. The approaches proposed
in [49, 99] illustrate distinct computational paradigms. On the one hand, attack-based
metrics quantify specific adversarial risks arising from access to synthetic data, such as
linking individuals, singling them out, or inferring sensitive attribute values. On the
other hand, similarity-based metrics evaluate similarity between datasets, predicated on
the principle that synthetic data must not exhibit excessive similarity to the original
records according to a predefined distance metric.

However, these specific methods represent only a fraction of the broader landscape. The
field currently lacks a universal standard for quantifying privacy risks, leading to frag-
mented and inconsistent approaches in practice. This fragmentation is worsened by
privacy’s inherently interdisciplinary nature, which spans complex legal, technical, and
ethical dimensions. Consequently, practitioners often face significant challenges in se-
lecting and justifying the appropriate privacy metrics for a given use case, particularly
given the overwhelming variety of available tools and the lack of clear guidance. Fur-
thermore, the practical difficulties of aligning technical metrics with regulatory com-
pliance requirements further complicate this task, creating a bottleneck that can limit
innovation in data-driven fields [43].

These challenges highlight an urgent need for a comprehensive analysis and a standard-
ized framework to organize and contextualize privacy assessments—a need that has been
widely identified in prior literature [8, 9, 13, 109, 111]. To address this, this chapter ex-
plores the state of the art in privacy metrics, proposing a comprehensive taxonomy that
categorizes these metrics and establishes critical links to the relevant legal background.
The findings and classification structure presented in this chapter are derived from the
work originally published in [¢98]. The main contributions are:

+ A Unified Taxonomy: We propose a comprehensive taxonomy that categorizes
privacy quantification methods into Privacy Properties, Statistical Indicators, and
Attack Simulations, explicitly mapping them to legal definitions (GDPR/WP29) to
bridge the gap between technical metrics and compliance.
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« Risk Model Framework: We introduce a novel experimental framework based
on "Risk Models" (Leaky, Overfitting, and Differential Privacy) that allows for the
systematic, empirical verification of a metric’s sensitivity to actual data leakage.

« Differentiation of General vs. Specific Inference: We operationalize the legal
distinction between data that "relates to" an individual via content versus purpose
by implementing robust baselines (Control Set and Canary Records), ensuring that
metrics measure specific memorization rather than general statistical learning.

« Empirical Convergence: Through extensive testing, we demonstrate a strong
correlation between complex uniqueness-based attacks and simpler distance-based
statistical indicators (like DCR) under no-box conditions, suggesting that compu-
tationally efficient indicators are often sufficient proxies for complex adversarial
simulations.

4.1 The concept of privacy

The concept of privacy has already been briefly discussed in Section 2.2.1. The GDPR [38]
introduces the concept of anonymization and identification of an individual. In particu-
lar, any individual in an anonymized dataset should no longer be identifiable. The doc-
ument also states the principle of reasonableness and proportionality in Recital 26 [39],
for which the identification process is defined. Beyond that, there are no specifications
for how the data must be anonymized or what the anonymization process should look
like. However, the Article 29 Data Protection Working Party (WP29) [5] selected the
three attacks for which data should not be susceptible: Singling Out, Linkability, and
Attribute Inference. Regarding the last attack, many considerations can be made. At-
tribute Inference Attacks (AIAs) are based on the prediction of sensitive attributes using
information from other generated attributes. Knowing that there is an intrinsic correla-
tion between attributes, it is difficult to state whether we have an actual privacy risk or
if it is just a consequence of the natural correlation between attributes [62, 84].

Alternative formulations of privacy were made because the WP29 definition does not
align with the technical classification of privacy or re-identification risk. In [66, 109] the
risk is classified in two categories:

« Identity disclosure: given a set of known characteristics, it is the ability of identify
an individual.

« Attribute disclosure: given a set of known characteristics, it is the ability to deter-
mine the unknown attributes of a record in the original dataset.

This classification aligns with the concept of Singling Out and Inference from WP29, not
mentioning Linkability. In Raab et al. [109], the definition focus on what can be inferred
from an information release, which can be thought of as either the individual identity or
one value of its attributes. Moreover, the concept of auxiliary information is provided,
highlighting its importance as an adversary can exploit it to create attacks. These two
remarks clarify that the Linkability attack, technically, can be thought as an attack that
exploits auxiliary information.
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Besides these definitions, some known attacks on machine learning models are also used
in the field of synthetic data generation; for example, adversarial attacks [74]. Following
this intuition, the main risks for synthetic data generation are:

« Membership Inference Attacks (MIAs): the attacker (or adversary) tries to deduce
whether a record was in the training set of the given machine learning model.

« Shadow Modeling: the adversary can reproduce the input-output pair of a machine
learning model (in this case, the synthetic data generator).

These considerations are formalized in [123], where the authors formalize the WP29
attacks through MIAs. This last approach needs to define also the way an attacker can
access to both the auxiliary information and the machine learning model itself, again,
the generator. In the following section we identify different ways to access them.

4.2 Formalization of the Threat Models

A Threat Model identifies all the resources that an attacker can exploit to execute an
attack. In general, those resources comprise the synthetic dataset, generator access, and
auxiliary information. Regarding generator access, we have three different scenarios:
No-box generator access, Black-box generator access, and White-box generator access.

No-box generator access

In this setting, the adversary has no access to the generative model in any way, apart
from having a synthetic dataset generated from it. No other information, such as the
architecture, is employed. The attacker can use auxiliary data from other sources to
create the attacks. The auxiliary information is formalized in Definition 4.2.1.

Definition 4.2.1. (Auxiliary information). Let D be a dataset with attributes A(D). An
adversary has auxiliary information if there exists a subset A C A(D) of attributes
and a subset D’ C D, such that the adversary knows the values v(d, A) for all d € D'.
We refer to the attributes in set A as quasi-identifiers. We denote auxiliary information
consisting of quasi-identifier set A and records D’ C D by Aux(A, D’).

Black-box generator access

In black-box generator access, the attacker has access to the trained synthetic data gen-
erator or the generator and its training procedure. In this way the attacker can use the
trained model to generate how many synthetic record it needs, or it can train the gen-
erator on any dataset matching the algorithm capabilities.

White-box generator access

The attacker has access to the trained model, its architecture, the training algorithm, the
hyperparameters, and the model’s internal routines. The conditions to carry out white-
box or even black-box attacks are typically not met in practical scenarios [104].
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In the following work we will focus on the No-box generator access, that is, the attacker
will only have access to the synthetic dataset and some auxiliary information.

4.3 Taxonomy for Privacy Quantification

We focus our taxonomy for privacy quantification around three approaches:

1. Privacy properties.
2. Statistical privacy indicators.

3. Attack simulation.

Figure 4.1 provides a schematic overview of the approaches for privacy risk quantifica-
tion according the first categorization we made.

4.3.1 Privacy Properties

Privacy properties constitute the first major approach in our taxonomy, focusing on
establishing formal, quantifiable guarantees on the data or the release mechanism it-
self. These methods define the acceptable limits of privacy loss a priori, before data
is released or analyzed, differentiating them from post-release statistical or adversarial
measurements. This category encompasses definitions rooted in structural obfuscation,
exemplified by k-anonymity, and those based on algorithmic stability, most notably Dif-
ferential Privacy.

Differential Privacy

Differential Privacy [32], as already seen in Section 2.4, is a property of an algorithm
that limits the importance (or influence) of any point in the training dataset through
the privacy budget €. Differential privacy introduces noise during the learning phase,
making the presence of a specific individual less important. This method makes more
difficult for an attacker to target a specific record. the privacy budget is specified by the
user, so that it can control the level of privacy protection. A low value of € (e.g., a value
that ranges from 1.0 and 5.0) indicates a high level of protection. Conversely, a high
value of ¢ indicates a low level of protection. Moreover, as already stated in Section 2.4.1,
this framework provides many mathematical properties that make Differential Privacy
one of the most used frameworks in practice [44, 46, 69, 89, 114, 127].

In contrast to the metrics we have seen previously (e.g., Anonymeter attacks or DCR),
which quantify privacy a posteriori, when the generator is trained and used to generate
a synthetic dataset, DP is a property of the generator defined a priori with its parame-
ters. Therefore, DP is included as a privacy quantification method because of its strong
connection to the amount of information leaks that is controlled by the privacy budget.
Despite this, DP can also be considered a risk model, such as the noisy synthesizer or
the overfitting experiment, because, through the selection of ¢, we control the amount
of information leakage in our synthetic dataset.
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k-Anonymity

Another important property is the k-Anonymity, which has already been reviewed in
Section 2.2.1. In this case, k-Anonymity is a property of the dataset and not of the gen-
erator as DP. The main concept for this property is that the uniqueness of an individual
is the principal risk to be considered when releasing a dataset. Generalization and other
techniques are used to hide highly specific values that would make identification easy for
an attacker. For example, if in a census dataset, there is only one individual who lives on a
specific street, then knowledge of the attribute “residence” is sufficient to unambiguously
identify that individual. Generalizing that attribute to “City” or even “Region” provides
good privacy protection from the risk of identification. The concept of k-Anonymity
formalizes this form of protection by grouping individuals into groups, or equivalence
classes, of size k, where every individual is indistinguishable from the others within it.
The complete formalization of the approach is described in Section 2.2.1, where the con-
cept of quasi-identifiers and other types of techniques used to achieve k-anonymity are
also presented. But this type of procedure, intended as a privacy protection technique, is
not able to protect against AIAs [5]. In fact, if an attacker has access to common knowl-
edge, e.g., a particularly high income for a large group in the population, then even if we
apply many techniques to achieve k-anonymity, the attacker can infer the income within
a low margin of error. To address this problem, other techniques were proposed, such
as [-diversity or ¢-closeness, both of which have already been explained in the previous
chapters. The downside of using these approaches, despite their increasing privacy pro-
tection, depends on the strict conditions they require, which make them less appealing
than k-anonymity. Leaving aside privacy protection, these 3 methods can be used as a
privacy quantification technique. In particular:

« For k-anonymity, the parameter k serves as a direct probability cap. If a record is k-
anonymous, the probability that an attacker can successfully link a specific record
to a specific person is at most 1/k

« For [-diversity, the parameter | quantifies the adversary’s confidence. If a group is
[-diverse, an attacker needs to eliminate at least [ —1 other possibilities to be certain
of a sensitive value. Then, If there are [ distinct values with equal frequency, the
probability of an attribute inference attack succeeds with probability at most 1/1.

« For t-closeness, the risk is quantified as information gain. The variable ¢ limits how
much new information an attacker learns about a specific group compared to what
they already knew about the general population. A lower ¢ means the group looks
more like the “average” population, revealing less specific information.

In essence, these frameworks quantify privacy risk by establishing statistical thresholds
that strictly cap the probability of successful re-identification or sensitive attribute infer-
ence. They transform vague privacy concerns into measurable mathematical problems,
limiting the information gain an adversary can extract by analyzing the probability dis-
tributions of the data.
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4.3.2 Statistical Privacy Indicators

Statistical privacy indicators represent the second class of metrics in our taxonomy,
bridging the gap between theoretical properties and adversarial attack simulations. These
indicators quantify privacy protection by measuring the statistical proximity between
the synthetic dataset (D) and the real training data (D).

The core mechanism involves establishing an empirical baseline by analyzing the natu-
ral distribution of distances within the original data, often by comparing samples from
the training set against a holdout set. This baseline defines the “statistically reasonable”
level of proximity expected in the true data distribution. Any synthetic record found
to fall outside this expected distance distribution, typically identified through nearest-
neighbor analysis or quantile comparison, is flagged as a potentially hazardous outlier.
The primary risk quantified by these methods is record memorization (or near-copy
disclosure), where the generative mechanism replicates specific input instances. These
indicators generally utilize distance-based statistics to assess a model’s fidelity at the in-
dividual record level. Some examples and their methodological details will be examined
in the following paragraphs.

Identical Match Share

Identical Match Share (IMS), also known as Replicated Uniques [108], repU [109], or
Unique Exact Match [127], computes the portion of synthetic records that are exact
copies of records of the training set [63, 100, 127]. Given the training dataset D and
the synthetic data D, IMS is computed as:

DN D

IMS(D, D) = B (4.1)

The choice of the synthetic dataset’s length (|75|) in the denominator for the Identical
Match Share is crucial because the metric is designed to quantify the release risk, that
is, the danger inherent in the specific data being made public. The resulting IMS value
represents the proportion of the generated output that is compromised by being a copy
of a training record. This correctly normalizes the risk with respect to the size of the
released data, and this approach is particularly useful when the synthetic data is over-
sampled (|25| > |D|), as the metric remains a direct measure of the compromise ratio of
the released data.

Distance to Closest Record

Distance to Closest Record (DCR) has been already defined in 3.3.4. This metric extends
the IMS by considering also quasi-identical records as possible responsible of privacy
leaks. In this case, Synthetic-to-Real and Real-To-Real distances were introduces to com-
pute the similarity between the synthetic records and the training ones and a threshold
that identifies how much a synthetic record should be similar a real one to have a pri-
vacy leak. By extending IMS in this way, synthetic records that differ by one entry from
a training record can put at risk individuals private information. Conceptually, DCR
serves as a non-adversarial proxy for a re-identification threat model. The inequality
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established by the SRD and RRD comparison provides empirical evidence that the syn-
thetic record in question is suspiciously close to a training record, indicating a failure
to generalize. This proximity is the fundamental signal of potential record memoriza-
tion by the generator. To conclude, the efficacy of DCR hinges entirely on the choice
of the similarity/distance metric used. Since tabular data often contains mixed categori-
cal and numerical attributes, the metric must accurately measure similarity across these
disparate types (e.g., utilizing a weighted Euclidean distance or a composite metric like
Gower distance). A poorly chosen distance function will invalidate the RRD baseline
and render the DCR score meaningless.

k-Nearest Neighbor indicators

DCR can be generalized by considering more than the first neighbor. k-Nearest Neigh-
bor (k-NN) indicators compare the neighborhood of synthetic and training records. We
define the synthetic to real k-neighborhood of a synthetic record d € D, denoted by
NS’“RD(EZ) as the set of k nearest records to d in D with respect to the SRD. We define the
real-to-real k-neighborhood N%  (d) analogously using the RRD. We then apply equa-
tion (3.11) with the means of the neighborhoods N* . (d) and N% _ (d) in place of the SRD

and RRD.

4.3.3 Attack Simulation

We include attack simulations described in the WP29. All three of these risks can be im-
plemented with different attack mechanisms. Below, we provide an overview of possible
risk mechanisms and our implementations.

Membership Inference Attacks

In Membership Inference Attack (MIA), the attacker tries to infer whether a record was
used in the training set for the synthetic data generator or not [74]. MIAs are also known
for their ability to model Identity Disclosure [49, 91, 130]. In this context, we can identify
two different ways of using MIAs depending on the threat model. On one hand, we have
a No-box generator approach in which we have only access to one generated dataset.
On the other hand, we have a Black-box approach that require the training algorithm of
the generator to create different generator models that are trained on different instances
of the training dataset.

In the No-box approach we can distinguish two different methodologies. The former
is the Uniquenes-based MIA, in which the attacker detects vulnerable records in the
synthetic data and identify them as potential original records. There are many ways of
identifying vulnerable records that are mainly based in finding the outliers of a dataset.
Knowing that synthetic datasets are usually a mixed-datatypes objects, the outlier search
is done after a preprocessing step where the dataset’s attributes are entirely transformed
into numeric attributes. In [99] (our implementation of Singling Out with contrastive
learning), the outliers are searched after this step using Local Outlier Factor [15]. In [91],
vulnerable records are found by looking for the records with the highest distance to their
k-nearest neighbors. The choice of the distance metric makes the preprocessing step



4.3. TAXONOMY FOR PRIVACY QUANTIFICATION 71

either mandatory or not. In [49] (Anonymeter’s Singling Out), the vulnerable records
are identified by looking for uniqueness in categorical attributes and extreme values for
numeric ones.

The second approach involves Overfitting Detection. Prior methods to DOMIAS |24,
56, 58], rely on only synthetic data and the estimate of its density on the set of test
points to infer membership. This methodology has been proved to be inadequate be-
cause it does not distinguish between overfitting in the generator or a genuine density
peak in the dataset. That’s why DOMIAS [130] extend this approach by considering also
the real distribution of the data. In particular, the original dataset D is partitioned into
a training set D ,in, a control set D.oniro1, and a reference dataset Dycrerence- A gen-
erative model G(+) is trained on D, ,,;, to produce a synthetic dataset D~ G (Dirain)-
The idea of this attack is that the generator overfits all the points in the training set, es-
pecially the outliers, consequently, those points show a higher density in the synthetic
data distribution than in the true underlying distribution. The test set is composed by
points from both the training and the control set. It is important to notice that we will
use just a subset of those two sets, in particular, we will target the outliers of the training
set, ignoring the points that lie on high density region, while we will sample at random
the points from the control set in order to have |D; |D!

train|

cate with the apostrophe that we are taking a subset. Once we have deﬁned the data we
will use within this attack, we must estimate the densities of both the synthetic and the
release data. Two methods where tested, namely: Kernel Density Estimator (KDE), and
Block Neural Autoregressive Flow (BNAF) [29]. DOMIAS is computed as it follows:

Aty = f (w) (4.2

Preference (T%)

where psynin and Preference represents the learned distribution of the synthetic and ref-
erence data respectively, z* is the target point, and f : R — [0, 1] is a monotonically
increasing function. If x* is an outlier from the training set, the numerator dominates
the denominator because the point will be overfitted by the generator. Conversely, if z*
belongs to Deontro1, the numerator and denominator yield approximately equal values.
Finally, to compute the score for this attack, the area under the ROC curve (AUC-ROC)
is computed for evaluation.

In the Black-box approach, we can identify many different methodologies. In shadow
modeling, the attacker access the training algorithm of the generative model and train
2k generator models in the following way:

1. The adversary takes k datasets Dy, ..., Dy with D; C D\ {d;}, 1 =1, ..., k;

2. For each such dataset D;, the adversary trains a generator G(D;) and produces an
output dataset D; ~ ~ G(Di). The adversary stores datasets D; along with the label
“no target ;

3. Next, the adversary creates the k datasets D} := D; U d; for i = 1, ..., k, obtained
by adding the target record to the chosen datasets;

4. The adversary now trains generators G (D), producing synthetic datasets D ~
G(D}). The adversary stores the sets DZ- along with the label “target”;
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5. The adversary now has a labeled collection of synthetic datasets. They leverage
this collection to train a model M that predicts whether the target record d; was
in the dataset used to train a generator (G, based on an output synthetic dataset of

G.

Usually, in Step (5) are used machine learning models, such as XGBoost or Neural Net-
works, to classify whether that specific record was in the training set or not. To facilitate
the learning phase, feature extraction algorithm can be used to extract specific informa-
tion from each dataset in order to use lighter models for the classification. The described
procedure is highly computationally demanding because it has to repeat this procedure
for every record in the test set, which ends up in training 2kn,.s times the synthetic data
generator which can take weeks to complete. This is essentially why other methods are
preferred for computing MIAs.

Linkability

To the best of our knowledge, Anonymeter’s Linkability attack [49] is the only direct
no-box implementation of linkability attacks. The procedure is already explained in
Section 3.2. First, the original dataset is split in two parts vertically, so that the splits
contain different attributes. Then, the attacker tries to correctly link the split records
using the synthetic dataset as knowledge looking for the nearest neighbors between the
split and the records in the synthetic data. If the intersection of the neighborhoods of
the two splits is not the null set, then the attack is considered successful.

Attribute Inference Attacks

In Attribute Inference Attacks (AIAs), the attacker tries to correctly infer a sensitive
attribute of a real individual using the available information on the other attributes.
Like identity disclosure attacks, many mechanisms can be used to perform a correct
inference. Given a set of known attributes A and the synthetic dataset 15, the attacker
will use a model M to correctly infer the target attribute ¢ as follows:

t= M(ﬁv A) (4-3)

Again, according to the different implementation of the model M we can identify dif-
ferent types of AlAs.

Uniqueness-based AIAs

In Uniqueness-based AlAs, the attacker tries to infer the target attribute ¢ by isolating
unique records in the synthetic dataset D. Usually, this is done by identifying equiva-
lence classes, e.g., a set of records that share the same values for the quasi-identifiers.
In this setting, the Targeted Correct Attribution Probability (TCAP) [128] provides
the probability of having a correct inference by using the synthetic dataset and the set
of known quasi-identifiers A. TCAP is computed as follows:

TCAP(D, d) := 2dep {Md’ A) = w(d, A), v(d,t) = o(d, t)}
e _dep |:U(d7 A) =v(d, A)}

(4.4)
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where d denotes a generic record of the train data, analogously disa generic record of
the synthetic dataset. With v(d, A) we identify the specific values of the attributes in the
set A of the d row, v(d, t) denotes the value of the target attribute in the d record, and the
square brackets are the Iverson brackets. To understand the way TCAP works, consider
a dataset that has been anonymized using k-anonymity. If the identified equivalence
classes have a low [-diversity, that is, a low number of distinct values for the target vari-
able, then the attribute inference attack is more powerful. This vulnerability is measured
by the TCAP in a probabilistic way. The formula 4.4 computed this probability by cal-
culating the ratio of records between the training and synthetic datasets that share the
same combination of values of quasi-identifiers and the target variable and records that
only share the same values of quasi-identifiers. The formula is thought of for categorical
variables only, because we cannot ask for equality when numeric variables, especially
real values, are considered. The generalization of TCAP (GTCAP) has been introduced
in [22]. For numeric attributes, the equality is replaced by set membership as follows:

v(d,a) € U(EZ, a) — r,v(gl, a)+r (4.5)

where r indicates the radii of the interval centered in v(gi, a). It is important to note
that the value of  depends on the scale of the attribute we are considering. A common
strategy to address this is to preprocess the numeric variables by rescaling them and use
the same value for 7.

Distance-based AIAs

In distance-based AIAs, the attacker exploits similarities between synthetic and real
records from the auxiliary information to achieve a correct inference on the unknown
attribute ¢. In the literature (see [28, 49, 51, 62]), this type of AIA takes advantage of the
available information at first by computing the distance between the partially known
real record and the rows in the synthetic dataset. Once these distances are found and
sorted in ascending order, the attacker will estimate # as 'U(Ei, t), in the case where we
are considering only the first neighbor, otherwise the estimate ¢ will be computed as the
mean/median of the target values of the first £ neighbors if the target variable is nu-
meric, otherwise the mode will be used. In practice [27, 51], the best attack performance
is achieved when only the first neighbor is considered (k = 1).

ML-based AIAs

AIAs based on machine learning techniques use synthetic data to train a machine learn-
ing model. The attacker then, along with auxiliary information, predicts the unknown
attribute using the learned model Equation 4.3. Depending on the type of the target vari-
able, we may have a classifier for categorical variables or a regression model for numeric
variables. The selection of the model is up to the user but usually XGBoost model [25]
is preferred because of its speed and performance.

Black-box AIAs

In Black-box AlAs, the attack is conducted as a sequence of MIAs [124]. Suppose that we
have access to some auxiliary information like in the previous scenarios and we have to
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guess the value of the secret attribute t. We denote the set of all possible values for the
target attribute ¢ as T'. Then, we can run |T'| times a MIA by replacing at each iteration
the value of ¢. If the record d is in the training data according the MIA, then we can
conclude that the value of ¢ in that record is the value we were looking for.

4.3.4 Distinguishing Specific from General Inference
The “Relating to” Standard in GDPR

A central challenge in determining whether synthetic data is truly anonymized is under-
standing when data "relates to" an individual under the GDPR. Legal scholarship, such
as that by Cesar [83], distinguishes between three ways data can relate to a person: in
content, in purpose, or in result.

+ Relating to in content: This is the most direct form, where data contains specific
facts about an identifiable person (e.g., "Jan Jansen is poor"). This is unequivocally
personal data.

+ Relating to in purpose: This occurs when data is used to evaluate or influence
specific individuals, even if the data itself is not directly identifying. For example,
if a synthetic profile is used to target ads at "diabetic users in postcode 1234," and
this targeting affects Jan Jansen, the data relates to him "in purpose" because it is
being used to alter his environment or choices.

+ Relating to in result: This refers to the downstream impact. If a model trained
on real health data leads to insurance price hikes that affect Jan Jansen, the data
relates to him "in result," even if his specific records were not in the training set.

These distinctions are critical because "purpose” and "result" often stem from general,
population-level insights rather than specific data leaks. Treating general statistical ac-
curacy as a privacy breach risks overextending the GDPR. A synthetic dataset should re-
flect population statistics; however, it becomes a privacy risk when it overfits—memorizing
specific, unique details ("in content" data). To operationalize this, we adopt baselines
from Giomi et al. [49] and Sundaram et al. [4] to separate general patterns from specific
memorization.

Anonymeter control baseline

This formulation already has been explained in Section. 3.2, specifically in Equation 3.1.
We employ the control set baseline to filter out risks attributable to general population
patterns. By calibrating the attack efficacy against a hold-out set (Dcontro1), the resulting
metric measures only the information specifically memorized from the training set.

Canary record baseline

Houssieau et al. [62] and Sundaram et al. [4] highlight the “base-rate problem” in At-
tribute Inference Attacks (AIAs). High attack success often stems from capturing general
population correlations (e.g., the link between education and wealth) rather than from
memorizing specific records. To decouple general patterns from specific information
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leakage, we adopt the canary record baseline proposed by Sundaram et al. [4].

Let D be a dataset and t a target attribute. We define a canary record d’ by randomizing
the target attribute of an existing record d, as shown in Equation (4.6):

o(d a) = {U(d,a), ifa#t (4.6)

T, ifa=t

where r is drawn uniformly from the domain of t. Because r is random, it is uncorrelated
with the remaining attributes in d’. Consequently, if an AIA successfully infers the value
r from a generator trained on the modified dataset D’ (where d is replaced by d’), the
success cannot be attributed to general correlations. Instead, it indicates that the gener-
ator has memorized the specific content of record d’. In our evaluation, we average ATA
success rates across 100 randomly selected canary records per dataset.

Summary of Theoretical Claims and Experimental Validation.

The taxonomy and threat models defined in Sections 4.1 to 4.3 establish a structured lan-
guage for privacy quantification. Our theoretical development proposes that Risk Mod-
els (Leaky, Overfitting, and Differential Privacy) can serve as reliable, monotonic proxies
for ground-truth vulnerability, allowing for the objective benchmarking of metric sensi-
tivity in the absence of a real adversary. Furthermore, we hypothesize a convergence of
efficacy among No-box metrics; specifically, that under strict black-box conditions, com-
putationally expensive attack simulations (like those in the Taxonomy’s third pillar) and
simpler statistical indicators (like DCR from the second pillar) measure fundamentally
similar phenomena of local memorization.

In the following experimental evaluation, we validate these hypotheses by subjecting
a wide range of metrics from the taxonomy to the proposed Risk Models. We aim to
empirically demonstrate which metrics provide the most reliable "signal-to-noise" ratio
in detecting specific leaks and to determine if simple statistical indicators can serve as
sufficient proxies for complex attacks in routine auditing scenarios.

4.4 Experimental Evaluation

To empirically evaluate the performance of privacy quantification methods, we intro-
duce the concept of a risk model. We define a risk model as a mechanism for system-
atically injecting privacy vulnerabilities into synthetic datasets to measure a method’s
ability to detect them. In the following section, we present the risk models used in our
experiments, detailing their rationale and specific parametrization.

4.4.1 Risk models

We evaluate the sensitivity of privacy metrics by employing three distinct risk mod-
els that introduce vulnerabilities in a controlled manner. These approaches range from
direct data leakage and induced generator overfitting to the systematic relaxation of
Differential Privacy budgets.
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Leaky risk model

The leaky risk model was already presented in 3.2, where we refer to it as the Leaky
Synthesizer. Briefly, we create 3 non-overlapping sets from the original dataset, namely:
train, control, and release. We create the synthetic dataset by combining the records from
both the train and the release datasets according to a leak fraction [, that controls the
portion of training records present in the synthetic dataset. Incremental risk insertion
allows us to assess whether the metrics scale linearly with added risk.

Overfitting risk model

The Leaky model provides a controlled environment, but it does not provide a realis-
tic example. Privacy risks emerge during the training of the synthetic data generation
model; in particular, overfitting has been detected as the main cause of the risk [13, 19,
124]. Overfitting of the generator model may lead to training data memorization, so its
output would not be stochastic as expected but would exhibit a “copy & paste” behavior.
The overfitting risk model has already been introduced in Section 3.3.5, in particular, we
train the synthetic data generator at different levels of overfit according to the overfit
ratio defined in Equation 3.13. In this way, we are mimicking the behavior of the leaky
risk model but using a real synthesizer.

Differential Privacy

The last approach focuses on Differential Privacy generators. As already presented in
Section 2.4, the DP generators learn as a common SDG with the addition of some hy-
perparameters. In particular, we will try to control the private information injection in
the synthetic dataset by generating many synthetic datasets at different levels of privacy
budget . We will evaluate the metrics using ¢ € [1.0, 5.0, 10.0, 50.0, 100.0] so that we
can mimic leaky and overfitting risk models by increasing the privacy budget in order
to nearly disable the DP mechanism.

4.4.2 Other Experiments

To conclude our experimental evaluation, we propose other experiments to assess the
robustness of the privacy quantification methods we will study.

Outliers Removal

Privacy quantification methods may be sensitive to specific data properties. In this ex-
periment, we will focus on the presence of outliers [20, 64, 124] combining threat models
with outlier removal to demonstrate this vulnerability. We will repeat the measurement
of all the metrics after removing a certain percentage of outliers. In particular, we will
use the method proposed in [99], so at first we will use the presented contrastive learning
method to learn a numeric representation of our dataset, then we will use Local Outlier
Factor to compute the outliers according the defined portion. In our experiments, we will
remove the following portion of outliers: 1%, 2%, 5%, and 10%. We repeat the experi-
ment using the overfitting risk model, in particular, we will take into account only the
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overfit ratio of 1.0 and 1.6 To combine the impact of removing outliers with intentional
overfitting.

Hyperparameter Sensitivity

We also investigated other parameters regarding some specific methods due to their
susceptibility. In particular, we will focus on:

1. The number of neighbors k in the DCR

2. The radii of the GTCAP

Even if some previous work has already made this study (see [28, 51] for the former ex-
periment), we believe that repeating the experiment would confirm previous findings.
With respect to the GTCAP radii, we try to increase the level of awareness on the impor-
tance of the hyperparameter selection and that it might be dependent from the context
and, specifically, on the dataset.

Synthetic data size

To determine if the size of the dataset significantly influences our evaluation metrics, we
will generate a synthetic dataset with systematically varied sizes (number of records).
This controlled experiment is designed to investigate the metrics’ dependence on the
volume of synthetic data. By comparing the metric values calculated across these differ-
ently sized datasets, we can directly observe if the metrics are susceptible to cardinality
changes, confirming whether dataset size is a non-negligible factor in their stability and
reported performance.

4.4.3 Metrics

The metrics used in this study are presented in Table 4.1. We evaluate all metrics using
the risk models detailed in Section 4.4.1. For the leaky risk model, we vary the leak frac-
tion [ from O to 1 in increments of 0.2. Similarly, for the overfitting model, we vary the
overfit ratio f, from 1 (no overfitting) to 2 (where L = 2L*) in increments of 0.2. Finally,
to assess DP risk, we utilize OpenDP Smartnoise AIM [89] and PATEGAN [69] to train
e-DP synthetic data generators using privacy budgets ¢ € {1.0, 5.0, 10.0, 50.0, 100.0}.

Statistical Indicators

The IMS implementation is straightforward. The 2nd percentile is used for both DCR
and k-NN. We calculate Euclidean distances within an embedded space derived using
the methods described in [100]. To calibrate the metric, we normalize the DCR relative
to its theoretical best and worst cases as described in Section 3.3.4. Consequently, the
score scales from 0 (indicating no information leakage or perceived risk) to 1 (indicating
that all synthetic records pose a risk to the original data). To estimate the variance of
the methods, we apply bootstrapping with n = 1000
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Table 4.1: Synthetic data degree of privacy quantification methods used in this study. Risk: risk measured or controlled; Aux: auxiliary
information; MIA: membership inference attack; AIA: attribute inference attack; disc.: disclosure; SO: Singling Out; Link: Linkability; ML:
machine learning; IoS: inference-on-synthetic; LN: local neighborhood. Exactly the attribute disclosure attacks require access to auxiliary
information. Nb: examples are for reference only: they may implement same attack methods and mechanisms in different manner than

our implementations.

Our
Method Type Risk Mechanism Aux. Example(s) implementation
Differential privacy Generator property  Propensity NA No [89, 114] OpenDP AIM
Differential privacy Generator property  Propensity NA No [69] Synthcity PATEGAN [107]
IMS Statistical indicator ~ Propensity NA No [63, 100, 108, 127] Standard
DCR Statistical indicator ~ Propensity NA No [63, 100] Percentiles-based
k-NN Statistical indicator ~ Propensity NA No [63, 100] Percentiles-based
Outlier-based MIA Attack SO uniqueness No [49] (SO), [91] Anonymeter [49] SO
Outlier-based MIA (DOMIAS) Attack SO uniqueness Yes [130] ROC AUC classifier
Linkability attack Attack Link distance Yes [49] (Link) Anonymeter [49] Link
Classifier inference Attack AIA ML Yes [62] (IoS) XGBoost, accuracy
Regression inference Attack ATA ML Yes XGBoost, RMSE
Distance-based AIA Attack AIA distance Yes  [49] (AIA), [62] (LN), [28, 51] Anonymeter [49] AIA
GTCAP Attack AIA uniqueness Yes [22, 27, 128] See [22]
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MIAs

For the uniqueness-based MIA, we employ the Singling Out attack from Anonymeter [49].
We conduct experiments targeting outliers in single attributes, as well as experiments
varying the number of attributes between 3 and 12. Each run consists of a maximum
2000 attacks;” we report the highest observed risk R. For MIAs with overfitting detec-
tion, we adopt the approach introduced by van Breugel et al. [130]. The area under the
ROC curve (AUC-ROC) is computed to evaluate the attack because of its nature as a
binary classifier. The results are then normalized to restrict the measure in the interval
[0, 1] for a better interpretation.

AlAs

In our experiments, numerical data is normalized using a MinMaxScaler, ensuring values
fall within the (0,1) interval; consequently, we set the GTCAP radius to 0.1. We assume a
worst-case scenario where the adversary knows all attributes except the target. To assess
distance-based AlAs, we utilize the inference attack from Anonymeter [49] using the
authors’ original parameters. For ML-based AIAs, we employ the default unregularized
implementation of XGBoost from Scikit-Learn. We apply classification (evaluated via
accuracy) for the Adult dataset, and regression (evaluated via RMSE) for the Census and
Texas datasets. To align the regression metrics with classification accuracy, we apply
a heuristic normalization to the RMSE. Specifically, we calculate the ratio of the RMSE
to the data’s total range and subtract this value from 1. This transformation results in
a score where 1 represents a perfect prediction and values below 1 indicate increasing
error (with values < 0 denoting performance worse than the data’s inherent variability).
While this allows us to plot accuracy and regression performance on a similar scale, we
caution that this normalized metric is a heuristic and not strictly equivalent to accuracy.

RMSE(y, §)

range(y)
Regarding Linkability, we employ the default implementation provided by Anonymeter [49].

NRMSE(y, ) = 1 (4.7)

Comparative Analysis of Privacy Auditing Tools

To better contextualize the proposed framework within the current state of the art, we
provide a comparative overview of the primary privacy auditing tools evaluated in this
thesis. Table 4.2 summarizes the key characteristics of these frameworks, highlighting
their specific threat models, strengths, weaknesses, and relative computational burden.

Utility

To ensure a comprehensive evaluation, we assess utility using Machine Learning Efficacy
(MLE), a metric based on the indistinguishability of the data. Inspired by the discrimina-
tor concept in Generative Adversarial Networks [52], this approach measures how easily
a binary classifier can differentiate between real and synthetic samples. We construct

*The actual number of attacks depends on the count of predicates that successfully single out unique
synthetic records. Consequently, this number may be lower than 2000 if fewer vulnerable records are
detected.
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Table 4.2: Comparative Summary of Privacy Auditing Frameworks
Tool Type Threat Strengths Weaknesses Burden
Model
IMS Similarity Identity (Ex- V. Low
act) » Fast & sim- » Only  exact
ple. copies.
« Easy to inter- « Misses near-
pret. matches.
DCR Similarity = Identity Low
(Prox) « Standard + Metric sensi-
baseline. tive.
« Captures ap- + Curse of dim.
prox.
Anonymeter Attack Singl. Out, Med/High
Link, Inf. + Legal/GDPR + Slow (Brute-
map. force).
« Conf. inter- « Rigid  met-
vals. rics.
DOMIAS Attack Member. Inf. High
(MIA) + Theory + Density est.
grounded. issues.
« Overfitting « High depen-
focus. dence on out-
liers.
GTCAP Attack Attr. Inf. Med/High
(Attr) + Theory « Slow (Brute-
grounded. force).
ML Inf. Attack Attr. Inf. Med
(Attr) e .
« Utility proxy. + Indirect mea-
sure.
« Predictive
power. « Model  de-

pendent.
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balanced datasets containing equal numbers of real and synthetic records and train an
XGBoost classifier [25] to distinguish between them. The MLE is defined as the result-
ing test accuracy: a score near 0.5 indicates high utility (the synthetic data is effectively
indistinguishable from the real distribution), whereas a score approaching 1.0 implies
low utility (the classifier easily identifies synthetic records).

4.4.4 Synthetic Data Generation Models and Datasets

To conclude the experimental settings, we illustrate the datasets and the models used.
First, the datasets used are the same ad the one described in Section 3.3.5. For what con-
cern the models, we use 2 synthetic data generators that employ differential privacy in
the training phase, namely: AIM [89] and PATEGAN [69]; and 2 non-DP synthesizer,
that is: REalTabFormet [122] and Synthpop [95]. All the models have been discussed in
Chapter 2, specifically in Sections 2.2.3 and 2.4.2 apart from Synthpop.

Briefly, Synthpop uses a method called Sequential Regression Modelling (SRM) [110, 131]
that works as it follows:

1. The ordered sequence of the attributes is found

2. Starting from the first attribute a; in the sequence, we random sample a value from
the original column

3. To obtain the value for a, we sample from the conditional distribution as|a;. This
process is repeated for all the other attributes by correcting on which attributes
we are conditioning our sample. For example, at step ¢, we will sample from the
distribution a;|a;_1 A a;_a A .. ..

One of the key strengths of Synthpop is its flexibility: you are not locked into a single
algorithm. Through the method parameter in the syn() function, you can specify exactly
which model to use for each variable, whether that is the default CART, parametric
methods like linear or logistic regression.

4.5 Results

In this section, we present a summary of the experimental results, focusing on the com-
parison between no inserted risk and maximal inserted risk (Table 4.3) as well as the
computation times for each metric (Table 4.4). Because the privacy quantification meth-
ods measure different quantities, comparisons should focus on the response to inserted
risk rather than the exact normalized values. For the complete experimental evaluation,
including full result tables and correlation matrices for all risk models, please refer to
Appendix A.1.

The computation times demonstrate a clear trade-off between speed and complexity,
with simple distance metrics (IMS, DCR) being consistently fast and stable across sce-
narios. In contrast, complex adversarial simulations like GTCAP and distance-based in-
ference attacks are resource-intensive, with costs scaling significantly based on dataset
size and dimensionality (Census).
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Table 4.3: Results of the leaky and overfitting risk models. RTF: RealTabFormer; O: outlier; D: distance; ML: machine learning. By “no risk”,
we indicate that no risk was deliberately added, i.e., f; = O for the leaky risk model; f, = 1 for the overfitting risk model; for the DP risk
model, we equate “no risk” to a privacy budget of ¢ = 0. Simliarly, “max risk” refers to f; = 1; f, = 2; and £ = 100. We use the asterisk (*)
to denote the maximum risk, which exceeds any risk achieved with the previous values of f;, f,, or €.

7 Leaky 7 Overfit 7 DP
RTF Synthpop PATEGAN AIM

Method Adult Texas Census | Adult Texas Census | Adult Texas Census | Adult Texas Census | Adult Texas Census

IMS (no risk) 0.0 0.0 0.0 0.0 0.0 0.0010 0.0 0.0 0.0037 0.0 0.0 0.0 0.0 0.0 0.0

IMS (max risk) 1.0 1.0 1.0 0.8684 0.0162  0.9428 | 0.4377 0.0 0.1519 0.0 0.0 0.0 0.0 0.0 0.0

IMS stdev (max risk) 0.0045 0.0038  0.0034 | 0.0034 0.0008  0.0017 0.039 0.0 0.0015 0.0 0.0 0.0 0.0 0.0 0.0
DCR (no risk) 0.0011 0.0082  -0.0013 | 0.0008 -0.0009 0.0046 | 0.0002 -0.0203 0.0064 | -0.0204 -0.0204 -0.0204 | -0.0057 -0.0204 -0.0186
DCR (max risk) 1.0 1.0 1.0 0.5325 0.4783  0.5700 | 0.2933 -0.0204 0.1115 | -0.0204 -0.0204 -0.0204 | 0.0019  -0.0201  -0.0046
DCR stdev (max risk) | 0.0001 0.0 0.0 0.0011 0.0010  0.0010 | 0.0032 0.0 0.0005 0.0 0.0 0.0 0.0008  0.0001 0.0005
MIA, O (no risk) 0.0060  0.0400 0.0101 | 0.0278 0.0310  0.0270 0.0148 0.0153 0.0285 0.0136  0.0213 0.0010 0.0146  0.0072 0.0137

MIA, O (max risk) 0.9990 0.9990  0.9989 | 0.7620 0.6744 0.7895 | 0.4836 0.0257 0.1025 | 0.0101  0.0239 0.0010 | 0.0627  0.1279 0.0318
MIA, O stdev (max risk) | 0.0010 0.0010 0.0011 | 0.0204 0.0216  0.0298 | 0.0272 0.0126  0.0296 | 0.0173 0.0138  0.0024 | 0.0316 0.0210  0.0282

DOMIAS, O (no risk) 0.0040 -0.0066  0.0052 | 0.0966 0.0966  0.0120 | 0.0162 -0.0088 0.0074 | -0.0014 -0.0016 -0.0054 | 0.0008 -0.0018 0.0
DOMIAS, O (max risk) | 0.5368 0.0312  0.3152 | 0.3542 0.1444 0.2202 | 0.2154 -0.0016 0.0136 | 0.0024 -0.0012" 0.0034 | 0.0076 -0.0018" 0.0
Link. (no risk) 0.0015 0.0116  0.0030 | 0.0004 0.0111  0.0035 | 0.0015 0.0015  0.0065 0.0 0.0025 0.0005 | 0.0015  0.0010 0.0035
Link. (max risk) 0.6433 0.9934 0.6336 | 0.2854 0.3820 0.2874 | 0.1589 0.0065  0.0521 | 0.0005  0.0045 0.0010 | 0.0015  0.0015 0.0020
Link. stdev (max risk) | 0.0211 0.0035 0.0213 | 0.0199 0.0218  0.0203 | 0.0161 0.0049  0.0103 | 0.0017  0.0059 0.0024 | 0.0025 0.035 0.0046
AIA, ML (no risk) 0.1570 0.1904  0.0052 | 0.0077 0.3370 0.0060 | 0.0887 0.6611 0.0 0.0 0.0 0.0023 0.0 0.6370 0.0
AIA, ML (max risk) 0.4499 0.9749 0.1535 | 0.3107 0.7193 0.1733 0.2175  0.4377 0.0337 0.0 0.0 0.0 0.0488  0.5702 0.0
AIA, D (no risk) 0.0835 0.1312  0.2153 | 0.0665 0.1262  0.2013 | 0.1086 0.0887  0.2159 0.0176  0.0177 0.0229 0.0731  0.0988 0.1720

AIA, D (max risk) 0.9922  0.9920 0.9579 | 0.5945 0.5557  0.6393 0.3621 0.1161 0.2857 0.0241 0.0229 0.0244 0.0923  0.1112 0.1968
AIA, D stdev (max risk) | 0.0041 0.0080 0.0390 | 0.0551 0.0599 0.1221 0.0819  0.0887 0.1629 0.0585  0.0963 0.0908 0.1348  0.0466 0.1647

GTCAP (no risk) 0.0019 0.0005  0.0015 | 0.0089 0.0 0.0012 | 0.0817 0.0 0.0424 0.0 0.0 0.0 0.0933 0.0 0.0001
GTCAP (max risk) 0.9665 1.0 0.9897 | 0.5094 0.0156 0.8114 | 0.4513 0.0 0.1516 0.0 0.0 0.0 0.1303 0.0 0.0017
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Table 4.4: Mean of computation times of the various measurements in seconds for the
RealTabFormer and AIM models

Leaky Overfit DP
Method Adult Texas Census | Adult Texas Census | Adult Texas Census
IMS 22.50 66.30 43.41 22.50 66.30 43.41 22.50 66.30 43.41
DCR 6.91 134.72 83.35 6.91 134.72 83.35 6.91 134.72 83.35
k-NN 6.91 134.72 83.35 6.91 134.72 83.35 6.91 134.72 83.35
DOMIAS (O) 2.11 46.45 68.45 2.21 45.71 65.45 2.90 47.86 71.45
MIA (D) 6.91 134.72 83.35 6.91 134.72 83.35 6.91 134.72 83.35
Link. ‘ 18.06 103.01 99.26 12.44 30.02 63.50 9.72 28.74 63.53
AIA (ML) 0.35 0.58 0.45 0.36 0.54 0.43 0.036 0.55 0.46
AIA (D) 163.23 1380.70 1603.49 74.98 438.33 1117.48 71.99 445.90 1278.39
GTCAP 417.05 2093.73 5580.93 | 420.77 2115.10 5488.23 | 435.16 2238.01 5789.22
Leaky risk model
In this setup, we will look at only the Adult plots for the metric we are considering

because the results are analogous to the other datasets.
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Figure 4.2: Metric comparison results on Adult dataset in the leaky risk model and cor-
relation between the metrics

Under the leaky risk model, most privacy metrics show a highly desirable linear increase
proportional to the leak fraction, typically reaching a score of 1.0. This indicates a strong
and proportional response to the amount of direct data leakage, effectively showing that
nearly all injected risk is successfully detected. As evidenced in Table 4.3, this general
trend means that most metrics achieve or nearly achieve their maximum possible value
when the leak fraction is at its maximum value. However, the Linkability attack, the ML-
based Attribute Inference Attack, and DOMIAS are notable exceptions to this pattern.
The Linkability attack does not consistently attain its maximum value because its effi-
cacy relies heavily on the partitioning of attributes; if partial records contain many du-
plicates, linking remains difficult even with significant leaks. For the ML-based AIA, the
behavior stems from the strong baseline performance of the underlying ML models on
the control set, which inherently reduces the overall measured value of the metric. The
performance of the DOMIAS attack is complex and determined by two technical factors:
the density estimator’s sophistication and the statistical separation between member and
non-member data. A simple estimator may fail to detect the local density spikes caused
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by model overfitting, leading to a low DOMIAS score due to poor separability. Con-
versely, if non-member points are highly similar to the training points, occupying the
same high-density regions, the computed densities for both groups overlap significantly.
This overlap, too, results in a low DOMIAS score, which is interpreted as the synthetic
dataset offering strong privacy protection. Therefore, achieving a high DOMIAS score
requires both a highly sensitive estimator and statistically discernible density differences
between the member and non-member distributions. To conclude, the correlation matrix
reveals a near-perfect linear relationship between the majority of the risk metrics, with
coeflicients consistently reaching 1.00, except for a slight deviation in the ML Inference
metric (approx. 0.93).

Overfitting risk model

Again, the results showed will be regarding the Adult Dataset only (see Figure 4.3).
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Figure 4.3: Metric comparison results on Adult dataset in the overfit risk model
(RTF [122]) and correlation between the metrics

Under the overfitting risk model, the various privacy metrics show a consistent pattern
of response to risk, resulting in large correlations between them. Despite employing
the maximum amount of risk insertion during the experiments, the resulting measured
risks were only about half as severe as those observed in the more theoretical worst-
case scenario of the leaky risk model. While correlations between the metrics remain
strong, they are weaker compared to the leaky risk model, especially when applied to
the Texas dataset. This direct relationship between the degree of generator overfitting
and the detected privacy risk emphasizes a key finding: overfitting inherently introduces
vulnerabilities in synthetic data generation. This insight can be applied proactively, sug-
gesting the use of early stopping techniques during the generator’s training process to
enhance privacy protection.

Differential Privacy risk model

Under the differential privacy risk model (see Figure 4.4), the metrics demonstrated negli-
gible sensitivity to increases in the privacy budget. Theoretically, a larger budget implies
looser privacy constraints and should result in detectable increases in risk; however, the
observed risk scores remained stagnant. This lack of variation renders the calculated
correlations uninterpretable, as there is insufficient signal to measure a relationship. We
attribute this phenomenon to the poor utility of the DP generators’ output—essentially,
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Figure 4.4: Metric comparison results on Adult dataset in the differential privacy risk
model (AIM [89]) and correlation between the metrics

the synthetic data was too noisy to retain meaningful structure regardless of the budget
setting (see Section 4.5 for the utility analysis).

Outlier removal

Again, in the outlier removal experiment, most of the times the metrics exhibit the same
behavior. More on the discussion of the result can be found in the Appendix A.3.
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Figure 4.5: IMS, DCR, and MIA with outlier removal in the original dataset prior to gen-
erator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) - RTF [122]

In particular, all the metrics seems to be not susceptible by outlier removal. Most of the
times this is caused by the fact that the leak is too low to see an actual difference. We then
inspect the case of the overfitted model, in this case is clear how DOMIAS, especially in
Adult and Census datasets, is vulnerable to this particular setting (see DOMIAS overfit
line). For what regards the reported decrease in the Texas dataset of both IMS and DCR,
our findings suggest that the specific properties of a dataset significantly influence how
effectively outlier removal can mitigate privacy risks. For instance, the Texas dataset
presents a unique challenge because it is heavily categorical (21 of 28 attributes) and
many of its attributes possess only a few distinct values. This constrained combination
space inherently limits the diversity of possible records, which can make any existing
outliers more conspicuous targets and thus vulnerable to a broader array of privacy
attacks.
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Hyperparameter Sensitivity

To comprehensively evaluate the privacy risk across each dataset and under both the
leaky risk model and the overfitting risk model, we systematically experimented with
k-Nearest Neighbor (k-NN) based privacy indicators for a range of k values. Our re-
sults revealed a clear and consistent finding: the indicator based on & = 1 consistently
exhibited superior performance and dominance over all other values of k across both
risk models. This observed dominance of £ = 1 is significant because it suggests that
the most effective way to detect the specific types of privacy risks induced by these
models (direct data leaks or localized memorization due to overfitting) is by examining
the immediate neighborhood of a data point. Larger values of k introduce a degree of
smoothing or averaging over a broader region of the data space, which dilutes the signal
of a very specific, localized leak or memorization event, thereby making the indicator
less effective.
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Figure 4.6: Results with £-NN-based privacy metric for various £ using the overfit risk
model - RTF [122]

We analyzed the impact of radii on GTCAP to determine its effect on the risk measure
within the training set, explicitly excluding the control set baseline. For this evaluation,
we selected specific attribute subsets across the three domains: for the Adult dataset, we
used “income” as the target with “workclass”, “education”, and “marital status” as keys;
for Texas, the target was “length of stay” with “illness severity”, “pat country”, and “sex”
code as keys; and for Census, we selected “incwage” as the target alongside “nchild”,
“race”, and “sex”. The results demonstrate that increasing the radii results in higher
risk scores, as larger radii broaden the range of values considered equivalent, thereby
increasing the potential for overlap.
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Figure 4.7: Results with GTCAP privacy metric for various radiuses using the overfit risk
model
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Synthetic data size

In this experiment, the x-axis represents the multiplicative factor applied to the training
set size to generate the synthetic data (for example, 4 means Ngnn = 4Nyrain). The plot
(see Figure 4.8) reveals that the Distance to Closest Record (DCR) metric is uniquely sus-
ceptible to this setup, showing a sharp increase in privacy risk as the synthetic dataset
grows, while other metrics like GTCAP and Linkability remain stable. This susceptibil-
ity arises because DCR relies on raw Euclidean distances; as the number of synthetic
points increases, the density of the space grows, naturally reducing the distance to the
nearest real record. Consequently, DCR fails to provide a robust privacy assessment in
this context without a correction term to account for the disproportionate size of the
synthetic dataset relative to the training data.
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Figure 4.8: Evolution of privacy risk scores as the volume of generated synthetic data
increases relative to the original training data.

Utility

To conduct a thorough evaluation of the synthetic datasets, we measured their utility
using the Machine Learning Efficacy (MLE) metric. This metric determines how well a
binary classifier can distinguish between real and synthetic data samples. To compute
the MLE, we created balanced training and test sets by pooling an equal number of real
and synthetic records. We then trained an XGBoost Classifier on this mixed data to
learn how to differentiate the two origins. The resulting classifier accuracy serves as the
MLE score. The interpretation of the score is straightforward: an MLE value close to 0.5
indicates that the synthetic data is statistically very similar to the real data, signifying
high utility (the classifier struggles to tell them apart). Conversely, a score closer to 1.0
means the classifier can easily distinguish between real and synthetic records, implying
low utility. The specific MLE scores for each dataset and generator are presented in
Figure 4.9.

The non-differentially private (non-DP) synthesizers generally achieve higher utility
scores (i.e., MLE values closer to 0.5) because they are optimized for fidelity without
privacy constraints. Conversely, the differentially private (DP) synthesizers typically
exhibit lower utility (i.e., MLE values further from o.5) as they intentionally inject noise
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Figure 4.9: MLE utility scores of synthetic datasets per dataset and generator (utility of
training set for reference)

or distortion to satisfy their privacy budget. A distinct saturation behavior (score of
1.0) is observed for all the synthesizers on the Texas datasets. This extreme outcome
stems from the compounding effects of our strict experimental regime and the intrinsic
difficulty of the dataset itself. The Texas dataset is notoriously challenging for genera-
tive modeling due to its high dimensionality, sparsity, and high-cardinality categorical
features (e.g., thousands of unique diagnosis and procedure codes). Capturing these
complex, sparse dependencies requires significant model capacity. However, our setup
enforced all regularization measures and restricted DP models to a tight privacy budget
of ¢ = 1.0. Under these constraints, the addition of DP noise effectively drowned out the
signal required to learn the dataset’s sparse structure. Consequently, the models likely
collapsed to a degenerate or uniform distribution that artificially maximized the metric,
rather than learning the true underlying distribution.

Canary record baseline

In this section, we evaluate Attribute Inference Attacks (AIAs) on the Adult dataset by
comparing the canary record baseline [4, 62] against the training set score (details in
Section 4.3.4). To ensure robustness, we repeated the baseline computations for 100
randomly sampled target records. The average success rates for standard inference, ML-
based inference, and GTCAP are reported below.
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Figure 4.10: Comparison between Canary Record Baseline and Risk on the training set
using the leaky risk model)

The Canary Record Baseline framework aligns more effectively with contemporary pri-
vacy auditing standards, particularly for synthetic data where traditional generalization
gaps often serve as insufficient proxies for privacy risk. This methodology facilitates a
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more rigorous and granular assessment of vulnerability, specifically within adversarial
scenarios involving active information extraction.

4.6 Conclusions

The experimental findings demonstrate that outliers constitute significant privacy haz-
ards, a threat potentially stemming from localized overfitting around these unique data
points. This phenomenon appears to disproportionately affect Membership Inference
Attacks (MIAs), which logically focus on identifying and targeting unique individuals.
This observation is consistent with established literature concerning MIAs. In contrast,
the DCR exhibited a robust ability to detect risks even after outlier removal, consistently
showing higher values for overfit models compared to non-overfit models, irrespective of
the fraction of outliers removed. Furthermore, the degree to which outlier removal mit-
igates privacy risks is influenced by the dataset’s properties. Datasets rich in categorical
attributes with limited value combinations, like the Texas dataset, may render outliers
more conspicuous targets for a broader spectrum of attacks. Conversely, datasets with a
lower proportion of categorical attributes and wider value ranges, such as the Adult and
Census datasets, may restrict the exploitability of outliers to highly specialized methods,
exemplified by the DOMIAS attack.

With our work we present a comprehensive framework designed for the empirical as-
sessment of the efficacy of tabular synthetic data privacy metrics. To establish a founda-
tion for this assessment, the work first surveys existing metrics, categorizing them into:
mathematical privacy properties; statistical privacy indicators; and simulated attacks.
The simulated attacks are further classified into Singling Out, Linkability, and Inference
attacks, establishing a direct correlation with pertinent legal theories on anonymization.
The core of the framework involves evaluating metrics across three novel risk models
specifically engineered to enable the empirical measurement of metric responsiveness
to deliberately introduced risk. These models systematically insert risk through: direct
data leaks; generator overfit; and the manipulation of privacy budgets for Differential
Privacy (DP) generators. Furthermore, the framework employs baseline computations
to address the discrepancy between two distinct types of information inferred by gener-
ative models: specific information pertaining to the generator’s training data, and gen-
eral information concerning the underlying population. Experimental application of the
framework revealed a strong correlation among no-box privacy quantification meth-
ods, suggesting that uniqueness-based and similarity-based risks largely coincide when
evaluated under no-box risk models. This finding implies that the selection of a privacy
quantification method might be optimally guided by considerations of robustness and
efficiency, a criterion that would favor statistical indicators. However, it is noted that
such indicators explicitly focus only on the distances between real and synthetic data
points. Consequently, future research should explore the feasibility of reliably, robustly,
and efficiently quantifying uniqueness as a distinct privacy risk factor for synthetic data
at the level of probability distributions, following the direction set by Acquisto et al. [36].






Chapter 5

Hybrid pipeline for Synthetic Data
Generation

This chapter presents a systematic empirical evaluation of the proposed hybrid pipeline,
which integrates classical anonymization techniques with modern generative models
to enhance data privacy. By transitioning from theoretical architectures to practical
experimentation, we aim to quantify how this synergetic approach affects the trade-
off between statistical utility and disclosure risk across diverse data environments. The
main contributions are:

« Hybrid Data Synthesis Pipeline: We design a novel, multi-stage architecture that
integrates k-anonymity and stratified sampling as pre-processing steps for genera-
tive models, ensuring a “privacy-by-design” guarantee that purely stochastic mod-
els cannot provide.

« Taxonomy of Transition Steps: We define and formalize three mechanisms—Single,
Uniform, and Conditional—for transitioning data from generalized equivalence classes
back to fully specified synthetic inputs.

+ Identification of the Transition Paradox: We provide empirical evidence of
a “transition paradox”, where high-fidelity transition methods (like Conditional
sampling) inadvertently re-introduce the specific privacy risks that anonymization
sought to remove.

« Elimination of Residual Risk: We demonstrate that while k-anonymity alone
often leaves residual Singling Out risks, the subsequent application of the genera-
tive model in our pipeline successfully reduces this risk to near-zero, validating the
efficacy of the layered defense strategy.

5.1 Motivations
Data anonymization and synthetic data generation through Al represent two distinct but

often complementary approaches to privacy-preserving data utility, each possessing a
unique set of strengths and weaknesses that will be examined in the following sections.
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5.1.1 Data Anonymization

Data anonymization has been extensively presented in Section 2.2.1. Traditional Data
Anonymization creates a sanitized version of a dataset by employing techniques such
as generalization and suppression to modify identifying values. Its primary objective is
to satisfy syntactic privacy models like k-anonymity, [-diversity, and ¢-closeness, which
ensure that individuals are indistinguishable within a group or that sensitive attributes
are well-distributed [86, 126]. Its primary strength lies in its ability to preserve the
truthfulness of the underlying records, as the data remains a modified version of the
original ground truth rather than a simulation. However, these methods suffer from
severe limitations when applied to high-dimensional or complex datasets. The neces-
sary suppression and generalization of data to satisfy privacy constraints often result
in a catastrophic loss of data utility, destroying the fine-grained correlations required
for machine learning tasks [16]. Furthermore, traditional anonymization is notoriously
vulnerable to linkage attacks; if an adversary possesses an auxiliary dataset (e.g., a voter
registration list), they can often cross-reference “anonymized” quasi-identifiers (like zip
code and birth date) to re-identify individuals with high confidence [94, 126]. This “curse
of dimensionality” means that as a dataset becomes more detailed and useful, it becomes
exponentially harder to anonymize effectively without rendering it statistically useless.
Another important issue with data anonymization relates to the format of the sanitized
dataset.

Aswe have already seen in Section 2.2.1, the anonymized dataset differs from the original
one in terms of data types and attribute names. In particular, through the generaliza-
tion process, numeric quasi-identifiers are binned, transforming them into categorical
variables from a practical point of view. Instead, categorical quasi-identifiers are usually
generalized by replacing the original attribute with a more generic one. These trans-
formations break the original structure of the table, rendering the output incompatible
with downstream systems that rely on strict schema definitions. This structural diver-
gence creates a significant operational bottleneck, particularly in production environ-
ments where data processing pipelines and legacy software are engineered to expect
specific data types (e.g., continuous integers) rather than string-based generalizations.
Consequently, utilizing such anonymized datasets often necessitates expensive software
refactoring or the complete retraining of machine learning models to accommodate the
altered feature space, thereby introducing a "technical debt" that can outweigh the ben-
efits of data access.

5.1.2 Synthetic Data Generation

Synthetic Data Generation (SDG) represents a paradigm shift from “sanitizing” real data
to “simulating” it, as previously discussed in Section 2.2.2. By employing complex gener-
ative architectures such as Generative Adversarial Networks (GANs), Synthpop or, more
recently, Diffusion Models, SDG aims to approximate the joint probability distribution
Pyara of the original records to sample entirely new, artificial data points.

A primary theoretical motivation for adopting this approach is the potential to decou-
ple released information from the original data subjects. In this framework, the absence
of a direct bijective mapping between real individuals and synthetic records suggests a
conceptual shift that might reduce the risk of direct re-identification compared to tradi-
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tional anonymization. This capability allows for the preservation of complex, non-linear
relationships and multivariate correlations that are typically destroyed by the coarse
generalization or cell suppression inherent in traditional anonymization.

However, SDG is not a silver bullet and faces significant scrutiny regarding its privacy
claims. The major disadvantage is the lack of formal, verifiable privacy bounds in stan-
dard generative models. Deep generative models are inherently designed to minimize
the divergence between real and synthetic distributions; in doing so, high-capacity mod-
els like GANs can overfit and inadvertently memorize outliers or unique sequences from
the training data, reproducing them verbatim in the synthetic output. This vulnerability
exposes the data to Membership Inference Attacks (MIA), where an attacker can deter-
mine probabilistically whether a specific individual’s data was used to train the model,
effectively undoing the anonymity promise. Furthermore, without the mathematical
guarantees provided by frameworks like Differential Privacy, the safety of synthetic data
remains purely empirical. It must be validated through extensive post-hoc privacy at-
tacks. This creates a black-box of privacy assurance that is computationally expensive
to audit and difficult to certify for strict regulatory compliance.

5.1.3 The Rationale for Hybridization

The complementary nature of the limitations described in the previous sections suggests
that neither paradigm is sufficient in isolation for high-stakes scenarios requiring both
rigorous privacy and usable data utility. This necessitates a hybrid approach that inte-
grates the strengths of both methodologies. By applying data anonymization techniques
(achieving k-anonymity for example) to the source data prior to the training of genera-
tive models, one can effectively “sanitize” the training distribution. This pre-processing
step serves as a privacy firewall, ensuring that the generative model learns from a dis-
tribution where sensitive outliers have already been suppressed or generalized, thereby
mitigating the risk of the model memorizing and leaking unique individual traits [124].
Consequently, the resulting synthetic dataset inherits the formal privacy guarantees of
the anonymized input while leveraging the generative model’s capacity to reconstruct
complex statistical structures, potentially smoothing out the utility distortions intro-
duced by strict anonymization.

5.2 Proposed Methodology: The Hybrid Data Synthe-
sis Pipeline

To the best of our knowledge, this is the first formal work to combine these two ap-
proaches in a sequential pipeline. The entire three-stage pipeline is illustrated concep-
tually in Figure 5.1. The pipeline is designed to enforce privacy a priori while mitigating
the resulting utility loss. The process begins by dividing the original dataset into two
non-overlapping sets: the training set and the test set. This separation is crucial for the
objective evaluation of both utility and privacy metrics post-synthesis.

The hybrid pipeline consists of three fundamental sequential stages:

1. Data Anonymization (Privacy Enforcement)
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Figure 5.1: Hybrid pipeline: combining data anonymization with synthetic data genera-
tion.

2. Transition (Utility Reconstruction)

3. Synthetic Data Generation (SDG) (Statistical Modeling)

5.2.1 Data anonymization Step

Our data processing pipeline initiates with a foundational and critical step: data anonymiza-
tion. This phase utilizes a blend of two complementary techniques, i.e., generaliza-
tion and record suppression, to rigorously enforce a predefined privacy model. For
our experimental validation, we concentrate on the principles of k-anonymity and (-
diversity. We plan to test k-anonymity across a pragmatic range of values, specifically
k € {5, 10,20, 50}, while holding the [-diversity parameter constant at [ = 2. This selec-
tion allows for a systematic evaluation of the privacy-utility trade-off, ranging from the
standard minimum protection threshold of £ = 5 to more conservative configurations
, while holding [ = 2 ensures a baseline defense against attribute disclosure by requir-
ing at least two distinct sensitive values within each equivalence class. Subsequently,
we will expand this analysis by testing higher values of [ to investigate how increasing
the variety of sensitive values within each equivalence class further mitigates inference
risks at the potential cost of reduced data utility. The implementation begins by system-
atically identifying the Quasi-Identifiers within each dataset, which are the attributes an
attacker could use for linkage. Once identified, we construct generalization hierarchies
that map specific data points to broader, less identifying categories. These hierarchies are
then supplied to the ARX software, a sophisticated anonymization tool. ARX employs
a complex optimization algorithm designed to compute the most effective combination
of generalization transformations that satisfies the required privacy level (e.g., k = 5)
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while simultaneously ensuring the least possible loss of data utility.

Generalization is the core utility-preserving mechanism, but it has limitations. Certain
records may be inherently unique, meaning they cannot be placed into an equivalence
class without demanding an excessively coarse level of generalization that would nega-
tively impact the utility of the entire dataset. This is the precise scenario where record
suppression becomes indispensable. Suppression acts as a safety valve, removing those
specific outlier records to guarantee that the privacy constraints are met without sacri-
ficing the overall data quality of the remaining records. We have set a highly permissive
suppression limit of 100%, meaning ARX is authorized to suppress any record it cannot
fit optimally, allowing it to prioritize the integrity of the generalization solution. How-
ever, we have observed a practical constraint: when dealing with datasets that contain
a large number of QIs, the computational complexity of the optimization problem often
becomes intractable, sometimes resulting in an overflow error and preventing the soft-
ware from finding a viable anonymization solution [92].

Once the dataset satisfies the constraints imposed by the chosen anonymization model,
the following step of our pipeline applies a sampling mechanism. While sampling alone
does not constitute an anonymization technique, since it does not enforce properties
such as k-anonymity, it introduces uncertainty regarding an individual’s inclusion in
the released dataset. This uncertainty is closely related to the notion of membership
privacy, a foundational concept underlying differential privacy.

While plausible deniability [11] has been proposed as a privacy notion for synthetic data
generation—ensuring that no output record can be confidently attributed to a specific
individual in the original dataset—it is conceptually distinct from classical anonymiza-
tion models such as k-anonymity. In particular, plausible deniability is defined with
respect to the data generation mechanism, whereas k-anonymity constrains the struc-
ture of the released dataset itself. For this reason, plausible deniability cannot be directly
achieved through anonymization alone, nor can it be assumed to emerge implicitly from
k-anonymity.

Prior work has shown that the interaction between sampling and anonymization can
yield formal privacy guarantees. In particular, Li et al. [81] demonstrate that applying
random sampling before a “safe” k-anonymization procedure results in a relaxed differ-
ential privacy guarantee, denoted (5, ¢, §)-DP. Conversely, when anonymization pre-
cedes randomization—as in our proposed approach—the resulting protection can be in-
terpreted through the lens of group differential privacy, where privacy guarantees scale
with the size of the indistinguishable group [23] (e.g., (¢, €, §)-DP).

Although this framework does not satisfy the formal definition of plausible deniability
as introduced for synthetic data generation, it nevertheless establishes a principled con-
nection between classical anonymization techniques and modern probabilistic privacy
notions. By combining k-anonymity with sampling, our approach might achieve a the-
oretically grounded form of privacy protection that strengthens traditional anonymiza-
tion while remaining compatible with differential privacy-based interpretations.

To correctly formalize the final step of our privacy-preserving framework, it is essential
to detail the mechanism of the sampling procedure. Specifically, we employ [3-sampling,
a technique formally recognized in privacy literature [6]. This refers to a probabilistic
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selection process where every single record from the original, anonymized dataset is
independently included in the subsequent processing set (often a training set) with a
fixed probability 3, where the probability must be greater than zero and less than or
equal to one (0 < 8 < 1). This inherent stochasticity is the mathematical element that
significantly amplifies the overall privacy guarantees of the pipeline. In simple terms,
the lower the value of 3, the higher the resultant uncertainty for any malicious adversary
attempting to definitively verify an individual’s presence in the final output.

While Simple Random Sampling, the method of selecting a specific number of records,
n, with equal probability, is the most straightforward realization of this probabilistic
concept, the selection of an appropriate sampling methodology is critically dependent
on the structure and composition of the data. To ensure comprehensive representation
and maintain statistical integrity, Stratified Sampling offers particular value within
this hybrid privacy pipeline. This method systematically partitions the dataset’s popula-
tion into homogeneous subgroups, known as strata, before the independent 3-sampling
occurs within each group. This targeted approach is vital because it prevents specific
minority groups, or the integrity of specific k-anonymity equivalence classes, from be-
ing accidentally eliminated or underrepresented during the down-sampling process. By
ensuring proportionate representation across all sensitive groups, stratified sampling
actively preserves the statistical utility and fairness of the data, which is crucial for the
subsequent stage of synthetic data generation.

For the empirical phase of our experiments, we will conduct tests using both simple ran-
dom sampling and stratified sampling. The  parameter will be rigorously selected from
a standard set of values: {0.1,0.2,0.5,1.0}. These particular values are commonly uti-
lized within privacy and machine learning research to systematically check and quantify
the trade-off between the level of privacy achieved and the resulting loss in data utility.
Evaluating the framework across this range of [ values allows for a robust empirical
assessment and a clear demonstration of the privacy amplification achieved by the sam-
pling step.

5.2.2 Transition Step

The Transition Step is arguably the fundamental and most challenging part of this en-
tire privacy pipeline, serving as the crucial bridge between the anonymized state and
the final utility-preserving format. The primary purpose of this step is to transform
our intermediate, anonymized dataset back into a format that closely mirrors the struc-
ture and properties of the original sensitive data. This transformation is driven by a
critical user requirement: consumers of the final dataset expect the data attributes to re-
tain the semantic meaning and format of the source data, even if the values themselves
are now privacy-enhanced. Essentially, we are tasked with subtly removing the initial
anonymization layer (the coarse generalization) to restore data utility without simulta-
neously reintroducing the original, identifying information. If we were to simply copy
the original, specific values back into the dataset, we would entirely nullify the extensive
effort and purpose of anonymizing the data in the first place.

The challenge, therefore, lies in reversing the generalization without revealing too much
information about any single record. To manage this delicate balance, we have defined a
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taxonomy of three distinct types of transition mechanisms: single, uniform, and condi-
tional. The execution of each of these transition types is context-dependent, meaning the
procedure is uniquely tailored based on the type of the attribute being processed, specifi-
cally, whether the attribute is numeric or categorical. For instance, a generalized numeric
range must be re-specified to a single, believable number within that range, whereas a
generalized categorical value (like "Italy" for a country) needs to be consistently resolved
back to a specific value (like a specific city name) while preserving privacy guarantees
achieved by the k-anonymity equivalence class. The careful choice and implementation
of these transition types for both numeric and categorical attributes ensures that the
resulting data retains maximum utility and is immediately usable by end-users, while
still adhering to the stochastic privacy guarantees established in the previous sampling
phase.

Single

The first defined method within our transition step is the Single transition. The defining
characteristic of this approach is its commitment to identifying and assigning a single,
consistent value for a generalized attribute. This identified value is then uniformly ap-
plied across all records that share the exact same generalized attribute value. The goal
is to collapse a generalized category or range back into a specific, discrete data point.
For numeric attributes, the generalization layer, which typically represents an attribute
through a range (e.g., age [20 — 29]), is removed by selecting one definitive value from
that range for every record. In our experiments, we prioritize central tendency measures
to minimize distortion: we specifically utilize the mean or the median of the given range.
For instance, if the Age attribute has been generalized into the range [20 — 29|, every
record containing this range will have the value 25 substituted back in. Analogously, all
records initially generalized to the range [30 — 39] will subsequently be replaced with
the value 35.

When dealing with categorical attributes, we have two primary methods for executing
the Single transition. The first option is to select a specific value from the leaf nodes of
the original generalization hierarchy. The second, and often more statistically robust,
option is to select the mode, that is, the most frequently occurring representative value,
within that generalized category from the original, non-anonymized data. For example,
consider the Occupation attribute, which might be generalized by sector into categories
like Healthcare or Education. To remove this generalization, we could select a random
instance from the original category, replacing Education with Professor and Healthcare
with Doctor. Alternatively, using the mode, we might consistently substitute the Health-
care category with Nurse if that was the most common specific occupation in the original
data.

While the Single transition successfully restores utility by presenting specific, non-ranged
values to the end-user, this method has a distinct drawback: it inherently decreases the
variability of the dataset. By repeatedly assigning the exact same specific value to a set
of generalized records (e.g., assigning 25 to everyone aged [20 — 29]), we introduce a
form of noise and repetition into the data. Despite this artificial decrease in variability,
the fundamental properties of the underlying privacy model are preserved. In the case
of k-anonymity, the transition maintains the privacy guarantee because, even after the
single value assignment, we will still have at least k records that share the identical com-
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bination of attribute values for the quasi-identifiers, meaning the anonymity set remains
intact.

Uniform

The Uniform transition represents a deliberate shift in our strategy compared to the
Single transition, as it introduces controlled randomness to restore data utility. In-
stead of assigning a single, deterministic value to an entire generalized structure, this
method involves making a probabilistic selection from within each generalization struc-
ture, whether it be a numeric range or a categorical hierarchy.

For numeric attributes, the uniform transition is realized by sampling a random value
from a continuous uniform distribution defined by the bounds of the generalized range.
Specifically, the value v(d, A) for a specific record d and attribute A is drawn from a uni-
form distribution over the semi-open interval [a, b[, where a and b represent the lower
and upper bounds of the generalized range, respectively. Crucially, this sampling proce-
dure is performed individually for every record within an equivalence class. This design
choice guarantees that, unlike the Single transition, the sampled values across records
within the same equivalence class will be different, thereby significantly improving the
overall variability and statistical richness of the resulting dataset. However, this ran-
domness is a double-edged sword: while it enhances variability, the independent nature
of the sampling could potentially break the intrinsic correlations that existed between
the records and their attributes in the original dataset.

The approach for categorical attributes is analogous. The generalization structure (the
hierarchy) defines a set of possible, more specific values. The uniform transition samples
a value randomly from this set of possible values defined by the generalized category for
that equivalence class. For example, consider an anonymized record with Occupation
generalized to Healthcare sector and the non-generalized Education attribute recorded
as PhD. By applying the uniform transition, the Healthcare sector could be randomly
assigned a low-level occupation (like "Janitor") which is highly improbable given the as-
sociated PhD education level. This scenario demonstrates how the random nature of the
uniform transition can inadvertently disrupt the internal consistency and correlations
between attributes within the same record.

It must be acknowledged that due to this inherent randomness, the Uniform transition
carries a risk: we might lose some of the specific privacy model properties that were
injected earlier in the pipeline, particularly the perfect structural integrity of the k-
anonymity equivalence classes. However, this is not a complete loss of protection. We
can still confidently make strong considerations regarding the ongoing privacy protec-
tion due to the significant uncertainty added throughout the pipeline—stemming from
both the initial anonymization step and the stochastic way the transition procedure is
performed. The combination of generalization, suppression, -sampling, and now uni-
form random assignment provides a high degree of plausible deniability by ensuring that
no single output value can be definitively traced back to a specific original record.

Conditional

The final and most complex mechanism within our framework is the Conditional tran-
sition. This transition type is specifically designed to inject the maximum amount of
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information back into the dataset while still maintaining the privacy achieved earlier
in the pipeline. It directly addresses the primary weakness of the Uniform transition,
which is the tendency to break inherent correlations between attributes.

To achieve this high-fidelity transition, we adopt a procedure where, for every equiva-
lence class generated during the anonymization step, we internally store the empirical
conditional distribution of the quasi-identifiers. This is accomplished by grouping the
records belonging to the equivalence class and simply counting the instances of each
unique attribute value within that group. By sampling from this stored, informative dis-
tribution, which is maintained securely within the pipeline and is not made available to
the end-user, we effectively avoid the problem of breaking correlation between records
and attributes. The samples generated are statistically realistic because they reflect the
actual frequencies present in the original data subset that formed the equivalence class.
For a concrete example, consider an Age attribute generalized to the range [20 — 29|
within an equivalence class composed of five original values: {21, 21,23, 28,22}. When
performing the conditional transition, the sampling process for this range will assign a
value of 21 with a probability p = % (or 40%), while the other values (23, 28, 22) will
each have a lower probability of p = % (or 20%).

This approach offers significant potential for refinement. The representation of the con-
ditional distribution can be further improved by utilizing advanced density estimation
methods, such as the Kernel Density Estimator (KDE). Employing KDE can provide a
smoother, more generalized representation of the underlying distribution from which
to sample values, leading to a more realistic outcome than simple histogram counting.
Furthermore, to generate an even more realistic sample, this method can be extended to
take into consideration the values of the other attributes within the equivalence class,
thereby estimating a multivariate probability function that captures the true interdepen-
dence between QlIs.

However, the Conditional transition comes with two major, intertwined downsides that
necessitate careful risk assessment. First, by incorporating such rich distributional infor-
mation back into the data, we significantly increase the probability of injecting too much
information, consequently elevating the risk of leaking private information about spe-
cific individuals, even if the equivalence class structure remains technically intact. Sec-
ond, the introduction of sophisticated machine learning models, like KDE or other tech-
niques needed to estimate multivariate probability functions across potentially hundreds
of equivalence classes, leads to a substantial increase in the computational resources re-
quired to execute the entire pipeline, impacting its scalability and performance.

5.2.3 Synthetic Data Generation Step

The final and conclusive step in our pipeline is the Synthetic Data Generation (SDG)
phase. At this stage, we train a synthetic data generator on the dataset that has under-
gone anonymization, sampling, and the chosen transition step. The core principle here
is that the generator is trained on a dataset that, by design, no longer contains the spe-
cific, highly identifying private information of any single individual. Consequently, the
resulting synthetic dataset should be fundamentally incapable of perfectly replicating
that sensitive information, as the generator never had access to it in its original form.

We can illustrate the purpose of this entire framework using the analogy of a painter
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attempting to replicate a portrait. The original dataset is the portrait, the synthetic data
generator is the painter, and the specific private features (like unique scars or very spe-
cific birthmarks) are the highly identifying details. A key risk in standard SDG is over-
fitting, that is, where the "painter" reproduces specific, unique points, such as outliers.
By performing the preceding data anonymization and sampling steps, we are effectively
blurring the original portrait before handing it to the painter. The painter can no longer
see those specific, highly unique features because they have been hidden, generalized, or
suppressed during the initial process. Therefore, the generator cannot reproduce them
in the synthetic output, achieving a high degree of privacy protection.

For the implementation of this phase, we utilize three distinct types of state-of-the-art
synthesizers, models that leverage different Artificial Intelligence paradigms to learn
the complex multivariate distribution of the data. The models we are using are CTGAN
[137], Tabddpm [72], and REalTabFormer [122]. These methods, which have been pre-
viously detailed in Section 2.2.2, vary significantly in terms of the underlying Al models
they employ, that is, a Generative Adversarial Network for CTGAN, a Diffusion Model
for Tabddpm, and a Transformer-based model for REalTabFormer. This difference leads
to varied computational requirements, time complexity, and configuration needs.

The training regimens for each model are carefully controlled to ensure a robust evalu-
ation.

« CTGAN is trained for 300 epochs, utilizing a learning rate of 10~* consistently
applied to both its generator and discriminator components.

+ Tabddpm, a diffusion model, requires more iterations for convergence and is conse-
quently trained for 1000 iterations. It also uses a learning rate of 10~* and employs
three hidden layers, each containing 256 neurons, with a dropout probability set to
0.1 as a regularization technique.

« REalTabFormer, a Transformer-based architecture, is trained for 50 epochs. We use
a training-validation split of 90% for the training set and 10% for the validation
set. For regularization, we employ both early stopping and dropout, utilizing their
respective default parameter values to prevent overfitting and ensure the model
generalizes well to unseen data distributions.

This final step completes our privacy-preserving pipeline, resulting in a synthetic dataset
that is statistically representative, high in utility, and fortified by layered privacy guar-
antees against re-identification.

5.2.4 Analysis of Pipeline Order and Flexibility

The current implementation of our pipeline is highly flexible, allowing us to perform the
individual steps, i.e., data anonymization, sampling, transition, and synthetic data gen-
eration, in various orders or even to execute them in isolation. This modularity means
we can obtain results using only SDG or only data anonymization if the experimental
design requires it.

A core consideration regarding the order lies in the placement of the Transition step
relative to the Synthetic Data Generation (SDG) step. Our pipeline design allows for the
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Transition to be performed either before (PRE-transition) or after (POST-transition) the
SDG process, which is controlled by a specific flag parameter.

We believe that conducting data anonymization after the synthetic data generation would
compromise the integrity of our privacy considerations. The SDG process, while reliable,
can subtly alter or destroy some intrinsic statistical properties of the dataset. Applying
a strict privacy model like k-anonymity post-hoc could lead to a corrupted or unreliable
privacy outcome because the underlying data structure has been artificially perturbed.
For the Transition step, however, a discussion on its placement only makes sense after
the data anonymization has been completed, as its purpose is to reverse the generaliza-
tion performed in that initial step.

We have empirically tested both the PRE-transition and POST-transition configurations
and observed notable differences in performance and privacy leakage.

One significant observation concerns the performance of Tabddpm, the diffusion-based
synthesizer, particularly when dealing with categorical data. When we perform POST-
transition, the dataset still contains numerous categorical attributes due to the preceding
anonymization techniques. This forces the Tabddpm model to heavily rely on computa-
tionally intensive processes like One-Hot Encoding and complex Multinomial Diffusion
during training. Consequently, the POST-transition order leads to a marked increase in
the elapsed time for computations when using Tabddpm compared to other models.
More critically, the choice of order has a direct impact on privacy leakage, particularly
when using the Conditional transition. As noted, the Conditional transition samples
from the original attribute distribution, meaning it can sometimes sample the original,
un-anonymized value for certain individuals.

+ In the POST-transition scenario, where the transition happens after SDG, there is
a risk that the original value, when sampled, could leak the full original row for
some individuals, as the transition directly modifies the final output.

« Conversely, if we perform the PRE-transition and then feed that slightly de-generalized
data into the SDG phase, the SDG process itself acts as a further protective layer.
The inherent randomness and distributional learning within the data generation
phase can effectively mask or cover this behavior, preventing the full row from
being deterministically leaked, thereby bolstering the privacy outcome.

Therefore, although the pipeline is flexible, placing the Transition step before the Syn-
thetic Data Generation step is generally preferable for mitigating the risk of inadvertent
privacy leakage when using the high-fidelity Conditional transition.

Beyond the execution order, a crucial aspect of the pipeline’s flexibility lies in its archi-
tectural modularity. While this thesis experimentally validates the framework using k-
anonymity and specific deep generative models (CTGAN, TabDDPM, REaLTabFormer),
the pipeline is fundamentally model-agnostic.

Practitioners are free to substitute the anonymization module with other privacy en-
hancing technologies (e.g., t-closeness or other anonnymization techniques) or swap
the generative model for a different architecture (e.g., a Bayesian network), as long as
the Transition Step is correctly treated. This step acts as a universal adapter: its primary
responsibility is to resolve the specific constraints introduced by the chosen anonymiza-
tion technique (such as generalized ranges or suppressed values) into a valid numerical
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or categorical input format that the subsequent generative model can process. As long
as this ’bridge’ is maintained, the specific algorithms on either end can be interchanged
to suit different domain requirements.

Summary of Theoretical Claims and Experimental Validation.

The hybrid architecture detailed in Sections 5.1 and 5.2 relies on two primary theoret-
ical claims. First, we posit that integrating k-anonymity as a structural pre-processing
step creates a “privacy-by-design” bottleneck that stochastic Deep Generative Models
cannot guarantee on their own, effectively neutralizing the risk of Singling Out by en-
suring indistinguishability within equivalence classes. Second, we identify a “Transition
Paradox”, hypothesizing that while conditional sampling strategies (used to reverse the
anonymization) maximize utility, they inevitably re-introduce specific privacy vulnera-
bilities that the initial suppression sought to eliminate.

In the subsequent experimental evaluation, we empirically validate these claims by bench-
marking the hybrid pipeline against standard generative baselines. We systematically
vary the Transition Mechanisms (Single, Uniform, Conditional) and k-anonymity thresh-
olds to quantify the precise trade-off between the reduction in Singling Out risk and the
preservation of downstream Machine Learning efficacy.

5.3 Evaluation and Preliminary Results

For the empirical validation of our complete pipeline, we have selected three distinct
datasets, though the preliminary results presented herein focus exclusively on the widely-
used Adult dataset [7]. The Adult dataset allows for a strong baseline comparison with
existing literature. In subsequent phases of this research, we intend to expand our evalu-
ation by testing additional datasets to further assess the generalizability and robustness
of the proposed framework across different data distributions and dimensions.

In defining our evaluation methodology, we must carefully distinguish between three
key measurement categories: privacy, utility, and fidelity.

Selection of the Privacy Metrics

For the privacy metrics, our selection is guided by the Anonymeter framework [49].
This choice is rooted in several technical and regulatory considerations. Firstly, tra-
ditional similarity metrics are often difficult to interpret, especially when needing to
account specifically for the re-identification risks outlined in the stringent WP29 [5].
Furthermore, recent research, notably in [138], has demonstrated that the standard DCR
is suboptimal for reliably quantifying specific privacy risks such as uniqueness or mem-
bership. Instead, those authors suggest utilizing MIAs for a more robust interpretation
of privacy loss.

However, in our preliminary results, we have made the decision not to use complex
MIAs, such as shadow modeling approach, due to practical computational constraints.
Additionally, the specific nature of our pipeline’s first step—the removal of outliers via
the record suppression phase—makes certain advanced MIA variants unsuitable [91, 124,
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138]. As was explored in Chapter 4, the alternative to shadow modeling is the DOMIAS
attack, but this technique is known to highly exploit the presence of outliers in the train-
ing set, meaning it would not be a fair or suitable measure for data that has already been
scrubbed of outliers by our pipeline.

Finally, we also excluded the contrastive learning-based framework developed in Chap-
ter 3 from this specific evaluation. As detailed in Section 3.4.3, that framework incurs
a significantly higher computational overhead compared to standard metrics, making it
less feasible for the extensive, multi-configuration experiments required here. Further-
more, since the core contribution of the Chapter 3 framework is its enhanced ability
to detect density-based outliers (via LOF), its application is less critical in this context
where the pipeline’s design explicitly suppresses such outliers during the pre-processing
phase. Therefore, we prioritized the standard Anonymeter suite to maintain a balance
between evaluation depth and computational efficiency.

Utility and Fidelity Metrics

For utility metrics, we employ Machine Learning Efficacy. This involves training a stan-
dard classifier model, such as XGBoost, to correctly distinguish between real and syn-
thetic records. Poor performance suggests that the synthetic data has lost crucial statis-
tical relationships necessary for effective model training, signaling low utility.

Finally, for fidelity metrics, which measure how closely the synthetic data distribution
matches the original data distribution, we use the Wasserstein distance and the Total
Variation Distance (TVD). The Wasserstein distance (or Earth Mover’s Distance) is dedi-
cated to evaluating the fidelity of numeric attributes. This metric computes the minimum
"cost" required to transform one probability distribution into another, effectively com-
paring the synthetic distribution with the original distribution of a numeric attribute.
This is formalized as:

+o0

W(P,Q) = / Fp(z) — Fola)|dz (5)

—00

where P and () are the two probability distributions being compared, and F'p(z) and
Fg(x) are their respective cumulative distribution functions (CDFs).
For categorical attributes, we utilize the Total Variation Distance (TVD). This metric
compares the discrete probability distributions of the two attribute columns and is de-
fined by the following equation:

TVD(P,Q) = Y |P(x) — Q()] (5.2)

reX

where, X is the set of all possible categories, and P(z) and () are the probability
masses (relative frequencies) of category x in the two distributions being tested. Infor-
mally, the TVD quantifies the maximum information gain an adversary could achieve if
they used the synthetic distribution P as an approximation of the true distribution ().
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Results

We will now examine the results presented in Figure 5.2, which visualizes the normal-
ized scores for our privacy, utility, and fidelity metrics across three key moments in the
pipeline. The “Original” stage establishes a baseline using the training data itself; the
“Anonymized” stage shows results after data anonymization and the transition step; and
the “SDG” stage represents the final outcome after synthetic data generation. We nor-
malized the values using the Min-Max scaler to clearly distinguish between the metric

types.

For the utility and fidelity metrics (ML Efficacy, Wasserstein Distance, and TVD), we
set the scale such that a value of 0.0 signifies perfect utility or fidelity. These metrics
correctly begin at or near 0.0 in the "Original" setup. As the pipeline progresses, their
values increase, which is the expected consequence of utility decreasing. This decrease
occurs because the anonymization step intentionally injects noise and corrupts the data
through generalization. A crucial finding is that the gap between the “Original” and
“Anonymized” scores is significantly larger than the gap between the “Anonymized” and
“SDG” scores. This indicates that the anonymization phase accounts for the vast major-
ity of the utility loss, with the synthesizer learning to reproduce the already corrupted
dataset without adding much further degradation.

Conversely, for the privacy metrics, that is, Singling Out risk, Linkability, and Infer-
ence, a score of 1.0 represents a total privacy leak, and 0.0 represents perfect privacy.
In the “Original” setup, the SO Risk and Inference scores correctly begin at 1.0, con-
firming maximum information leakage. After the data anonymization step, all privacy
metrics show a dramatic improvement: Inference risk immediately drops to 0.0, indicat-
ing complete success in obscuring the ability to infer sensitive attributes. The Singling
Out risk decreases substantially to approximately 0.3 at the “Anonymized” stage, and
only reaches its minimum, 0.0, after the final “SDG” phase. This demonstrates that the
synthetic data generation step provides the necessary final layer of uncertainty to fully
eliminate the risk of singling out an individual. Notably, the Linkability metric is not
visible on the plot because its score was 0.0 at every step of the pipeline. This result is
currently under investigation, as it suggests that considering only one neighbor for the
linkability attack is insufficient to generate a measurable risk signal.

Focusing on the trends exhibited in the initial metrics plot, rather than the specific nor-
malized values, we can discern the core functional purpose of each pipeline stage. A par-
ticularly interesting trend is observed in the Singling Out risk. Even after the rigorous
anonymization process (the “Anonymized” stage), the SO Risk still shows a small, non-
zero signal (approximately 0.3). This observation strongly suggests that the initial data
anonymization techniques alone, which rely on generalization and suppression, are in-
sufficient to provide complete protection against uniqueness-based metrics like Singling
Out. The risk is only fully mitigated, dropping to 0.0, after the Synthetic Data Gener-
ation step. This confirms that the final layer of stochasticity and distribution learning
provided by the synthesizer is essential to fully defend against this type of privacy attack.

To rigorously assess the value added by our multi-stage pipeline, we introduce a metric
that quantifies the percentage improvement relative to using the Synthetic Data Gener-
ator (SDG) alone. This improvement metric is calculated as follows:
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Metrics Over Stages
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Figure 5.2: Evolution of the privacy, utility and fidelity metrics over the stages in our
pipeline. Original indicates the score of the metrics when we use the training data as
the synthetic dataset, Anonymized indicates the dataset after data anonymization and
transition, and SDG denotes the results at the end of the pipeline. The results have been
normalized using the Min-Max scaler. The results here are averaged on all the models
and parameters.

Rpipeline - RSDG

RpipelineHSDG = (5 . 3)

Rspe
where Rpipeline represents the metric score achieved by our full pipeline, and Rspg repre-
sents the score achieved by the SDG model trained directly on the original (un-anonymized)
data baseline. The result is multiplied by 100 to express it as a percentage. A positive re-
sult indicates an improvement (for privacy metrics) or a degradation (for utility metrics)
compared to the baseline.

Our initial analysis examines whether there are significant differences in pipeline per-
formance based solely on the choice of the synthetic data generator. We report these
results in Figure 5.3. As anticipated and consistent with the overall results from Fig-
ure 5.2, we generally observe an improvement on the privacy side (higher scores mean
better privacy) and a corresponding degradation on the utility and fidelity side (higher
scores mean worse utility/fidelity).

However, the plot reveals some interesting variations across the models:

« CTGAN results show the most robust improvement in protection against privacy
attacks, but this comes at the cost of having the most substantial degradation in
scores for both utility and fidelity metrics.

« REalTabFormer (RTF) and Tabddpm exhibit more complex behaviors. For RTF, the
results align with expectations for utility and fidelity (worse scores in the pipeline),
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Improvements over Baseline by Synthetic Data Generator (SDG)
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Figure 5.3: Comparison for privacy, utility and fidelity metrics grouping the results by
synthesizer.

and it shows a clear improvement in the Singling Out attack. However, it displays
a small degradation for the Inference metric, which is counterintuitive.

« Tabddpm presents the most unexpected results: the scores for fidelity metrics and
Inference are actually better (lower percentage) than the SDG baseline, suggesting
the pipeline structure somehow aided these specific outcomes. Conversely, the
utility and Singling Out scores show the expected degradation.

To fully explain these unexpected and counterintuitive results—particularly the varying
behavior of RTF and Tabddpm—we must delve deeper into the parameter space of the
pipeline. The current plot represents only the average results for each synthesizer with-
out isolating the crucial impact of other hyperparameters, such as the chosen k for data
anonymization, the sampling type, or the transition type. Understanding these interac-
tions is necessary to accurately diagnose the root cause of the observed metric behaviors.
To improve the visual clarity of future plots, we will exclude the results of the fidelity
metrics, although we refer the reader to the Appendix for supplemental experiments A.4.

Our current experimental focus includes an analysis of two transition order configura-
tions: POST-transition utilizing only the uniform method, and PRE-transition where all
three transition types—Single, Uniform, and Conditional—are tested before the Synthetic
Data Generation (SDG) step.

Examining the results presented in Figure 5.4, we observe that the scores align perfectly
with our theoretical expectations when considering the Single transition and the Uni-
form transition. In both cases, the inclusion of these transition steps in the pipeline
leads to a clear improvement in the privacy metrics (higher scores compared to the SDG
baseline), which confirms their effectiveness as an additional layer of protection. This
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Improvements over Baseline by Transition Type and Position
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Figure 5.4: Comparison for privacy, utility and fidelity metrics grouping the results by
transition.

privacy gain, however, is coupled with the anticipated trade-off: we report worse re-
sults in the utility metrics compared to the SDG-only baseline, as the generalization and
transition processes inevitably introduce noise that degrades the data’s utility.
However, the results for the Conditional transition tell a different story. For this high-
fidelity method, the scores for all metrics are paradoxically better if we simply use SDG
alone as the baseline. This means the inclusion of the Conditional transition in the
pipeline actually degraded performance across the board. This outcome can be explained
by a dual adverse effect. On the one hand, the utility of the data is severely damaged
by the initial data anonymization phase, making the subsequent SDG process less effec-
tive. On the other hand, the very nature of the conditional transition—which samples
attribute values from the internal, empirical conditional distribution of the equivalence
class—appears to inject information that is too specific back into the dataset. By restor-
ing these realistic local distributions, the data becomes susceptible to privacy attacks
again, causing the privacy metrics to worsen and leading to a pipeline result that is in-
ferior to the simple SDG baseline. This highlights the delicate balance between utility
restoration and re-identification risk when using high-fidelity transition methods.

We investigated the impact of varying the & parameter within the k-anonymity privacy
model on our final risk scores. Our observation is that the difference between the re-
ported scores for the different k£ values is minimal.

If we were to calculate the confidence intervals for the results obtained under various k
values, it is visually apparent that they almost perfectly overlap. This leads us to con-
clude that the value chosen for the k parameter has no significant impact on the final
outcome of the pipeline as currently implemented. The effectiveness of the subsequent
protective steps, specifically S-sampling, the transition step, and the robust distribu-
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Improvements over Baseline by k-Anonymity Level
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Figure 5.5: Comparison for privacy, utility and fidelity metrics grouping the results by
anonymity level k.

tional learning of the Synthetic Data Generator—appears to dominate any marginal pri-
vacy gain achieved by increasing the initial £ value, rendering the specific choice of k£
largely irrelevant in the full multi-layered framework.

In addition, we inspect the differences in the results with respect to the sampling method
and parameters (see Figure 5.6). A consistent trend emerges where all tested defense
mechanisms, including RANDOM and STRATIFIED, result in a negative utility improve-
ment (i.e., a loss of ML efficacy, with values dropping as low as ~ 30%) compared to the
baseline, directly correlating with the strength of the defense: as the post-sampling rate
increases from o.1 to 1, the utility loss worsens while the privacy risk reduction (indi-
cated by positive values for the risk metrics) simultaneously increases, often reaching
gains of 10% to 20% in security. This inverse relationship highlights that while all meth-
ods are highly effective at mitigating privacy risks, the optimal choice for deployment
will necessitate a careful balancing act, likely settling on an intermediate rate (e.g., 0.5)
that provides acceptable privacy gains without incurring an excessive, detrimental drop
in the synthetic data’s utility for downstream machine learning tasks.

Finally, we examine the trade-off between privacy and utility, focusing specifically on
Singling Out Risk and ML Utility. The results across multiple experimental runs are
presented in Figure 5.7. Note that the metrics have been adjusted so that lower values
indicate better performance for both axes. As the scatter plots demonstrate, our hybrid
pipeline consistently improves privacy, yielding a lower singling-out risk while experi-
encing only a minor degradation in machine learning utility.
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Improvements over Baseline by Post-Sampling Type and Rate
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Figure 5.6: Comparison for privacy, utility and fidelity metrics grouping the results by
sampling method.
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5.4 Conclusions and future refinements

In this work, we have presented a novel, multi-stage approach that combines traditional
data anonymization techniques with modern Synthetic Data Generation (SDG) models.
As anticipated, the final output of our pipeline occupies a middle ground between a
dataset resulting from pure data anonymization and one generated by SDG alone. On the
one hand, we significantly increase the privacy guarantees by incorporating the initial
anonymization phase, which deliberately degrades data utility through generalization
and suppression. On the other hand, the combination of the transition step and the
subsequent SDG phase is expected to restore a degree of utility to the final dataset. We
anticipate that this improvement comes at the expense of slightly compromising the
initial strict privacy protection, introducing a theoretical utility-privacy trade-off that
warrants further investigation.

By systematically combining data anonymization, sampling, and synthetic data genera-
tion, our approach gains theoretical grounding. According to established works in for-
mal privacy literature [23, 81], this sequencing, where anonymization and sampling are
performed first, allows us to achieve a less strict definition of differential privacy (e.g.,
Group Differential Privacy). This theoretical claim holds if we consider both the transi-
tion step and the SDG process collectively as a single, complex “randomizer algorithm”.
This connection demands a deeper analytical inspection to quantify precisely how the
different types of transition used may influence or violate the final privacy bounds. If
this theoretical guarantee can be formally proven for our specific implementation, the
entire pipeline would possess robust theoretical assurances that SDG alone, due to its
inherent stochastic behavior, cannot provide.

Future Work

The immediate future work involves correctly displaying and analyzing the entirety of
the experimental results. The plots presented in the previous section only show averaged
scores, failing to isolate the specific impact of all interacting hyperparameters. A deeper,
multivariate analysis is required to precisely understand the contribution of every single
hyperparameter. It is highly plausible that a specific combination of a transition type
and a value for the £ parameter might yield an optimal trade-off between privacy and
utility/fidelity. Furthermore, the selection of the synthetic data generator may have a
disproportionately high impact on the final results when other parameters, such as the
sampling type or the transition type, are fixed.

Another area for future exploration is the transition step itself. While we proposed and
tested three distinct ways of performing the transition, such as Single, Uniform, and
Conditional, many more variations exist. We observed that the Single and Uniform ap-
proaches excel at protecting privacy but sacrifice utility, whereas the Conditional tran-
sition unexpectedly degrades both. We believe that improving this step is paramount
for optimizing the pipeline’s performance. Future work should focus on exploring new
transition methods that occupy a desirable middle ground between these two extremes.
Moreover, a critical improvement could involve using more sophisticated Al models to
accurately estimate the underlying probability function for sampling attribute values.
While this may potentially degrade the final privacy results even more than the Condi-
tional transition, it could serve as a valuable and robust extreme scenario to counteract
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the initial simple randomness introduced by the Single and Uniform transitions.

A crucial last step for future validation involves a direct comparison of our pipeline’s
performance against a standard Differential Privacy-based Synthetic Data Generation
(DP-SDG) approach. The fundamental difference between the two lies in the scope of
noise application: DP-SDG adds calibrated noise to every single attribute in the dataset
(or to the mechanism used to query the data), ensuring a rigorous privacy guarantee
for the entire database. Conversely, our pipeline focuses the primary noise injection
(through generalization, suppression, and sampling) specifically and only on the Quasi-
Identifiers. This targeted noise application in our method is a deliberate effort to maxi-
mize data utility, as it leaves the non-QI attributes (the sensitive attributes themselves)
relatively untouched, while still aiming for a form of group-level privacy and plausi-
ble deniability. Furthermore, we intend to evaluate the incremental benefit of our full
pipeline by benchmarking its performance against a baseline consisting only of tradi-
tional anonymization techniques. This will allow us to quantify the specific impact of
the subsequent synthesis stage on both data utility and privacy resilience. Analyzing the
privacy-utility trade-offs between these fundamentally different noise strategies will be
an important component of future work.






Chapter 6

Conclusions

This thesis undertook a comprehensive formal and empirical investigation into the fun-
damental conflict between data utility and privacy protection in the domain of tabular
synthetic data generation (SDG). By systematically analyzing and advancing method-
ologies for privacy quantification and data synthesis, we have achieved three core ob-
jectives: enhancing the sensitivity of privacy auditing, standardizing the evaluation pro-
cess, and engineering a novel, layered privacy pipeline.

On Attack-based Privacy Metrics (Chapter 3): Our proposal to incorporate a Contrastive
Learning-based approach significantly enhanced the sensitivity of the Singling Out at-
tack, particularly in detecting memorized outliers that resist traditional heuristic-based
searches. The experimental results demonstrated that by operating in a semantically
meaningful embedding space, our approach could often surpass the performance of the
baseline Anonymeter framework and successfully track increasing risk in the Noisy Syn-
thesizer and Overfitting Risk Models. Furthermore, we rigorously evaluated the limita-
tions of applying this computationally complex method to Linkability and Attribute In-
ference attacks, noting that the added statistical gain did not, in all cases, justify the sub-
stantial computational cost incurred. This highlights the necessity of balancing method-
ological rigor with practical efficiency in real-world privacy auditing.

On the Taxonomy and Metric Standardization (Chapter 4): The proposed three-pillar
Taxonomy proved highly effective for organizing the disparate landscape of synthetic
data privacy quantification into coherent categories: Privacy Properties, Statistical Indi-
cators, and Attack Simulations. Our empirical analysis using the newly defined Risk
Models revealed a strong, near-perfect correlation between multiple No-box metrics
(e.g., IMS, DCR, Singling Out, GTCAP) under the controlled Leaky and Overfitting sce-
narios. This significant finding implies a profound convergence in what these metrics
are actually measuring: the localized memorization and statistical proximity between
the real and synthetic data at the record level. This suggests that choosing a metric
for routine auditing might be better guided by the criteria of robustness and efficiency
(favoring quicker Statistical Indicators like DCR) rather than by the complexity of the
underlying attack simulation. Conversely, the metrics in the DP risk model showed neg-
ligible responsiveness to changes in the privacy budget, a phenomenon attributed to the
overriding influence of the low utility induced by DP noise.
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On the Hybrid Synthesis Pipeline (Chapter 5): The Hybrid Data Synthesis Pipeline suc-
cessfully demonstrated its core conceptual value: enforcing formal privacy a priori while
leveraging SDG to restore utility. The results showed that the initial Anonymization
phase accounted for the vast majority of privacy risk reduction (e.g., Inference risk im-
mediately dropped to 0.0). The final SDG step was indispensable for fully mitigating
remaining risks, such as Singling Out, and further smoothing out utility degradation. A
critical trade-off was confirmed in the Transition Step: methods like Single and Uniform
successfully bolstered privacy at the expense of utility, while the high-fidelity Condi-
tional transition paradoxically worsened performance, suggesting it re-injected overly
specific information and exceeded the acceptable trade-off boundary. The minimal im-
pact of increasing the k-anonymity parameter confirmed that the layered protection of-
fered by subsequent steps (3-sampling, Transition, SDG) is the dominant factor in final
risk reduction.

6.1 Future Directions

The research conducted in this thesis paves the way for several critical avenues of future
exploration:

« Algorithmic Efficiency of Contrastive Attacks: The primary limitation of our ad-
vanced Linkability and Attribute Inference attacks remains their prohibitive com-
putational cost. Future work must focus on optimizing the neural network training
and nearest-neighbor search within the latent space to make these high-sensitivity
auditing tools practical for large-scale datasets.

« Refinement of the Utility-Preserving Transition: The Transition Step in the hybrid
pipeline is the single most critical area for refinement. Future research must fo-
cus on exploring novel transition mechanisms that strategically sample or estimate
attribute values to occupy the optimal utility-privacy trade-off space, avoiding the
over-specificity observed with the Conditional transition. This may involve explor-
ing sophisticated Al models for localized probability estimation without memoriza-
tion.

« Formal Privacy Guarantees for Hybridization: A crucial theoretical step is to for-
mally prove how the sequence of Anonymization, Sampling, Transition, and SDG
translates into a verifiable privacy bound, such as a form of Group Differential Pri-
vacy. This would provide a robust, mathematical safety certification that non-DP
synthetic data currently lacks.

« Targeted Noise Strategies: A final comparative study between our pipeline’s strat-
egy (noise targeted only at Quasi-Identifiers) and traditional DP-SDG (noise applied
universally) is necessary. Analyzing the privacy-utility trade-offs of these funda-
mentally different noise-application scopes will define the next generation of best
practices for privacy-preserving data synthesis.
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Appendix A

Supplementary Material for
Chapter 2

A.1 Complete experimental results

This section provides a comprehensive granular view of the performance for all privacy
metrics evaluated across the three primary datasets: Adult, Texas, and Census. The ob-
jective was to observe how different attack-based and similarity-based methods respond
to controlled levels of risk insertion 4.5. Most metrics demonstrate a strong linear re-
sponse to direct data leakage in the leaky risk model. In the overfitting risk model, a
monotonic increase in risk is observed as the generator trains beyond optimal general-
ization. Conversely, Differential Privacy (DP) generators consistently reported negligi-
ble risk sensitivity, likely because the excessive noise required for a tight privacy budget
destroyed the data’s utility, rendering them unvulnerable but also non-representative.
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Figure A.1: Risk assessment methods evaluated using the leaky risk model
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Figure A.5: Risk assessment methods evaluated using the DP risk model - AIM [89]



COMPLETE EXPERIMENTAL RESULTS

DOMIAS

singling Out

Linkability

Inference

GTCap

Figure A.6:

100 100 1.00

1.00 1.00

1.00

1.00

1.00

1.00

Singling Out -
Inference

correlation matrices risk assessment

100
s 100 100 100
0.98
DCR 100 100
0.96
DOMIAS 097 097
094
singling Out 100 096 100 092
Linkability SR 0.97 100 0 090
Inference 9 1 100 [0 0.88
GTCar 100 04 0.86
ML Inference 0871 1.0 o84

DOMIAS -
singling Out |
Inference

GTeap

left to right: Adult, Texas, Census dataset)

DOMIAS

singling out

Linkability

Inference

GTCap

ML Inference - 0.75

™S -,

Figure A.7:

099

1.00

1.00

099

1.00

1.00

Singling Out -

- 10
0.69
098 076 [0l 09
DoMIAS
08
Singling Out
Linkability 40X 100 096 99 | 0.65 N 07
inference 099 096
-06
Grcap 067 081
ML Inference ¥ .46 |LLPH 046 050 [os
5 a g
¢ 38 £ ¢ 5 ¢
s 5 3 0§ g
g 2§ 5 °® g
g 5 = S
@ =

correlation matrices risk assessment methods using overfitting risk

RTF [122] left to right: Adult, Texas, Census dataset)

DOMIAS

singling Out

Linkability

Inference

GTCAp

ML Inference

Figure A.8:

099

0.99

1.00

099 0.98

- 10

100
075
050
DoMIAS
025
singling Out X 1.00 100
0.00
Linkability X 1.00 100
-0.25
Inference 1.00 1.00
-0.50
GTCap
-0.75
ML Inference 089

GTCAP -|

oomias
Singling Out -
Unkabilty
inference | &
8
ML nference

1.00

1.00

DOMIAS 1.00

singling out 8K 1.00

Linkability 1.00

Inference 0 1.00

GrCap 0 1.00

ML Inference

singling Out

DOMIAS

singling Out

Linkability

Inference

GTCAP

ML inference

Ms

DCR

DOMIAS

Singling Out

Linkability 0.98

Inference

GTCap

ML Inference

Singling Out

Synthpop [95](from left to right: Adult, Texas, Census dataset)

Ms -

DCR -

DOMIAS -

singling Out -

Linkability -

Inference -

GTCAP -

ML Inference -

™s -

10
MS -
08
DCR -
06
DOMIAS - 040
04
Singling Out - . XZY 100 (20201 0.65
o2
Linkability - 1.00
. - 00
Inference - o2
GTCAP - oa

ML Inference -

™s -
oci
Linkability
Inference
Greap -
e .f-
.

ws -
POSIN oo 018 oo7 [084) 052
PSRN 55 1oc oss [958 0os
singling out - 054 100 m 029
wmavnry- |G E ) ose Y 00
YRR 052 ooo 025 PR 10 oso os0
EN 057 oco oss [EXN oq0 100 [OHD

ML Inference -

:

B oo oo B oo
2
g

singling out -
Linkal
Inference

ML Inference

1.000

0.999

0.998

0997

0996

0.995

0,994

methods using leaky risk model (from

model -

- 10

correlation matrices risk assessment methods using overfitting risk model -

--0.50

--075

Figure A.9: correlation matrices risk assessment methods using DP risk model - AIM [89]
(from left to right: Adult, Texas, Census dataset)



A.1. COMPLETE EXPERIMENTAL RESULTS 137

10 10 1.00
s - ws - s
0s 0s 075
ock - oc - oen
oe - 0.6 0.50
Domis - DomiAs - 100 050 |08 002 04s DowmIas - 100 | 008 29| 055
o4 0.25
Singling Out - Singling Out - o0s [ XY Singiing out - i . ﬂ 032 ) -
02
000
Linkability - Linkability - 003 02 Linkability - e M 6
00
. 025
Inference - 008 017 005 100 . Inference - 041 00 Inference - ( 0
02
GTCAP - GTCAP - GTCAP - 050
02
04
ML Inference - RELRN0W 0.89 -0.05 1.00 ML Inference - 0.44 -0.05 0.03 EX58 1.00 ML Inference - 1.00 075
. . U . . " . —0.4 " 3
g g 2 3 2 g ¢ 2 § 2 8 2 ¢ § ¢ H g ¢
2z 3 & 2z 3 5 8 & 5§
: s : : 5 ¢ % :
@ H @ H H

Figure A.10: correlation matrices risk assessment methods using DP risk model - PATE-
GAN [69] (from left to right: Adult, Texas, Census dataset)



A.2. EXPERIMENTS WITH k-NN-BASED INDICATORS 138

A.2 Experiments with k-NN-based indicators

The study in this section focused on generalizing the Distance to Closest Record (DCR)
by examining the k-nearest neighbors instead of just the single closest one 4.5. The
goal was to determine if considering a wider local neighborhood provides more robust
or sensitive privacy risk estimates. Across all datasets and risk models, the indicator
based on k = 1 consistently outperformed higher values of k. The research concluded
that examine the immediate neighborhood is the most effective way to detect localized
memorization or direct leaks. Larger k values tended to smooth out or “dilute” the signal
of these specific vulnerabilities, making the metric less sensitive to individual record
disclosure.
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Figure A.11: Results with k-NN-based privacy metric for various £ using the leaky risk
model

A.3 Experiments with outlier removal

This section details experiments aimed at understanding the relationship between vul-
nerable outliers and overall privacy risk 4.5. We used the local outlier factor (LOF) to
embeddings obtained through contrastive learning to identify outliers [99]. Different
proportions of outliers were removed to evaluate their impact on the measurements. We
used the overfitting risk model, with overfit ratios of 1.0 and 1.6.

For each metric, we applied bootstrap sampling with replacement from the original
dataset (1,000 resamples per configuration apart from MIA and GTCAP where we re-
sample 10 times). Metrics were recomputed for each resample, allowing us to estimate
confidence intervals. The resulting error bands correspond to 95% confidence intervals.
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Figure A.12: Results with £-NN-based privacy metric for various % using the overfit risk
model - RTF [122]
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Figure A.13: Results with £-NN-based privacy metric for various % using the overfit risk
model - Synthpop [95]
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Figure A.14: Results with k-NN-based privacy metric for various & using the DP risk
model - PATEGAN [69]
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Figure A.15: Results with k-NN-based privacy metric for various k& using the DP risk
model - AIM[89]
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Figure A.16: IMS, DCR, and MIA with outlier removal in the original dataset prior to gen-
erator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) - RTF [122]
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Figure A.17: GTCAP and ML Inference with outlier removal in the original dataset prior
to generator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) -
RTF [122]
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Figure A.18: Anonymeter’s methods with outlier removal in the original dataset prior
to generator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) -
RTF [122]

Adult Texas

Census
T 035
S o 0175
04
030
050
03 — ms 025 — ms 0125 T
—— 1M Overfit —— M5 overfit 7 ims overfit
— 020 ”
3 eR % — ocr 5 0100 — ocr
L — DCR Overfit z — DCR overfit z — DCR Overfit
- — DoMias 015 — Domias 007s — DoMias
—— DOMIAS Overfit — DOMIAS overfit - —— DOMIAS Overfit
010
o1 —— I 0,050
0.05 .
0025
00 0.00
0,000
0.00 002 0,04 0.06 0.08 0.10 0.00 0.02 0.04 0,06 0.08 010 0,00 002 004 006 008 010
Outlier Portion Outlier Portion Outler Portion

Figure A.19: IMS, DCR, and MIA with outlier removal in the original dataset prior to
generator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) - Synth-

pop [95]
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Figure A.20: GTCAP and ML Inference with outlier removal in the original dataset prior
to generator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) -

Synthpop [95]
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Figure A.21: Anonymeter’s methods with outlier removal in the original dataset prior
to generator training, with both no overfitting (f, = 1) and overfitting (f, = 1.6) -

Synthpop [95]

However, we observed that the variance across bootstrap samples is very low, typically
on the order of 1073, As a result, we decided not to plot the confidence intervals, as doing
so would add visual clutter without contributing to the interpretability of the figures.

A.4 Hybrid Pipeline Results

We present four key case studies to illustrate our findings. First, we examine the config-
uration that achieved the optimal balance considering Singling Out, Inference and ML
Efficacy. Following this, we isolate the specific results that yielded the highest perfor-
mance improvements for each metric individually.

The Best Overall Configuration

To achieve the best overall balance across all evaluation criteria, the pipeline was con-
figured using k-anonymity with £ = 5 and a Post-Uniform transition method. The data
underwent stratified sampling with a sampling fraction of 8 = 1, while CTGAN served
as the synthetic data generator.

Metric | Singling Out | Inference | ML Efficacy | TVD | WD
| 483% | 521% | -81% |27.8% | —204.4%

Table A.1: Performance metrics for the optimal combined configuration.

The results indicate a strong privacy-utility trade-off, where effective risk mitigation in
Singling Out and Inference is achieved at the cost of a minor reduction in ML Efficacy.
However, the significant divergence in Wasserstein Distance suggests that the synthetic
generation process notably alters the original data distribution.

Singling Out

To achieve the best results considering Singling Out only, the pipeline was configured
using k-anonymity with £ = 20 and a Post-Uniform transition method. The data un-
derwent stratified sampling with a sampling fraction of 5 = 1, while RTF served as the
synthetic data generator.
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Metric ‘ Singling Out ‘ Inference ‘ ML Efficacy ‘ TVD ‘ WD
| 615% | 6.7% | —426% | —16.5% | —412.6%

Table A.2: Results for the configuration optimized for Singling Out.

This configuration achieved the highest Singling Out score among all experiments, pro-
viding the most robust defense against individual record identification. However, this
peak privacy performance comes at a significant cost to utility, as evidenced by the
sharpest declines in ML Efficacy and Wasserstein Distance across the entire study.

Inference

To achieve the best results considering Inference only, the pipeline was configured using
k-anonymity with £ = 20 and a Pre-Uniform transition method. The data underwent
random sampling with a sampling fraction of 8 = 0.5, while CTGAN served as the
synthetic data generator.

Metric ‘ Singling Out ‘ Inference ‘ ML Efficacy ‘ TVD ‘ WD
| 188% | 64.6% | -172% |16.0% | —293.3%

Table A.3: Results for the configuration optimized for Inference.

This configuration achieves excellent privacy protection against Singling Out, though
it incurs a more pronounced penalty in ML Efficacy and distributional similarity. The
high Inference score alongside a significant Wasserstein Distance suggests that while
individual records are well-hidden, the overall statistical structure is heavily modified.

ML Efficacy

To achieve the best results considering ML Efficacy only, the pipeline was configured
using k-anonymity with £ = 10 and a Pre-Conditional transition method. The data
underwent stratified sampling with a sampling fraction of 8 = 1, while Tabddpm served
as the synthetic data generator.

Metric ‘ Singling Out ‘ Inference ‘ ML Efficacy ‘ TVD ‘ WD
| —428% | -388% |  7.9% | 33.1% | 46.9%

Table A.4: Results for the configuration optimized for ML Efficacy.

This configuration yielded the highest ML Efficacy observed across all tests, indicating
that the synthetic data effectively retains the predictive power of the original dataset.
While the privacy metrics show increased vulnerability, the positive gains in both ML
Efficacy and Wasserstein Distance demonstrate superior maintenance of the data’s sta-
tistical and geometric properties.
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