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Abstract—This paper proposes a stealthy integrity attack
generation methodology for a class of nonlinear cyber-physical
systems. Geometric control theory and stability theory of incre-
mental systems are used to design an attack generation scheme
with stealthiness properties. An attack model is proposed as a
closed-loop dynamical system with an arbitrary input signal. This
model is developed based on a controlled invariant subspace that
results from geometric control theory and is decoupled with the
system outputs and the nonlinear function. The presence of the
arbitrary signal in the attack model provides an additional degree
of freedom and constitutes a novel component compared with
existing results. The stealthiness of the attack model is rigorously
investigated based on the incremental stability of the closed-loop
control system, and the incremental input-to-state stability of the
anomaly detector. As a result, a sufficient condition in terms of
the initial condition of the attack model is derived to guarantee
stealthiness. Finally, a case study is presented to illustrate the
effectiveness of the developed attack generation scheme.

Index Terms—Integrity attacks, attack model, nonlinear cyber-
physical systems.

I. INTRODUCTION

Cyber-physical systems (CPS) have attracted significant
attention recently as a result of their wide applications. CPS
integrate computing, communication and control [1], which
are highly vulnerable to malicious cyber attacks [2]. Therefore,
motivated by security and safety specifications, investigating
cyber attacks becomes critical for defense technologies.

Attacks are usually generated by rational adversary mod-
els and empowered with intelligence and intent. Associated
researches in attack generation pave the way to deeply un-
derstand attack behaviors, thereby helping defenders against
malicious attacks. In the past decade, the survey papers [3]–
[7] and the references therein, have detailed the research
directions for the attack generation from a control perspective.
Generally, cyber attacks are classified into two categories:
denial of service (DoS) attacks and integrity (or deception)
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attacks. DoS attacks are performed through compromising the
availability of the data transmission networks [1]. Integrity
attacks, including replay attacks [8], covert attacks [9], [10],
zero-dynamics attacks [3], inject false data to communication
networks for achieving attack targets.

Integrity attacks are among the most researched attacks by
the control community. The model-knowledge-based attacks,
such as covert attacks and zero-dynamics attacks, attract more
attention as a result that the related theories are not yet
well established. Zero-dynamics attacks for strictly proper
linear systems are designed by using a controlled invariant
subspace decoupled from the system output in [11]. A weakly
unobservable subspace is exploited to design zero-dynamics
attacks for proper linear systems in [12]. In [13], robust
stealthy zero-dynamics attacks are generated for uncertain
linear systems by replacing the real zero dynamics with some
nominal zero dynamics. For linear systems with a topology-
switching attack defense strategy, [14] proposes a type of zero-
dynamics attacks that can bypass the defense strategy without
being detected. However, the aforementioned works mainly
focus on linear systems. To the authors’ best knowledge, [15]
is the only attack generation work for nonlinear systems, where
the nonlinear system is limited to the Byrnes-Isidori form. The
objective of this paper is to propose a stealthy integrity attack
generation methodology for a class of nonlinear systems.

Specifically, by extending the authors’ previous work [16],
a stealthy integrity attack generation approach is proposed for
a class of CPS with nonlinear physical plant. The attacks
are formulated in the context of nonlinear CPS such that
the generated attacks are stealthy with respect to typical
anomaly detectors. The generation approach is achieved by
using geometric control theory [17], and stability theory of
incremental systems [18]. In particular, the attack generation
model is proposed as a closed-loop system with an arbitrary
input signal. Such a model is based on a controlled invariant
subspace decoupled with the system outputs and the nonlin-
ear function. The arbitrary input signal constitutes a novel
contribution by providing an alternative excitation, which is
particularly useful when the initial condition of the model is
close or equal to zero. The stealthiness of the generated attack
is rigorously investigated based on the incremental stability
of the closed-loop system, and the incremental input-to-state
stability of the anomaly detector. A sufficient condition on
the initial value of the attack model is derived, allowing the
generated attacks to remain undetected by typical anomaly
detectors.

This note is organized as follows. In Section II, the problem
formulation is given. In Section III, the stealthy integrity attack
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model is presented in detail and in Section IV, a case study is
illustrated. Finally, some conclusions are drawn in Section V.

Notation: For a set S, |S| represents the number of the
elements in S. Considering a vector signal x(t) : R≥0 →
Rn, x(t) ≡ 0 for t ∈ [t1, t2] ⊂ R≥0 means that x(t) = 0
identically for all t ∈ [t1, t2]; x(t) 6≡ 0 for t ∈ [t1, t2] ⊂
R≥0 means that x(t) 6= 0 for at least one time instant t ∈
[t1, t2]. For a linear map A : X −→ Y , we define kerA ,
{x ∈ X | Ax = 0} and ImA , {Ax | x ∈ X}.

II. PROBLEM FORMULATION

A general structure of CPS subject to integrity type of cyber
attacks is depicted in Fig. 1, which consists of a physical plant
P , a feedback controller C, an anomaly detector D, actuator
and sensor communication networks Na and Ns respectively.
The attack generation block compromises the communication

Fig. 1. General architecture of CPSs under potential integrity cyber attacks.

networks Na and Ns by injecting additive false data au
and ay respectively designed by the adversary based on the
specific attack model. Suppose that the CPS has nu actua-
tor communication channels and ny sensor communication
channels. Let Ku ⊆ {1, · · · , nu} and Ky ⊆ {1, · · · , ny}
represent the disruption resources, i.e., the set of actuator
and sensor communication channels that can be affected by
the adversary. Then, au ∈ R|Ku| and ay ∈ R|Ky|. For
each i ∈ {1, · · · , |Ku|} (j ∈ {1, · · · , |Ky|}), au,i(t) ≡ 0
(ay,j(t) ≡ 0) for t ≥ 0 if there is no attack occurring on the
i-th Na (j-th Ns) channel. In the sequel, the combined attack
vector is denoted as a(t) , [aTu (t), aTy (t)]T ∈ R|Ku|+|Ky|.

The closed-loop CPS consisting of C, P , Na and Ns is
denoted by W throughout the paper, and in the attack case,
W is described by

W :


ẋ(t) = Ax(t) + g(t, x) +Bũ(t) +D1d(t), (1a)
ũ(t) = u(t, ỹ, yref) + Γuau(t), (1b)
y(t) = Cx(t) +D2d(t), (1c)
ỹ(t) = y(t) + Γyay(t), (1d)

where x ∈ Rnx is the state vector, ũ, u ∈ Rnu are the control
data received by the actuator and computed by the controller
C respectively, ỹ, y ∈ Rny denote the sensor measurements
received by the controller C and the outputs of the physical
plant P respectively. The signal yref ∈ Rnyref is the reference
signal, and d ∈ Rnd represents the lumped disturbances

and noise. The distribution matrices Γu ∈ Bnu×|Ku| and
Γy ∈ Bny×|Ky| (B , {0, 1}) are the binary incidence matrices
mapping the attack signal to the respective channels. The
Γu and Γy are related to the disruption resources Ku and
Ky respectively, and also indicate the actuator and sensor
communication channels that can be affected by the adversary.
The function g : R≥0 × Rnx → Rnx represents the non-
linearity, which is piecewise continuous in t and continuous
differentiable in x, and also satisfies g(t, 0) = 0. The function
u : R≥0×Rny ×Rny → Rm is the nonlinear output feedback
control law such that in the nominal case (d(t) ≡ 0 and
a(t) ≡ 0 for t ≥ 0), the output y asymptotically tracks yref .
Moreover, u is piecewise continuous in t and u(t, 0, 0) = 0.

The anomaly detector D in Fig. 1 takes the form of a
commonly used detector such as one of the model-based
detectors in [19]. Specifically, D has the following form:

D :


ẋr(t)=Arxr(t) + g(t, xr) +Bu(t) +Krỹ(t),(2a)
r(t) = Cxr(t)− ỹ(t), (2b)
J(t)=‖r(t)‖RMS, (2c)
Jth= J̄th (d(t)) , (2d)

where xr ∈ Rnx is the state of the detector and r ∈ Rny is
the residual vector used for the anomaly detection. Moreover,
J(t) is the evaluation function that is chosen as the root-mean-
square (RMS1) value of r(t). The Jth ∈ R is the detection
threshold, and is determined by the function J̄th : Rnd → R≥0
that is a scalar function of the disturbance. The gain matrix
Kr ∈ Rnx×ny is chosen such that Ar , A−KrC is Hurwitz
and the following assumption is also satisfied.

Assumption 1. The differential equation (2a) in D is incre-
mental input-to-state stable (i-ISS) with respect to u and ỹ, i.e.,
there exists a class KL function β1 and class K∞ functions
ρ1 and ρ2 such that for any two initial conditions x1r,0 and
x2r,0, two input pairs (u1, ỹ1) and (u2, ỹ2) (inputs of (2a)), the
following inequality holds:

‖x1r(t)− x2r(t)‖ ≤ β1(‖x1r,0 − x2r,0‖, t)
+ ρ1(‖u1(t)− u2(t)‖) + ρ2(‖ỹ1(t)− ỹ2(t)‖), ∀ t ≥ 0,

where x1r and x2r are solutions of (2a) resulting from the
excitation triples (x1r,0, u1, ỹ1) and (x2r,0, u2, ỹ2) respectively.

Remark 1. The i-ISS is used to characterize the boundedness
of the increments of the system states due to the increments
of the system inputs and initial conditions [18]. Given the
anomaly detector D in (2), the increment of the residual r(t),
resulting from the increments of u(t) and ỹ(t) due to attacks,
results in the detection of an attack. Hence, the i-ISS concept is
introduced to characterize the boundedness of the increment
of r(t) in the presence of attacks resulting from the input
increments of u(t) and ỹ(t) in the anomaly detector D. ∇
Remark 2. The i-ISS is equivalent to the existence of an i-ISS-
Lyapunov function (see Theorem 2 in [18]). From the i-ISS-
Lyapunov function in [18], we can deduce that if the estimation
error x− xr asymptotically converges to zero in the nominal

1The RMS is defined as ‖r(t)‖RMS ,
(

1
Tw

∫ t
t−Tw

rT (τ)r(τ)dτ
) 1

2

where Tw > 0 is the length of the time window
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case (d(t) ≡ 0 and a(t) ≡ 0 for t ≥ 0), then Assumption 1
holds. Consider a special case that g(t, x) is locally Lipschitz
in a compact set X ⊂ Rnx , i.e., ‖g(t, x)− g(t, xr)‖ ≤ l‖x−
xr‖. A sufficient condition that the error x − xr converges
asymptotically to zero is given in [20], which states that there
exists a matrix P = PT > 0 such that ATr P +PAr+ l2PP +
I + εI = 0, where ε can be any positive scalar. ∇

The typical anomaly detector D is introduced for the
purpose of defining stealthy attacks. The occurrence of an
attack is ascertained by D if J(t) > Jth for some time
instant. Otherwise, the system is considered to be in normal
operation. Hence, to detect an attack using traditional anomaly
detectors, the amplitude of the residual due to the attack is
required to be sufficiently large such that J(t) > Jth can
be satisfied. Unfortunately, malicious adversaries may exploit
this point to specially design attacks that generate residuals
with sufficiently small amplitudes such that the attacks cannot
trigger these anomaly detectors and remain undetected.

To distinguish the variables in the normal case (attack free),
the superscript n is used. The superscript a is used to denote
the changes of the variables due to attacks. For example, xn is
the plant state in the normal case and xa denotes the change
of x due to an attack, i.e., xa , x − xn. Now, we are ready
to define the stealthy integrity attacks.

Definition 1. Consider an integrity attack a(t) initiated at time
T0 and satisfying a(t) 6≡ 0 for t ≥ T0. It is a stealthy integrity
attack with respect to the anomaly detector D if

(a) ‖ra(t)‖ → 0 as t→ +∞,
(b) ‖r(t)‖RMS ≤ Jth − δ for t ≥ T0, where δ > 0 is a

predefined scalar such that Jth − δ > 0.

Remark 3. Comparing with the definition of perfect unde-
tectable attacks in [21], Definition 1 is less restrictive but
can capture the stealthiness characteristic. In particular, perfect
undetectable attacks are not easily achieved by the attacker,
sometimes impossible for general nonlinear CPS. Definition
1 alleviates this issue since conditions (a) and (b) are easier
to achieve. It is worth pointing out that the attacks satisfying
Definition 1 possess the same capabilities as those in [22] in
terms of driving the system out of a safe region. ∇

III. STEALTHY INTEGRITY ATTACK SCENARIOS

An attack model to generate integrity attacks satisfying
Definition 1 is proposed in this section. Two targets are
achieved first: (i) proposing a more general form of attack
models comparing to the ones in [3] and [11]; (ii) dealing with
the issues arising due to the nonlinear function g(t, x) and
the nonlinear control law u(t, ỹ, yref). Intuitively, regarding
the more general attack model, an additionally additive input
signal is introduced, providing a redundancy excitation. For
dealing with the nonlinear g and u, we exploit several concepts
such as incremental stability and controlled invariant subspace.

A. Stability of Incremental Systems

We start by deriving the incremental system of the detector
D in the presence of an attack. To this end, ũn, ũ, ỹn and ỹ

are explicitly given as follows:{
ũn(t) = u(t, ỹn, yref), t < T0,
ũ(t) = u(t, ỹ, yref) + Γuau(t), t ≥ T0,

(3){
ỹn(t) = Cxn(t) +D2d(t), t < T0,
ỹ(t) = Cx(t) +D2d(t) + Γyay(t), t ≥ T0.

(4)

Let ua , u− un. Then, from (1b), we have

ua(t) = u(t, ỹ, yref)− u(t, ỹn, yref). (5)

It then follows from (3) that

ũa(t) , ũ(t)− ũn(t) = ua(t) + Γuau(t). (6)

From (4), ỹa , ỹ − ỹn due to an attack is obtained as

ỹa(t) = Cxa(t) + Γyay(t). (7)

Thus, based on (2a), (2b), (5) and (7), the change of D due
to an attack is described by

Da :

 ẋar(t) = Arx
a
r(t) +Bua(t) +Krỹ

a(t)
+g(t, xr)− g(t, xnr ),

ra(t) = Cxar(t)− ỹa(t),
(8)

where xar , xr−xnr with xar(T0) = 0 and ra , r− rn. Then,
the following lemma is given.

Lemma 1. Under the i-ISS condition given in Assumption 1,
xar(t) satisfies

‖xar(t)‖ ≤ ρ1(‖ua(t)‖) + ρ2(‖ỹa(t)‖), ∀ t ≥ T0, (9)

where ρ1 and ρ2 are specified in Assumption 1. �

Proof. The system Da in (8) is an incremental system between
D and Dn regardless of xr and xnr explicitly appearing in (8).
Thus, from the i-ISS condition in Assumption 1, xar satisfies

‖xar(t)‖ ≤ β1(‖xar(T0)‖, t− T0)

+ρ1(‖ua(t)‖) + ρ2(‖ỹa(t)‖), ∀ t ≥ T0.

Since ‖xar(T0)‖ = 0, then β1(‖xar(T0)‖, t − T0) = 0. Hence,
the inequality (9) follows.

Next, the incremental system of W in (1) is derived in the
presence of an attack. From (1a), (1d), (5), (6) and (7), the
changes of x and ỹ due to an attack can be written as

Wa :

 ẋa(t) = Axa(t) + g(t, x)− g(t, xn)
+Bua(t) +Baa(t),

ỹa(t) = Cxa(t) +Daa(t),
(10)

where xa(T0) = 0, Ba , [BΓu, 0nx×|Ky|] and Da ,
[0ny×|Ku|,Γy]. In the sequel, a system realization of Wa is
presented, which can split the nonlinear system Wa into two
coupled systems: a linear system and a nonlinear system. To
this end, the linear system Wa

1 is given by

Wa
1 :

{
ẋa1(t) = Axa1(t) +Baa(t),
ỹa1 (t) = Cxa1(t) +Daa(t),

(11)

and the nonlinear system Wa
2 is given by

Wa
2 :

{
ẋa2(t) = Axa2(t) + g(t, x)− g(t, xn) +Bua(t),
ỹa2 (t) = Cxa2(t).

(12)
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The initial condition of xa1 and xa2 are respectively chosen as

xa1(T0) = z0, x
a
2(T0) = −z0, (13)

where z0 ∈ Rnx is any vector. The equality relationship
between Wa and Wa

1 ⊕ Wa
2 (see the footnote2) are shown

in the following lemma.

Lemma 2. Consider the systems Wa in (10), Wa
1 in (11) and

Wa
2 in (12). Then, Wa =Wa

1 ⊕Wa
2 , i.e.,

xa(t) = xa1(t)+xa2(t), ỹa(t) = ỹa1 (t)+ỹa2 (t), ∀ t ≥ T0. (14)

Moreover, in the context of Definition 1, the attack signal a(t)
in Wa is stealthy if a(t) in Wa

1 ⊕Wa
2 is stealthy. �

Proof. From (10), (11) and (12), it follows that ẋa1+ẋa2−ẋa =
A(xa1 +xa2−xa) and ỹa1 + ỹa2 − ỹa = C(xa1 +xa2−xa), where,
following from (13), the initial condition is xa1(T0)+xa2(T0)−
xa(T0) = 0. Therefore, we obtain

xa1(t) + xa2(t)− xa(t) = 0, ∀ t ≥ T0,

which indicates that Wa =Wa
1 ⊕Wa

2 , and also indicates that
ỹa(t) has the same boundedness as ỹa1 (t)+ ỹa2 (t). Thus, in the
context of Definition 1, if a(t) in Wa

1 ⊕Wa
2 is stealthy, then

a(t) in Wa is also stealthy. Hence, Lemma 2 is proved.

The systemWa
2 in (12) can have some convergence proper-

ties under the control ua. An assumption on the convergence
of xa2 and on the boundedness of ua is given as follows:

Assumption 2. (Incremental Stability) It is assumed that under
the condition ỹa1 (t) ≡ 0 for t ≥ T0 and g(t, x) = g(t, xn+xa2),
there exists a class KL function β2 such that the state xa2 of
Wa

2 in (12) satisfies

‖xa2(t)‖ ≤ β2 (‖z0‖ , t− T0) ,∀ t ≥ T0. (15)

Moreover, ua in (5) satisfies ‖ua(t)‖ ≤ βu(ỹa, t) where

lim
ỹa→0,t→∞

βu(ỹa, t) = 0, βu(0, t) = 0. (16)

Remark 4. In the context of incremental systems, (15) in
Assumption 2 is an incrementally asymptotic stability require-
ment (see the definition in [18]) for the system W in (1)
in the nominal case. Specifically, in the case ỹa1 ≡ 0 for
t ≥ T0, it follows from (14) in Lemma 2 that ỹ = ỹn + ỹa2 ,
and hence, it follows from (5) that ua(t) = u(t, ỹn +
ỹa2 , yref) − u(t, ỹn, yref). Let x2 , xn + xa2 and ỹ2 ,
ỹn + ỹa2 . Then, since g(t, x) = g(t, xn + xa2) = g(t, x2) and
ua(t) = u(t, ỹ2, yref)− u(t, ỹn, yref), the differential equation
in (12) is the incremental system between W2 : ẋ2(t) =
Ax2(t) + g(t, x2) +Bu(t, ỹ2, yref) with x2(T0) = x(T0) and
Wn : ẋn(t) = Axn(t) + g(t, xn) + Bu(t, ỹn, yref) with
xn(T0) = x(T0) − z0, where Wn is the nominal system
of W in (1). Based on the equivalence between asymptotic
stability and incrementally asymptotic stability given in [18],
a sufficient condition to guarantee (15) in Assumption 2 is that
the systemWn is locally asymptotically stable. Therefore, we
have that (15) in Assumption 2 is satisfied if in the nominal

2The operationWa
1 ⊕Wa

2 leads to a dynamical system with state xa1 +x
a
2

and output ỹa1 + ỹa2 .

case and yref(t) ≡ 0 for t ≥ 0, the state x of W (or xn of
Wn) can asymptotically converge to zero. Regarding (16) in
Assumption 2, consider an example that u in (1) is a Lipschitz
function of x. The existence of a βu satisfying (16) follows
straightforwardly. For more complex examples, the reader is
referred to the Case Study section in this paper. ∇
Remark 5. The case that only the control inputs are attacked
is a special case of the formulation in this paper, where
Γy = 0 in (1). In this case, ỹa = ya and ỹa is zero at T0.
Moreover, ỹa is required to remain low in amplitude for the
stealthiness purpose. Under ‖ua‖ ≤ βu(ỹa, t − T0) and (16)
in Assumption 2, ua is also zero at T0 and remains low in
amplitude. However, au does not have to be identically zero
or to remain low in amplitude if it is designed based on the
methodology developed in this paper. The reason for this can
be found from (6) and the explanation is that a zero ua cannot
lead to a zero au. Therefore, in the case that only the control
inputs can be attacked, ay(t) ≡ 0 for t ≥ T0, and the attack
objective can be achieved by au alone. ∇

B. Largest Controlled Invariant Subspace

This section is to find the largest controlled invariant sub-
space such that in the presence of the input a, the nonlinear
function g(t, x) ofWa

2 in (12) satisfies g(t, x) = g(t, xn+xa2),
thereby being independent on xa1 . Moreover, under the input
a, the output ỹa1 of Wa

1 in (11) is zero identically. We start
by defining the largest controlled invariant subspace such that
g(t, x) = g(t, xn + xa2). Inspired by the extended differential
mean value theorem in [23], the deviation between g(t, x) and
g(t, xn + xa2) can be written as

g(t, x)− g(t, xn + xa2) = G(t, ξ)xa1(t), (17)

where ξ , Φ(x, xn + xa2) = [ξ1, · · · , ξnx
] ∈ Rnx×nx with

ξi ∈ Co(x, xn + xa2) for i = 1, · · · , nx. Moreover,

G(t, ξ) ,


∂g1
∂x1

(t,ξ1) ··· ∂g1
∂xnx

(t,ξ1)

...
. . .

...
∂gnx
∂x1

(t,ξnx ) ···
∂gnx
∂xnx

(t,ξnx )

, (18)

where gi is the i-th element of g, and xi is the i-th element
of x. It is worth pointing out that Co(x, xn + xa2) denotes the
convex hull of the set {x, xn + xa2}, which indicates that ξ =
Φ(x, xn + xa2) takes an unknown specific value and hence is
uncertain. A suitable way to guarantee g(t, x) = g(t, xn+xa2)
is that in the presence of any uncertainty ξ ∈ Rnx×nx , xa1
is decoupled with G(t, ξ), i.e., G(t, ξ)xa1(t) ≡ 0 in (17) for
t ≥ T0. In the sequel, the largest controlled invariant subspace
decoupled with G(t, ξ) is proposed. Let H be a constant linear
subspace of ker(G(t, ξ)). We then have the following lemma.

Lemma 3. If there exist m indices {i1, · · · , im} ⊆
{1, · · · , nx}, m ≤ nx, and m − 1 constant scalars
k1, · · · , km−1 such that Gi1 = k1Gi2 + · · · + km−1Gim
where Gj represents the j-th column of G(t, ξ) in (18), then
a nontrivial subspace3 H ⊂ Rnx and H 6= ∅ exists. �

3In the vector space Rnx , {0} and Rnx are the trivial subspace.
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Proof. Based on linear algebra theory, there exists an ele-
mentary matrix determined by i1, · · · , im and k1, · · · , km−1,
denoted by E(i1, · · · , im, k1, · · · , km−1), such that
G(·)E(·) = [G1, · · · , G(i1−1), 0, G(i1+1) · · · , Gnx

]. Then,
G(·)E(·)[01, · · · , 0i−1, 1, 0i+1, · · · , 0nx

]T = 0. Thus, we
can obtain H = Im(E(·)[01, · · · , 0i−1, 1, 0i+1, · · · , 0nx

]T ).
Hence, the result follows.

Remark 6. Many classes of nonlinear functions g(t, x) satisfy
the condition in Lemma 3. Two intuitive classes are discussed:
1) g(t, x) is independent on some components of x, for exam-
ple, g(t, x) = [x22, x2 sin(x2)]T with x = [x1, x2]T . In this ex-
ample, G1 = 0 andH = Im[1, 0]T ; 2) there exist two elements
xi and xj such that ∂g(t,x)∂xi

= k ∂g(t,x)∂xj
with k being any scalar.

For instance, g(t, x) = [x1x3 + x2x3, x1x4 + x2x4, 0, 0]T

where x = [x1, x2, x3, x4]T . In this example, ∂g(t,x)∂x1
= ∂g(t,x)

∂x2

and hence G1 = G2. Thus, H = Im[1,−1, 0, 0]T . ∇
Remark 7. From Lemma 3, any uncertainties in the columns
{1, · · · , nx}/{i1, · · · , im} of G(t, ξ) do not affect the exis-
tence and the base vectors of H. Therefore, some items of
g(t, x) relying on xj with j ∈ {1, · · · , nx}/{i1, · · · , im},
possessing parameter uncertainties or being unknown by the
attacker, may not affect the existence and the base vectors of
H. For example, consider g′(t, x) = [x1x3 + x2x3, x1x4 +
x2x4, 0, 0]T with x = [x1, x2, x3, x4]T and an uncertain func-
tion g(t, x) = [x1x3 + x2x3 + f(x3, x4), x1x4 + x2x4, 0, 0]T ,
where f(x3, x4) is the uncertainty or an unknown function
to the attacker. In this example, nx = 4, m = 2, i1 = 1
and i2 = 2, and a common H of g(t, x) and g′(t, x) is
H = Im[1,−1, 0, 0]T . Therefore, the uncertainty f(x3, x4)
relying on x3 and x4 has no effects on the existence and the
base vectors of H, which proves the above analysis. ∇

For any subspace H ⊂ Rnx , the largest controlled invariant
subspace of Wa

1 in (11) contained in H is defined as follows

V(H) , {z0 ∈ Rnx | ∃ a(t), xa1(t; z0, a) ∈ H, ∀ t ≥ T0},

where xa1(t; z0, a) is the solution to (11) with initial condition
z0 and input a. Based on Definition 2 in Appendix and [17],
there exists a matrix Fa satisfying

(A+BaFa)V(H) ⊂ V(H). (19)

On the other hand, according to [17], the weakly unobservable
subspace V(Wa

1 ) of Wa
1 in (11) is the largest subspace such

that there exists a matrix Fa satisfying

(A+BaFa)V(Wa
1 )⊂V(Wa

1 ), (C +DaFa)V(Wa
1 )=0. (20)

By combining (19) and (20), we have the following lemma.

Lemma 4. (i) Let V0 = V(Wa
1 ) ∩ V(H). Then, there exists a

matrix Fa such that

(A+BaFa)V0 ⊂ V0, (C +DaFa)V0 = 0. (21)

(ii) Let z0 ∈ V0, Fa satisfy (21) and La satisfy

ImLa = kerDa ∩ B−1a V0. (22)

Then, xa1(t; z0, a) ∈ V0 if and only if a(t) is designed as

a(t) = Fax
a
1(t) + Law(t), (23)

where w(t) is any signal with proper dimensions. �

Proof. (i) The result in (21) can be derived directly by the fol-
lowing equations: (A+BaFa)V0 = (A+BaFa)V(Wa

1 )∩(A+
BaFa)V(H) = V(Wa

1 ) ∩ V(H) = V0 and (C + DaFa)V0 =
(C +DaFa)V(Wa

1 ) ∩ (C +DaFa)V(H) = 0.
(ii) According to Theorem 2 given in the Appendix and given
a z0 ∈ V(H), xa1(t; z0, a) ∈ V(H) for t ≥ T0 if and only if
a(t) is designed as the form (23) with Fa satisfying (19) and
La satisfying ImLa = B−1a V(H). Also, Theorem 3 given in
the Appendix proves that given a z0 ∈ V(Wa

1 ), xa1(t; z0, a) ∈
V(Wa

1 ) for t ≥ T0 if and only if a(t) is designed as the
form (23) with Fa satisfying (20) and La satisfying ImLa =
kerDa ∩ B−1a V(Wa

1 ). Hence, the result (b) follows.

C. Attack Model and Stealthiness Analysis

In this subsection, the attack model for generating attacks
satisfy Definition 1 is designed. We start by showing the
available resources to the attacker as follows:

1) Model knowledge: A, BΓu (or Ba), C and a constant
linear subspace H of ker(G) are known by the attacker;

2) Disruption resource: the sensor and actuator commu-
nication channels Ky ⊆ {1, · · · , ny} and Ku ⊆
{1, · · · , nu} can be compromised by the attacker.

Also, a geometric condition is needed and given as follows.

Assumption 3. For the nonlinear function g(t, x) and the sys-
temWa

1 in (11), there exists a nontrivial V0 = V(Wa
1 )∩V(H)

such that V0 6= ∅.

Remark 8. Regarding the model knowledge, as analyzed in
Remark 7, a nontrivial H can be obtained even through the
attacker does not exactly know g(t, x). The disruption resource
indicates that the attacker does not to need to compromise all
the sensor and actuator communication channels. The model
knowledge in terms of g(t, x) and disruption resource available
to the attacker determine V(H) and V(Wa

1 ) respectively,
thereby affecting the existence of a nontrivial V0. ∇

Provided Wa
1 in (11) and Wa

2 in (12), the idea of designing
the attack model is to exploit V0 such that ỹa1 (t) ≡ 0 and
G(t, ξ)xa1(t) ≡ 0 for t ≥ T0 and ξ ∈ Rnx×nx , and then to use
ua defined in (5) for stabilizing Wa

2 based on the incremental
stability. Following this idea, the attack model is proposed as

G :

{
ż(t) = (A+BaFa)z(t) +BaLaw(t),
a(t) = Faz(t) + Law(t),

(24)

where z(T0) = xa1(T0) = z0 with z0 ∈ V0, Fa is determined
by (21), and La by (22). Moreover, w(t) can be any signal
vector with proper dimensions. The stealthiness of the gener-
ated attacks by (24) is analyzed in the following theorem.

Theorem 1. Under Assumptions 1-3, there exists a compact
region Ω0(δ) ⊂ Rnx containing the origin such that if

z0 ∈ V0 ∩ Ω0(δ), (25)

where δ > 0 specified in Definition 1, then the attack a(t)
generated by G is a stealthy attack satisfying Definition 1. �

Proof. Following the sequence of the two conditions (a) and
(b) shown in Definition 1, the proof is given as follows:
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Step 1: Proving condition (a) in Definition 1. We start by
writing Wa

1 in (11) and G in (24) as an equivalent form in the
coordinates (x̄a1 , z), where x̄a1 , x

a
1 − z, as follows:

˙̄x
a
1(t) = Ax̄a1(t), ż(t) = (A+BaFa)z(t) +BaLaw(t),

ỹa1 (t) = Cx̄a1(t) + (C +DaFa)z(t) +DaLaw(t),

where x̄a1(T0) = xa1(T0) − z(T0) = 0. Since x̄a1(T0) = 0,
x̄a1(t) ≡ 0 for t ≥ T0, and hence, xa1(t) = z(t) for t ≥ T0.
Based on the result (ii) in Lemma 4, for z0 ∈ V0, Fa satisfies
(21), and La satisfies (22), we have z(t) ∈ V0, and hence,
G(t, ξ)z(t) ≡ 0, (C + DaFa)z(t) ≡ 0 for all t ≥ T0. In
addition, since La satisfies (22), DaLaw(t) ≡ 0 for all t ≥ T0.
Thus, for all t ≥ T0 and all ξ ∈ Rnx×nx ,

ỹa1 (t) ≡ 0, G(t, ξ)xa1(t) = G(t, ξ)z(t) ≡ 0. (26)

Now consider Wa
2 in (12). From (14) and (26), we have

ỹa(t) = ỹa2 (t). Based on the incremental stability character-
ized by (15) in Assumption 2, we can induce that xa2(t)→ 0
as t→∞ and from ỹa2 = Cxa2 , we can obtain

‖ỹa2 (t)‖ ≤ ‖C‖β2 (‖z0‖ , t− T0) , (27)

which indicates that ỹa2 (t)→ 0, as t→∞. In addition, from
‖ua(t)‖ ≤ βu(ỹa, t) and (16), we can obtain ua(t)→ 0 as t→
∞. We proceed by considering Da in (8). Under Assumption
1, based on Lemma 1 and (27), by using the triangle inequality,
ra(t) in (8) satisfies

‖ra (t)‖ ≤ ‖C‖ · ‖xar (t)‖+ ‖ỹa2 (t)‖
= ‖C‖ (ρ1(‖ua‖) + ρ2(‖ỹa2‖)) + ‖ỹa2 (t)‖ , r̄a(t). (28)

Then, from ỹa2 (t) → 0 and ua(t) → 0, we can obtain that
‖r̄a (t)‖ → 0 as t → ∞. Thus, from ‖ra (t)‖ ≤ r̄a(t), it
follows that ‖ra (t)‖ → 0 as t→∞. Hence, the condition (a)
of Definition 1 is proved.

Step 2: Proving condition (b) in Definition 1. Based on the
triangle inequality, ‖r‖RMS = ‖rn + ra‖RMS ≤ ‖rn‖RMS +
‖ra‖RMS. The compact region Ω0(δ) can be chosen as

Ω0(δ) , {z0 |r̄a(t) ≤ Jth − δ − ‖rn(t)‖RMS, t ≥ T0 } ,
(29)

where r̄a(t) is given in (28) and δ is specified in Definition 1.
Then, ‖r(t)‖RMS ≤ Jth − δ for z0 ∈ Ω0 and t ≥ T0, and the
condition (b) in Definition 1 is proved. Therefore, Definition
1 is satisfied, and the result follows.

Remark 9. The scalar δ is selected by the attacker. A “smaller”
Ω0 is obtained if a “larger” δ is used in (29), but it may lead
to a trivial Ω0. However, the larger the used δ is, the “more
stealthy” is the attack a(t) generated by (24). This is because
a “larger” δ leads to a “smaller” Ω0 and z0 belonging to Ω0 is
smaller in magnitude. Therefore, under the attack a(t) based
on such a smaller z0, the residual r of the detector D is much
smaller than the threshold Jth and hence, the attack is even
more stealthy. ∇
Remark 10. In the attack generation scheme of [11], there is no
input w. In such a generation scheme, in order to enlarge the
destructiveness of an attack, z should be enlarged (this can be
observed from xa1(t) = z(t)) by a “large” z0. However, for the

stealthiness purpose, z0 should be sufficiently “small”. Thus,
a trade-off between the attack performance and stealthiness
exists in the attack generation scheme in [3] and [11]. The
additive input w proposed in the attack model G in (24) plays
a key role since it provides an alternative excitation when z0
is zero or close to the origin. By providing such an excitation
source w, the attack model G is able to avoid this trade-off.∇

It should be pointed out that if z0 = 0, then Law(t) is
the unique excitation for the attack model G in (24). The
following corollary shows the perfect stealthiness properties
of the generated attacks by G when z0 = 0.

Corollary 1. Under Assumptions 1-3, in the case z0 = 0, the
attack a(t) generated by G in (24) is a stealthy attack satisfying
Definition 1. Moreover, the residual r(t) due to such an attack
a(t) 6≡ 0 does not change, i.e., ra(t) ≡ 0 for t ≥ T0. �

Proof. This proof proceeds according to the proof process for
Theorem 1. Based on Theorem 1, the attack a(t) generated
by G is a stealthy attack satisfying Definition 1. Moreover,
note that when z0 = 0, the class KL comparison function
β2 satisfies β2 (‖z0‖ , t− T0) = 0. From (27), ‖ua‖ ≤
βu(ỹa, t− T0) and (16) in Assumption 2, we can derive that
ỹa2 (t) ≡ 0 and ua(t) ≡ 0 for t ≥ T0. Thus, for the class K∞
comparison functions ρ1 and ρ2 in (28), ρ1(‖ua (t)‖) ≡ 0
and ρ2(‖ỹa2 (t)‖) ≡ 0 for t ≥ T0, which indicates that
r̄a(t) ≡ 0 for t ≥ T0. Therefore, it follows from (28) that
‖ra (t)‖ ≤ r̄a(t) ≡ 0 and hence, ‖ra (t)‖ ≡ 0 for t ≥ T0.

IV. CASE STUDY

In this section, the longitudinal navigation model of an air
breathing hypersonic vehicle is considered. Based on [24], the
closed-loop longitudinal navigation dynamics can be written
as W where x = [x1, x2, x3]T with x1, x2 and x3 are the
altitude, attack angle and pitch rate, respectively. The system
matrices and nonlinear function are given as follows:

A =
[
0 0 0
0 0.7586 1
0 2.6489 −1.6197

]
× 10−6, B =

[
1.5 0
0 6.5333
0 0

]
× 10−4,

C = [ 1 0 0
0 1 0 ] , D1 =

[
0 0 0
0 0 0

3.9937 0 0

]
× 10−5, D2 = [ 0 1 0

0 0 1 ] ,

In addition, g(t, x) = [0, g2(t, x), g3(t, x)]T where g2(t, x) =
3.6412 × 10−9 sin(x2) and g3(t, x) = −3.0475 × 10−4x22 −
4.8088 × 10−5x22x3 + 2.1334 × 10−6x2x3. The reference
altitude is yref = 1100000 ft.

The output tracking control strategy u in (1) is constructed
based on the integration control strategy in [25] for tracking a
constant reference signal, and a standard static output feedback
method. Specifically, an integration variable η(t) =

∫ t
0
(Sỹ −

yref)dt with S = [0, 1] is introduced. Then, η and the state
x of W in (1) in the nominal case constitute an augmented
system, i.e., η̇ = SCx − yref and ẋ = Ax + g(t, x) + Bu.
The control law u is designed as u = K1η + K2ỹ where
ỹ = Cx, K1 and K2 are designed such that regardless of yref ,
the augmented system is asymptotically stable. By using the
LMI Toolbox, K1 and K2 are determined and u is given by

u(t, ỹ, yref) =
[
0.67×10−4

0
0

]
η(t) +

[
−0.12 0

0 −2.69×106
0 −517.29

]
ỹ(t).
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Such a u can guarantee that W asymptotically tracks yref .
Moreover, ua(t) defined in (5) can be obtained as ua(t) =
K1η

a(t) + K2ỹ
a(t) where ηa(t) and ỹa(t) converge to zero

as t goes to ∞. Therefore, βu in Assumption 2 can be chosen
as βu(ỹa, t) = 0.67× 10−4‖ηa(t)‖+ 2.6955× 106‖ỹa(t)‖ so
that (16) in Assumption 2 is satisfied.

In addition, in the region X = [0, 135000]× [−π/3, π/3]×
[−π/3, π/3], we have ‖g(t, x) − g(t, ẑ)‖ ≤ 0.0183‖x − ẑ‖.
The gain Kr of the detector D is then calculated as

Kr =
[
5.7787 0

0 7.0202
0 5.9246

]
,

which can guarantee that the estimation error system is
asymptotically stable in the absence of disturbances and hence
Assumption 1 is satisfied. Furthermore, Kr can also guarantee
that the H∞ performance index from d(t) to r(t) is smaller
than γ = 2. For the simulation purpose, the initial condition
of x is given by [100000 ft, π/4, π/5]T , d(t) is given by
[0.003 cos(3t+ 0.2), 180 + 20 sin(40t), 0.063 sin(10t+ 0.2)]T

and the time window Tw is set Tw = 0.5 s. Moreover,
according to the robust threshold design approach based on
H∞ diagnosis observer in [19], the threshold is calculated
as Jth = 10γ supt∈R≥0

(dT (t)d(t))
1
2 /
√
Tw = 5.6569 × 103

(where 10 represents the time duration of the finite time-
horizon detector D). In addition, the scalar δ in Definition
1 is set as δ = 0.1× 103.

Regarding the model knowledge, the attacker knows only the
structure of g(t, x), but do not know its specific parameters.
Based on the structure of g(t, x), the attacker can obtain

G (t, ξ) =

[
0 0 0
0 G22(ξ2) 0
0 G32(ξ3) G33(ξ3)

]
,

where ξ = [ξ1, ξ2, ξ3]. However, all G22, G32 and G33

are not exactly known by the attacker. Based on Lemma
3, the attacker can choose H = Im[1, 0, 0]T . In addition,
regarding the disruption resource, all the sensor and actuator
communication channels can be affected, i.e, Γu = I2 and
Γy = I2. Using the Geometric Approach Toolbox provided
in [26], it is calculated that V(H) = V(Wa

1 ) = Im[1, 0, 0]T .
Thus, V0 = V(H)∩V(Wa

1 ) 6= ∅, and Assumption 3 is satisfied.
Based on Theorem 1, the attacker choose z0 = [−2500, 0, 0]T ,

Fa =

[
−1.3333×10−4 0 0

0 0 0
−1 0 0
0 0 0

]
and La =

[
1
0
0
0

]
.

Therefore, the attack model G in (24) is constructed by using
a band-limited white noise as the additive input w(t).
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Fig. 2. The attack signals au(t) and ay(t).
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Fig. 3. The outputs ỹ and ỹn in the attack case (blue line) and non-attack
case (red line), the reference signal yref (black line), and the change ỹa.
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anomaly detector D.

The attack model G is activated at T0 = 6s. The simulation
results of the longitudinal navigation dynamics under the
generated stealthy integrity attack are shown in Figs. 2-4.
Figure 2 shows the time responses of the generated attack
signals au and ay respectively. As shown in Fig. 3, the altitude
measurement ỹ1 under the attack au and ay changes slightly,
and Fig. 4 presents that the corresponding change ỹa1 cannot
be detected by the anomaly detector D since J(t) ≤ Jth − δ
for t > 6s. Moreover, it can be observed from Fig. 3
that the change ỹa1 converges to zero asymptotically, and
the change ỹa2 is identically zero. Consequently, this attack
changes the altitude greatly but remains stealthy with respect
to the anomaly detector D.

We proceed to compare the result in this work with the ones
in [3] and [11]. Since the attack generation schemes in [3]
and [11] are for linear systems, linearization of the nonlinear
longitudinal navigation model is needed. The linearization is
done at the operation point xo = [100000, 0.01, 0], and the
system matrix, denoted by Ao, is given as follows:

Ao =

[
0 0 0
0 7.6225×10−7 1
0 2.5880×10−6 −1.6195×10−6

]
.

Based on the design in [11], z0 is chosen as z0 =
[−2500, 3.5, 0]

T . In the presence of the generated attack using
attack model in [11], the detection result using D is shown in
Fig. 5. It shows that J(t) > Jth at about t = 0.62s and hence,
the attack is detected by the anomaly detector D, thereby being
not stealthy. Therefore, the attacks generated based on [11] and
according to the linearized system dynamics are not stealthy.
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V. CONCLUSION

In this paper, a stealthy integrity attack generation methodol-
ogy has been proposed for a class of nonlinear CPS. A type of
stealthy integrity attacks has been defined for nonlinear CPS,
and a more general attack model has been designed based
on a controlled invariant subspace decoupled with the system
outputs and the nonlinear function. The stealthiness has been
rigorously investigated and a sufficient condition to guarantee
the stealthiness was also derived. A simulation case study was
presented to illustrate the effectiveness of the developed attack
generation schemes. Future research efforts will be devoted to
the detection of anomalies and stealthy integrity attacks and
the distinction between them.

APPENDIX
Consider a linear time-invariant system Σ given as follows:

Σ :

{
ẋ(t) = Ax(t) +Bu(t), x(0) = x0,
y(t) = Cx(t) +Du(t),

where x, y and u are the state, output and input, respectively.

Definition 2. [17] For the system Σ, a point x0 is called
weakly unobservable if there exists an input u such that the
corresponding output satisfies y(t;u, x0) ≡ 0 for t ≥ 0. The
set of all weakly unobservable points of Σ formulates the
weakly unobservable subspace V(Σ) of Σ. �

Theorem 2. (Theorem 4.3 in [17]) For the initial condition
x0 ∈ V(Σ), the state x(t;u, x0) resulting from u and x0
remains belonging to V(Σ) if and only if u(t) = Fx(t) +
Lω(t) where F and L satisfy (A + BF )V(Σ) ⊂ V(Σ) and
ImL = B−1V(Σ), respectively. �

Theorem 3. (Theorem 7.11 in [17]) For the initial condi-
tion x0 ∈ V(Σ), the output y(t;u, x0) ≡ 0 for t ≥ 0
if and only if u(t) = Fx(t) + Lω(t) where F satisfies
(A + BF )V(Σ) ⊂ V(Σ), (C + DF )V(Σ) = 0, L satisfies
ImL = kerD ∩ B−1V(Σ), and ω(t) being any vector valued
function with proper dimensions. �
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