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Artificial Intelligence (Al) systems play a significant role in manifold decision-making processes in our
daily lives, making trustworthiness of Al more and more crucial for its widespread acceptance. Among
others, privacy and explainability are considered key requirements for enabling trust in Al Building
on these needs, we propose a software for Federated Learning (FL) of Rule-Based Systems (RBSs):
on one hand FL prioritizes user data privacy during collaborative model training. On the other hand,
RBSs are deemed as interpretable-by-design models and ensure high transparency in the decision-
making process. The proposed software, developed as an extension to the Intel® OpenFL open-source
framework, offers a viable solution for developing Al applications balancing accuracy, privacy, and
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1. Motivation and significance

Al solutions are being widely exploited in several high stakes
domains such as medicine, law and smart mobility. Decisions
derived from Al systems may ultimately affect humans’ lives.
As a consequence, there is an emerging and urgent need for
understanding how such decisions are taken, as also witnessed
by the notable momentum achieved by eXplainable Al (XAI) in
recent years [1].

Besides explainability, another concern, somewhat hindering
the even more massive adoption of Al systems, pertains pri-
vacy of the huge amount of data which Al heavily relies on.

* Corresponding author.
E-mail address: mattia.daole@phd.unipi.it (Mattia Daole).
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Indeed, in scenarios where preserving privacy of raw data is a cru-
cial requirement, traditional Machine Learning (ML) approaches
are no longer viable, since they require to access data samples
for training Al models. Thus, alternative paradigms have to be
investigated. In this regard, Federated Learning (FL) [2] allows
multiple parties to collaboratively train a global model while
ensuring privacy-by-default, as raw data are neither disclosed nor
transferred.

While FL is today extensively studied and various frameworks
for FL exist [3], most solutions revolve around the original pro-
posal of Federated Averaging (FedAvg) as a protocol for executing
Stochastic Gradient Descent (SGD) optimization of (Deep) Neural
Networks (NN) in a round-based federated procedure. However,
NNs are generally considered opaque models due to their huge
number of parameters and non-linear modeling. Thus, providing
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explanations for the outputs of NNs is still considered an open
challenge.

In the spirit of ensuring a greater explainability of models
than NNs, some recent works have investigated FL of classical ML
models. In [4] the authors have proposed a federated version of
AdaBoost, labeled as AdaBoost.F, to generate an ensemble of tra-
ditional ML models, such as decision trees. Furthermore, the work
in [5] argues on the integration of AdaBoost.F into Intel ™ Open
Federated Learning (OpenFL) framework [6,7]. Finally, a federated
Random Survival Forest has been proposed in [8]. The aforemen-
tioned works deal with the FL of ensembles of ML models. These
models are certainly more interpretable than opaque models like
NNs. Nevertheless, they cannot be considered as inherently in-
terpretable. The limited number of works exploring the adoption
of FL of inherently interpretable models results in a shortage of
ready-to-use FL frameworks that fulfill, at the same time, both
privacy and explainability requirements.

In the field of XAl, Fuzzy RBSs (FRBSs) [9,10] are considered
among the most interpretable models: they consist in collections
of rules, where each rule is expressed in the format “IF antecedent
THEN consequent™ and uses linguistic terms whose meaning is
expressed by fuzzy sets defined on the input-output variable do-
mains. The antecedent typically combines one or more fuzzy sets
using logical operators and identifies the space region to which
the rule applies. The format of the consequent varies depending
on the ML task at hand: in regression tasks, the consequent
typically holds a scalar value (zero-order) or a linear combina-
tion of the input variables (first-order). Although research efforts
at the interface between FL and XAI are proliferating [11-17],
to the best of our knowledge there is currently no framework
supporting FL of FRBSs. A framework developed by IBM [18]
supports FL of interpretable models (i.e., decision trees), but it is
not open-source.

In this paper, we propose OpenFL-XAI, an extension to the
aforementioned open-source Intel® OpenFL framework,

providing user-friendly support for learning FRBSs as
explainable-by-design models in a federated fashion. OpenFL-XAI
allows users to easily: (i) add the code to train their own XAI
model (FRBS) in a federated fashion; (ii) provide a new custom
logic to aggregate the rules generated by the single participants to
the federation, and to generate the federated model of aggregated
rules; (iii) execute FL process of XAl model with a custom number
of participants; (iv) store local and federated XAI models.

Notably, this extension comes as an addition on top of the
native features provided by OpenFL and supports FL of any model
that can be represented as a collection of if-then rules.

Users can exploit OpenFL-XAI to easily compare, in the fed-
erated setting, opaque models (e.g., NNs, natively supported in
OpenFL) and explainable-by-design models, both in terms of ac-
curacy and interpretability.

The rest of this paper is structured as follows. In Section 2,
we provide an overview of OpenFL and a thorough description
of our extension, OpenFL-XAI, focusing on its components and
functionalities.

In Section 3, a comprehensive use case example of FL of FRBSs
for a regression task is presented. Section 4 discusses the benefits
entailed by the proposed solution. Finally, in Section 5 we draw
some conclusions.

2. Software description

OpenFL is an open-source framework developed by Intel® Labs
within a research project with the University of Pennsylvania. It
is mostly written in Python and distributed via pip, conda, and
Docker packages. OpenFL enables multiple participants (i.e., data
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Fig. 1. OpenFL main components overview. The Collaborator sends remote
procedure calls to the Collaborator through the TCP Client to retrieve the
list of tasks. Similarly, the Aggregator receives model and metric updates for
aggregation through the TCP Server. More details on the communication can be
found in [6]. Components extended to support FL of XAl models are highlighted
with yellow borders.
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owners), possibly dislocated across different sites, to collabo-
ratively train an ML model exploiting their own hardware in-
frastructure and preserving the privacy of their raw data. In-
deed, only the parameters of the locally trained models are
exchanged through secure remote procedure calls (RPCs), pos-
sibly enabling mutually-authenticated transport layer security
(TLS) connections. Although it is described as “ML framework
agnostic” (wrapping PyTorch,! Tensorflow? and Keras® libraries),
it is natively oriented towards deep learning models: nevertheless
it is particularly suited to our purpose as it is highly modular and
can be extended with support to any kind of ML model while still
relying on the existing back-end for the FL process.

In the following we first introduce a high-level overview of
the OpenFL software architecture with the essential details of its
main software modules. Then, we describe the OpenFL-XAI soft-
ware architecture by explaining which components were modi-
fied to fulfill our goal of FL of XAI models and which extended
software functionalities were introduced.

2.1. OpenFL software architecture

Fig. 1 presents a high-level overview of the OpenFL software
architecture. OpenFL has two types of entities, namely Collabora-
tor and Aggregator. For each entity of the framework, the main
components are depicted. In an FL process multiple Collaborator
nodes (i.e., data owners) directly connect to a central Aggregator
node (orchestrating server), according to a star, or centralized, FL
communication topology.

Before the FL process begins, all participant nodes must be
provided with a collection of configuration files named workspace.
The workspace comprises the following items:

1 https://pytorch.org/, visited June 2023
https://www.tensorflow.org/, visited June 2023
3 https://keras.io/, visited June 2023
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e the code base for implementing the functionalities of the
specific ML model (i.e., initialization, data loading, training,
validation, and testing);

o the FL Plan: a YAML* file with the FL process configuration
including aggregator IP address, FL process parameters, ML
model parameters;

e a folder containing the public certificate and the private
key (each node has its pair) needed to establish the TLS
connections.

Moreover, the Aggregator and Collaborator nodes have a YAML
file with, respectively, the list of the participant nodes and the
path to the private data location.

As a first step, the Aggregator node is started and its com-
ponents are initialized by parsing the FL Plan. The Aggregator
is the central entity of the federation whose main tasks consist
in coordinating the Collaborators, dispatching the FL tasks, and
aggregating Collaborators’ local models into the federated one,
according to a certain aggregation function. Once instantiated, the
Aggregator waits for the Collaborator nodes to invoke RPCs to
retrieve the list of tasks to be executed. Examples of tasks include
model training and validation.

When the Collaborator nodes are started, their components
are initialized parsing the FL Plan. The Collaborator is, by design,
the only entity having access to the local data. Until the End Of
Federation (EOF) is reached every Collaborator retrieves the list of
assigned tasks from the Aggregator throughout each federation
round. For each task, the Collaborator loads local data with the
Data Loader component. Subsequently, the task is performed
through the Task Runner component, which contains the task
implementation. The results, including metrics and local model
parameters, are then transmitted to the Aggregator. The Collab-
orator nodes conclude their operations upon receiving an EOF
signal from the Aggregator.

Whenever the Aggregator receives updates from a Collabo-
rator, it verifies if all Collaborators have finalized their tasks,
i.e.,, whether the round can be considered completed. If yes,
the Aggregator combines local contributions through a dedicated
policy (e.g., FedAvg) and evaluates whether the FL process can
terminate. If yes, an EOF signal is sent to the Collaborators.

2.2. OpenFL-XAI software architecture

In Fig. 1, we highlighted with yellow borders the OpenFL com-
ponents which were extended in OpenFL-XAIl. A more detailed
view of this extension is presented in the UML diagram shown in
Fig. 2.

The objective of the extension is to enable FL of rule-based
models that adhere to the format introduced in Section 1. For
space limits, in this paper we do not elaborate on the theoretical
aspects of FL of XAI models (the interested reader may refer to
the relevant literature [11,12]). We modified the OpenFL frame-
work taking two non-functional requirements into account. First,
we aimed to make only essential modifications to the original
OpenFL framework for enabling FL of XAl models, while preserv-
ing OpenFL core functionalities and data structures. Second, our
aim was to provide users with a user-friendly, readily applicable
solution for training their own (F)RBSs in a federated manner.
As OpenFL is mainly oriented towards NNs, its FL workflow (and
communication layer, accordingly) revolves around the exchange
of tensors for sharing NN weights. Our primary modifications are
therefore centered around leveraging these tensors to exchange
rules rather than NN weights.

4 https://yaml.org/, visited June 2023
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With no loss of generality, we hereby consider first-order
Takagi Sugeno Kang (TSK) FRBS [19]. The generic kth rule (k =
1,...,K) is expressed in the following form:

Re:IF X;isAyj,, AND AND X is Ap j, .
F

THEN Y =Yio+ Y Vef %
f=1
where F is the total number of input variables, Ay, ; is the jth
fuzzy set of the fuzzy partition over the fth input variable Xy, and
Yif (with f = 0,..., F) are the coefficients of the linear model,
which is used to evaluate the associated output yy.

The rule antecedents are codified as a K x F matrix of inte-
ger numbers where the element (k, f) represents the index of
the fuzzy set for the fth variable in the kth rule. Similarly, the
consequents of the rules are codified as a K x (F + 1) matrix
of real numbers where the element (k, f) represents the value of
the coefficient for the fth variable of the kth rule (the additional
column hosts the y ¢ values). Lastly, each rule has an associated
rule weight: such weights are represented as a vector of K real
numbers, where the element wy is the weight of the kth rule.

The modifications to OpenFL that characterize OpenFL-XAI are
listed in the following:

(1)

e The AggregatorXAI class extends the Aggregator base
class by incorporating the necessary logic to parse the ten-
sors carrying the rules extracted from the Collaborators’
local models.

e The AggregationFunctionXATI extends the abstract class
AggregationFunction to implement the aggregation func-
tion for the interpretable-by-design rule-based models. A
user can easily leverage its own FL aggregation policy by im-
plementing the aggregation function and properly referring
to it in the FL Plan.

e Similarly, on the Collaborator side, the CollaboratorXAI
class extends the Collaborator base class. This exten-
sion ensures proper transmission of the local RBS through
tensors.

e The TensorDBXAT class extends the TensorDB base class.
TensorDB is the implementation of an in-memory database
of tensors. Each Collaborator and Aggregator has its own
TensorDB. TensorDBXAI provides the logic to properly
exchange and parse the tensors as rule containers.

e The XAIDataloader extends the DatalLoader base class:
this was needed to load training, testing, and validation data
in the proper format and data structures as needed by the
specific ML framework.

e The TaskRunnerXAI class encompasses the implementa-
tions of all tasks associated with a particular ML model: each
model needs its own class.

e The Model abstract base class defines a set of mandatory
methods, which must be implemented in any custom RBS
class. In Fig. 2 the class TSK (associated with the dedicated
“FL Plan TSK") refers to the specific model adopted in our
illustrative example and thoroughly discussed in Section 3.
Users aiming to train their own RBS in a federated manner
need to provide an extension to the Model abstract class.

2.3. Software functionalities

OpenFL-XAI serves as an extension to OpenFL, inheriting its
primary functionalities, which have been previously illustrated.
However, OpenFL-XAI expands upon these functionalities by in-
corporating support for RBSs that are not directly accommodated
in the original version. As previously mentioned, this work specif-
ically focuses on FRBSs, which can be considered as a generaliza-
tion of traditional RBSs.
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<<abstract class>>
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<<class>>
AggregatorXAl

__init__(args, **kwargs)

_compute_validation_related_task_metrics(task_name)

RIS +_end_of_round_check()
Jy +save_xai_model(antec, conseq, weights)
<<class>>
AggregationFunctionXAl
| call)
o
<<class>>
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x 1 1
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‘ TensorDBXAI ‘
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FL Plan TSK FL Plan TensorDB
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]
<<class>> 1
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1 ¢ send_task_results(model, task_name)
1
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1 T
<<class>>
XAlDataLoader

<<abstract class>>
Model

__init__(config_parameters)
train(col_name, round, data_loader)

save_xai_model()

<<class>>
TSK

__init__(num_rules, order_consequent)
train(col_name, round, data_loader)
save_xai_model(antec, conseq, weights)

generate_antecedents(centroids)

generate_consequents(antec, x_train, y_train, order_consequent)

+ __init_ (data_path)
+ get_train_data()
+ get_train_label()

+ get_training_data_size()

Fig. 2. UML Class Diagram of OpenFL-XAl Classes from original OpenFL are represented in blue, whereas those extended or added in OpenFL-XAI are represented

in green.
3. An illustrative example
In this example, we consider the use case of FL of a TSK-FRBS

on a public regression dataset, namely Mortgage [20], purposely
partitioned over five Collaborator nodes. For FL of TSK-FRBSs we

employ the methodology proposed in [11]. In a nutshell, the idea
behind the aggregation logic is the following. The Aggregator
combines, by juxtaposition, the local rule sets collected from Col-
laborators. Furthermore, since these rule sets reflect knowledge
extracted from different local raw data, some conflicts may arise
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xai_tsk_frbs/
[— cert

I: client

server

— data
— plan
— cols.yaml
— data.yaml
— plan.yaml
— requirements.txt
— src
— Fed_XAI_Classes
— aggregation_ function xai.py
— tensor_db.py
— xai_aggregator.py
— xai_collaborator.py
— xai data loader.py
— Xal_runner.py
— model
— fuzzySystem.py
— model.py
— tsk.py

Fig. 3. OpenFL-XAI workspace for TSK-FRBS.

and must be adequately handled. Conflicting rules have identical
antecedents, but different consequents. The Aggregator solves the
conflict by creating a single rule with the common antecedent,
and as consequent the weighted average of the consequent co-
efficients of the conflicting rules, weighted by the corresponding
rule weights.

Fig. 3 shows the specific structure of the workspace employed
in this example.

As outlined in Section 2.1, the federation workspace is shared
among all participating nodes in the federation. The folder
src/Fed_XAI_Classes contains the set of customized framework
components enabling FL of RBS. Additionally, the /src/model di-
rectory hosts the source code specifically associated with the
TSK-FRBS. It is worth highlighting that the class implementing
the custom ML model extends the abstract class Model (located
in /src/model/model.py).

Fig. 4 illustrates the portion of the FL Plan (/plan/plan.yaml)
with the configuration for the TaskRunnerXAI component. The
template property stores the file path of the customized
TaskRunnerXAT class. The dict_model property holds a dictio-
nary indicating both the path and the class name of the specific
ML model. Finally, the dict_parameters property hosts a dic-
tionary containing the values of the ML model hyperparameters
(number of rules and order of the consequent).

Each participant must provide a valid certificate and key pair
in the workspace to establish a mutually authenticated communi-
cation channel. The certificate and key pair of the Aggregator and
each Collaborator must be named as agg_<aggregatorname>
and col_<collaboratorname> and stored in the /cert/server
and /cert/client folders, respectively. Additionally, each participant
must have the public certificate of the Certification Authority
(CA) to validate the other parties’ identities. This file must be
named cert_chain.crt and must be placed under the /cert
folder. In our example, we adopt a private OpenSSL CA and self-
signed certificates. Finally, the Aggregator needs to be aware of
the Collaborators’ names, written in the file /plan/cols.yaml.

Within the workspace of each Collaborator, the data directory
stores the local training and test data, so that they can be properly
loaded through the XAIDatalLoader class in /src/Fed_XAI_Classes/
xai_data_loader.py module.

Once each participant node has the workspace properly con-
figured, the FL process can be initiated by issuing the following
commands:
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e On the terminal of the Aggregator node, navigate to the
federation workspace folder and execute the command

$ £x aggregator start (2)

This command will start an Aggregator instance that waits
for the Collaborators to establish connections.

e On each Collaborator node, navigate to the workspace folder
and execute the command

$ fx collaborator start —n < collaborator_name >
(3)

When the FL process is over, the Aggregator saves the feder-
ated model in its file system in three binary files in NumPy format
(.npy) before terminating its execution. These three files contain,
respectively, the antecedents, consequents and rule weights of
the generated TSK-FRBS. Details about the results of the FL pro-
cess, in terms of model structure and its usage for performing
inference on local data, are thoroughly described in the I11lus-
trativeExample.md file of the GitHub repository.

In our experiment, each participant is deployed inside a Docker
container to ease reproducibility and empower portability. Lastly,
a minimal command line interface has been implemented, which
facilitates users in replicating the experiment. By adhering to
the instructions displayed on the screen, users can effortlessly
execute the FL process and obtain the trained model.

4. Impact

The preservation of privacy and the transparency of the mod-
els are considered as imperative requisites for establishing trust
in Al systems. Consequently, the integration of FL and XAl tech-
niques serves as a significant facilitator in numerous safety-
critical domains reliant on Al applications. One illustrative ap-
plication domain is healthcare, as shown in [21], where FL and
XAl techniques are used in an electrocardiogram monitoring use
case, thus guaranteeing the privacy of users’ data while ensuring
the interpretability of the system. Similarly, in [22], the authors
leverage XAl techniques within a Vehicle-to-Everything (V2X) use
case to assess the contributions made by each participant in an
FL process for trajectory and motion prediction. In the research
domain, OpenFL-XAI provides a convenient tool for perform-
ing comprehensive experimental analyses aimed at comparing
opaque models (for instance DNNSs, natively supported in OpenFL)
against explainable-by-design Al models within a federated envi-
ronment. In the software domain, OpenFL-XAI can be considered
a user-friendly framework supporting a rapid development of XAI
models by exploiting FL.

Currently, OpenFL-XAI is actively employed within Hexa-X,
the European Union’s flagship 6G project.” Its deployment in this
project supports research, development, and demonstration ac-
tivities concerning the FL of XAI models, which has been recently
awarded as key innovation by the EU Innovation Radar.®

5. Conclusions

In this paper, we have presented OpenFL-XAI, an extension
to the Intel® OpenFL framework that facilitates the federated
learning (FL) of inherently interpretable Al models. The archi-
tecture and functionalities of OpenFL-XAI have been thoroughly
described by highlighting the major enhancements over the orig-
inal software. Furthermore, an illustrative example of FL of an
XAI model, namely a first-order TSK-FRBS, has been discussed,

5 https://hexa-x.eu/, visited June 2023
6 https://www.innoradar.eu/innovation/45988, visited June 2023
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task_runner:
settings:

SoftwareX 23 (2023) 101505

dict_parameters: {"num_rules":30, "order_consequent":"first"}
dict_model: {"model_class_name":"TSK", "model_module_path":"src.model.tsk"}
template: src.Fed_XAI_Classes.xail_runner.XAITaskRunner

Fig. 4. TaskRunner details in the plan.yaml configuration file.

emphasizing crucial configuration details. Envisioning a growing
interest in the domains of FL and XAl techniques in the coming
years, the software implementation has been released under an
open-source license: this choice encourages and enables further
development and innovation within the field, with the overar-
ching goal of promoting the adoption of privacy-preserving and
transparent Al tools.
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