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Abstract Artificial Intelligence (AI) is rapidly reshaping global economics and this 
transformation is particularly impacting banks and investments firms, as they started 
to develop and adopt AI-assisted trading algorithms. Because of the very nature 
and cutting-edge complexity of these new technologies, they are also bound to give 
rise to new and unprecedented risks, particularly affecting individuals and human 
competitors. Industries adopt AI-based solutions in their working pipelines in order 
to deliver efficiency gains and produce more profit. Due to their exponentially rapid 
development, these new solutions are acting as increasingly independent agents. 
Despite having been developed by humans, such forms of AI might misbehave in 
ways which are unacceptable to a human competitor, even without being explicitly 
programmed to do so. Adequate legal instruments are required to prevent potential 
threats resulting from concurrent human–machine interactions. Nonetheless, AI-
trading solutions are difficult to fit into the current European Union legal framework 
concerning market manipulation, especially when trying to assess liability under 
traditional legal concepts such as intent, causation and foreseeability, which were 
originally developed when dealing with human-only agents. Rules struggling to 
keep up the pace with technological innovation is a documented and well-known 
phenomenon that has been observed at least since the rise of industrial capitalism. 
The main current European Union regulatory instruments to contrast AI-based harms 
in this context are the European Market Abuse Regulation (EU) No 596/2014 and 
the Market Abuse Directive 2014/57/EU, which date back to 2014. Technological 
progress comes accompanied by a continuous blurring of the boundary between 
humans and machines. Addressing the liabilities of the new machine agents that 
coexist and interact with humans calls for an up-to-date legal framework. This paper 
aims to highlight emerging human vulnerabilities and critically investigate the current 
European Union legal framework.
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1 Introduction 

The challenge of regulatory systems struggling to keep pace with technological 
innovation is a well-documented and long-standing phenomenon, present since the 
rise of industrial capitalism, the era that gave rise to modern finance.1 

The development of AI and its application in the field of algorithmic trading 
allowed to draw some causal inference conclusions about how these new technologies 
impact in a positive manner the quality of the market itself.2 On the other hand, AI-
driven approaches to algorithmic trading introduce a new set of unprecedented risks, 
with the most sophisticated involving complex forms of market manipulation. 

European Union laws offer regulators and enforcers a clear definition of market 
manipulation, which will be discussed further. Additionally, there are tools avail-
able to assess liabilities. However, legal frameworks often become outdated quickly, 
primarily due to the rapid advancements in AI and algorithmic technologies.3 

New and unprecedented vulnerabilities emerge for competing agents operating 
alongside these new technologies. Building upon the work of Azzutti,4 this paper 
critically investigates them, in the perspective of the current European Union rules. 
The rest of this contribution is organised as follows: Sect. 2 presents various forms 
of AI-based market manipulation and explores the emerging risks; Sect. 3 presents 
the current European Union regulatory framework, with a focus on liability issues; 
finally, Sect. 4 provides a summary and conclusion. 

2 AI-Based Market Manipulation 

A first legal definition of market manipulation is provided in the Market Abuse 
Regulation (EU) No 596/2014 (European Parliament, Council of the European Union 
(2014b)). Quoting Article 12: “[…] market manipulation shall comprise the following 
activities: 

(a) entering into a transaction, placing an order to trade or any other behaviour 
which:

1 Fenwick et al. (2016). 
2 Boehmer et al. (2021). 
3 Dutta (2018). 
4 Azzutti (2022). 



Emerging Risks and the European Liability Framework in AI-Based … 477

(i) gives, or is likely to give, false or misleading signals as to the supply of, 
demand for, or price of, a financial instrument, a related spot commodity 
contract or an auctioned product based on emission allowances; or 

(ii) secures, or is likely to secure, the price of one or several financial instru-
ments, a related spot commodity contract or an auctioned product based 
on emission allowances at an abnormal or artificial level; […] 

(b) entering into a transaction, placing an order to trade or any other activity or 
behaviour which affects or is likely to affect the price of one or several financial 
instruments, a related spot commodity contract or an auctioned product based 
on emission allowances, which employs a fictitious device or any other form of 
deception or contrivance; 

(c) disseminating information through the media, including the internet, or 
by any other means, which gives, or is likely to give, false or misleading 
signals as to the supply of, demand for, or price of, a financial instrument, a 
related spot commodity contract or an auctioned product based on emission 
allowances or secures, or is likely to secure, the price of one or several 
financial instruments, a related spot commodity contract or an auctioned 
product based on emission allowances at an abnormal or artificial level, 
including the dissemination of rumours, where the person who made the 
dissemination knew, or ought to have known, that the information was false 
or misleading; 

(d) transmitting false or misleading information or providing false or misleading 
inputs in relation to a benchmark where the person who made the transmission or 
provided the input knew or ought to have known that it was false or misleading, 
or any other behaviour which manipulates the calculation of a benchmark. […]” 

The reported definition is quite general, as it identifies as forbidden market prac-
tices also those behaviours which are not explicitly programmed to manipulate the 
market, but which are also “likely to” do it. Such broad definition is meant to encom-
pass also manipulations arising from the developing field of AI, which are to be 
discussed next. 

2.1 Emerging Manipulation Scenarios 

The adoption of AI systems translates into delegating cognitive decisions to a new 
set of tools which we define “intelligent”, with the ability to self-learn and adapt 
autonomously to the environment through their experience, while pursuing a pre-
defined goal.5 This very new autonomy brings unprecedented risks and comes accom-
panied by new ethical and legal questions, which regulators need to address. We also 
refer to Annunziata for an additional discussion on how recent developments in the

5 Dellermann et al. (2019). 
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AI field affect the enforcement of rules in the European Union to prevent market 
abuse.6 

Algorithmic trading is used to refer to any technology-based instrument which 
assists and automates, completely or even partially, any task within the trading cycle.7 

With the advent of AI, the paradigm of algorithmic trading shifted from an “if/then” 
logic, thought of as a tool to assist human experts, to much more advanced systems 
able to self-learn without the need of human supervision. This step forward has been 
possible mainly thanks to the development of Machine Learning (ML), building 
upon the exponentially increasing data availability and the progress in technological 
computational power.8 

In the risk framework defined by European Parliament, Council of the European 
Union (2024), AI-based trading methods are not labelled as “high-risk”, despite 
coming accompanied by the typical risks of data-driven ML applications, most 
notably: they are built upon very complex and interconnected domain-specific knowl-
edge, they are “autonomous”, as their behaviour is not explicitly programmed by 
the human experts who realised the systems, and they are often considered “black-
boxes”, in the sense that not even the experts who developed these methods are able 
to explain in full detail why and how a particular result was obtained.9 

Such technical aspects are mentioned to shed some light upon the difficulties 
a classical liability framework could face when trying to prevent and punish AI 
trading misconduct and potential harm.10 Neglecting the case of a system whose 
functioning is compromised by some external party, it is possible to summarise two 
distinct possible scenarios of market manipulation:

• the misbehaviour of a system might be due to its developers, either through their 
negligence, in the form some sort of code “bugs”, or their intentional actions;

• the AI system may self-learn to perform market manipulations thanks to its “intel-
ligent” component, drawing its conclusions from the data it is trained on, while 
pursuing its predetermined goal, even without an explicit human design. 

It is also worth pointing out that law enforcement authorities would be required 
to possess some sophisticated manipulation diagnostic instruments, together with 
advanced and specific knowledge of the both the financial and the AI sectors. More-
over, in the current fast and ubiquitous market systems, manipulations could take 
the form of flash-crashes and ultra-fast and extreme events,11 thus complicating their 
detection tasks even more.

6 Annunziata (2023). 
7 Kirilenko and Lo (2013). 
8 Koshiyama et al. (2020). 
9 Burrell (2016). 
10 Azzutti (2022). 
11 Johnson et al. (2013). 
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2.2 A View on Reinforcement Learning 

Reinforcement learning is a machine learning paradigm which can be used to improve 
the efficiency and performance of decision-making strategies. Here, a brief overview 
of reinforcement learning is given,12 with a focus on its relationship with a more 
traditional point of view on trading markets. 

Reinforcement learning is based on training an agent how to operate in an envi-
ronment based on a system of rewards. In the context of trading, an example would 
be an agent that learns how to optimise a portfolio based on metrics like profit, loss, 
volatility, and so on. Some crucial features of any reinforcement learning systems 
are:

• Agent: the trained AI system, which interacts with the environment;
• Environment: anything which gives us back an observable state;
• State: the current position of the agent;
• Action: the optimal decision taken by the agent, based on the current state;
• Reward: a quantity returned by the environment, which may evaluate positively 

or negatively on the action taken by the agent. 

The general idea behind reinforcement learning is trying to train the agent to take 
actions in order to maximise some function of the rewards. 

Through the rewards it receives from the environment, the agent collects infor-
mation and learns a strategy which is not explicitly programmed, following an “if/ 
else” logic, by its developer. 

The above definitions are quite general; in the context of trading, they can take 
some more precise meanings: the agent is a trader, the environment is the market, the 
state is related to some statistics about the market itself which are observed, which 
may be daily log-returns, volumes of assets and so on, an action might be going long 
or short on certain assets and the reward might be profit, volatility or more complex 
measures such as the Sharpe ratio. 

One major point of reinforcement learning is that the agent will not learn to give 
a prediction like some expected values of some relevant financial quantities or the 
sentiment of a document, but rather it will try to maximise a reward function, which 
might be, for example, related to the expected return of a portfolio and so on. 

It is worth pointing out that reinforcement learning is not an isolated method, but 
it can be easily integrated with other ML techniques such as deep learning, giving 
even higher freedom to the agent. In particular, it is possible to use neural networks, 
such as LSTM networks,13 which are particularly suited to work with time series, 
thus exploiting in an efficient way the natural structure of financial data. 

In general, neural networks can be used to obtain more precise expectations, which 
will be then fed to the reinforcement learning algorithm with the goal of optimising 
its performance. This interconnection between reinforcement learning and neural

12 Foy (2021). 
13 Viera (2019). 
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networks makes AI-based training algorithms even more complex, due to the typical 
“black-box” nature of deep neural models. 

The above considerations stress the considerable amount of autonomy those 
systems have. Such new technologies have the potential of transforming the financial 
industry, as to some extent is already happening, calling for more dedicated rules, 
able to counter the misbehaviour of AI-based agents. 

3 Current European Union Rules 

A first legal instrument available for European Member States, under the European 
Union law, is the aforementioned Market Abuse Regulation (EU) No 596/2014 (Euro-
pean Parliament, Council of the European Union (2014b)). As stated in Article 1, 
such regulation explicitly prohibits market manipulations, as it reads: “This Regu-
lation establishes a common regulatory framework on insider dealing, the unlawful 
disclosure of inside information and market manipulation (market abuse) as well as 
measures to prevent market abuse to ensure the integrity of financial markets in the 
Union and to enhance investor protection and confidence in those markets.” 

The definition of market manipulation reported in Sect. 2 suggests that the legis-
lators opted for an “effect-based” specification, due to the adoption of broad expres-
sions such as “entering into a transaction” or “disseminating information”. The defi-
nition does not take into account any subjective component: the specific intent of the 
manipulator is not considered to be relevant. 

It is worth recalling the distinction, as it will be discussed more extensively in 
the following subsections, between a natural and a legal person, in the jurisdictional 
context:

• a natural person is a human person; in the financial context, a natural person might 
be the employee of an investment firm;

• a legal person is, in the broader meaning, any “thing” that can do the same things 
a human person can do; in the financial context, a legal person might be an 
investment firm. 

Article 15 of the Market Abuse Regulation (EU) No 596/2014 explicitly states 
that “A person shall not engage in or attempt to engage in market manipulation.”; 
such definitions puts on equal grounds any manipulative intent, notwithstanding its 
successful implementation. 

The above definition refers both to natural and legal persons, but for the purposes 
of the discussed regulation, it is not clear whether an AI-based system might be 
considered a “person” in such sense. As it emerges from the subsection dealing 
with reinforcement learning, it is clear that AI-systems might share some features 
of natural or legal persons; nonetheless, they possesses some unique aspects which 
make them difficult to fit into traditional frameworks, which will be discussed next.
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3.1 Administrative Liability Framework 

Violations of market through non-manipulative conduct, if not extremely serious 
and harmful, can be addressed in the framework of administrative liability, which is 
regulated explicitly by the Market Abuse Regulation (EU) No 596/2014 (European 
Parliament, Council of the European Union (2014b)). 

Article 22 states that “Without prejudice to the competences of the judicial author-
ities, each Member State shall designate a single administrative competent authority 
for the purpose of this Regulation. […] The competent authority shall ensure that the 
provisions of this Regulation are applied on its territory, regarding all actions carried 
out on its territory, and actions carried out abroad relating to instruments admitted 
to trading on a regulated market, for which a request for admission to trading on 
such market has been made, auctioned on an auction platform […].” Thus, the regu-
lation states that administrative liability should be enforced by national competent 
authorities of Member States. 

Moreover, Article 16(1) requires market operators to adopt procedures aimed 
at preventing and detecting market manipulations Article 16(2) requires the same 
operators to report to the competent authorities every reasonable suspicion of market 
manipulation they may encompass. 

Article 30(2) tries to define a set of administrative sanctions which each Member 
State should be able to dispose of: “Member States shall, in accordance with national 
law, ensure that competent authorities have the power to impose at least the following 
administrative sanctions and to take at least the following administrative measures 
[…]: 

(a) an order requiring the person responsible for the infringement to cease the 
conduct and to desist from a repetition of that conduct; 

(b) the disgorgement of the profits gained or losses avoided due to the infringement 
insofar as they can be determined; 

(c) a public warning which indicates the person responsible for the infringement 
and the nature of the infringement; 

(d) withdrawal or suspension of the authorisation of an investment firm; […] 
(h) maximum administrative pecuniary sanctions of at least three times the amount 

of the profits gained or losses avoided because of the infringement, where those 
can be determined; […]” 

Moreover, such article prescribes pecuniary sanctions both with respect to natural 
and legal persons. In the context of an AI-trading system, the enforcement of point (a) 
seems particularly challenging, as it would require the developers to alter the same 
trading system, which may not have been developed with the goal of committing any 
infringement at all. 

Additionally, Article 23(2) also specifies that each national competent authority 
should enjoy a certain number of investigatory powers: “In order to fulfil their duties 
under this Regulation, competent authorities shall have, in accordance with national 
law, at least the following supervisory and investigatory powers:
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(a) to access any document and data in any form, and to receive or take a copy 
thereof; 

(b) to require or demand information from any person, including those who are 
successively involved in the transmission of orders or conduct of the operations 
concerned, as well as their principals, and if necessary, to summon and question 
any such person with a view to obtain information; […] 

(d) to carry out on-site inspections and investigations at sites other than at the private 
residences of natural persons; 

(f) to refer matters for criminal investigation; 
(g) to require existing recordings of telephone conversations, electronic commu-

nications or data traffic records held by investment firms, credit institutions or 
financial institutions; […]” 

Most critically, Article 13 provides a list of accepted market practices, which 
may be of use of investment firms: if they could prove that an alleged manipulative 
behaviour was indeed compliant with the accepted practices, they could prevent being 
subject to administrative liability. In particular Article 13(2) reads: “A competent 
authority may establish an accepted market practice, taking into account the following 
criteria: 

(a) whether the market practice provides for a substantial level of transparency to 
the market; […] 

(c) whether the market practice has a positive impact on market liquidity and 
efficiency; […] 

(e) whether the market practice does not create risks for the integrity of, directly 
or indirectly, related markets, whether regulated or not, in the relevant financial 
instrument within the Union; […]” 

In order to ease the work of law enforcement authorities, the Market Abuse Regu-
lation (EU) No 596/2014 provides in Annex I two sets of indicators which could 
raise a presumption of manipulation. In particular, indicators related to “false or 
misleading signals” suggest to investigate the “extent to which orders to trade given 
or transactions undertaken” relate to some meaningful indicators such as the daily 
transactions volume in the related financial instrument or the time of day around 
which the transactions happen. Complementarily, in order to discover manipulations 
related to “deception or contrivance” instead, it is suggested to deem as suspect those 
trade orders preceded by the dissemination of any misleading information or invest-
ment recommendation by the same persons undergoing the trade or by other persons 
close or linked to those undergoing the trade. Again, it seems that such indicators 
were created having in mind the activity of a person, be it natural or legal; it is 
therefore hard to apply the same indicators to an AI-driven activity.
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3.2 Criminal Liability Framework 

The Market Abuse Regulation (EU) No 596/2014, at Article 30(1) subparagraph 
2 states that Member States are allowed not to apply the administrative sanctions 
prescribed by the regulation itself, as long as the same infringements are subject to 
criminal sanctions in the national laws. On the other hand, if a state opted for both 
administrative and criminal sanctions for the same infringement, it must ensure to 
respect the jurisdictional principle of “ne bis in idem”, stating that a person cannot 
be subject to a criminal proceeding for which the same person has already been 
judged.14 

The legal instrument available to Member States to address criminal liability, and 
in general to provide a set of common rules for the most dangerous market manipula-
tion cases, is the Market Abuse Directive 2014/57/EU (European Parliament, Council 
of the European Union (2014a)). In particular, Article 5(1) reads: 

1. Member States shall take the necessary measures to ensure that market manip-
ulation […] constitutes a criminal offence at least in serious cases and when 
committed intentionally. 

2. or the purposes of this Directive, market manipulation shall comprise the 
following activities: 

(a) entering into a transaction, placing an order to trade or any other behaviour 
which: 
(i) gives false or misleading signals as to the supply of, demand for, or 

price of, a financial instrument or a related spot commodity contract; 
or 

(ii) secures the price of one or several financial instruments or a related 
spot commodity contract at an abnormal or artificial level; 

unless the reasons for so doing of the person who entered into 
the transactions or issued the orders to trade are legitimate, and those 
transactions or orders to trade are in conformity with accepted market 
practices on the trading venue concerned; 

(b) entering into a transaction, placing an order to trade or any other activity or 
behaviour which affects the price of one or several financial instruments or 
a related spot commodity contract, which employs a fictitious device or any 
other form of deception or contrivance; 

(c) disseminating information through the media, including the internet, or by 
any other means, which gives false or misleading signals as to the supply of, 
demand for, or price of a financial instrument, or a related spot commodity 
contract, or secures the price of one or several financial instruments or a 
related spot commodity contract at an abnormal or artificial level, where the 
persons who made the dissemination derive for themselves or for another 
person an advantage or profit from the dissemination of the information in 
question; or

14 Bošković and Kostić (2020). 
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(d) transmitting false or misleading information or providing false or misleading 
inputs or any other behaviour which manipulates the calculation of a 
benchmark. 

Point 2 provides a definition of market manipulation which mimics that of the 
Market Abuse Regulation (EU) No 596/2014. The only difference is that in the above 
one, the expression “is likely to” do not figure. A “preponderance of the evidence” 
of market manipulation, as required by the Market Abuse Regulation (EU) No 596/ 
2014 to constitute an administrative offence, does not suffice for the Market Abuse 
Directive 2014/57/EU, which requires the manipulation to be ascertained “beyond a 
reasonable doubt” in order to be deemed as a criminal infringement.15 

Anyway, a precise definition of the term “serious” is not provided; Article 6(1) 
also states that: “1. Member States shall take the necessary measures to ensure that 
inciting, aiding and abetting the offences referred to in Article 3(2) to (5) and Articles 
4 and 5 is punishable as a criminal offence. […]” Therefore, Member States are 
required also to act in a preventive manner. Article 7(1) requires the criminal penalties 
enforced by Member States to be “effective, proportionate and dissuasive” and Article 
7(2) requires the offences to be punishable “by a maximum term of imprisonment 
of at least four years”. 

Mimicking again the prescription of the Market Abuse Regulation (EU) No 596/ 
2014, Article 8(1) of the Market Abuse Directive 2014/57/EU extends criminal 
liability also to legal persons for offences committed for the benefit of the legal 
persons themselves by any person playing a leading role within the legal persons. 

The Market Abuse Directive 2014/57/EU, since it does not differ considerably 
from the dispositions of the Market Abuse Regulation (EU) No 596/2014, suffers 
from the same problems of applicability already highlighted, when the agents are 
neither natural nor legal persons, but rather AI-driven agents. 

4 Conclusions 

The rationale behind the presented European Union legal framework is to establish a 
common level between Member States, to uniform and provide national competent 
authorities with some instruments to fight AI-based trading market manipulation. 
The current liability framework, as presented in the Market Abuse Regulation (EU) 
No 596/2014 and the Market Abuse Directive 2014/57/EU, does not fit in a straight-
forward manner to all categories of AI algorithms, mainly because of their very 
“black-box” nature. On top of this, also detecting increasingly complex and sophis-
ticated forms of AI trading manipulations is a challenging task for market supervising 
authorities. 

Moreover, for investment firms, it suffices to produce an annual self-assessment to 
show their compliance to the current AI-based trading rules, as can be read in Article 9

15 Azzutti (2022). 
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referenced from European Commission, Directorate-General for Financial Stability, 
Financial Services and Capital Markets Union (2017). This requirement might not 
be strict enough to ensure that the described rules are successfully enforced. 

Moreover, it is worth adding that the outlined rules suffer from the issue of “divided 
interpretation”: prohibitions are free to be enforced in different ways by any national 
competent authority. As a consequence, these uneven legal frameworks also expose 
markets to some complex forms of cross-border manipulations, while preventing the 
successful creation of a single European market. 

We can add to the “divided interpretation” problem some other factors which 
could postpone the adoption of an effective anti-manipulation regime. First of all, 
some uncertainty in the prohibitions themselves, even if left over on purpose in order 
to extend the application scope of the legislations, could not be enough to prevent 
some new forms of manipulation to simply circumvent the current regulatory system. 

The purpose of this paper was to present the current legal framework related to 
market manipulation, with a focus on the problem arising when trying to fit such 
framework to the current system of liability, both administrative and criminal. The 
current approach, as outlined, might be flawed in preventing AI-based trading market 
manipulation. The two most vulnerable aspects seem to be the lack of a truly aligned 
European Union legal framework, together with that of a new liability paradigm, 
more up-to-date with the current developments of ML technologies. 
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