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Abstract. The need to explain predictive models is well-established
in modern machine learning. However, beyond model interpretability,
understanding pre-processing methods is equally essential. Understand-
ing how data modifications impact model performance improvements
and potential biases and promoting a reliable pipeline is mandatory for
developing robust machine learning solutions. Isolation Forest (iForest)
is a widely used technique for outlier detection that performs well. Its
effectiveness increases with the number of tree-based learners. However,
this also complicates the explanation of outlier selection and the deci-
sion boundaries for inliers. This research introduces a novel Explain-
able AI (XAI) method, tackling the problem of global explainability.
In detail, it aims to offer a global explanation for outlier detection to
address its opaque nature. Our approach is based on the Decision Pred-
icate Graph (DPG), which clarifies the logic of ensemble methods and
provides both insights and a graph-based metric to explain how samples
are identified as outliers using the proposed Inlier-Outlier Propagation
Score (IOP-Score). Our proposal enhances iForest’s explainability and
provides a comprehensive view of the decision-making process, detailing
which features contribute to outlier identification and how the model
utilizes them. This method advances the state-of-the-art by providing
insights into decision boundaries and a comprehensive view of holistic
feature usage in outlier identification.—thus promoting a fully explain-
able machine learning pipeline.
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1 Introduction

Most current Explainable AI (XAI) techniques predominantly focus on elucidat-
ing predictive models, often overlooking the necessity of addressing the entire
data processing pipeline. This partial focus can result in incomplete explana-
tions regarding the context, potentially leaving critical aspects of data handling
and pre-processing—such as feature selection and outlier removal—obscured.
As Lipton [9] argues, a holistic approach to explainability is essential for the
credibility and utility of machine learning solutions. Similarly, authors advo-
cate for a shift towards transparent machine learning ecosystems, where every
pipeline component, from data preprocessing to model decision-making, is made
transparent [7,21]. More robust, trustworthy explanations can be constructed by
ensuring XAI techniques encompass the entire pipeline. Data preparation and
transformation models before training a predictive model demand clarity equal
to the last one for several reasons, including transparency, reliability, and reg-
ulatory requirements [18]. Firstly, transparency in pre-processing enhances the
understandability of the data manipulations that occur before model training
[20]. By understanding how data is cleaned, normalized, and selected during
pre-processing, users can identify potential sources of bias or errors that might
affect the model’s performance. Furthermore, this process enables the detection
and mitigation of data acquisition issues, such as systematic errors or noise, and
supports enhancements to the overall system pipeline. Finally, clear documen-
tation and explanation of all stages of data handling, including pre-processing,
ensure compliance with these regulations and promote trust and reliability [22].

Among many pre-processing algorithms, Isolation Forest (iForest) [10] stands
out due to its straightforward approach and effectiveness in swiftly handling out-
liers in high-dimensional data. However, the core mechanism of iForest, which
relies on a random selection of features and split points to isolate anomalies,
introduces stochasticity that can sometimes lead to ambiguous or non-intuitive
results [8]. Consequently, providing explanations for the decisions made by iFor-
est is essential, as it allows users to understand and trust the logic behind the
identification of outliers, mainly when dealing with complex datasets. These
explanations not only help validate the anomalies detected by iForest but also
aid in fine-tuning the model by revealing potential biases or errors introduced
by the randomness in the selection process [14]. Shapley Additive exPlanations
(SHAP) [12] is currently used to explain the behaviour of the iForest model by
providing insights into how features influence its predictions. In contrast, the
Depth-based Isolation Forest Feature Importance (DIFFI) [4] method employs
a tailored approach that leverages the internal structure of iForest to compute
feature importances. However, both methods provide a local explanation that
uses a feature importance vector to illustrate the model’s decision-making pro-
cess for identifying individual samples. While effective, these approaches mainly
focus on feature-level contributions without exploring the structural or logical
complexities of the iForest ensemble.

To overcome the limitation of providing only a vector of feature importances,
we propose a method based on Decision Predicate Graphs (DPG) [2] to eluci-
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date the logic and intrinsic aspects of the iForest ensemble. Building on the
principles of the DPG technique, our method converts the iForest model into a
graph, allowing us to exploit its structural properties and leverage established
mathematical theories to elucidate the outlier detection process. According to
Speith [19], the proposed method is global, as it explains the entire decision-
making process of the iForest model, revealing general patterns and the fea-
ture interactions that drive the whole model’s logic. This approach provides a
mixed-type explanation, as done in other research [13,17], by integrating a visual
representation of the model’s decision-making process with a new quantitative
metric, the Inlier-Outlier Propagation Score (IOP-Score), which assesses each
feature’s contribution to outlier detection. By extracting relationships and deci-
sion paths within the ensemble, our method enhances model transparency and
delivers actionable insights into its internal mechanisms, surpassing traditional
explanation techniques. Our work contributes in the following ways:

— Comprehensive global explanation of iForest: we propose a method to explain
the iForest model, including details on feature boundaries for both inliers and
outliers samples.

— The IOP-Score: a novel metric that quantifies a node’s tendency to propagate
toward either the inliers or outliers to enhance interpretability by distinguish-
ing discriminative from neutral predicates in the iForest.

— Graph-based interpretability: by integrating DPG, we introduce a graph-
based structure that models the isolation logic, such as feature influence on
isolation depth and decision paths, enabling a detailed understanding of the
detection process.

The results are derived from synthetic and well-established datasets to demon-
strate the method’s potential. However, we emphasize that the approach is gener-
alizable, indicating its broad applicability across various related scenarios.

The remainder of this manuscript is structured as follows: Sect. 1 introduces
the need for transparency in predictive models and pre-processing methods such
as outlier detection with iForest. Section 2 provides a background on iForest,
existing explanation techniques, and the DPG approach. Section 3 presents the
DPG-based explanation framework for iForest, detailing the graph construction
process and introducing the IOP-Score. Section4 describes the experimental
setup. Section discusses the approach’s limitations and potential extensions,
addressing scalability and further improvements. Finally, Sect.6 concludes the
study, summarizing key contributions and outlining future research directions.

2 Background and Related Work

Our background and related work section presents the foundations of the iForest
algorithm, the current research on explaining iForest, and finally a subsection
about how DPG works and why we proposed a solution based on this approach.
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2.1 Isolation Forest

One of the most widely used algorithms for anomaly detection is Isolation For-
est, also known as iForest, a tree-based method introduced by Liu [10]. iForest
is designed to efficiently identify outliers, data points that deviate significantly
from other instances of the dataset, instead of inliers, representing most of the
data and conforming to expected patterns. Among the various techniques avail-
able, iForest stands out for its efficiency and scalability, thanks to its linear time
complexity and low memory consumption. Another key advantage is that iForest
is an unsupervised learning method that does not require labeled data for train-
ing. Moreover, through an effective subsampling procedure, iForest mitigates
the swamp effect, where regular points are wrongly identified as anomalies, and
addresses the masking issue, which occurs when multiple anomalies conceal each
other. iForest identifies outliers by recursively partitioning the data. Its core idea
is that anomalies are rare and distinct from normal instances, requiring fewer
random splits to isolate in the problem space. This characteristic enables the
algorithm to separate anomalous data points from the majority of inliers effi-
ciently.

Given a dataset X, where d features characterize each instance, the iForest
consists of multiple binary trees, called Isolation Trees (iTrees), that form the
forest. Each tree is built by randomly selecting a feature d; and a random value
v within the range [min(vg, ), max(vg, )], where vy, are the values of the samples
of X associated to the feature d;. If an instance’s selected feature value vy, is
less than v, the instance is directed to the left branch; otherwise, it is directed
to the right branch of the iTree. After each split, the dataset is partitioned so
each branch contains a subset of X. This process is recursively applied to the
resulting subsets until one of the following stopping conditions is met:

— The iTree reaches its maximum depth, which is defined as:
[log, (min(256, | X|))1,

where | X]| is the number of samples of the dataset. This ensures that the tree
does not grow indefinitely.

— A single instance has been completely isolated in a leaf node.

— Two or more identical instances have been grouped into a single leaf node,
making further splits impossible.

Once an iTree is fully grown, each instance x in X is assigned to a leaf node.
Its path length h(zx) is the number of edges traversed from the root to that leaf.
This recursive process is repeated n times to build n trees in the forest. The
final step of the iForest algorithm is the calculation of the anomaly score for
each instance in the dataset. This score allows the model to determine whether
a sample is an outlier (anomaly) or an inlier. The anomaly score is computed as
follows:

E(h(2))
s(z,m) =27 "
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where E(h(x)) is the average path length of = across all trees in the forest, and
¢(n) is a normalization factor that estimates the average path length required to
isolate a data point in a binary search tree containing n instances and is given
by:
2(n—1)

n
where H (i) is the harmonic number, and it can be estimated by In(i) + 0.5772
(Euler’s constant). If s(x,n) < 0.5, then z is likely to be a typical instance
(inlier). Conversely, if s(z,n) is close to 1, then z is highly likely to be an
outlier. The core idea behind the iForest algorithm is that outliers require fewer
partitions to be isolated, resulting in shorter path lengths than inliers.

c¢(n)=2H(n—-1) —

2.2 Explaining Isolation Forest Model

The literature presents several post-hoc XAI methods designed to interpret the
iForest model. Post-hoc XAl methods are applied after training to provide inter-
pretability without altering the model’s internal structure, thereby preserving
its performance. According to Speith [19], we can distinguish the model-agnostic
XAT methods, such as SHapley Additive exPlanations (SHAP) [12], which can be
applied independently of the underlying model, from the model-specific method,
tailored for specific models or model classes. Considering proposals using SHAP,
Rachwal et al. [16] proposed an improved iForest algorithm that dynamically
excludes attributes based on SHAP indices, resulting in enhanced prediction
accuracy and better feature selection. In their approach, SHAP values are used
to quantify the importance of each feature, and models are iteratively trained
with one feature excluded at a time. The final anomaly score of iForest is com-
puted as a weighted average of these models’ anomaly scores, where the weights
are derived from the absolute SHAP values, prioritizing features with higher
SHAP values and reducing the influence of less relevant ones. Liu and Aldrich
[11] introduced the iForest-RF-SHAP framework, a novel approach for anomaly
detection and explanation in coal data, which combines iForest, Random Forest,
and SHAP. This framework outperformed traditional methods, such as prin-
cipal component analysis, while offering detailed insights into variable contri-
butions. In contrast, the main model-specific proposals specifically tailored to
explain iForest models include the methods introduced in [1,4,8]. Kartha et al.
[8] developed a method specifically designed to explain iForest anomaly pre-
dictions by assigning a vector of feature importance weights to each attribute,
indicating its contribution to the anomaly detection process. These weights are
computed by analyzing how much each attribute contributes to isolating a data
point within the iForest trees, with higher weights associated with shorter path
lengths. The result is an explanation vector that reflects the relative importance
of each feature in determining the anomaly score. Arcudi et al. [1] introduced
Extended Isolation Forest Feature Importance (ExIFFI), a method designed to
deliver global and local explanations for iForest. EXIFFT uses feature importance
metrics to explain anomaly detection comprehensively, offering a detailed per-
spective on how individual features contribute to the model’s predictions. The
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feature importance metrics are computed by analyzing the projections of the
hyperplane’s normal vector at each node in the isolation trees and weighting
them based on the degree of imbalance in the data split, favoring nodes where
the sample falls into the smaller partition, thus attributing greater importance
to features that isolate anomalies more effectively. Carletti et al. [4] presented
Depth-based Isolation Forest Feature Importance (DIFFI), a method tailored
for iForest. DIFFI provides global and local interpretability by analyzing how
features influence the depth at which anomalies are isolated in the decision trees.
This method explains the anomaly detection process and enables unsupervised
feature selection, a valuable tool for handling high-dimensional data in anomaly
detection problems. Despite the advancements in explaining iForest models using
methods like SHAP, ExXIFFI, and DIFFI, a significant gap remains in providing
detailed interpretability regarding the values, intervals, and specific characteris-
tics of inliers alongside outliers. This lack of explanation motivates the develop-
ment of the DPG-based method, which aims to address these limitations.

2.3 Decision Predicate Graph

Decision Predicate Graph (DPG) is a post-hoc, model-specific XATI technique
for interpreting tree-based ensemble models. The DPG method transforms the
ensemble model into a weighted directed graph representing the entire decision-
making process underlying the model. It then introduces graph-theoretic met-
rics that highlight key features of the ensemble model. After training the tree-
based ensemble model, the internal nodes of each base learner, which contain the
dataset’s split rules, are used to construct predicates—feature-value associations
expressed as logical statements (e.g., “ f; > v”, where f; is a generic feature and
v is the associated value in the split). The predicates are the graph nodes, as
Fig. 1 depicts.

. Feature
: . Logical operator
- ' O Value
E .. Prediction

Data

A4

Ensemble Algorithm

!

Class A Class B

Fig. 1. Schematic demonstration of how DPG works.
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Then, each training sample traverses the decision trees again. A node is con-
nected to another if, during traversal, a data sample first satisfies the predicate
of the initial node and then subsequently satisfies the predicate of the next node.
The graph’s edges represent the frequency predicates consecutively satisfied by
the training samples during the model’s training phase. The result is a global
explanation of the model, comprising two main components: a visual representa-
tion of the decision-making process as a graph illustrating the entire structure.

The visual representation of iForest through DPG highlights how outliers and
inliers are treated within the model. Unlike traditional feature importance meth-
ods, which provide a vector-based ranking, DPG could leverage graph structures
to uncover decision paths, feature interactions, and hierarchical dependencies.
This approach enhances interpretability by identifying which features contribute
to an anomaly and explaining how and why those features lead to an outlier clas-
sification.

3 DPG-Based Explanation for Isolation Forest

We propose a novel post-hoc method based on DPG, a model-specific XAI tech-
nique designed to understand the decision-making process of the iForest model.
An overview of our proposed approach can be seen in Fig.2. Subsection 3.1
provides an in-depth explanation of each step.

DPG-based Strategy

Qutliers W Outliers
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Fig. 2. Overview of the proposed approach: iForest DPG representation. Predicates
are represented as triples (f, o, v) and are color-coded (green, blue, and pink). (Color
figure online)

This technique builds upon the construction method of the DPG, transform-
ing the iForest into a graph structure. The method captures the inner logic of
the iForest model, emphasizing the key decisions and the most frequently used
features for identifying outliers. It provides a comprehensive global mixed-type
explanation by combining a visual representation of the model’s entire decision-
making process, depicted as a graph, with a metric that quantifies the importance
of each feature in detecting outliers. In this section, we detail the construction
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of our technique and present an in-depth explanation of its components. Addi-
tionally, we discuss the necessity of this technique, its advantages, and the key
insights it offers into the model’s behavior.

3.1 Proposed Global Explainability

Applying iForest: To construct the explanation, we begin with the iForest model
trained on the dataset. The objective is to comprehend the model’s decision-
making process and identify features differentiating inliers from outliers. The
model’s output consists of the observations classified as outliers. These obser-
vations are assigned labels: “Outlier” if the model classifies them as such, and
“Inlier” otherwise.

DPG-Based Strategy: Following the DPG proposal, we examine the internal
nodes of each tree-based learner in iForest, which contain the dataset’s split
rules used to construct the predicates defined in DPG. These predicates are
represented as triples (f, o, v), where the sign (o) can be either > or <. Subse-
quently, each training sample traverses each tree. We identify all predicate lists
satisfied by the samples in each tree-based learner. Each list is then extended by
appending the label previously assigned to the observations: “Outlier” if the list
results from an outlier’s traversal of the tree, and “Inlier” otherwise. As a result,
each observation is associated with a set of predicate lists.

Adapting to an iForest DPG: To align with the principles of iForest, which clas-
sifies observations that reach the maximum tree depth as inliers, we eliminate all
predicate lists that exceed the trees’ maximum depth from the outlier sets. This
step is crucial because iForest identifies outliers based on their early isolation,
i.e., when an observation becomes separated in a leaf before reaching the maxi-
mum depth. Since observations that reach this depth may not be truly isolated
or may not exhibit outlier characteristics, their removal prevents ambiguity that
could lead to their misclassification as inliers.

After generating the predicate lists, we further refine them by removing the
values (v) from each predicate triple, resulting in pairs of the form (f, o). From
now on, we will refer to these pairs as predicates.

This abstraction is necessary because iForest selects the split value (v) ran-
domly at each node and for each tree. As a result, the exact triples (f, o, v) are
typically unique to individual trees and are not shared or reused across trees.
Aggregating predicates at the level of (f, o, v) would therefore hinder cross-
tree analysis and reduce the generalizability of the method. By focusing on the
feature and direction of the split only, we retain a meaningful and aggregable
representation of the isolation patterns across trees.

Weighting iForest DPG: Using the predicate lists, we construct a weighted
directed graph that represents the entire model. The predicates serve as the
nodes of the graph. A node is connected to another if, within the predicate lists,
the predicate in the first node is immediately followed by the predicate in the
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second node. This ensures that the connection represents the sequential order in
which the predicates are satisfied during a decision tree’s traversal. The graph’s
edges represent the frequency with which the pair of predicates stored in the
connected nodes appears consecutively in the predicate lists, with the order pre-
served. The resulting graph shows two classes: “Outlier” and “Inlier”, with their
respective predicates distinguished by their frequency and position within the
model logic.

Cleaning iForest DPG: We can observe that when there is a significant imbalance
between the number of outliers and inliers, adjusting the frequency calculation
becomes necessary to ensure a fair comparison between the two classes. Predi-
cates satisfied by outliers appear considerably less frequently than those satis-
fied by inliers. Consequently, identifying the distinctive predicates of each class
becomes particularly challenging due to the low frequency of those associated
with outliers. We, therefore, introduce a weighting system for the frequencies.
For each dataset instance that traverses the model, the transition between two
consecutive predicates contributes differently depending on the class assigned to
the data point. If the instance is classified as an outlier, its contribution to the
frequency is multiplied by a weight w,. Otherwise, its contribution is multiplied
by a weight w;. The weights are defined as:

o NO ) (2 NZ )

where N, and N; denote the number of outliers and inliers in the dataset, respec-
tively. We can, therefore, state that the transition between two consecutive pred-
icates satisfied by an outlier has a weighted frequency equal to w,, while that
satisfied by an inlier has a weighted frequency equal to w;. The weight of an
edge is calculated as the sum of these weighted frequencies; for brevity, we refer
to this sum as the weighted frequency of the edge.

Towards Fxplanation. Once the graph is constructed, we define a new metric
called the Inlier-Outlier Propagation Score (IOP-Score), quantifying a node’s
tendency to lead toward either the “Outlier” or “Inlier” class. This score is cal-
culated as the difference between the frequency of data transitions from a node
toward the “Inlier” class and those toward the “Outlier” class, normalized by the
total frequency of data transitions entering the node. This normalization ensures
the score accounts for the node’s overall context, providing a balanced measure
of its tendency to propagate toward either class. So, the IOP-Score for a generic
node v is defined as:

fiv) = fo(v)
fin(v) 7
where f;(v) is the frequency of the edge connecting node v to the “Inlier” class,

fo(v) is the frequency of the edge connecting node to the “Outlier” class, and
fin(v) is the sum of the frequencies of all edges entering node v.

IOP-Score(v) = (2)
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— If IOP-Score(v) = 1, the node is fully associated with the “Inlier” class, mean-
ing its frequency results exclusively from transitions toward the “Inlier” class.
In other words, the predicate appears only in predicate lists generated by
inliers traversing the model.

— If IOP-Score(v) = —1, the node is entirely associated with the “Outlier” class,
with its frequency stemming solely from transitions toward the “Outlier” class,
indicating that the predicate appears only in predicate lists generated by
outliers.

— If IOP-Score(v) = 0, the node is considered neutral, as there is an equal
frequency of transitions toward both the “Inlier” and “Outlier” classes.

In summary, an IOP-Score close to 0 indicates that the node is non-
discriminative, while values near 1 or —1 signify predicates that strongly char-
acterize one of the two classes.

Outlined in Algorithm 1, the proposed approach is presented in pseudocode
to enhance clarity and understanding.

Algorithm 1: iForest as a graph for DPG-based Explanation

Input: Trained Isolation Forest model IF', Dataset D, maximum depth of
trees dmax

Output: iForest DPG
Initialize empty graph G;
foreach base learner iTree (iT) in IF do
Extract split rules defining predicates (f, o, v);
foreach training sample s traversing iT do

Record satisfied predicate lists;

if s classified as outlier then

L Label list as “Outlier”;

else
L Label list as “Inlier”;

N 0k W=

© w

10 Remove paths of predicates exceeding tree dmax for outliers;
11 Transform predicate lists to pairs (f, o);

12 foreach predicate pair (p;,p;) appearing consecutively do

13 L Create directed edge (p; — p;) with frequency weight;

14 Apply class-based frequency weighting using
ComputeFrequencyWeights();
15 return G;

3.2 Understanding the Explanation Process

The proposed technique is designed to capture the key concept underlying iFor-
est. In iForest, outliers are isolated more rapidly than inliers, requiring fewer
splits to separate them from the rest of the dataset. Although selecting fea-
tures and associated values at each split is random, outliers differ from inliers
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for certain features. These key features play a role in the splits that lead to
the isolation of outliers. Our XAI method’s purpose is to identify the features
that differentiate outliers from inliers and understand their role in IF’s decision-
making process. Representing the process as a graph enables visualization of
predicate sequences leading to each class, highlighting the typical paths of out-
liers. By incorporating information about the sign of the predicates, the method
enables the interpretation of the direction of the constraints imposed by the
model—that is, whether a feature contributes to the isolation of outliers by
surpassing a certain threshold. Moreover, using the IOP-Score—calculated for
each node of the graph—quantifies the relative contribution of features in distin-
guishing between the two classes. A low value of this metric indicates that the
corresponding predicate is essential for isolating outliers, emphasizing that the
outlier nature of observations depends on specific features. This aspect under-
scores the importance of correctly interpreting these features within the context
of the application domain and the need to consider potential data errors that
may affect the identification of outliers. Furthermore, the weight of the edges
connecting the nodes—proportional to frequencies—indicates whether the pred-
icates are immediately effective at distinguishing outliers, such as when outliers
are easily separated along a feature, or whether they contribute indirectly by
forming decision paths that require additional splits to isolate an outlier. By
combining the graph structure with IOP-Score, the proposed technique provides
a global and interpretable explanation of the model. It illustrates not only which
features are used but also how and with what frequency they contribute to iso-
lating outliers.

Table 1 summarizes how to interpret the DPG structure to understand its
implications for outlier and inlier classification.

Table 1. DPG and their Implications for Outlier/Inlier interpretation

Component Implication for Outlier/Inlier Detection

Node (Predicate)Represent a decision made to identify a sample as an inlier or
outlier pathway based on feature and condition

Weighted Edge |Indicates how frequently a decision path is used. Thicker
edges leading to outliers highlight important anomaly
detection features.

Node (Terminal) Base on classified samples as inliers or outliers, helping
identify critical predicates for anomaly separation.

IOP-Score Predicates with negative IOP-Scores correspond to features
that play a major role in isolating outliers, while positive
values indicate features that help define inlier boundaries.
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4 Experiments

This section demonstrates the novelty and contributions of our DPG-based app-
roach to explaining the iForest. We utilized a synthetic dataset to construct
challenging anomalies featuring multiple attributes across various scales. Addi-
tionally, we employed a benchmark dataset to facilitate a fair comparison with
other techniques. This benchmark dataset was also used in the original iForest
study. We conducted a comprehensive analysis, utilizing both visualizations and
interpretations provided by our method.

Our implementation was developed in Python, leveraging a suite of libraries
to facilitate anomaly detection, visualization, and data processing. The scikit-
learn library [15] was utilized for the implementation of the iForest algorithm,
while Graphviz enabled the visualization of the DPG!, enhancing the inter-
pretability of the decision-making process. To promote reproducibility and facil-
itate further research, the complete source code is publicly available on GitHub?.

4.1 Synthetic Datasets

To analyze our XAI methods, we generated two synthetic datasets. Each dataset
contains 200 data points characterized by six numerical features (denoted as
F;, where i ranges from 1 to 6), all forming a single-cluster distribution. We
introduced outliers by randomly selecting samples and modifying specific feature
values according to predefined rules. Each outlier is generated by altering two
and four feature values from a randomly selected sample among the available
ones. Each alteration is performed by rescaling the original value by a factor
of 4 or 5 times the standard deviation of that feature computed over the entire
dataset. The resulting dataset exhibits clearly defined anomalies, distinct feature
variations, and a balanced level of complexity, making it well-suited for assessing
explanation techniques in anomaly detection. We trained an iForest model with
200 trees for each study case to identify outliers. Since our focus is on XAI—
where the primary objective is to explain the model’s decisions rather than
optimize predictive accuracy—the exact number of trees is not relevant to our
scope. Therefore, we chose 200 trees to ensure robust and stable predictions.

Synthetic Dataset with One Outlier. The first dataset was generated by
modifying four features of one sample, as reported in the Table 2, thereby pro-
ducing a single outlier among 200 samples. In Fig. 3, we present a pair plot of
the first synthetic dataset, where we can observe that the single outline stands
apart from the clustered inliers.

The modified sample was correctly identified as an outlier by the iForest
model. Then, applying our technique, we obtained iForest DPG, as shown in
Fig. 4, where the classes outliers and inliers are distinguished by different colors.
For each node, the IOP-Score was computed and represented by its color —these
scores are summarized in Table 3.
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Table 2. Sample 0 is the outlier in the first synthetic dataset. The table presents both
the initial and final values of the modified features for this sample, along with the
specific modifications applied to introduce the outlier.

Outliers [Feature[Initial ValueFinal Value|Alteration
Sample 0|Fp —2.12 2.29 +4.41
Fs 4.05 —0.76 —4.81
Fy —6.01 —0.93 +5.08
Fs —7.21 —1.88 +5.33
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Fig. 3. Pairplot of the first synthetic dataset. The dataset comprises 200 samples with
six numerical features and one outlier.

! Implementation available at: https://github.com/LeonardoArrighi/DPG.
2 Implementation available at: https://github.com/Math0097 /DPG-iForest.
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Fig. 4. Global representation of the iForest model as a DPG produced by our method
for the first synthetic dataset. The vertical bar on the right indicates the edge weights,
while the horizontal bar at the bottom displays the IOP-Score of the nodes.

Table 3. IOP-Score values assigned to each predicate (node) extracted from the DPG
graph of the iForest model for the first synthetic dataset. The scores quantify a node’s
propensity to distinguish data toward the inliers (positive values) or outliers (negative
values) class.

Predicate IOP-Score
F, <= 10.1427
Fy <= 0.1406
Fs <= 10.1336
F3 > 0.1304
o> 0.1129
F, <= 10.0985
> 0.0807
Fy <= 0.0426
F3 <= 0.0091

o > —0.1202
F5 > —0.1362
Fy > —0.1580

By examining an in-depth view of the iForest model’s internal process, we
can observe that some nodes exhibit IOP-Score values below 0, indicating an
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association with the “Outliers” class. The nodes with the lowest scores contain
particularly meaningful predicates—namely, Fy >, F5 >, and F >—which cor-
respond to the features altered to create the anomaly. The > sign indicates
that, for the outlier, these feature values exceed those of inliers, a fact further
supported by the Fig. 3. Moreover, the edges connecting these nodes to the “Out-
lier” class are thicker, reflecting higher weighted frequencies; this suggests that
the model consistently employs splits based on these predicates as final decision
points to isolate outliers. In contrast, nodes involving predicates on F3, despite
it being one of the modified features, do not have low IOP-Score values and
are not closely associated with the “Outlier” class. This indicates that F3 does
not consistently separate the anomalous sample from inliers, though it does con-
tribute to the isolation process on several occasions. Finally, the remaining nodes
with IOP-Score values above 0 are predominantly involved in splits that classify
points as inliers.

Synthetic Dataset with Four Outliers. The second dataset is created by
modifying four randomly selected samples according to the previously described
rule, as detailed in Table4. Figure 5 presents an overview of the entire dataset,
highlighting four outliers. Unlike the previous dataset, this one is more complex
because each outlier is generated by modifying different features. As a result,
each outlier can be individually distinguished by a specific set of features, mean-
ing that no single split can separate all outliers from the inliers.

Table 4. The first column lists the outliers in the second synthetic dataset. The table
shows the initial and final values of the modified features for these samples, along with
the specific modifications applied to introduce the outliers.

Outliers |Feature(Initial ValueFinal Value|Alteration
Sample 0|Fp —1.86 1.67 +3.53
Fi 8.92 12.84 +3.93
Sample 1|/Fp —2.19 1.34 +3.53
F; 4.74 0.78 —-3.95
Sample 2|Fy —2.12 2.29 +4.41
F3 4.05 —0.76 —4.81
Fs —7.21 —1.88 +5.33
Fy —6.01 —0.93 +5.08
Sample 3|F; 9.21 13.13 +3.93
F3 0.95 —2.90 —-3.84

The trained iForest model successfully distinguished the modified samples
as outliers. Moreover, features exhibiting consistent directional changes, such as
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Fig. 5. Pairplot of the second synthetic dataset. The dataset comprises 200 samples
with six numerical features, and four samples have been modified by altering between
two to four.

increases in Fjy and F} or decreases in F3, are more readily distinguishable than
others. Similarly, as for the previous dataset, we applied our technique to explain
the iForest process. The model is converted into the DPG shown in Fig. 6, where
the classes “Outlier” and “Inlier” are distinguished by different colors. For each
node, the IOP-Score is computed and represented by its color—these scores are
summarized in Table 5.

Our technique helps interpret the inner logical process of the iForest model.
In this scenario, outliers are less distinct from inliers and require the combined
influence of multiple features to be isolated, making the model’s structure more
challenging to interpret than the previous case. Nevertheless, our representa-
tion and the IOP-Score provide valuable insights. We can observe that some
predicates have an IOP-Score below 0, so they are strongly connected with the
“Outlier” class. In particular, the nodes with the lowest IOP-Score are FO >,
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Fig. 6. Global representation of the iForest model as a DPG produced by our method
for the second synthetic dataset. The vertical bar on the right indicates the edge
weights, while the horizontal bar at the bottom displays the IOP-Score of the nodes.

Table 5. IOP-Score assigned to each predicate (node) extracted from the DPG graph
of the iForest model for the second synthetic dataset. The scores quantify a node’s
propensity to channel data toward the inliers (positive values) or outliers (negative
values) class.

Predicate IOP-Score
Fy <= 0.0884
F5 > 0.0881
Fo <= 0.0872
Fs <= 10.0710
Fy <= 10.0553
> 0.0542
Fs > 0.0112
F, <= 10.0112
Fy > 0.0084

Fy > —0.0257
F3 <= |-0.0316
Fo > —0.0494

F3 <=, and F'1 >, which comprehend the features deliberately altered to create
the anomalies; these predicates are critical for the model to distinguish out-
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liers. The thicker edges connecting these nodes to the “Outlier” class further
underscore their frequent use in splits that isolate anomalous data points. More-
over, the directional signs in these predicates reveal how the model leverages
the features—Figure5 clearly shows that multiple outliers are isolated using
these key splits. In addition, although Fy, F5, and F5 are also modified, their
IOP-Scores are slightly above 0, indicating that splits involving these features
do not consistently lead to outlier isolation. Finally, the remaining nodes, with
IOP-Score values above 0, are primarily involved in splits that classify points as
inliers.

4.2 Annthyroid Dataset

To evaluate the performance of our XAI methods in a real-world scenario, we
used the Annthyroid dataset, which is widely adopted in the literature on outlier
detection as a benchmark ([5,6]). The dataset represents thyroid function mea-
surements, including hormone levels, biochemical indicators, and patient demo-
graphics. Each row corresponds to a patient sample, with multiple attributes
capturing relevant physiological parameters. It consists of six numerical fea-
tures (excluding the binary features) and 6916 samples. The features explored
include Age, which provides demographic context; Thyroid-Stimulating Hormone
(TSH), a critical regulator of thyroid function; T3, TT4 (Total Thyroxine),
and Free Thyroxine Index (FTT), which measure hormone concentrations in the
blood; Thyroxine Uptake (74U), which helps assess hormone-binding activity.
The dataset consists of two classes: normal (inliers) and anomalous (outliers),
where anomalies correspond to thyroid disorders. The class distribution is highly
imbalanced, with normal cases forming the majority and anomalous instances
accounting for only 3.61 % of the total samples. The Annthyroid dataset is avail-
able in the UCI machine learning repository in the medical domain (|3]).

We applied our proposal to obtain an iForest model (using 200 iTrees) into
a DPG and obtained results similar to the literature [6]. The explanation can
be appreciated in Fig. 7, where nodes represent predicate-based decision points
while edges indicate the flow of decisions through these conditions. Thicker,
darker edges correspond to frequently used decision paths, highlighting influ-
ential features, whereas lighter edges represent less significant decisions. T'SH
feature serves as a strong predicate point, with a high TSH value (T'SH >)
directing the flow toward the outlier node (red box). This indicates that high
TSH levels are a significant factor in identifying thyroid anomalies with a supe-
rior limit. Similarly, a low TSH value (TSH <=) redirects the flow through
additional feature-based decisions before reaching a final classification. The thin
edges entering the TSH > node also imply that this feature alone is usually
sufficient to separate outliers from the rest of the dataset. In contrast, the T3 >
feature necessitates further subdivision.

The IOP-Score, in Fig. 7, represented by the color scale at the bottom, pro-
vides further insight into how strongly each predicate affects outlier and inlier
identification. Red-shaded paths and nodes indicate a high probability of leading
to an outlier classification, while blue-shaded paths and nodes suggest a strong
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inlier association. T'SH > is once again revealed as a highly important factor in
anomaly detection. The other predicates make a slight contribution, primarily
serving to delineate the boundaries of inlier behavior. More details about the
obtained IOP-Score is available in Table 6.
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Fig. 7. Global representation of the iForest model as a DPG structure produced by our
method for the Annthyroid dataset. The vertical bar on the right indicates the edge
weights, while the horizontal bar at the bottom displays the IOP-Score of the nodes.

Notably, as observed in Table 6, the node with the lowest score corresponds
to the predicate T'SH >. This is particularly significant, as its highly negative
score, along with the thick edge connecting it to the “Outliers” class, suggests
that the model frequently relies on this feature to isolate anomalies. Similarly,
the node containing the predicate T3 > also has a negative score, though closer
to zero, indicating that while it contributes to outlier detection, it often requires
additional splits to effectively isolate anomalies. Finally, the remaining nodes,
with IOP-Score values above 0, are primarily involved in splits that classify data
points as inliers.

5 Limitations and Extensions

While the proposed approach comprehensively explains the iForest model using
DPG, some limitations must be acknowledged. The transformation of iForest
into a graph structure introduces additional computational complexity, mainly
when dealing with high-dimensional datasets containing many trees. This com-
plexity also leads to scalability issues, as constructing and analyzing the DPG
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Table 6. IOP-Score assigned to each predicate (node) extracted from the DPG of the
iForest model for the Annthyroid dataset. The scores quantify a node’s propensity to
channel data toward the “Inlier” (positive values) or “Outlier” (negative values) class.

Predicate IOP-Score
TSH <= 0.0965
T3 <= 10.0846
TT4 <= 0.0776
Age > 0.0683
T4U <= 0.0573
FTI <= 0.0556
T4U > ]0.0551
Age <= [0.0515
TT4 > 0.0354
FTI > 0.0323
T3 > —0.0282
TSH > |—0.2429

for large-scale iForest models can be memory-intensive, necessitating optimiza-
tion techniques for practical deployment. Furthermore, although DPG provides a
structured representation of the model, interpreting the graph structure in highly
complex datasets requires complementary visualization techniques to enhance
clarity. Additionally, while existing XAI methods, such as SHAP and DIFFI
provide alternative explanations for iForest, a more in-depth comparison with
these techniques is necessary to establish the specific advantages and trade-offs
of DPG. Another important consideration is that the method relies on predicates
extracted from iForest’s split rules, which may not always capture subtle feature
interactions.

To address these challenges, future work will focus on optimizing graph
construction techniques, improving scalability, and integrating additional inter-
pretability metrics to enhance the usability of DPG-based explanations. The
method aims to identify key features that differentiate outliers from inliers by
visualizing decision paths in a graph. The incorporation of predicate signs allows
for an interpretation of whether a feature contributes to outlier isolation by sur-
passing a threshold. Combining the graph structure with the IOP-Score enables
a global understanding of the model’s decision-making process, shedding light
on important features and their role in detecting anomalies.

6 Conclusion

In this work, we introduced a novel approach for explaining the iForest model
using DPG. The DPG-based explanation provides a structured and interpretable
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representation of the outlier detection process. It offers a global perspective on
the model’s behavior and logic. Our approach addresses a gap in the explain-
ability of tree-based ensemble models by extending the capabilities of traditional
feature importance methods, such as SHAP and DIFFI, which primarily focus
on local or vector-based explanations. The DPG allows for comprehensive visual-
ization of decision paths, enabling users to interpret the isolation logic of iForest
with greater clarity. Additionally, introducing the IOP-Score ensures that criti-
cal predicates contributing to outlier detection are effectively distinguished from
those relevant to inliers. This paper contributes to the field of XAI by providing
a transparent and interpretable method for understanding anomaly detection
models, offering a highly extensible approach for accurately identifying outlier
behavior.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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