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ARTICLE INFO ABSTRACT

Keywords: In recent years, Unmanned Aerial Vehicles (UAVs) (also called drones) networks have become increasingly
UAV network popular in scenarios where rapid deployment, flexible mobility, and real-time data acquisition are crucial,
MANET such as disaster relief, environmental monitoring, military operations, and smart city infrastructure. However,
Compromised node

due to their dynamic nature and dependence on wireless communication, they are intrinsically vulnerable
to a variety of cyberattacks. In this work, we present DRUID, a decentralized scheme for silently identifying
a compromised drone that selectively alters the messages it forwards. The scheme uses a combination of
secret sharing and multipath routing to allow a pair of communicating drones, namely A and B, to detect the
presence of a compromised drone along any route between them, thereby categorizing each route as either
safe or compromised. The scheme operates iteratively and consists of three key modules: (i) an Information
Retrieval Procedure that allows A to learn more about the topology, (ii) a binary search-like Identification
Procedure, and (iii) if the previous module fails to identify the compromised drone, a Node Repositioning
Procedure that relocates nodes closer to the compromised path. We validate DRUID on a large and diverse set
of 178731 graphs representing realistic UAV networks with different communication ranges. Comparing our
scheme to previous work, experiments show that DRUID achieves a 97 % identification rate—up from the 54 %
of the most recent alternative approach. We analyze the cost associated with the node repositioning procedure
in terms of computation time and drone movement, and show that it generally takes a few seconds.

Node relocation
Network connectivity
Mobile nodes

1. Introduction In this work, we present DRUID, a scheme for silently detecting and
identifying a compromised drone that selectively alters the messages
it forwards. The scheme uses a combination of secret sharing and

multipath routing to enable a pair of communicating drones, namely

The past decade has seen a remarkable increase in interest and
research in the field of Unmanned Aerial Vehicle (UAV) networks.

The ability of UAVs (also known as drones) to move in three dimen-
sions freely, together with the flexibility offered by infrastructure-less
networks, makes UAV networks ideal for many applications where
traditional solutions may not be available, e.g., military [1] and rescue
operations [2], disaster relief [3], and wildfire detection [4]. However,
UAV networks are inherently vulnerable to a range of cyberattacks
due to their dynamic nature and dependency on wireless communi-
cations [5-8]. The lack of physical boundaries facilitates intrusion,
eavesdropping, and node compromise, making UAV networks subject
to several threats. While traditional cryptography and encryption can
mitigate the risk of information leakage to unauthorized third parties,
a legitimate but compromised drone can silently disrupt the UAV net-
work operations, for example, by sharing false information [9], by in-
creasing the energy consumption of nodes through routing attacks [10],
or by altering routed messages [11]. Consequently, promptly detecting
and mitigating compromised nodes is crucial for ensuring the secure
and effective functioning of UAV networks.

* Corresponding author.

A and B, to detect the presence of a compromised drone along any
route between them, thereby categorizing each route as either safe or
compromised. Then, A acts as the coordinator of an iterative procedure
for strategic node repositioning that enables the identification of the
compromised drone. The identification procedure relies exclusively on
information obtained along safe routes, thereby reducing the number
of interactions with the compromised node and minimizing the risk
of alerting it. DRUID operates in a decentralized manner, requiring
no central authority (such as a ground control station) while also
integrating seamlessly with existing routing protocols.

Our proposal builds on previous work in this area. In particu-
lar, [12] first introduced SPREAD, a scheme that uses secret sharing
and multipath routing to prevent a single adversary from both re-
covering the original message and disrupting communication. More
recently, [11] proposed SpiperRMinErs, an extension of SPREAD that
incorporates an identification scheme capable of identifying the specific
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node altering the routed messages. DRUID builds on SpiberMiners by
introducing a modular pipeline consisting of an improved identifica-
tion scheme and a novel node repositioning strategy, which together
drastically increase the adversary identification rate.

We validate DRUID on a large and diverse set of 178731 graphs
representing realistic UAV networks having different communication
ranges and route lengths. Using an earlier state-of-the-art proposal
(SripERMINERS) as a baseline, our experiments reveal a significant im-
provement in silent identification rates, with SpierRMiners achieving
54 % and DRUID reaching 97 %. We investigate how graph connectivity
and the number of disjoint paths influence the ability of each scheme
to identify the attacker, finding a strong correlation with both factors.

The remainder of the paper is organized as follows. Section 2
introduces Secret Sharing and Multipath Routing, two essential con-
cepts behind DRUID. In Section 3 we present DRUID’s architecture
and the operation of its building blocks, while Section 4 describes the
different relocation strategies that we propose. Section 5 details our
experimental setup and dataset, which we use to evaluate DRUID in
Section 6 and Section 7 in terms of identification rate and execution
time, respectively. Finally, we summarize related works in Section 8,
while we discuss our findings and draw conclusions in Section 9.

2. Background

A (t,n)-secret sharing scheme is a cryptographic tool that involves
three parties: a trusted authority known as the dealer, a set of n
participants, and a combiner. In this scheme, the dealer generates and
encodes a secret into n parts, commonly referred to as shares, and
assigns a distinct share to each participant. The combiner decodes the
secret when any subset of 7 or more participants submits their shares.

Shamir [13] and Blakley [14] independently introduced the first
schemes in 1979, with the former gaining more popularity due to
its simplicity and space efficiency [15]. Both these schemes assume
that all the parties involved in the process are trusted, making them
vulnerable to different kinds of cheating. For example, a participant
could submit a fake share during the secret recovery process, causing
the reconstruction of a different secret [15]. In 1995, Wu and Wu [16]
proposed an algorithm that can be incorporated in secret sharing
schemes, including [13], for detecting cheating by participants and
deterministically identifying the cheater(s).

Secret sharing with cheating detection distributes trust and reli-
ability among multiple entities, thereby eliminating single points of
failure. As a result, secret sharing has found numerous applications in
UAV networks, e.g., to identify compromised drones [11], authenticate
nodes [17-19], and improve routing resilience [12].

Routing in UAV networks faces several challenges because the high
mobility and speed of drones lead to frequent changes in topology
and link disruptions [6,20]. Due to the limited capacity of batteries,
nodes may be frequently added or removed from the network to ensure
mission accomplishment.

Multipath routing is an effective strategy to mitigate the effects
of frequent link disruptions: by establishing multiple routes between
the source and the destination, nodes can introduce a redundancy that
facilitates continuous communication in both dynamic and adversarial
environments, i.e., in the presence of malicious nodes [21]. In this con-
text, [12] introduced SPREAD, a scheme that integrates secret sharing
and multipath routing across node-disjoint routes to enhance resilience
against eavesdropping, infiltration, and node compromise attacks. In
SPREAD, a node A, wishing to send a message to another node B, acts
as the dealer, whereas B is responsible for reconstructing the secret
(i.e., the combiner). A splits the message into n shares and routes each
on a different node-disjoint route; such routes serve the role of par-
ticipants of the (7, n)-secret sharing scheme. The combination of secret
sharing and multipath routing ensures that (i) no node other than B can
reconstruct the message, and (ii) B can recover the original message
with only ¢ shares out of the n generated and sent by A. Therefore, the
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communication tolerates up to n — missing or invalid (altered) shares.
However, SPREAD alone cannot identify the adversary.

Recently, [11] proposed SpiberMiners, a scheme that builds upon
SPREAD by (i) implementing the aforementioned cheating detection
and cheater identification scheme [16], thereby allowing B to identify
the specific route where a share has been altered, and (ii) introduc-
ing a binary-search like identification procedure that deterministically
pinpoints the compromised drone. In the following section, we pro-
vide an in-depth description of DRUID, including the changes and
improvements applied to SpipErRMINERs’s original procedures.

3. DRUID

In this section, we provide an overview of our DRUID (Detection
of Rogue UAV through Iterative Displacement) proposal: an iterative
scheme that silently identifies a compromised drone that selectively
alters the messages it forwards. It comprises three building blocks,
and Fig. 1 illustrates the overall pipeline. DRUID is employed when
a drone, which we refer to as B, detects the presence of an adversary
along one of the disjoint routes used by another drone, referred to as
A, to split and transmit a message. Following this initial detection, B
initiates the Information Retrieval Procedure (IRP) to enable A to execute
the Identification Procedure (IDP). Should the IDP fail to pinpoint the
compromised drone, A coordinates a strategic relocation of the drones
according to the Node Repositioning Procedure (NRP), and IRP and IDP
are repeated. The process ends when A identifies the compromised
drone or when it judges the problem to be unsolvable. In the following
sections, we describe each block.

3.1. Network and threat model

Let G = (N, E) be an undirected connected graph representing a 2D
UAV network of drones, each with a communication radius R,. Each
node n; € N represents a drone, whereas edges represent the ability
of the corresponding nodes to communicate between them, i.e., the set
of edges is given by E = {(n;,n;) | d(n;,n;) < R, n;,n; € N, n; # n;},
where d(-,-) denotes the euclidean distance between two nodes.

The network uses Dynamic Source Routing (DSR) [22], a well-
known routing protocol for ad hoc networks. DSR is a reactive protocol,
meaning that the routes connecting a drone A € N wishing to commu-
nicate with another drone B € N are discovered on demand. In DSR, A
specifies the route in the packet header, allowing each node along the
path to see the entire route the packet needs to take.

The adversary is a single compromised node n, € N within the UAV
network. The following assumptions are made regarding the adversary:
it (i) identifies as a legitimate node, (ii) has access to all encryption keys
of that node, and (iii) selectively alters routed messages.

We say that a route ry y from a node X to a node Y is a sequence
of nodes ny,n,,...,n; such that: (i) / > 3; (ii) n; = X and »;, = Y; (ii)
Vi € [1,1),d(n;,d;y; < R.). We will omit the specification of the route
endpoints when ambiguities cannot arise.

Let A, B € N be two drones such that d(A, B) > R, and let m be a
secret message that A wants to send to B. Transmission of m occurs as
follows.

1. Using the SPREAD scheme, A determines a set R of at least 2
node-disjoint routes from A to B. Let n denote the number of
such routes (i.e., n = |R| > 2).

2. A selects a value t € [2,n].

3. Using the (1, n)-threshold secret sharing scheme by Shamir, A
generates n shares for m and sends each share to B along one
of the routes in R, selecting a different route for each share.

4. To enable B to detect and handle attacks on the routing, A
includes the routing information in each packet header using a
secret sharing scheme, as described in [11].
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Fig. 1. Pipeline of the modules employed by DRUID.

When B has received a sufficient number of shares, B reconstructs the
secret message m. By using Wu and Wu’s cheating detection-cheater
identification scheme [16], B determines whether the message is intact
or one of its shares has been altered. In the latter case, B is also able
to determine the compromised route r, € R, i.e., the route followed by
the altered share and that, by definition, is the only route in R that
includes the compromised node n,. We refer to the remaining routes
R, = R\{r,} as safe routes, and the nodes composing them as safe nodes
Ns =Uperg(mi €7y}

3.2. Information Retrieval Procedure (IRP)

The Information Retrieval Procedure (IRP) module is used upon
detection of an adversary on a certain route r.. When B initiates the
IRP, it enables drone A to gather all the information needed to execute
the Identification Procedure and the Node Repositioning Procedure.
We distinguish two versions of the IRP. The first, IRPgy, corresponds
to the identification procedure used in SeierMiners [11]. The second,
IRPpR, improves IRPg,; and allows A to learn more about the topology,
thereby accounting for the possibility of relocating the nodes within the
deployment area.

IRP g, SPIDERMINERS’S information retrieval procedure

Given a route r and a node n ¢ r, we denote by Q,(n) the set of
nodes in r that are within the communication radius of »n. Given a node
n; in the compromised route r,, we say that an identification route for
n;, denoted r;(n;), is a route that satisfies the following properties: (i)
it starts with a prefix of a safe route r; (ii) it ends with a suffix of r_;
(iii) the two sub-routes are connected by a one-hop link (n,,n;), with
nger;

Node B constructs an identification request message m;{’E 0 containing
the list of the nodes on r.. Then, B sends mﬁfEQ to A along each safe
route r; € R . Each safe node n, along each safe route r, that forwards
ml’&g appends to this message the respective set of neighboring nodes
Q, (ny).

Once A receives ’”fszQ and thus learns that r, is a compromised
route, A constructs identification routes for all nodes in r, and initiates

the identification procedure to pinpoint the compromised node n, in

1
c*

Fig. 2 shows two examples of identification routes: r;(n,), where r,
and r, are connected by the one-hop link (n,, n,), and r;(ng), where the
link (n3, ng) connects the two routes.

r

IRPpg: DRUID’s enhanced procedure
IRPpR extends the previous one, starting with the following assump-
tions.

1 Later, we discuss the case when a node has no identification routes.

» The drones are stationary. This hypothesis aligns with several
area coverage missions [20] (e.g., communication relay opera-
tions); the only expected movement is to establish new identifi-
cation routes as detailed in the following.

Each node »; has access to (p}, pf), its current position (relative to
the area of interest).

Each node #; is equipped with a proximity sensor of radius R, <
R, that measures distances to nearby nodes, without disclosing
their identities. We denote with P; = {(dl.’j,diyI )y ... ,(d,.’;,di")} the
set of vectors connecting n; with such nodes.

The goal of IRPpy is to facilitate the execution of the Node Reposi-
tioning Procedure by drone A. To this end, B constructs an identification

and position request message, denoted as mfedb:g”. The message extends
Id .. . I1d,Pos
MpEo by requiring each node n; € r, forwarding mj Fo [0 Ato

append, on top of Q, (ny), its coordinates (p}, piy ) and its proximity data
P; (i.e., the set of distance vectors to any node within the proximity
radius).

3.3. Identification Procedure (IDP)

The Identification Procedure (IDP) operates in a binary-search fash-
ion, using the identification routes to progressively narrow down the
set of suspect nodes until only the compromised node remains. First,
we present IDPgy;, introduced by Zilberman et al. [11]. Next, we
propose IDPpg, which includes two upgrades that we show significantly
improve the IDP module.

IDP gy;: sPIDERMINERS’S identification procedure

The procedure operates in a binary-search fashion, using the iden-
tification routes to progressively narrow down the set of suspect nodes
until only the compromised node remains. In detail, A executes the
following steps:

. Select a safe route r,.

. Initiate the list of suspect nodes as r =r, — { A, B}
. From r = (ny, ..., ny), select n, with p = [k/2].

If p=k = 1, then n, is the adversary.

. Select the identification route r 1(1,).

. Generate 2 shares using Shamir’s scheme.

- Route one share on r, and one on r;(n,).

. Receive along r, a feedback (positive if the share routed on r;(n,)
arrived modified, negative otherwise).
9. Restrict r according to the feedback; if positive, r = (N 79}
otherwise, r = (ny,...,n, ).
10. Go to Step 3

A drone in r, may have no identification routes, meaning none
of the drones in the safe routes are within its communication range.
In such a case, the authors propose to resort to boomerang messages,
messages sent by A along round-trip routes. However, this approach
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Fig. 2. Example scenario in which node A constructs identification routes (r;) for n, and ng from the safe path (green nodes) and the compromised path (red

path).

presents a fundamental drawback: the adversary can easily detect
boomerang messages. Since it is unusual for a message to be routed on
a path where the source matches the destination, the adversary could
temporarily stop its disruptive actions or relocate upon observing a
boomerang message.? We, thus, do not take into consideration the use
of such boomerang messages.

IDPpr: DRUID’s enhanced procedure

IDPpy extends the previous version by integrating two key upgrades.

First, we notice that the only identification routes required to deter-
mine whether n, € r, = (4, ...,n, ..., B) is the adversary are r;(n;) and
ri(n;,1). When n;, corresponds to B, only one identification route can
pinpoint the adversary: for example, if the adversary in the network
illustrated in Fig. 2 is ng, the identification r;(n¢) is sufficient to deter-
mine the compromised node. IDPp maintains the binary search-like
behavior while accounting for missing identification routes, thereby
making use of all the available identification routes.

Second, we introduce complementary identification routes. Remind
that, by definition, an identification route r;(n;) is composed of three
sub-routes: (i) the preamble of a safe route r, (ii) a 1-hop link (n, n,),
with n, € r; and n; € r,, and (iii) the postamble of the compromised
route r,. We define a complementary identification route rf(n,.) as the
path composed of (i) the preamble of the compromised route r,, (ii) the
1-hop link from (n;, n,), and (iii) the postamble of a safe route r;. The
key difference is that, for a given node n; € r,, the identification route
rr(n;) checks the integrity of shares routed by the nodes on the compro-
mised path that follow n;, whereas the complementary identification
route rf(n,-) tests the nodes that precede n; on the compromised path.
When referring to Fig. 2, introducing complementary identification
routes allows identifying the adversary in any case; from r;(ns) we
verify if ng is the adversary, whereas r?(n4) = (A, ny,ny,n,y,n3, B) can be
used to check the integrity of shares routes through n, but not through
ns.

Since IDPpg extends IDPgy without altering the underlying logic
identification algorithm, it preserves the deterministic characteristics
of SpiERMINERs [11]. Therefore, IDPpg (or more generally DRUID) does
not produce false positives and a benign node can never be misclassified
as the compromised drone.

3.4. Node Repositioning Procedure (NRP)
If the employed IDP fails to narrow the list of suspect nodes down

to a single drone, A coordinates the following strategic repositioning of
the drones along safe routes. That is, A carries out the following steps:

2 Recall that the entire route followed by the message is specified in the
packet header.

1. A uses a heuristic (Section 4.1) and the information in each
Id,Pos

mppo Imessage to estimate the direction of the compromised
path relative to each safe route.

2. A solves an optimization model (Section 4.2) that determines the
new positions of each safe node.

3. Asends to B, along each safe route, the target positions that each
node on that route should move to.

4. A waits for B to craft new m;‘;"g‘”
along each safe route.

5. If there are new identification routes, A employs IDPpg. Other-

wise, go to Step 2

messages and routed them

Note that (i) this module requires IRPpg, (ii) Step 1 is executed only
once, (iii) at each iteration of Step 2, A solves a different instance of
the same optimization model, and (iv) the optimization model may
be unfeasible; in such a case, the instance is classified as a failure to
identify the adversary.

Lastly, we remark that the three modules that compose DRUID
are designed around the threat model of a single compromised node.
Consequently, the secret sharing threshold value, 7, can be set to 2,
which ensures that the adversary cannot recover the secret message m
while allowing B to correctly reconstruct m for n > 2. Extending this
analysis to scenarios with multiple adversaries would require increasing
t (ideally, at least the number of adversaries plus one). However,
identifying appropriate threshold values and developing mechanisms
to handle multiple—especially colluding—adversaries lies beyond the
current scope of our work. Addressing such cases would likely de-
mand substantially more sophisticated techniques (e.g., game-theoretic
models, reputation systems, or new modules integrated into DRUID’s
pipeline). We therefore leave such generalizations as an important
direction for future work.

4. Reposition strategy

In this section, we outline in detail how the Node Repositioning
Module operates.

4.1. Heuristics

We propose and evaluate three heuristics that estimate the best
direction towards the compromised path with respect to subsets of
adjacent safe nodes, while relying solely on information included in
the m;’gg‘” messages that A receives along the safe routes. For each safe
route, a heuristic identifies one or more subsets of adjacent safe nodes,
each of which may vary in length, and assigns them the general direc-
tion that those nodes should follow to get closer to the compromised

route. For a given subset of safe nodes n; = n; , ..., n; , the heuristics
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d(A,1,2,3,B)

(a) Heuristic 1

(b) Heuristic 2
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d(4,1,23,B)

(c) Heuristic 3

Fig. 3. Illustration of the three heuristics used to compute the direction vector(s) for repositioning safe nodes towards the compromised nodes.

calculate the vector (d::i’ d,{i) € D of norm k. We denote with D the set
of vectors that A calculates.

Notice that these approaches are simple heuristics, and the direc-
tions they provide are not guaranteed to be fully accurate; indeed, they
do not rely on the positions of the nodes in the compromised path,
which are supposed to be unknown or unreliable. In the remainder
of the paper, we refer to our proposed approach combined with a
specific heuristic as DRUID; where i represents one of the following
three heuristics.

We remark that the heuristics are run once at the beginning of
DRUID. We also explored an alternative approach in which we reeval-
uated the directions at each iteration; we may refer to these heuristics
as iterative heuristics. This method showed marginal improvements with
heuristics 1 and 3; however, both were still outperformed by heuristic
2, which yielded a worse identification rate in its iterative variant.

Heuristic 1. The first heuristic provides a direction for each safe route
by evaluating the difference between the centroid (i.e., the average
(x,y) of the coordinates) of safe nodes located within the communica-
tion range of the compromised path and the centroid of those outside.
The result of this difference is a vector that we use to obtain the
direction.

Heuristic 2. The second heuristic follows the same logic as Heuristic
1, but with a higher granularity. Specifically, the heuristic identifies
tuples of adjacent safe nodes that are outside the communication range
of the compromised path. Next, the heuristic assigns a direction to
each of these tuples based on the difference between their centroid and
the centroid of the two boundary nodes (which are, by construction,
closer to the compromised route). Note that when the only safe nodes
within the communication range of the compromised path are A and
B, heuristics 1 and 2 yield the same direction.

Heuristic 3. The third heuristic only relies on the positions of the nodes.
Specifically, given a safe route, it considers the line connecting A and B
and counts the number of safe nodes that are on either side of this line.
Next, the direction is obtained from the difference between the average
coordinates of safe nodes on the side with the most safe nodes and the
coordinates of the pair A, B. Like the first heuristic, the direction is
assigned to an entire safe route.

Note that a heuristic may fail to provide a direction if it cannot
compute any direction. Consider once again Fig. 2; if n, were within
the communication range of ns, heuristics 1 and 3 would be unable to
provide a general direction of the compromised path, as they require
at least one of n;, n,, and n3 not to be in communication with a node
of r,.

Fig. 3 shows three examples of the direction vector(s) obtained
according to the heuristics. In Fig. 3(a), Heuristic 1 returns a single
vector norm 5 d(4,1,2,3, B), representing the repositioning all green
nodes must undergo. It is calculated from the difference of the average
(%, y) coordinates of nodes A, 1, B (within communication range of r,)
and nodes 2,3 (not in communication with r.). Fig. 3(b) exemplifies
the operation of Heuristic 2. It returns separate vectors for two tuples
of adjacent nodes: (1,2) and (4). For each of these, Heuristic 2 evaluates
the direction vector from the difference between the average (x,y)
coordinate of the boundary nodes (in communication with r.) and the

nodes in the tuple (not in communication with r.). Specifically, d, 5
is obtained using A and 3 as boundary nodes, whereas d 4, relies on 3
and B as boundary nodes. Lastly, Fig. 3(c) shows the direction d(4 ; » 3 p)
returned by Heuristic 3. In this case, A counts the number of safe nodes
on either side of the straight line that directly connects A and B, and
returns the direction from the difference of the average (x, y) coordinate
between 1,3 and A, B.

4.2. Optimization model

After obtaining the result of the aforementioned heuristics, DRUID
solves a Mixed Integer Nonlinear Problem (MINLP) to determine the
exact positions where nodes on the safe path(s) will move to. Note that
the directions D are evaluated once, during the first iteration, whereas
the following MINLP model is solved by A at each iteration.

Minimize Z (x; =P + (i —17,~y)2 ™
i€Ns

Subject to

(=X + (0 = y)> S R2, VG, j) €7, Vry € Rg @)

sgn(dl) Y (x; = pY) > sgn(d}) d5, Vd¥ € D 3
ien

sgn(d}) Y (v = p)) > sgn(dy) dy, ¥d} € D “
i€n

O =P+ =P S OISR Vi, j € Ns,i # j ®)

(i = (P +d)) + ;= (9] +d”)* 2 05°,Vi € N, V(@*,d)€P;  (6)

=X+ —y)? 2 (052 Vi, j € Ng,i # @)

X,y EW,Vie N ®

Eq. (1) represents the objective function, which aims at minimizing
the overall movement of safe drones. Since secure feedback along
safe routes is a fundamental requirement of the IDP, constraints (2)
ensure that adjacent nodes in each safe path r, stay within each other’s
communication radius, thus keeping safe routes intact. Constraints (3)
and (4) direct each tuple of nodes n to follow the assigned direction
(dg, d})). Without these constraints, the drones would not move at all,
as they would prioritize optimizing the objective function Eq. (1). Since
we coordinate the drones in a discrete, step-by-step manner, constraints
(5) limit each drone to move no more than 0.75 R, at each iteration.
This is necessary to avoid collisions with nodes outside the proximity
range R, and whose positions are unknown. Constraints (6) utilize
the proximity information P; of each safe node i to avoid collisions
with nearby nodes. However, they cannot prevent collisions among safe
nodes when two move towards each other, as their combined traveled
distance may exceed the proximity radius R,. To address this issue,
constraints (7) ensure that each pair of safe nodes maintains a minimum
distance of 0.5 m. Lastly, constraints (8) define the domain of decision
variables x; and y;, which corresponds to the covered area W.

The proposed model penalizes drone repositioning based on Eu-
clidean distance (Eq. (1)). Moreover, we later introduce a movement
budget to limit per-node travel (Section 6, Constraints (9)). While
we do not implement such extensions in this work, a more energy-
aware extension could instead account for UAVs energy consumption
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in one of these two ways. First, the identification and position request
messages (msz"}Q)”) could be extended so that each node i appends its
current available energy, e;. The model could then include additional
constraints to ensure that only drones having ¢, > E,,;, shall repo-
sition. Second, the cost function could be replaced (or augmented)
with one that minimizes total drone energy use, differentiating between
stationary hovering and horizontal movement [23]. Such a change
implies introducing new decision variables that accurately measure the
energy consumed by each drone during a given iteration. However,
the actual energy consumption model heavily relies on the physical
characteristics of the UAVs, the horizontal movement speed, and the
weather conditions (e.g., wind) [24]. Both options allow, in different
ways, to prioritize mission completion over adversary identification.
These changes would preserve the mixed-integer formulation structure

while improving DRUID’s realism in energy-constrained scenarios.
5. Experimental setup

To assess the performance of DRUID, we perform a thorough evalu-
ation by simulating different scenarios that differ in graph connectivity,
drone communication radius, and path length. We evaluate three ver-
sions of DRUID that differ in the heuristics used. We use SpipERMINERS, in
its original and improved versions, as a baseline. In total, we evaluate
five schemes and measure their performance in terms of identification
rate (i.e., how often a scheme identifies the compromised node). Ad-
ditionally, we analyze the cost associated with the node repositioning
procedure in terms of computation time and drone movement.

5.1. Evaluated schemes

We evaluate DRUID in different versions to measure the perfor-
mance of the three proposed heuristics. SpipERMINERs serves as a base-
line, representing a simpler alternative in which nodes are never re-
located. Moreover, as DRUID employs an improved version of Spi-
perRMinErs’s Identification Procedure, we evaluate the impact of this
improvement individually. Overall, we consider the five schemes de-
scribed in Table 1, detailing the modules used in each. Specifically, the
five schemes are composed as follows: (i) SM is the original version
of SpiperMiners and represents our initial baseline, (ii) SM+ employs
IDPpR, our improved version of the Identification Procedure module,
(iii) DRUID,, DRUID,, and DRUID; represent the full pipeline we
propose (Fig. 1) and only differ in the underlying heuristic used to
estimate the direction to the compromised path.

5.2. Dataset

We employ a dataset comprising 10000 graphs, each representing
a network of 50 nodes randomly distributed within a 50 m x 50 m area
(2500 m?). Each node, representing a drone, has a default communica-
tion radius of R, = 10m and a proximity radius of R, = 2m. Each graph
is built to be connected, guaranteeing the existence of a path between
any pair of nodes within the network. Furthermore, to maintain spatial
integrity and avoid overlap, we enforce a minimum separation of 4m
between every pair of nodes. Such networks effectively simulate real-
istic drone distributions in coverage-like missions, where maintaining
connectivity and spatial separation is essential for efficient operation
and coordination.

We carry out the experiments using a custom-made Python-based
software that runs the required simulations. The optimization model is
implemented using Gurobi 11, a widely used mathematical optimiza-
tion solver. We set an instance-wise time limit of 30s, meaning that
the cumulative computation time of the NRP across iterations cannot
exceed 30s. For example, if Gurobi successfully solves the model in 5
during the first iteration, then at the next iteration, if the IDP fails to
identify the adversary, the remaining time available to Gurobi to solve
the next model(s) would be 25s.
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Fig. 4. Number of valid instances for each configuration.

Furthermore, we set the gap parameter to 25%. This allows the
Gurobi solver to terminate when a solution is found within 25 % of the
closest lower bound, thereby reducing the computation time. We run
our experiments on a remote virtual machine powered by an Intel Xeon
Gold 6140 Processor and 376 GB of RAM.

To evaluate the impact of network characteristics on the perfor-
mance of each scheme, we vary the connectivity of the graph and the
distance between the nodes A and B. To vary the former, we consider
the following values for the communication radius R.: 6m, 8 m, 10m,
12m and 14 m. Given that graphs are guaranteed to be connected for
R, = 10m, we analyze the identification rate as the connectivity
property of the graph is possibly lost (R, = 6m) or strengthened
(R, = 14m). To measure the latter, the distance between the nodes
A and B is quantified by the length of the shortest disjoint path among
the node-disjoint paths identified using the node_disjoint paths function
from the NetworkX library [25]. We consider the shortest disjoint paths
of length 4, 5, 6, 7 and 8, where the length of a path is given by the
number of nodes it contains.

Given the 10000 original graphs composing the dataset and the two
varying parameters, we obtain 250000 instances. However, we cannot
operate in all instances due to the requirement of at least two node-
disjoint routes combined with the shortest disjoint path parameter.
Indeed, the more we decrease the communication radius, the more
frequently A and B are connected by one or no path. Fig. 4 shows,
out of the 10000 graphs, the number of valid instances for each pair
of communication radius and shortest path. In total, we obtain 178 731
valid instances. The instances where the communication radius is set
to 6 meters are the least likely to present a pair of nodes satisfying the
requirements of the shortest disjoint path and the existence of two or
more node-disjoint paths. For R, = 10 m, which grants connectivity in
the graphs, for all the values of the shortest disjoint path parameter,
more than 99 % of the instances are valid, highlighting the importance
of maintaining network connectivity during operations to facilitate the
usage of security protocols [26]. We observe an important drop in valid
instances for R, = 14m due to how node_disjoint paths operates.

All the experiments are run with the secret sharing threshold pa-
rameter, 7, set to 2. This value ensures that a single compromised node
cannot recover the secret message and aligns with the requirement of at
least two node-disjoint paths between A and B. While higher threshold
values are possible, they would require a larger minimum number of
node-disjoint paths—further reducing the set of valid instances—and
offer no practical advantage under the assumed threat model.
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Fig. 5. Adversary identification rates achieved by each scheme.
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The values selected for parameters such as communication radius
(R,) and proximity radius (R,) in our experimental setup reflect re-
alistic configurations for medium-scale UAV network deployments.
However, these parameters are not universal and should be tuned
based on the intended deployment area, node density, and mission
requirements. For instance, the communication radius R, influences
network connectivity and should be increased in larger or sparser
deployments to maintain route availability. Conversely, smaller R,
values may help reduce interference and energy usage in dense or
compact scenarios. The proximity radius R, defines the spatial buffer
for safe drone movement and represents a drone’s collision avoidance
capability. The values used in our simulations serve as representative
baselines; however, practitioners should adjust them according to their
real-world operational goals and hardware limitations.

6. DRUID performance

We first discuss the overall identification rate across the 178731
instances, reported in the last column of Table 1. The baseline version
of SpipERMINERS (SM) achieves an identification rate of 54.1 %. The im-
proved version SM+ achieves an identification rate of 83.1 %, meaning
the upgrades introduced to IDPpg lead to a +29% increment. Our
proposed approach, DRUID, identifies the adversary in no less than
95.2% of valid instances. Overall, DRUID, offers the best performance
(97.1 %), meaning a near 80 % increment with respect to SM.

Fig. 5 breaks down the identification rate for each network configu-
ration, i.e., for each pair of communication radius and shortest disjoint
path values. DRUID achieves no less than 90 % identification rate for
each configuration; the three heuristics show slight differences between
them, with DRUID,, being slightly better overall (as shown in Table 1).
On the other hand, SM has a highly variable identification rate, going as
high as 95 %, but also well below 20 % in some circumstances. Overall,
it provides a lower identification rate when the connectivity is lower
(i.e., R, < 8m) and with longer paths. This observation also holds
for the updated version of SeiperRMiners, although to a lesser extent:
With SM+, the identification rate is also variable, but it only drops
below 50 % once. Overall, these results show that DRUID outperforms
SpipERMINERS, especially in the situations where SpipErRMINERs struggles
(i.e., with sparse graphs and long paths), proving the benefits of moving
nodes to make the necessary missing connections. Moreover, in the
remaining analyses (except for the one presented in the next para-
graph), we focus on DRUID, since it yields the best overall results and
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Fig. 6. Adversary identification rate for different movement budgets.

differences with the other two variants in terms of performance are
limited.

We next consider the case in which the network operator wants
or needs to control the amount of movement allowed by drones.
This is a constraint that may apply in certain use cases and practical
applications. Indeed, there could be restrictions in node positioning
(nodes cannot move too far from where they are supposed to operate)
or energy consumption (moving a drone requires more energy than
a stationary flight). To support such a case, we impose a movement
budget in the optimization model. Specifically, we impose that a node
cannot travel more than a specified distance b during the entire DRUID
execution. This is achieved by adding constraints (9) to the model
described in Section 4.2.

=)+ i—p) <b—1,VieNg (©)

t; is the distance traveled by node n;, and is updated after each iteration.
Such constraints, which limit the cumulative repositioning distance
per node, should reflect constraints related to energy availability and
airspace restrictions.

We show the identification rate achieved by DRUID for movement
budgets from Om (which corresponds to SM+ in Fig. 5) to 15m in
Fig. 6. The last values refer to the identification rate under no budget
(i.e., b - o0), and correspond to the respective values in Table 1. We
observe that DRUID,, despite reaching the highest identification rate
under no budget, yields the worst results (albeit by small margins) for
the lowest budgets. In fact, DRUID; achieves the highest identification
rates for b < 10m conceding the lead to DRUID, for b > 11 m. For b =
9m, the identification rate of DRUIDj3 is 93.1 %, which is an additional
10 % identification rate over SM+. In summary, DRUID, provides the
best results, albeit with marginal improvements over the other two;
conversely, if a low movement budget is imposed, DRUID; may slightly
outperform DRUID,.

As discussed above, our model penalizes repositioning through a
movement budget that constrains the cumulative distance traveled by
each UAV. This abstraction reflects the fact that UAV endurance is
primarily limited by battery capacity. In practice, the dominant share
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Fig. 7. Distribution of the connectivity across solved and unsolved instances.

of the energy budget is consumed simply to maintain flight, while
repositioning adds a smaller, albeit non-negligible, overhead. Experi-
mental data from Mulgaonkar et al. [27] illustrates this for the AscTec
Hummingbird: the platform requires ~ 75 W in hover, with power rising
to ~ 95 W during horizontal motion and ~ 128 W during vertical climbs,
on a = 23 Wh battery yielding 18 min endurance. Maintaining hover for
30s consumes ~ 2250J, whereas a 30 m relocation at 1 m/s requires only
~ 6007J extra (< 1% of the total capacity). Thus, although repositioning
incurs only a modest incremental cost compared to hovering, repeated
maneuvers across multiple drones or iterations can accumulate into a
significant share of the available energy, reinforcing the importance of
incorporating movement constraints in our model. Hence, our move-
ment budget abstraction already captures the limiting effect of finite
energy and motivates minimizing repositioning, while incorporating
platform-specific power models would be a valuable extension to more
precisely quantify endurance impacts.

We now investigate more deeply how the characteristics of a net-
work influence the identification of the malicious node for the different
schemes. To better present the results, we define the concept of the First
Solver for a given instance. We build this definition on the fact that if an
instance is solved by SV, it is also solved by SM+ and DRUID. However,
the same does not hold the other way around. A scheme is First Solver
for an instance if that scheme is the first to identify the adversary. As
such, we divide the instances in our dataset into four sets:

* FS(SM): the 96663 instances whose First Solver is SM, thus are
solved by all schemes.

* FS(SM+): the 51881 instances solved by SM+ and DRUID, thus
having SM+ as First Solver.

* FS(DRUID): the 24997 instances that are solved by DRUID,
uniquely.®

+ U': the 5190 instances which are not solved by any scheme.

In Fig. 7, we present the distribution of connectivity across instances
separately by First Solver. We measure connectivity as the ratio of edges
to nodes within the subgraph of nodes involved in the Information
Retrieval Procedure (IRP). As highlighted by the red line, SM tends to
identify the adversary in cases with the highest connectivity. Specif-
ically, 75% of the instances SM solves have a connectivity above 3.8.
From another perspective, SM solves 87 % of instances with connectivity
above 6, but only 41 % of those with connectivity below 5. If we now
focus on instances in FS(SM+)—those solved by SM+ and DRUID,
but not by SM—we observe a clear phenomenon: SM+ often succeeds
where SM fails and connectivity is low. In fact, instances in FS(SM+)
have a median connectivity of 3.5 edges per node. The 24 997 instances
in FS(DRUID) (green line) have similar connectivity, suggesting that
connectivity is not the factor driving DRUID success. Finally, unsolved
instances have similar (though slightly lower) connectivity.

3 In these and subsequent analyses, we only consider DRUID,, omitting
results for the other two heuristics.
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cation Procedure.

Next, we analyze the effect of the number of disjoint paths available.
Fig. 8 shows, separately for First Solver, the distribution of the number
of paths that node A can use to communicate with B—which can never
be less than 2. Notice that the step-like appearance of the CDFs in this
figure is a natural consequence of the discrete nature of the underlying
metric: the number of disjoint paths is an integer-valued quantity, so
the cumulative distribution increases only at specific integer values. We
first observe that SM—the base version of SpibeRMiNErs—prefers cases
with many disjoint paths, as shown by the solid red line referring to
FS(SM). In fact, 50% of the cases solved by SM involve 4 or more
disjoint paths (i.e., 3 or more safe routes that can be used to establish
identification routes). In contrast, 63 % of the instances in 7S(SM+)
(dashed blue line) have only 2 disjoint paths, i.e., only one safe path.
Again, this shows that SM+ succeeds in the cases where SM struggles,
i.e., those with only one safe path between nodes A and B. Similar to
the distribution observed in Fig. 7, the differences between instances
in FS(SM+) and FS(DRUID) are less pronounced. Although DRUID
tends to succeed proportionally more often with two disjoint paths,
the difference with unsolved instances U’ is small, suggesting that node
repositioning is a winning strategy regardless of the graph number of
disjoint paths—recall that 7S(DRUID) contains 14 % of instances, which
could not be solved with SM+.

Lastly, we measure the communication costs associated with the IDP
and compare them across the three schemes. In Fig. 9 we present the
distribution of the number of messages sent by A (i.e., the node that
orchestrates the IDP) during the IDP across different instances, one line
for each First Solver. Again, the discrete nature of the metric leads to
step-like CDFs. The figure shows a significant difference between the
instances solved without the NRP (red and blue lines) and those in
which A utilizes the NRP (green and purple lines). Such a difference is
due to the number of IDP executions. Instances where the First Solver is
either SM or SM+ (red and blue lines) require only a single execution of
the IDP. Since the IDP operates in a binary search fashion, the number
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of messages sent by A is bounded above by [log,(|r.| — 2)]. In our
experiments, we measured median values of 2 and 3 in the median,
respectively, for SM and SM+. In contrast, instances First Solved by
DRUID, involve multiple IDP executions, as A iteratively repositions
nodes and the total number of messages sent by A accumulates possibly
beyond the aforementioned bound. In our experiments, we measured a
median value of 7 messages and a 90th percentile of 13 messages.

7. DRUID execution time

We now evaluate the DRUID execution time. Specifically, we study
how long it takes for (i) executing the Identification Procedure, (ii)
solving the optimization problem(s), and (iii) repositioning the drones.
As discussed in Section 3, the drones are coordinated iteratively: A
solves an optimization model, communicates the new positions to
the safe nodes, and repeats this process until the IDP identifies the
compromised drone. This raises an important question: How long does
it take to identify the adversary? To answer the question, we must
consider, for a given instance, both the time required to run the IDP, the
time needed to solve all the optimization models (one at each iteration),
and the time safe drones take to reposition themselves.

7.1. IRP And IDP

First, we consider the overhead introduced by the IRP and IDP
modules through the number of messages sent by A and B.
B sends (i) a mfsz’g‘” message to A upon detecting a compro-
mised node on the path r,, (ii) one message that combines feedback
(i.e., whether the share routed by A on the identification route was
altered) and a new m;‘IE‘g’S message during each iteration of the IDP.
Therefore, we estimate that B sends one message for each message sent
by A.

From Fig. 9 we learn that, in the median, A sends 7 messages
across all executions of the IDP. Assuming a Round Trip Time of 5ms,
we estimate that the combination of IRP and IDP introduces a time

overhead of roughly 35 ms.
7.2. NRP

Next, we measure the primary component that builds the DRUID
execution time: nodes relocation. For a given instance, we indirectly
quantify the nodes’ relocation time by evaluating the sum of the
maximum movement at each iteration. Indeed, at each iteration, the
relocation time is directly proportional to the largest distance traveled
by any node. By design, each node during each iteration travels at most
a distance equal to half of the drone’s proximity radius R, (Eq. (5)),
which corresponds to 1.5m in our experiments. Fig. 10 shows the
distribution of the sum of maximum movement at each iteration over
the instances (i.e., for each instance, we sum the maximum movement
at each iteration). The figure distinguishes between solved instances
(solid red line) and unsolved instances (dashed blue line). We observe a
substantial difference between the two distributions: the median value
of such a metric is 6.4 m across instances solved by DRUID, and 24.5m
across those that remain unsolved. To estimate the relocation time,
we assume that the drones move at 1m/s,” which enables a direct
mapping of the cumulative maximum movement across iterations [m]
to time [s]. We thus obtain a median relocation time of 6.35 s, with only
the top-10 % taking more than 15s. The important difference between
the distributions of solved and unsolved instances further suggests
the possibility of using the relocation time as a stopping criterion for
DRUID.

As said, by design, the average drone movement is set to 1 m because
of (i) constraints (3) and (4), and (ii) each direction has the same norm

4 Note that most commercial drones reach much higher lateral speeds.
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Fig. 11. Distribution across instances solved 11(a) and unsolved 11(b) by
DRUID, of the cumulative computation time to solve the optimization models.

as the number of nodes that must move along it. We thus find that
in 80 % of iterations across all instances, the max movement is ~ 1m.
Consequently, Fig. 10 very closely resembles the distribution of the
number of iterations (i.e., the number of times NRP is employed) of
both solved (solid red line) and unsolved (dashed blue line) instances.
Indeed, 97 % of solved instances require less than 20 iterations.

Lastly, we present in Fig. 11(a) the distribution of the cumula-
tive computational time spent solving optimization models across the
instances whose First Solver is DRUID,. We define cumulative com-
putational time as the sum of the execution time of our optimization
models across all iterations needed to solve a given instance. We plot
separate distributions for different communication radii as we observe
a correlation between them and computation time. Notably, 95% of
instances are solved in less than 1s for R, < 10m, and less than 3.4s
for R, = 14m. The median computation times range from 0.08s (for
R, =6m) to 0.32s (for R, = 14 m), highlighting the low complexity of
the proposed optimization model. Only 3 instances (out of 24 997) took,
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Table 2
Comparison of the median execution time (in seconds) of the three variants of
DRUID.

Scheme Communication Relocation Model Total
DRUID, 0.03 5.00 0.24 5.27
DRUID, 0.04 6.35 0.17 6.56
DRUID, 0.03 4.50 0.24 4.77

overall, more than 15 seconds to be solved, justifying the cumulative
time limit of 30s.

For completeness, Fig. 11(b) shows the cumulative computation
time among instances in U (those that remain unsolved as DRUID,
fails to identify the compromised drone). Only 11 instances remain
unsolved for R, = 6m, giving the respective CDF (red solid line) a
step-like appearance. We observe that such instances tend to require
roughly 5 times more computation time—notice the logarithmic x-axis.
The median values range from 0.4 s to 2.3 s, whereas the 95th is reached
in 3.2s (R, = 10m) and 10.3s (R, = 10m). Lastly, of the 3992 instances
that remain unsolved, only 1 was stopped due to the 30s time limit.

In short, by combining the communications time (derived from
Fig. 9), the time required to relocate the drones (from the distances
shown Fig. 10), and the model computation time (seen in Fig. 11(a)),
we estimate a median time-to-identify of roughly 6.56s, given our
environment in terms of covered area and a drone speed of 1m/s.
However, in the case of different scenarios, our simulation frameworks
allow easy estimation of the distribution of DRUID execution time.

Additionally, Table 2 compares the median time-to-identify of
DRUID, with DRUID; and DRUID; (omitted in the Figs. 9, 10, 11).
Most notably, the relocation procedure for DRUID; takes almost two
seconds less than the one for DRUID,, highlighting a tradeoff between
identification rate (95.7% vs. 97.1 %, see Table 1) and total execution
time (4.77s vs. 6.56s). SM and SM+ are excluded from the table, as
they do not employ NRP and thereby have no relocation time, which
alone constitutes roughly 95 % of the execution time of DRUID. As a
result, their execution time is in the order of milliseconds, but with
lower identification rates.

8. Related work

Recent research has explored node relocation to restore connectivity
and resilience in UAV networks, as well as intrusion detection tech-
niques to identify and mitigate insider attacks. In the following, we
summarize these two bodies of research.

8.1. Node relocation

Numerous studies in mobile ad hoc networks have investigated
the possibility of repositioning mobile nodes to enhance both net-
work connectivity and resilience against cyberattacks. Physical faults,
battery exhaustion, environmental factors, and malicious attacks may
result in node failures [28], which in turn could leave areas un-
monitored or cause networks to split into disconnected sub-networks.
Recently, [29] studied the issue of restoring connectivity between
disconnected clusters of UAVs. To tackle this, they proposed a decen-
tralized, leader—follower mechanism that relocates operational UAVs
while avoiding collisions. For each cluster, the drone that is closest
to the center of the initial swarm is selected as the leader, while
the remaining UAVs become followers. As the leader flies towards
the initial swarm center, followers need to maintain connectivity to
avoid further network splits while avoiding collisions. Instead, [30,
31] explored UAV-assisted approaches to detect network partitions,
with [30] focusing on the deployment of new nodes and [31] uti-
lizing UAVs as stationary relay nodes to restore connectivity among
disjoint network partitions. In [32], the authors deal with the issue
of coverage holes, areas left unmonitored due to node failures. They
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introduced a game-theoretic framework where nodes independently
adjust their reposition and the sensing range, intending to minimize
energy consumption. Further works studied the possibility of using
position-aware UAVs as relays. Specifically, [33] proposed a multi-
UAV relay system where nodes are optimally placed according to a
Mixed Integer Linear Problem (MILP) model, which is then extended to
account for mobile nodes in the ground networks and changes in the
traffic patterns. Instead, [34] employed a single-UAV relay that adjusts
its position—including altitude—to maintain optimal connectivity and
allow communications among moving cars. Similarly, our work aims
to enhance network connectivity and establish the missing identifica-
tion routes, to identify a compromised drone disrupting the network
operations and performance. However, since DRUID aims at a silent
identification of the adversary, the exact positions of the nodes in the
compromised path are unknown, and a general direction is estimated
based only on information available to safe nodes. To the best of our
knowledge, the only recent work in which mobile nodes are explicitly
repositioned in response to a cyberattack is [35]. Specifically, this study
examines a jamming device that isolates certain nodes, preventing
any communication from and to these jammed devices. The proposed
relocation strategies are based on the last known positions of jammed
nodes.

Within the broader context of drone coordination, recent propos-
als focused on resource management in federated drone-based edge
computing systems, specifically on how to optimize task scheduling,
flight routes, and resource utilization across heterogeneous drone de-
ployments [36,37]. In contrast, our work addresses a security challenge
in UAV networks, introducing a decentralized scheme for identify-
ing and isolating compromised drones using secret sharing, multipath
routing, and strategic nodes repositioning. While [36,37] are con-
cerned with performance and efficiency in task execution, our approach
is focused on improving the resilience and trustworthiness of drone
communications in the presence of an adversary.

8.2. Intrusion detection

UAV networks are subject to insider attacks due to their infrastruct-
ure-less nature. Timely identification of such an attacker is essential
to the integrity of the network and the correct UAV operations, and
researchers have explored this issue from multiple angles. In 2024,
Zilberman et al. [11] presented SpiberRMiNers, a novel scheme that
deterministically identifies a compromised node that selectively alters
routed messages. Building upon previous work [12], SpibErRMInERs intro-
duced an Information Retrieval Procedure (IRP) and an Identification
Procedure (IDP) that pinpoints the adversary in a binary search fashion.
However, as discussed in Section 3, when IDP fails to identify the
compromised node due to a lack of identification routes, SPIDERMINERS
resorts to boomerang messages, a fallback mechanism that is trivially
detectable by an adversary, thereby alerting it about the ongoing
identification procedure. In our work, we improve both IRP and IDP
and introduce a Nodes Repositioning Procedure (NRP) that strategi-
cally relocates nodes to increase the silent identification rate of the
adversary.

DRUID identifies a compromised drone by analyzing the integrity
of messages routed through subsets of suspect nodes. Similarly, trust-
based systems evaluate the historical behavior of nodes to either iden-
tify or mitigate the presence of malicious nodes [38,39]. For example,
when nodes have access to trust scores, they can base their rout-
ing decisions on them, thereby mitigating multiple kinds of routing
attacks [40,41]. Further works use context-awareness to distinguish be-
tween intentional and unintentional misbehaviors [42], or improve the
trust model accuracy in outdoor environments, which are influenced
by varying weather conditions [43].

Another important body of work is given by Intrusion Detection
Systems (IDSs), tools that monitor the network traffic or node activity
and provide alerts when they suspect intrusion or anomalies [5,6,44,
45]. However, these systems predominantly rely on machine learning
methods, especially deep learning, meaning that their performances
strongly depend on the underlying training set [46—48].
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9. Discussion and final remarks

In this article, we presented and evaluated DRUID, a fully decentral-
ized scheme for the silent detection and identification of a compromised
drone tampering with the communication between two UAVs. Building
upon SpierRMINErs [11], we first proposed IDPpg, an enhanced Iden-
tification Procedure that significantly increases the identification rate
(83.1 %) compared to our baseline SpibErMinErs (54.1 %), without requir-
ing any drone movement. We then introduced a Nodes Repositioning
Procedure, where safe drones are iteratively relocated—according to
a simple optimization model and lightweight heuristics—to establish
the missing connectivity required for a silent identification, further
elevating the identification rate to 97.1 %. Finally, we analyzed how
two network metrics—overall connectivity (edge-to-node ratio) and
the number of node-disjoint paths between the two nodes—affect the
identification rate of each scheme, finding that the effectiveness of
DRUID in sparsely connected graphs with fewer disjoint paths is much
higher than current state-of-the-art approaches. In the remainder of this
section, we discuss practical aspects related to the use of DRUID in a
real-world scenario, and then, we discuss directions for future work.

9.1. Real-world deployment

While DRUID demonstrates strong performance in simulated envi-
ronments, its real-world deployment might encounter some engineer-
ing challenges. First, GPS inaccuracies could affect position accuracy,
thereby compromising the effectiveness of the repositioning strategy
and leading to suboptimal identification rates. Second, communication
delays and packet loss in wireless UAV networks, particularly in dy-
namic or noisy environments, might disrupt the reliable delivery of
secret shares or repositioning commands, potentially reducing iden-
tification accuracy. Third, energy constraints are a critical challenge
in physical deployments, as repeated repositioning consumes signif-
icant battery power and may shorten mission duration. To address
these challenges, future work could explore the integration of robust
control solutions to improve the accuracy and stability of drone move-
ments under sensor noise and control delays. Moreover, incorporating
energy-aware repositioning strategies and delay-tolerant communica-
tion protocols could enhance the resilience and practicality of DRUID in
operational UAV networks. Finally, it should be emphasized that these
challenges are largely orthogonal to DRUID, and are instead intrinsic
to the specific problem and application domain considered.

9.2. Future directions

Throughout this work, we assumed a largely stationary network.
This hypothesis aligns well with multiple area coverage missions; how-
ever, the continuous changes in routing patterns and the unscheduled
movements from other drones could alarm the adversary, prompting
it to adapt its behavior. To the best of our knowledge, no existing
malicious UAV detection method explicitly models and counteracts a
reactive adversary aware of the detection scheme [49]. To address
this, future research could extend DRUID to explicitly model a reactive
adversary, possibly via a game-theoretic formulation.

Moreover, we assumed at most one compromised node. While Wu
and Wu’s cheating detection scheme can identify multiple altered
shares [16], extending DRUID to handle multiple colluding adversaries
would require several nontrivial changes.

Firstly, the criteria for a valid instance would become stricter,
requiring as many node-disjoint paths as there are compromised drones,
along with additional safe paths to employ DRUID’s procedures. Sec-
ond, the secret-sharing threshold  would have to increase accordingly,
to at least the number of adversaries plus one, to prevent any coalition
of compromised drones from reconstructing the secret; however, the
current scheme does not provide a priori knowledge of the number of
adversaries or where they are positioned in the network. Lastly, the

11

Ad Hoc Networks 184 (2026) 104135

NRP would need new heuristics to estimate both the direction towards
each compromised path and the most likely to be the closest.

Although these challenges are significant, we believe that DRUID
provides a solid foundation for addressing them. Its modular struc-
ture lends itself to future extensions targeting more sophisticated at-
tacker models, including reactive or colluding adversaries. Incorporat-
ing game-theoretic reasoning or trust-based mechanisms into DRUID
would strengthen its ability to operate in more complex attack scenar-
ios. We identify these directions as promising opportunities for future
work.
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