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Summary

Cryptocurrency markets and blockchain-based financial infrastructures generate data
at unprecedented scale and granularity, while also introducing new sources of risk, new
market microstructures, and fast-evolving regulatory debates. At the same time, mod-
ern machine learning (ML) offers strong predictive performance but is often criticized for
limited transparency, creating a recurring tension between accuracy and interpretability
whenever model outputs may influence economic, legal, or policy decisions. This thesis
develops and applies reproducible, interpretable, and domain-tailored methodologies at
the intersection of explainable ML and digital-asset economics, organized around three
complementary objectives: (i) designing explainable ML pipelines for complex socio-
economic phenomena, (ii) characterizing investor heterogeneity and regulatory attitudes
in crypto markets using international survey data, and (iii) measuring micro-level token
circulation and systematizing decentralized derivatives protocols in Decentralized Fi-
nance (DeFi).

On the methodological side, the thesis proposes risk-sensitive and interpretable clas-
sification workflows that preserve predictive quality while supporting credible interpre-
tation at both local and global levels. It introduces X-SPIDE, an explainable pipeline for
detecting smart Ponzi contracts on Ethereum that combines heterogeneous feature fam-
ilies and shows that compact feature sets can retain strong discriminative performance
while enabling structured post-hoc explanations useful for forensic analysis; to facili-
tate replication and follow-up research, the accompanying work releases the extraction
pipeline and curated datasets used in the study. The same interpretability-first approach
is transferred to computational political science through an explainable framework for
voting-intention prediction based on repeated survey data, where ensemble models,
systematic feature reduction, and SHAP-based explanations highlight that value-based
attitudes retain substantial explanatory content beyond demographics and support in-
terpretable, coalition-specific profiles. The thesis also addresses a key fragility of ap-
plied classification pipelines and imbalanced learning under class overlap, by showing
via controlled simulations that oversampling effectiveness depends not only on imbal-
ance ratios but also on data geometry, motivating overlap-aware preprocessing decisions
rather than default oversampling. Complementing feature-attribution approaches, it in-
troduces Decision Predicate Graphs (DPG), a model-specific global interpretability tool
for tree ensembles that represents decision predicates as a graph and enables structural
diagnostics such as centrality, communities, and class-specific constraints even when
rule-based summaries become too large to inspect.

On the empirical side, the thesis uses international survey evidence to connect crypto-
market narratives to individual behaviors and beliefs. Focusing on memecoins, it docu-
ments that memecoin holders form a distinct segment within the broader crypto popula-
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tion, characterized by systematic demographic and psychological regularities that trans-
late into identifiable trading practices, including a stronger reliance on socially mediated
speculation and higher derivative usage. Building on a broader survey infrastructure,
it also studies support for regulatory domains including oversight, KYC requirements,
and taxation, showing that preferences are heterogeneous and systematically related to
perceived market illegitimacy and to personal exposure to crypto wealth, which is asso-
ciated with lower support for regulation.

On the DeFi side, the thesis develops protocol-tailored measurement tools and unify-
ing conceptual frameworks. It introduces a micro-velocity methodology for Lido’s liquid
staking tokens, including share-denominated reconstruction needed for rebasing assets,
and provides evidence of persistently high velocity coupled with strong concentration
of turnover in a small set of large addresses; the corresponding pipeline and datasets are
released to support reproducibility and reuse. The thesis further systematizes decentral-
ized derivatives protocols through a unified representation of actors, flows, and design
principles, and operationalizes the framework via a tuple-based formalism and a repro-
ducible simulation environment. Overall, the thesis advances a coherent framework,
interpretable ML by design, empirically grounded measurement, and reproducible arti-
facts, while being explicit about scope conditions: survey-based findings are time- and
sample-dependent, simulation results invite validation under broader parameterizations,
and DeFi markets evolve rapidly, motivating future work on robustness, cross-chain ex-
tensions, and continuous monitoring under changing market regimes.
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Chapter 1

Introduction

The last decade has witnessed the rapid emergence of digitally native financial infras-
tructures. Blockchain-based systems, cryptoassets, and Decentralized Finance (DeFi)
protocols have expanded from niche experiments to a global ecosystem where value is
issued, traded, and transformed through software [172, 319]. Over the same period,
general-purpose Al technologies, ranging from mature machine learning (ML) tech-
niques to more recent advances in large language models (LLMs) and agentic Al, have
begun to reshape economic, social, and informational processes at scale. These devel-
opments have been enabled by the growing availability of large, complex datasets that
must be collected, organized, and analyzed in order to make sense of contemporary
socio-economic phenomena.

Within this broader landscape, blockchain-based finance occupies a somewhat dis-
tinct position. While Al and ML are already deeply embedded in many decision-making
pipelines, the full impact of blockchain infrastructures and DeFi on financial intermedi-
ation is still unfolding. On the one hand, smart-contract platforms and tokenized assets
have already created new markets, organizational forms, and governance mechanisms.
On the other, the long-term configuration of this ecosystem, and its interaction with
traditional finance, regulation, and everyday economic behavior, remains uncertain. In
this sense, blockchain technologies combine realized change with a still-open range of
possible futures.

This work aims to develop an empirical and methodological framework at the inter-
section of explainable machine learning and cryptocurrency markets to study complex
socio-economic phenomena, with a specific focus on mechanisms and behaviors directly
shaped by blockchain technologies, including DeFi

This thesis places at the intersection of these new developments: it views digital
asset markets not only as a new financial domain, but also as a laboratory for testing
and extending machine learning methods, with particular emphasis on interpretability,
survey-based measurement, and protocol-level analytics [139, 204]. The overarching aim
is to use ML and quantitative methods to broadly understand complex economic and
social phenomena, with a specific focus on those aspects of the economy and society
that are directly shaped by blockchain technologies, such as DeFi.

Digital asset markets differ from traditional financial ones along several dimensions
that are directly relevant for empirical analysis and modeling. First, many economic in-
teractions are fully recorded on public ledgers, giving rise to rich transactional and con-
tractual data that can be processed and modeled at scale. Second, the programmability of
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smart contracts enables new financial primitives, such as perpetual futures, automated
market makers, and liquid staking tokens, whose behavior is constrained by code and
governance rather than by centralized intermediaries [311, 319]. Third, participation
is global, pseudonymous, and highly heterogeneous, combining retail investors, pro-
fessional funds, and protocol treasuries within the same infrastructure. These features
jointly create opportunities and challenges for ML-based analysis. On the one hand,
they facilitate large-scale, fine-grained measurement; on the other, they raise questions
about model robustness, biases, and interpretability in high-stakes settings such as fraud
detection, risk management, and policy design [76].

A further complication is that digital asset markets are not only shaped by on-chain
mechanics, but also by off-chain beliefs, narratives, and regulatory expectations. The
same address-level transaction history can correspond to very different investor profiles
and motivations. Understanding the behavior of crypto users and the social meaning
attached to novel instruments therefore requires integrating behavioral and attitudinal
data - for instance from surveys — with on-chain and market-based evidence. This moti-
vates a multi-layered research agenda, in which methodological advances in explainable
ML, empirical survey analytics, and DeFi measurement are developed jointly rather than
in isolation [139, 204].

Across all parts, the thesis adopts interpretability and reproducibility as method-
ological constraints for empirical analysis in high-dimensional, rapidly evolving socio-
economic systems. Concretely, it combines (i) explainable ML pipelines for risk-sensitive
prediction and model understanding, (ii) survey-based measurement to recover inter-
pretable investor and attitude profiles that cannot be inferred from on-chain traces alone,
and (iii) protocol-level measurement and conceptual systematization to link behavioral
outcomes to programmable market design. Together, these components form a unified
framework to analyze blockchain-based markets as socio-technical systems, where ob-
served outcomes emerge from the interaction between code-level mechanisms, hetero-
geneous participants, and evolving regulatory expectations.

The concrete trajectory of this thesis reflects these intertwined motivations. It orig-
inated in the study of smart-contract fraud on Ethereum, where the rarity of Ponzi
schemes relative to the universe of contracts, and the intentional similarity between
malicious and legitimate behavior, raise acute challenges of class imbalance, class over-
lap, and model interpretability. Building explainable detection pipelines in this context
naturally led to questions about generalizability: to what extent can similar methods be
transferred to other domains, such as the prediction of voting intentions, while preserv-
ing interpretability and robustness? In parallel, the need to model rare but substantively
important outcomes motivated a close examination of oversampling strategies and their
interaction with data geometry. Across these applications, a central concern has been to
privilege models and workflows that remain as interpretable as possible, or that can be
made transparently explainable, especially when predictions bear directly on economic
or political decisions.

1.1 Motivations and Challenges

From a methodological perspective, a fundamental motivation of this work is the di-
chotomy between predictive performance and interpretability. In many application do-
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mains relevant to digital asset markets, including financial fraud detection, risk mod-
eling, and policy evaluation, opaque “black-box” models are difficult to justify to reg-
ulators, affected users, and domain experts. Explainable AI (XAI) seeks to address this
issue by providing local or global explanations of model predictions, for example through
feature importance measures, surrogate models, or structure-aware representations of
decision logic [145]. However, in practice, XAl tools are often integrated into complex
pipelines without a systematic assessment of their stability, fidelity, or interaction with
data characteristics such as class imbalance and class overlap. In high-stakes settings,
several authors have argued for the preference of interpretable or rigorously explained
models over purely black-box predictors [261].

Fraud detection on blockchains illustrates these challenges clearly. Ponzi schemes
and related scams are typically rare events in the space of all smart contracts, and ma-
licious behavior can intentionally resemble legitimate activity [50, 85]. The resulting
data are highly imbalanced and may exhibit substantial overlap between fraudulent and
non-fraudulent classes. In such settings, reporting only aggregate performance met-
rics is insufficient: one must also understand why a classifier flags specific contracts as
fraudulent, how robust those signals are, and how they interact with the underlying data
geometry. Recent work on interpretable Ponzi detection models underscores this need,
but typically remains confined to specific architectures or explanation tools [120, 237].

The need for transparent modeling extends well beyond fraud detection on-chain.
Political behavior, public attitudes toward regulation, and survey-based measurement of
investor types face analogous issues. Here, the primary units of analysis are individuals
rather than contracts, but the methodological problems, high-dimensional covariates,
complex interactions, and the risk of overfitting, are similar. When models are used
to infer ideological structures, identify key determinants of voting intentions, or map
support for regulatory regimes, interpretability is critical for substantive conclusions and
for democratic accountability [139, 204]. This motivates a broader use of explainable ML
pipelines that incorporate hyperparameter optimization, model comparison, and post-
hoc explanation in a transparent and reproducible fashion, for instance via Shapley-
value-based diagnostics and interpretable ensembles [206].

On the domain side, cryptocurrency markets raise at least three interconnected chal-
lenges. First, investor populations are heterogeneous and rapidly evolving. Phenomena
such as memecoin trading are often dismissed as purely speculative, yet they may reveal
deeper patterns of risk-taking, social belonging, and financial experimentation. Recent
studies document how crypto investors differ from traditional retail traders in terms
of demographics, financial literacy, and behavioral biases, and they highlight the exis-
tence of distinct investor archetypes [308]. Systematically profiling these users requires
survey instruments that capture socio-demographic traits, behavioral patterns, and psy-
chological dispositions, and analytical methods that can uncover interpretable investor
profiles.

Secondly, the regulatory environment for cryptoassets is in the process of being estab-
lished. The primary objective of policymakers is to achieve a balance between consumer
and investor protection, financial integrity, innovation, and competitiveness. However,
there is a lack of empirical evidence regarding how different segments of the crypto
population perceive regulation, and how those perceptions relate to actual portfolio ex-
posure and risk. Understanding these attitudes is crucial for anticipating acceptance or
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resistance to policy proposals.

Third, at the protocol level, DeFi introduces new forms of financial intermediation
that call for new measurement tools. Liquid staking tokens, for example, simultane-
ously encode claims on validator rewards and highly composable collateral in DeFi pro-
tocols [135]. The circulation patterns of these tokens have implications for systemic risk,
liquidity, and governance. However, traditional monetary aggregates and velocity mea-
sures are insufficient for capturing the micro-level dynamics of token reuse and staking
flows.

Similarly, DeFi derivatives, ranging from perpetual futures to options-like instru-
ments and synthetic assets, implement payoff structures through smart contracts, liquid-
ity pools, and oracle mechanisms that deviate in important ways from their traditional
finance counterparts. A unified conceptual map of these designs is needed to compare
protocols, understand risk transfer, and inform both practitioners and regulators.

Across these domains, the main challenge is to build a coherent analytical toolkit that
integrates methodological development and empirical application. The thesis responds
to this challenge by combining (i) advances in explainable ML for high-stakes classifica-
tion and model interpretation, (ii) survey-based analytics of digital asset users and their
regulatory preferences, and (iii) empirical measurement and theoretical systematization
of DeFi protocols.

1.2 Research Objectives

This thesis is organized around three primary objectives, each corresponding to one part
of the dissertation.

1.2.1 (i): Explainable machine learning for complex socio-economic
phenomena

The first objective is to design and evaluate machine-learning pipelines that explicitly
balance predictive performance and interpretability in settings where model outputs can
influence economic or political decisions. This objective is articulated through the fol-
lowing research questions:

« How can we build an explainable detection pipeline for smart contract Ponzi schemes
on Ethereum that remains competitive with purely performance approaches while
yielding meaningful explanations of fraudulent behavior? This question is ad-
dressed in Chapter 2.

« To what extent can such pipelines be transferred to other domains, such as the
prediction of voting intentions, while preserving interpretability and robustness?
Chapter 3 investigates this transfer.

« How do class imbalance and class overlap interact with oversampling techniques
such as SMOTE and ROSE, and under which conditions does oversampling improve
or harm generalization? This issue is examined in Chapter 4.
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« Can we construct global, structure-preserving representations of tree ensembles,
such as Decision Predicate Graphs, that provide faithful and human-navigable sum-
maries of decision logic? Chapter 5 introduces and evaluates this approach.

Chapters in the first part of the thesis address these questions by introducing X-SPIDE,
extending explainable pipelines to the study of Italian voting intentions, analyzing the
role of class overlap in oversampling for imbalanced data, and proposing Decision Pred-
icate Graphs as a tool for global interpretation of tree-based ensembles.

1.2.2 (ii): Characterize investor types and regulatory attitudes in
cryptocurrency markets

The second objective is to connect digital-asset markets with survey-based evidence on
investor profiles and perceptions of regulation. The main research questions are:

« Do memecoin investors constitute a distinct subgroup within the broader crypto
population in terms of socio-demographic traits, behavioral patterns, and psycho-
logical dispositions? Evidence is provided in Chapter 6.

« How are attitudes toward cryptomarket regulation, including oversight, KYC re-
quirements, and taxation, distributed across different investor archetypes and levels
of crypto wealth exposure? Chapter 7 provides the empirical analysis.

The second part of the thesis addresses these questions using global survey data on
crypto users. It applies modern survey analytics to identify memecoin-specific investor
types and to relate perceptions of cryptomarket regulation to observed behavioral and
attitudinal profiles.

1.2.3 (iii): Measure micro-level circulation and systematize deriva-
tives in DeFi

The third objective is to develop empirical and theoretical tools tailored to DeFi proto-
cols. This leads to the following questions:

« How can we define and operationalize a notion of micro-velocity for liquid staking
tokens that captures the intensity and concentration of token reuse across addresses
and protocols? This challenge is affrontata in Chapter 8

« What does the on-chain circulation of Lido’s stETH and wstETH reveal about user
behavior, protocol composability, and the concentration of activity across different
types of addresses? These empirical findings are reported in Chapter 8.

« How can we construct a unified conceptual framework that positions perpetual
futures, options-like instruments, and synthetic asset protocols within a common
design space, highlighting both analogies and departures from traditional deriva-
tives? This framework is developed in Chapter 9.

The third part of the thesis develops a micro-velocity framework for liquid staking to-
kens, accompanied by open-source code and datasets, and proposes a systematization of
DeFi derivatives that organizes existing protocols into a coherent taxonomy.
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1.3 Publications

We list below the journal and conference papers that form the basis of this thesis pub-
lished by the time of writing:

« Pennella, L., Pinelli, F., & Galletta, L. (2025). X-SPIDE: An eXplainable Machine
Learning Pipeline for Detecting Smart Ponzi Contracts in Ethereum. IEEE Access

[244].

« Pennella, L., & Fabbrucci Barbagli, A. G. (2025). Explainable Machine Learning for
Predicting Voting Intentions: A Study of Italian Politics. International Journal of Data
Science and Analytics [242].

« Pennella, L., Di Credico, G., & Torelli, N. (2025). Exploring the Role of Class Overlap
in Oversampling Methods for Imbalanced Data. Proceedings of the Statistics and
Data Science Conference [Waiting for Publication].

o Arrighi, L., Pennella, L., Marques Tavares, G., & Barbon Junior, S. (2024). Decision
predicate graphs: Enhancing interpretability in tree ensembles. In World Confer-
ence on Explainable Artificial Intelligence (pp. 311-332). Cham: Springer Nature
Switzerland [36].

« Balietti, S., Celebi C., Pennella, L., & Tercero-Lucas, D. (2026). Meme Money, Real
People: Decoding the Crypto Memecoin Crowd Available at SSRN 6021706 [46].

« Kremer, S., Pennella, L., Yurdabak, M. K., & Balietti, S. (2025). Public Perceptions of
Cryptomarket Regulation: Investor Profiles and Attitudes. Available at SSRN 5557139

[192].

« Kraner, B., Pennella, L., Vallarano, N., & Tessone, C. ]J. (2025). Money in Motion:
Micro-Velocity and Usage of Ethereum’s Liquid Staking Tokens. In 7th Conference on
Advances in Financial Technologies (AFT 2025) (pp. 9-1). Schloss Dagstuhl-Leibniz-
Zentrum fur Informatik [188].

« Pennella, L., Saggese, P., Pinellj, F., & Galletta, L. (2025). A Unified Framework and
Comparative Study of Decentralized Finance Derivatives Protocols. ArXiv e-prints.
Art. no. arXiv:2512.19113. doi:10.48550/arXiv.2512.19113 [245].

1.4 Contributions

This thesis develops an empirical and methodological framework at the intersection of
explainable machine learning and cryptocurrency markets. Across three complemen-
tary research streams, it contributes: (i) explainable machine learning pipelines for risk-
sensitive classification and model understanding, (ii) empirical evidence on investor het-
erogeneity and regulatory preferences using international survey data, and (iii) measure-
ment and conceptual tools for protocol-level analysis in DeFi, spanning token circulation
and derivatives design.
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1.4.1 Objective (i): Explainable ML for complex socio-economic
phenomena

The thesis proposes and evaluates explainable pipelines that remain competitive while
enabling auditability and interpretation. It introduces an interpretable framework for
Ponzi smart-contract detection on Ethereum, demonstrates transferability of interpretability-
first modeling principles to voting-intention prediction, and clarifies when oversampling
improves generalization by showing that performance depends on data geometry and
class overlap rather than imbalance alone. It also contributes a global interpretability
method for tree ensembles, Decision Predicate Graphs, to support structure-aware in-
spection when rule lists become impractical.

1.4.2 Objective (ii): Investor heterogeneity and regulatory atti-
tudes in cryptocurrency markets

Using international survey data, the thesis documents systematic heterogeneity in crypto
participation and identifies memecoin holders as a distinct subgroup with recognizable
demographic, behavioral, and psychological patterns. It further links regulatory prefer-
ences to individual profiles, showing that support for different regulatory domains varies
meaningfully across the population and is associated with perceived market illegitimacy
and exposure to crypto wealth.

1.4.3 Objective (iii): DeFi measurement and derivatives system-
atization

At the protocol level, the thesis develops a micro-velocity methodology tailored to lig-
uid staking tokens, including share-denominated reconstruction for rebasing assets, and
provides evidence on circulation intensity, concentration of turnover, and a progressive
shift toward wstETH consistent with composability. It also proposes a unified frame-
work for decentralized derivatives protocols that formalizes actors, flows, and design
principles, operationalized through a tuple-based representation and a reproducible sim-
ulation environment for comparative analysis.

1.4.4 Scope and limitations

The empirical findings inherit domain-specific constraints. Survey-based results reflect
the sampled time window and self-reported measures; evidence on overlap and over-
sampling is derived from controlled simulations and calls for broader external validation;
and protocol-level analyses depend on public on-chain data and on rapidly evolving DeFi
market structure. These limitations motivate future work on robustness across regimes,
scaling to additional datasets and protocols, and extending the proposed tools to new
market and regulatory contexts.






Part1

Explainable machine learning for
complex socio-economic phenomena






11

Part I focuses on explainable machine learning as a methodological framework for
studying complex socio-economic phenomena, where predictive accuracy alone is in-
sufficient and model outputs must be interpretable, auditable, and scientifically mean-
ingful. The aim is to design and apply explainability-oriented pipelines that bridge high-
performing models with transparent, domain-relevant evidence.

This part brings together four complementary contributions. The first presents X-
SPIDE, a framework for detecting Ponzi smart contracts on Ethereum that integrates
heterogeneous on-chain and contract-level features with structured post-hoc explana-
tions to support forensic analysis. The second study develops an interpretability-first
approach to predicting voting intentions from repeated survey data, combining feature
reduction and SHAP-based explanations to reveal value-based dimensions that remain
informative beyond demographics and to derive interpretable coalition-specific profiles.
The third investigation analyzes imbalanced learning under class overlap through con-
trolled simulations, showing that the effectiveness of oversampling depends on data ge-
ometry and motivating preprocessing strategies that explicitly account for overlap. The
fourth contribution introduces Decision Predicate Graphs (DPG), a global interpretabil-
ity method for tree ensembles that summarizes decision logic as a graph and enables
structural diagnostics when rule-based inspection becomes impractical.






Chapter 2

X-SPIDE: An eXplainable Machine
Learning Pipeline for Detecting
Smart Ponzi Contracts in Ethereum

2.1 Introduction

Blockchain is revolutionizing how individuals and companies exchange digital assets
without the control of a central authority. This technology has been successfully ex-
ploited for deploying new economic applications, e.g., cryptocurrencies [225] and De-
centralized Finance [229]. However, shortly after this technology gained widespread
adoption and its economic significance grew, it began to attract the interest of malicious
users seeking to exploit the pseudonymity of these platforms and the absence of regula-
tion [221]: on the one hand, they utilize cryptocurrencies to facilitate untraceable cur-
rency transfers, evading scrutiny by authorities; on the other hand, they deliver scams
to deceive honest users willing to make revenue through cryptocurrencies. Nowadays,
many types of scams can be found on blockchain platforms, such as exploits, hacks, and
phishing [51]. It is estimated that fraudulent activities in the Bitcoin space amassed a
minimum of 11 million USD between 2011 and 2014 [299]. Among the various scams,
Ponzi schemes have approached the blockchain world, first on Bitcoin [299] and more
recently on Ethereum [50]. Ponzi schemes are fraudulent investment operations where
older investors obtain returns from new investors’ money rather than legitimate busi-
ness activities. Although the actual conditions to gain money depend on the specific
rules of the scheme, a common feature is that participants who want to redeem their
investments have to make new participants join the scheme. Participants who join later
are the most likely to lose their money. Thus, the development of automatic techniques
to counter these scams is required to protect average users and to allow them to par-
ticipate safely in the blockchain economy. Our focus here is on Ethereum, one of the
most famous blockchain systems, and smart contracts to deliver Ponzi schemes called
smart Ponzi contracts. Although several papers have addressed Ponzi scheme detection
on Ethereum [49, 86, 87, 203, 306, 324], there is still no conclusive solution. On the one
hand, there is a lack of publicly available datasets that can be used to train and test effec-
tive classifiers. On the other hand, the problem has been tackled so far by considering
only the optimization of the classifier’s performance as a target, paying no attention to
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explaining and interpreting classification results. Interpretability and explainability are
crucial when classifier decisions have economic consequences. An automatic and ex-
plainable technique for classifying smart contracts is needed to fill such gaps, which can
be safely used as the backbone for developing new fraud detection tools.

Contributions In this chapter, we contribute towards filling this gap by introducing
X-SPIDE (XAI Smart Ponzi Identification and Detection), an explainable machine-learning
pipeline to detect smart Ponzi contracts. Besides the classification of contracts and
Ponzi scheme detection, X-SPIDE allows for comparing the results of different classi-
fiers trained on different datasets. Moreover, it provides a procedure to refine the set
of features while maintaining comparable classification performance to the original fea-
ture set. Finally, it relies on eXplainable Artificial Intelligence (XAI) techniques and tools
to explain the model and carefully inspect misclassified contracts. We train and test our
pipeline on a new and reusable dataset featuring 7446 unique real-world smart contracts.
Within this dataset, 6566 (88.18%) are identified as non-Ponzi contracts, and 880 (11.82%)
as Ponzi contracts. The dataset contains information about the transaction history of
the contracts as well as their bytecode. We apply a thorough cleaning process on this
dataset to detect and remove duplicates and non-compliant contracts (some bytecodes
were not retrievable as the contracts appeared destroyed or were not recoverable on the
blockchain). Then, we split the clean dataset into eight distinct datasets characterized
by different bytecode features but the same transaction features. More precisely, four
datasets incorporate features extracted from the creation bytecode, i.e., the code used to
create and deploy the contract on the blockchain (creation code) plus the code of the
contract itself (runtime code) and transaction features. The other four datasets instead
include solely features obtained from the deployed bytecode (runtime code only) and the
transaction features. We conduct several experiments on these datasets to train and test
our machine learning pipeline. As a side effect, our experiments also allow us to an-
swer the following six research questions: (1) Which is the pair (model, dataset) that
provides the highest Recall?; (2) How does the usage of creation code and deployed code
impact classification performance?; (3) What is the impact of account features on the
classification performance?; (4) Does a subset of features exist that ensures performance
comparable to the entire dataset? (5) What are the most important features?; (6) What
are the characteristics of the misclassified contracts?

In conclusion, the main contributions of our work can be summarized in three main
aspects: first, we define a new machine learning pipeline that incorporates eXplainable
Artificial Intelligence (XAI) outputs to elucidate model behavior. Second, we introduce
a new dataset that is publicly available for use. Last, through experiments, we analyze
the different performances between created and deployed bytecode, investigate the sig-
nificance of features, and analyze the key characteristics of misclassified contracts.

Structure of the contribution In Section 2.2, we provide the reader with the rele-
vant background to understand the technical development of the experiment. In Sec-
tion 2.3, we compare our work with the relevant literature. Section 2.4 formally defines
our pipeline. In Section 2.5, we introduce our datasets, our features, and how we collect
them. Section 2.6 reports on our experimental evaluation and the results we achieved.
Finally, in Section 2.7, we draw some conclusions and discuss possible future work.
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This is an extended version of the conference paper [130]. We extend the previous
work in several directions: (1) we precisely define our pipeline X-SPIDE, characterizing
what the input and the output of each stage are; (2) we introduce here a large dataset
comprising more smart contracts and updated values of the features; we also devise
a systematic process that cleans the dataset by addressing duplicates and non-compli-
ant contracts; (3) our machine learning pipeline work considering both transaction and
bytecode features; (4) we study how different types of bytecode impact classification per-
formance; (5) we experiment with a different set of feature combinations (see Table 2.2),
selecting the best one; (6) we study the interpretability of our model using different XAI
techniques such as Shapley values and partial dependency plots, and we provide an in-
terpretation of the results considering the smart contract’s bytecode.

2.2 Background

Here, we provide the required information about blockchain systems, the Ethereum plat-
form, and Ponzi schemes to clarify the context and the terminology for readers unfamil-
iar with this application domain.

2.2.1 A glimpse of Ethereum

A blockchain platform is a dynamic network of peer-to-peer nodes that maintain a repli-
cated data structure, called the blockchain, that globally records the occurrence of certain
events. The network nodes own a local copy of the blockchain and update it upon re-
ception of special messages, called transactions. To ensure the blockchain’s consistency,
these systems rely on a consensus protocol that imposes a total order on the updates
performed by the nodes.

Ethereum is one of the most famous blockchain platforms. In the recent version, it
uses a Proof-of-Stake consensus algorithm where special nodes, called validators, pro-
pose blocks containing transaction bundles. The consensus is designed to be crypto-
graphically and economically secure, requiring potential attackers to hold a significant
amount of ether (ETH in short), the Ethereum cryptocurrency. A reward system incen-
tivizes honest participation, while penalties deter malicious behavior among stakers.

A distinguishing feature of Ethereum is that it provides a decentralized virtual ma-
chine that can execute programs, called contracts and written in the EVM bytecode lan-
guage. The EVM bytecode is a low-level language where a program/contract is a se-
quence of instructions, each characterized by its own opcode and its operands on the
stack. From a technical point of view, Ethereum implements a state transition system.
The current state of this transition system is stored on the blockchain and includes all
the accounts and their balances. There are two types of accounts: the external accounts
that users control and contract accounts that are controlled by a contract’s bytecode. In-
tuitively, contracts can be seen as objects in object-oriented languages: they have fields
representing the state of the contract and a set of functions that users or other con-
tracts can invoke. We discuss an example of a smart contract in the next sub-section.
An account is uniquely identified by its address. Every account is equipped with a par-
ticular field, called the balance, which represents the amount of ETH owned by the ac-
count. Users can send transactions, called external transactions, to the Ethereum net-
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work. Through transactions, a user can (i) create new contracts; (ii) invoke a function of
a contract; (iii) transfer Ether to contracts or other users. All external transactions are
recorded on the blockchain. When a contract receives an external transaction, it reacts
by executing one of its functions that, in turn, fires other transactions. These trans-
actions are called internal transactions and are not recorded on the blockchain but still
impact the balance of users and the state of other contracts.

2.2.2 Smart Ponzi contracts

Ponzi schemes are classic frauds concealed as “high-yield” investment programs. The
initiator of the scheme generates returns for existing investors through revenue paid
by new investors rather than from legitimate business activities or profits of financial
trading. More in general, the U.S. Securities and Exchange Commission (SEC)* defines
Ponzi schemes as:

A Ponzi scheme is an investment fraud that involves the payment of purported
returns to existing investors from funds contributed by new investors. Ponzi
scheme organizers often solicit new investors by promising to invest funds in
opportunities that generate high returns with little or no risk. With little or no
legitimate earnings, Ponzi schemes require a constant flow of money from new
investors to continue. Ponzi schemes inevitably collapse, most often when it
becomes difficult to recruit new investors or when a large number of investors
ask for their funds to be returned.

Although the actual conditions to gain money depend on the specific rules of the
scheme, a common feature is that a user who wants to redeem her investment has to
make new users join the scheme. In this way, the schemes create a pyramid of investors,
where the initiator is at the top, and the investors at level [ + 1 compensate for the
investment of those at level /. Once a scheme collapses because no more investors join
it, those at the top levels of the pyramid gain money, while those at the bottom lose it.

The spread of cryptocurrency and smart contracts has created new opportunities to
deploy this kind of fraud. Indeed, it is possible to find samples of smart contracts imple-
menting Ponzi schemes, called smart Ponzi contracts, deployed on the main blockchain
platforms like Ethereum and Bitcoin. This application focuses on the Ethereum platform.
According to the literature [49] smart Ponzi contracts have several attractive features
that make them useful for delivering scams:

1. The initiator of a smart Ponzi could stay anonymous, since deploying the contract
on the blockchain and withdrawing money from it only requires an Ethereum ac-
count that does not reveal her real identity.

2. Once deployed on the blockchain, smart contracts are “unmodifiable” and “unstop-
pable”. Thus, no central authority could terminate the execution of the scheme,
seize the money, and refund the victims.

3. Since the code of smart contracts is public and immutable, and its execution is
automatically enforced by the blockchain platform, investors may believe that no

'See https://www.sec.gov/spotlight/enf-actions-ponzi.shtml
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one can take advantage of their money and that they could eventually gain the
declared interests.

The most significant feature of a smart Ponzi is the policy used to redistribute new in-
vestments among participants, i.e., how the money flows. This requires a smart Ponzi to
maintain a data structure storing participants’ information and to implement a strategy
for redistributing dividends.

Identifying redistribution behavior is crucial to classify a contract as a smart Ponzi.
Also, it is challenging because many other kinds of contracts, e.g., gambling games,
may have similar behavior, which may induce many false positives. Bartoletti et al. [50]
proposed the following four requirements to classify a smart contract as a Ponzi scheme:

R1 the contract redistributes money to the investors according to a given logic;
R2 the contract receives money only from the investors;

R3 each investor makes a profit if a certain number of investors subsequently join the
contract, investing a certain amount of money;

R4 the later an investor joins the contract, the higher the risk for the investor to incur
a loss.

A smart contract is classified as a smart Ponzi when it satisfies all four requirements.
Note that requirement R1 rules out contracts that provide users with some assets but
do not implement a logic to distribute them to participants, e.g., tokens; requirement R2
ensures that a participant invests a certain amount in joining the contract; requirement
R3 demands a constant flow of new investments for investors to make a profit; require-
ment R4 characterizes the fraudulent nature of smart Ponzi contracts because it reflects
the fact that making a profit for investors is likely impossible after a certain point in
time: too many victims must join the scheme for the contract to have enough money to
reward all the participants. Thus, the scheme collapses when this happens. Note that
the requirements above impose no condition on whether the money was received or
not by the initiator of the scheme. We will study the need for such a condition in our
experimental evaluation of Section 2.6.

Typically, smart Ponzi contracts are categorized into four types according to their
redistribution strategies: Tree-scheme, Chain-scheme, Waterfall-scheme, and Handover-
scheme. Since we do not consider these categories here, we refer the interested reader
to the relevant literature [50].

We now clarify a smart Ponzi contract through a small yet real example. Consider the
code snippet in Figure 2.1. The code is written in Solidity, a high-level, object-oriented
programming language primarily used for creating smart contracts. It features static
typing and supports inheritance, reusable libraries, and complex user-defined types, ul-
timately compiling into EVM bytecode. The code is extracted from a contract named
Multiplier that is deployed on Ethereum with the address

0x30D1B797365F936300055A704A902124467B8b14

and implements a chain scheme. The code snippet resembles a class declaration and con-
sists of two parts: the declaration of fields and data, and the declaration of two functions.
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contract Multiplier {
//Address of the "promoter" of the contract: she receives fee for each transaction
address constant private PROMO = 0x5D5fe29339592eEb51c43E54F0a81cA7642B6d2b;
//Percent received by the "promoter"
uint constant public PROMO_PERCENT = 7;
//How many percent for your deposit to be multiplied
uint constant public MULTIPLIER = 121;

//The deposit structure holds all the info about the made deposits
struct Deposit {
address depositor; //The depositor address
uint128 deposit; //The deposit amount
uint128 expect; //How much we should pay out (initially it is 121% of deposit)

Deposit[] private queue; //The queue of investors
uint public currentHead = 0; //The index of the first depositor in the queue.

//This function receives all the deposits stores them in the queue and make immediate payouts
function () public payable {
if(msg.value > 0){
//Add the investor into the queue. Mark that he expects to receive 121% of deposit back
queue.push(Deposit(msg.sender, uint128(msg.value), uint128(msg.value*MULTIPLIER/100)));

//Send some promo to enable this contract to leave long-long time
uint promo = msg.value*PROMO_PERCENT/100;
PROMO. send(promo) ;

//Pay to first investors in line
pay();

//Used to distribute all the money on contract to the first investors starting from the head of queue
function pay() private {

// The current balance of the contract

uint128 money = uintil128(address(this).balance);

//Cycle on the queue
for(uint i=0; i<queue.length; i++){
uint idx = currentHead + i; //the index of the currently first investor

Deposit storage dep = queue[idx]; //the info of the first investor

if (money >= dep.expect){ //If we have enough money on the contract to fully pay to investor
dep.depositor.send(dep.expect); //Send money to him
money -= dep.expect; //update money left

//the investor is fully paid and she is removed from the queue
delete queue[idx];

telse{
//No enough money, so partially pay to investor
dep.depositor.send(money); //Send to her the money left
dep.expect -= money; //Update her expected amount
break;

currentHead += i; //Update the index of the current first investor

}

Figure 2.1: Example of Smart Ponzi Contract: the code of the Multiplier contract
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Lines 2 to 18 are constant and variable definitions used to record the state of the contract:
PROMO is the address of the initiator of the contract; PROMO_PERCENT is the percentage
of the investment that each participant pays to the initiator as a fee; MULTIPLIER is a
constant denoting how much participant’s investment must be multiplied; the structure
Deposit records the address, the amount of deposit, and the expected reward of each
investor. The array queue stores all the investors in order of arrival, and the integer
currentHead is the index of the head of the queue. The contract receives Ether from
investors through a transaction, and when this happens, it executes the special function
with no name, called fallback function at line 2o0.

The received Ether is automatically transferred to the contract balance that is acces-
sible to the programmer via the read-only variable balance. Information about the
received transaction is accessible via the special object msg. In this case, the fallback
function, if the received amount is positive (i.e., msg.value > 0), records the address
(msg. sender), the investment and the expected reward of the investor (computed tak-
ing into account the factor MULTIPLIER) in the queue (line 23). Then, it calculates and
pays the fee to the initiator (lines 28-27). Finally, it pays previous investors through the
private function pay. This function (lines 35-61) scans the queue and pays the expected
revenue to the investors as long as the balance of the contract is positive. Once an in-
vestor has received her reward, she is removed from the queue. From this example, it is
easy to see that the scheme’s initiator receives some money for each new investor and
that investor A will be repaid only when she is at the front of the queue. This event
occurs only when enough new investors join the scheme to repay the old investors pre-
ceding A in the queue.

2.3 Related work

Since the inception of Bitcoin in 2009, cryptocurrencies and blockchain systems have
attracted the attention of cybercriminals, who exploit them to carry out potentially un-
traceable scams. Since the full transaction history is publicly available and provides
accurate records of user behavior, several papers [51, 71, 85, 86, 87, 118, 166, 171, 174,
175, 199, 203, 241, 290, 306, 307, 317, 320, 324] have proposed machine learning tech-
niques to detect possible frauds and scams. Below, we describe the contribution of these
papers, and then we highlight the distinctive features of our work compared to them.
Bartoletti et al. [49] study the problem of identifying Ponzi schemes in Bitcoin using
data mining techniques. In particular, they released a public dataset of Bitcoin addresses
and an open-source tool to build such a dataset; then, they apply different classification
algorithms (Random Forest, Bayes Network, and Ripper) and systematically evaluate
them to identify the best discriminating features for detecting Ponzi schemes in Bitcoin.
In a subsequent paper, Bartoletti et al. [50] consider smart Ponzi contracts in Ethereum.
First, they define four behavioral criteria that characterize a contract as a smart Ponzi and
produce a dataset with several samples satisfying such criteria. Then, they perform sev-
eral analyses by hand on a subset of their dataset, e.g., about the security of their code
and the fairness of the distribution policy. Chen et al. [86] provide a reusable dataset
with real-world samples and evaluate different classifiers to determine which presents
the best classification performance. They use two different classes of features: the ac-
count features taken from the transaction history and code features extracted from the
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contract’s bytecode. Chen et al. [87] propose SADPonzi, a detection approach based on
symbolic execution. This approach analyzes the bytecode of contracts to extract seman-
tic information about the execution and identifies investor-related transfer behavior and
the distribution strategies adopted by the scheme. SADPonzi performs the classification
only by looking at the code, not the transaction history. Wang et al. [306] propose a
classifier based on Long-short Term Memory Network for detecting smart Ponzi. Fan
et al. [118] propose PonziTect, a smart Ponzi contract detection method based on or-
dered boosting that classifies contracts considering only their bytecode. They adopt
data augmentation to solve the problem of imbalanced samples among the two classes
by increasing the proportion of smart Ponzi contracts at the boundary. Lou et al. [203]
use convolutional neural networks to build a smart Ponzi detector. They focus mainly
on bytecode features, and their pipeline is quite standard: First, they transform smart
contracts into single-channel images and then adopt the spatial pyramid pooling method
to ensure that the generated images have the same size. Ibba et al. [166] builds a ma-
chine learning model that uses account features and the bytecode of the contracts. They
also consider Solidity source code and apply text classification techniques to extract fur-
ther features to use in the classification. They tested their approach with decision trees,
support vector machines, and naive Bayes. Jin et al. [174] propose HFAug, a generic
Heterogeneous Feature Augmentation module that can be adapted to various existing
Ponzi detection methods. The module captures heterogeneous information associated
with account behavior. Zheng et al. [324] propose MulCas, a method for detecting smart
Ponzi schemes that works solely on the bytecode. Peng et al. [241] use eight classifi-
cation algorithms such as Logistic Regression, Decision Trees, Support Vector Machine,
Random Forests, Extremely Randomized Trees, Gradient Boosting Machines, XGBoost,
and LightGBM to build a model that detects Smart Ponzi schemes. They focus solely
on the functionality based on the opcodes of smart contracts on Ethereum. Zhang et
al. [320] introduce a method for identifying smart Ponzi using an enhanced version of
the LightGBM algorithm. Their approach combines bytecode features with user trans-
action data and opcode frequencies. Chen et al. [85] focused on extracting features from
user accounts and operation codes from smart contracts to build a classification model
for detecting latent Ponzi schemes. Jin et al. [175] propose a dual-channel early warn-
ing framework dubbed Ponzi-Warning. Their proposal performs feature extraction and
fusion on code and transaction features. They present a temporal evolution augmen-
tation strategy for generating transaction graph sequences, increasing the data scale,
and introducing temporal information. Yu et al. [317] model Ponzi scheme identifica-
tion and detection as a node classification task and propose a detection model based on
graph convolutional networks. Jacinta et al. [171] propose an approach that detects Ponzi
schemes on Ethereum using random forest, neural network, and K-nearest neighbor. Cai
et al. [71] devised a methodology that employs a graph to represent transaction-related
semantics within a smart contract and uses a graph convolutional network to identify
potential Ponzi-like transaction patterns. Wang et al. [307] present a detection approach
that integrates opcode context analysis with the Adaptive Boosting (AdaBoost) algo-
rithm. The methodology employs the n-gram algorithm to capture extensive opcode
features related to contracts and integrates them with features derived from contract
accounts. Below, we compare our work with the above-cited papers. This paper’s main
novelties and distinctive features are the introduction of an explainable machine learn-
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ing pipeline and the study of the impact of different types of bytecodes on classification
performances. Moreover, while other papers in the literature focus solely on optimiz-
ing classification performance, we prioritize finding the right balance between perfor-
mance and interoperability. We believe that this focus becomes crucial when decisions
can impact economic systems like Ethereum. More precisely, we consider both account
and code features to detect smart Ponzi schemes. Additionally, we enhance the existing
dataset by introducing new transaction features to capture better requirements R1-R4
of Section 2.2 and incorporating additional contracts. Furthermore, we integrate vari-
ous Explainable Machine Learning techniques to foster a transparent understanding of
the decision-making of our model. Going beyond traditional analysis, we scrutinize the
classifier’s response to misclassified contracts. Through these techniques, we aim to pin-
point a subset of features demonstrating comparable performance and contribute to an
enhanced understanding and interpretation of the classification model. Additionally, we
encourage further investigation and exploration within this domain by publicly making
our dataset available for further research. Finally, Feng et al. [119] propose IDPonzi, an
interpretable model for detecting Ponzi schemes on the blockchain. Compared to our
approach, their dataset is smaller than ours, containing 200 Ponzi schemes, whereas our
dataset includes 880. Moreover, their model utilizes only bytecode features and achieves
lower performance in terms of Recall. From an explainability perspective, in contrast
to theirs, our pipeline includes not only SHAP values but also partial dependence plots.
Table 2.1 provides an overview of the characteristics of various related works and high-
lights the key differences, both among themselves and in comparison to this contribu-
tion. A checkmark (v') means the presence of a specific feature, while a crossmark (X)
indicates its absence.

2.4 Methodology and pipeline design

This section introduces X-SPIDE, an interpretable machine-learning pipeline for iden-
tifying smart Ponzi contracts. Our pipeline goes beyond just classifying contracts and
detecting Ponzi schemes, it also allows for (i) an easy comparison of the results produced
by various classifiers trained on different datasets; (ii) feature refinement to reduce the
feature set used by the model while ensuring that the classification performance remains
comparable to the original set; (iii) explainability through XAI techniques and tools to
clarify the model’s decisions and thoroughly examine any misclassified contracts. More
precisely, our pipeline consists of three stages: .S; model and dataset selection; S5 feature
selection; S5 model explanation. The first stage S; receives as input a set of classifiers
C, a set of datasets D, and an evaluation metric m (e.g., Recall, Precision, AUC, etc.).
It trains and tests all combinations of classifiers and datasets using a grid-search and
cross-validation procedure and returns in output the classifier ¢; € C' (with its optimized
hyperparameters) and the dataset d; € D that outperforms the other combinations ac-
cording to the metric m.

Formally, let C'L be the set of classifiers, DS the set of datasets, M the set of evalua-
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Table 2.1: A summary comparing related work with the present study.

Authors Year | Code Account Creation vs. | Data avail- | XAI
Features | Features Deployed ability
Bytecode

Chen et al. [85] 2018 | v/ v X v X
Chen et al. [86] 2019 |V v X v X
Peng et al. [241] 2020 |V X X X X
Fan et al. [118] 2020 |V X X X X
Lou et al. [203] 2020 |V X X X X
Chen et al. [87] 2021 |V X X v X
Wang et al. [306] | 2021 | v/ v X X X
Ibba et al. [166] 2021 |V v X X X
Zhang et al. [320] | 2021 | V/ v X X X
Yu et al. [317] 2021 | X v X X X
Jin et al. [175] 2022 |V v X X X
Zheng et al. [324] | 2022 | V/ v X v X
Jacinta et al. [171] | 2023 | vV X X X X
Cai et al. [71] 2023 |V v X X X
Wang et al. [307] | 2023 |V v X X X
Feng et al. [119] 2024 |V X X X v
This contribu- | 2025 |V v v v v
tion

tion metrics, we define the function S;: p(CL) x p(DS) x M +— CL x DS as follows:

S1(C, D, m) = (¢, d;)
where ¢; € Candd; € D
and Ve, € O\ {¢;}.Vdr € D\ {d;}. m(c;,d;) > m(cg, dy)

This stage produces the best pair of classifiers and a dataset, and allows for other anal-
yses: we can investigate how different classifiers perform on various datasets, gaining
insights from the features within each dataset. Moreover, considering different met-
rics, the stage helps understand which dataset is more suitable for optimizing a specific
metric. For instance, a certain dataset with specific features might yield a higher recall
than others. This dataset could be a better choice if the analyst aims to minimize false
negatives by ensuring that as few threats as possible go undetected.

The second stage of the pipeline S5 takes in input the classifier ¢; and the dataset
d; produced by S, and it finds a subset of the features of d; that increases or, at least,
preserves the performance achieved by the classifier ¢; when trained on d;. Intuitively,
Sy adopts the Recursive Feature Elimination (RFE) algorithm that trains and tests ¢;
in several runs to detect the less contributing features to be removed in the next run.
This process continues until the performances remain within a given threshold € or the
number of features to be considered reaches 10. Formally, let F; denote the set of features
of a dataset d, we define the function Ss: CL x DS x M — DS as follows:

So(c,d,m) =d'
where |m(c,d') —m(c,d)| < eand Fy C Fyande >0
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Figure 2.2: Structure and dataflow of the X-SPIDE pipeline

The stage S, of the pipeline allows us to identify a smaller set of features that ensures
a good classification performance with respect to the optimized metric, to work with a
more manageable dataset, and to improve the time for training and testing. Moreover,
this stage also suggests which features mainly contribute to an accurate classification.

The stage S3 provides results that can be used to describe the model behavior. In
particular, S5 computes the Shapley values Sh, partial dependencies PD for each smart
contract for all considered features, and the misclassified contracts M C. More formally,
we can define S; as the following:

Ss(c,d) = (Sh, PD, MC)

where c is a classifier and d is a dataset. We describe below how S3 computes the ele-
ments of the resulting triple. The computation of Shapley values Sh assesses the con-
tribution of each feature to the model’s predictions, evaluating the model against all
possible feature combinations. In practice, the Shapley value of a feature ¢ for a specific
instance x (a smart contract in our case), in symbols Sh(x, 1), is calculated as follows:

sy = Y BRI R0 ) - efos)
SC{L,...pH\{i} ‘

where

- S represents a feature subset excluding feature i;

« |S| denotes the cardinality of the set S;

« xg is the sample x restricted to features in subset S

« ¢(zg U {i}) is the classifier prediction when feature i is included;
« ¢(xg) is the classifier prediction without feature i;

« p is the total number of features.

Intuitively, the formula above computes the contribution of feature ¢ by comparing pre-
dictions with and without ¢ across all possible feature subsets S, weighed by the subset
size and total feature count. Finally, these contributions are summed to determine the
Shapley value for feature i. Therefore, the set Sh includes all the Sh(x, i) for all features
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¢ and all the instances x in the dataset d. Shapley values are considered as XAI global
and local models.

The partial dependencies PD determine the relationship between a feature ¢ and
the predicted class, i.e., Ponzi or non-Ponzi. The partial dependence of a feature ¢ is
computed as follows:

00 = 53 (5 o)

wGS
where

« |d| is the total number of samples in the dataset;
« S is the set of values taken by the feature ¢ in the dataset d;
is the size of .S}

e z[i — w]| is the sample = where the value of the feature i is replaced with w (the
values of the other features are unchanged).

Intuitively, the formula above is computed by varying the value of the feature of interest
and calculating the average classifier prediction while keeping the value of other fea-
tures constant. These values are useful for interpreting classifier responses to feature
changes and can reveal non-linear or complex relationships between the features and
the model output. The partial dependencies are XAI global models since they consider
all instances and give a statement about the global relationship of a feature with the
predicted outcome.

The set of Sh allows us to plot the model’s global behavior as beeswarm plots of the
feature importance. The set of D P helps investigate the relationship between the target
response and a selected set of input features through Partial dependence plots (PDPs).
Finally, stage S5 helps study misclassified contracts M C' and gain further insights re-
garding the behavior of the model and the specificity of these contracts. In particular,
it applies SHAP on the subsets False Positive and False Negative independently, then it
retrieves their code, enabling manual inspection by analysts, and finally, it supports the
study of the feature importance for specific contracts.

Figure 2.2 summarizes the structure of our pipeline and describes what each stage
takes as input and returns as output. In Section 2.6, we implement our pipeline using
Python and the Scikit-learn library, and we adopt XAI library Shap* and partial depen-
dence plots (PDPs) [126].

2.5 Dataset and feature descriptions

The contracts used to train and test our pipeline for the classification of Ponzi and non-
Ponzi contracts are obtained by merging the lists of addresses and the corresponding la-
bels of refernces [50, 86, 87, 174, 324]. We obtained a new list with 7962 unique contracts.
However, some bytecodes were not retrievable as the contracts appeared destroyed. Af-
ter compiling a comprehensive list of accessible smart contracts, we download the values

*https://shap.readthedocs.io/en/latest/index.html
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Figure 2.3: Scheme of the framework implemented for opcode extraction.
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of the relevant features. Upon completing this initial analysis and cleanup, we obtain a
dataset with 7446 contracts, comprising 6566 non-Ponzi and 880 Ponzi contracts.

Each contract is enriched with 5 types of features: (1) creation bytecode with absolute
frequency; (2) creation bytecode with weighted frequency; (3) deployed bytecode with
absolute frequency; (4) deployed bytecode with weighted frequency; (5) account and
transaction history features. The first four types are obtained by analyzing the bytecode
associated with each smart contract. The last one takes into account the information
associated with each smart contract about its activities on the blockchain. We used
eight possible combinations of these families of features, and each combination led to a
dataset. Applying X-SPIDE to different combinations of features allows us to understand
the contribution of each feature’s family to the classification process and compare the
relative performance. In the following, we describe the process and the type of features
we extracted from the bytecode and transaction activities.

2.5.1 Code features

Bytecode is an abstract instruction set designed for efficient execution by a software
interpreter or a virtual machine. Unlike human-readable source code, bytecode is ex-
pressed in a numerical format: the bytecode comprises a series of bytes, each of which
refers to a specific operation whose semantics is specified by the Ethereum yellow pa-
per [312]. For example, the operation with opcode 0202 represents the multiplication at
the EVM level (denoted with the name MUL).

The reason for adopting bytecode is its widespread use in various aspects of smart
contracts analysis, such as contract vulnerability and category classification [50, 250,
312]. In particular, we first define 4 types of features, taking into account the bytecode
associated with each smart contract.

The first two feature sets consider the creation bytecode: the first set is obtained by
counting the number of occurrences of each specific opcode in the code (call it abso-
lute frequency); whereas the second considers the percentage of the occurrences (call
it weighted frequency). The other two sets of features are similar, but consider the de-
ployed bytecode.

We compute the values of these features as follows. We gather the creation byte-
code associated with each smart contract from the online service etherscan.io,? and the

3https://etherscan.io/
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deployed bytecode from the online service infura.io.* Additionally, we disassemble the
bytecode into an equivalent series of opcodes with evmdis,®, a tool to disassemble all
instructions in bytecode. Furthermore, we unify opcodes with the same logical func-
tion into a single one. For example, the various variants of the PUSH instruction (from
PUSH1 to PUSH32) are considered a single generic instruction PUSH. Thus, we associ-
ated each contract with two lists of opcodes, one for the creation bytecode and one for
the deployed bytecode. For both lists, we compute the absolute and weighted frequency
of each opcode, obtaining 4 lists to be associated with the corresponding smart contract.

A summary of the steps we implemented for extracting code features is in Figure 2.3.
At the end of the extraction, we obtained 76 different features corresponding to the
frequency of different opcodes within the various contracts analyzed.

2.5.2 Account Features

The intrinsic characteristics of a Ponzi scheme determine its behavior. There are at least
three characteristics of Ponzi contracts: (1) these contracts usually send Ether to ac-
counts once investing to the contract; (2) some accounts receive more payments than
investments. For example, the creator who charges fees frequently from the contract;
and (3) the contract balance may be low, as a Ponzi scheme always tries to maintain an
image of fast and high returns.

Below, we report the list of features for each contract:

1. Balance: the difference between the amount of ETH in input and the ETH in output;

2. Lifetime: the difference between the time of the first and the last transaction made
or received;

3. Tx_in: the number of input transactions;
4. Tx_out: the number of output transactions;

Investment_in: the number of input transactions that deposit an amount of ETH in
the contract;

o

Payment_out: the number of output transactions paying an amount of ETH;
#addresses_paying_contract: the number of distinct addresses that paid the contract;

#addresses_paid_by contract: the number of distinct addresses paid by the contract;

o

Mean_vi: the average of the differences of the number of input/output transactions
from/to the same address;

10. Mean_vz: the average of the differences of the amount of ETH received and paid by
the contract involving the same address;

11. Sdev_v1: the standard deviation of the differences in the number of input and output
transactions involving the same address;

12. Sdev_vz: the standard deviation of the differences between the amount of ETH in
and out involving the same address;

13. Paid_rate: the ratio between Tx_in and Tx_out;

‘https://www.infura.io/
Shttps://pyevmasm.readthedocs.io/en/latest/index.html
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14. Paid_one: the ratio between the number of investors paid many times and the num-
ber of total investors;

15. Investment_in/Tx_in: the ratio between Investment_in and Tx_in;
16. Payment_out/Tx_out: the ratio between Payment_out and Tx_out;

17. Percentage_some_tx_in: the percentage of active days with at least one input trans-
action during the contract lifetime;

18. Sdev_tx_in: the standard deviation of the number of transactions per day;

19. Percentage_some_tx_out: the percentage of active days with at least one output
transaction during the contract lifetime;

20. Sdev_tx_out: the standard deviation of the number of transactions in output per
day;

21. Initiator_get_eth_wo_investing: this feature is 1 if the contract initiator has earned
ETH without any investment, o otherwise;

22. Initiator_get_eth_investing: this feature is 1 if the initiator has earned ETH in-
vesting in the contract, o otherwise;

23. Initiator_no_eth: this feature is 1 if the Initiator has obtained no ETH investing in
the contract, o otherwise.

The first 18 features are inherited from the literature, while the last 5 in bold are the
ones we introduce. Below, we briefly comment on some of the features, explaining the
rationale behind them. For example, Feature 14 estimates how often a contract interacts
with accounts it already knows. A high value of this feature means more interactions
(we expect it to happen for a smart Ponzi). Features 15 and 16 aim to capture the require-
ment R3: the contract redistributes money to the investors according to a given logic by
measuring the percentage of transactions distributing ether among Ethereum addresses.
Since we expect that non-Ponzi contracts present a lower percentage than Ponzi ones,
these features are uniquely based on Ether exchanges. Features 17 and 19 monitor the
number of input and output transactions per day over time. A small value of Feature 21
(respectively 19) indicates that the contract was active for a few days, considering input
transactions (output, respectively, for Feature 19). On the contrary, a high value means
the contract presented a more regular activity over its lifetime. We also consider the
standard deviation of the number of daily transactions to capture the variability during
the contract life. Feature 15 considers input and output transactions, respectively. This
feature measures whether a contract sends or receives transactions only in a few days or
regularly. In particular, we expect that Ponzi contracts will have a short lifetime in which
they will receive several user investments. Indeed, since making a profit for investors
is likely impossible after a certain time, the scheme collapses, and the contract will no
longer receive new investments. The last three features, 21, 22, and 23, verify whether
the initiator received money from the contract. Indeed, in smart Ponzi contracts, the ini-
tiator usually receives a certain amount of money, even without an initial investment.
We add these features to study whether receiving a certain amount of money identi-
fies this fraud. Therefore, we expect most contracts labeled as Ponzi to have Feature 21
and Feature 22 equal to 1. On the contrary, Feature 23 equals 1 for non-Ponzi contracts
since it is quite unusual to find the initiator of a smart Ponzi that receives no Ether. Our
experimental evaluation shows that the new features improve the classification perfor-
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mance. These experiments and a thorough description of the features are reported in
the conference version of this work [130].

2.5.3 Datasets

As previously stated in stage S; of the pipeline, we process 8 datasets, selecting the best
one, and we assess the impact of various features on classification quality. Subsequently,
a ninth dataset was derived to identify a concise and efficient set of features during the
stage S5.

In particular, we aim to evaluate how the creation and deployed bytecode influence
the classification task. Therefore, we consider two groups of datasets, one containing
features extracted from the creation bytecode and another containing features related to
the deployed bytecode.

The datasets utilizing creation bytecode are as follows:

« Transaction plus frequency opcode dataset, which includes the absolute frequency
of opcodes and account features (7446 smart contracts x 99 features).

o Transaction plus weighted opcode dataset, which includes the weighted frequency
of opcodes and account features (7446 smart contracts x 99 features).

+ Only frequency opcode dataset, containing solely the absolute frequency of creation
opcodes (7021 smart contracts x 76 features).

« Only weighted opcode dataset, incorporating the weighted frequency of creation
opcodes (7021 smart contracts x 76 features) exclusively.

During the cleaning process of the creation bytecode, we identified 415 duplicate samples
with the associated labels. Additionally, we encountered 10 instances where distinct
labels were linked to the same bytecode at varying addresses. Since we want to devise
a fully automated process, and since there is no best policy to solve these conflicts, all
these samples were discarded.

Whereas the following datasets use the deployed bytecode:

« Transaction plus frequency opcode dataset, which includes the absolute frequency
of opcodes and account features (7446 smart contracts x 99 features).

o Transaction plus weighted opcode dataset, which includes the weighted frequency
of opcodes and account features (7446 smart contracts x 99 features).

+ Only frequency opcode dataset, comprising uniquely the absolute frequency of de-
ployed opcodes (6621 smart contracts x 76 features).

« Only weighted opcode dataset, presenting only the weighted frequency of deployed
opcodes (6621 smart contracts x 76 features).

During the cleaning process of the deployed bytecode, we discovered 819 duplicate byte-
codes, including their associated labels. Moreover, there were 6 occurrences where dis-
tinct labels were mapped to the same bytecode at different addresses. As with the cre-
ation bytecode, we discarded all such samples to maintain a fully automated process.
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Table 2.2: A summary of the features included in the various datasets.

Account Frequency Weighted non-Ponzi Ponzi

Dataset Features  Opcode Opcode Sample  Sample Total
Creation Bytecode

Transaction plus frequency opcode v v X 6566 880 7446
Transaction plus weighted opcode v X v 6566 880 7446
Only frequency opcode X v X 6258 763 7021
Only weighted opcode X X v 6258 763 7021
Deployed Bytecode

Transaction plus frequency opcode v v X 6566 880 7446
Transaction plus weighted opcode 4 X v 6566 880 7446
Only frequency opcode X 4 X 5952 669 6621
Only weighted opcode X X v 5952 669 6621
Best features set v X v 6566 880 7446

The rationale behind these decisions is to account for and manage the presence of
duplicated bytecodes and their relationship with different addresses and their respective
transaction histories.

Table 2.2 summarizes the presence or absence of the different types of features across
the datasets. A checkmark (v') denotes the inclusion of a type of feature, while a cross-
mark (X) indicates its absence. Additionally, a ninth dataset is generated during stage
Sy by minimizing the number of features through the application of RFE. This dataset
comprises a subset of account and code features, specifically 47 variables based on the
deployed bytecode. Further details about this procedure are in Section 2.6.

2.6 Experimental evalution

In this section, we explore the results obtained by applying X-SPIDE to the 8 datasets that
were introduced earlier. These results, together with the inspection of the intermediate
stages, answer the following research questions:

RQ1 What configuration (comprising model and dataset) maximizes Recall performance?

RQ2 How do the different types of code features of Section 2.5, derived from creation
and deployed bytecode, impact the classification of smart contracts?

RQ3 Does the inclusion of account features improve classification performance com-
pared to using code features alone?

RQ4 Does there exist a subset of sub-features that demonstrates comparable perfor-
mance to the entire dataset?

RQ5 What are the most important features in detecting Smart Ponzi contracts, and how
do they influence the classification outcome?

RQ6 What common peculiarities are found in misclassified contracts, i.e., false positives
and false negatives, and how do they influence the incorrect classification?
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2.6.1 Stage 1: best model and dataset selection

Here, we describe the stage S; of X-SPIDE and answer RQ1, RQ2 and RQ3. As said,
S takes as input a set of classifiers C, a set of datasets D, a metric m, and assesses
the performance of the classifiers in C trained on the datasets in D to identify the pair
(classifier, dataset) that outperforms the other combinations according to m. In our ex-
periments, the set of classifiers C' includes Decision Tree [250], Random Forest [63], and
the Light Gradient Boosting Machine Classifier (LGBMC) [179]. We selected these algo-
rithms because they offer strong classification performance, especially with tabular and
unbalanced datasets [218]. Additionally, their behavior is easier to explain compared to
more complex methods like neural networks. In summary, they strike a good balance
between classification performance and explainability. Whereas for the datasets D, we
use the ones introduced in Section 2.5.

To perform the model selection, stage S; of X-SPIDE uses a grid search procedure
with cross-validation to fine-tune the hyperparameters and thus optimize each classi-
fier’s performance. The grid search splits each dataset into an 85% training set and a
15% test set, with stratification based on the target variable. In our experiments, we
employ two optimization metrics (i.e., the parameter m of S;): Area Under the Curve
(AUC) and Recall. The cross-validation process of the pipeline splits the training data
into ten folds. The model (i.e., classifier and corresponding hyperparameters) undergoes
training and testing ten times, using each fold as a validation set. We compute the av-
erage score for the metric of interest over these ten tests. Finally, stage S; outputs the
best pair (classifier, dataset), such that the classifier ¢; € C' (with its optimized hyper-
parameters) and the dataset d; € D outperform the other combinations according to
the metric m. Specifically, the chosen classifier presents the highest average AUC when
optimizing for AUC or the highest average Recall when optimizing for it. For the sake of
generality, the pipeline, to perform its optimality selection, also computes the standard
metrics Accuracy, AUC, F1, Precision, and Recall on the test set, considering the opti-
mal hyperparameter values for each dataset and classifier. The results of this step are
reported in Table 2.3. The table shows the previously mentioned metrics for all possi-
ble combinations of datasets and classifiers where the results optimize AUC and Recall.
Typically, when dealing with fraud detection, security issues, and similar cases, Recall
is the metric one wants to maximize since capturing as many fraudulent instances as
possible is important. Maximizing Recall ensures we effectively identify all fraudulent
cases or security breaches within our system. Table 2.3 shows that the LGBMC classi-
fier, optimized for Recall on Transaction plus weighted opcode from deployed bytecode,
performs the best. The optimal pair is highlighted in purple. This pair represents the
output of the stage .S;. In particular, the hyperparameters obtained with the grid search
for LGBMC are the following: 140 estimators, maximum depth of 15, learning rate of 0.1,
subsampling of 0.5 for columns, regularization alpha of 0.2 (L1 regularization term), and
regularization lambda of 1 (L2 regularization term).

In summary, our answer to RQ1 is:

Answers to RQ1:

« When considering the metrics as a whole, the LGBMC classifier achieves the
best performance on the Transaction plus weighted opcode dataset from deployed
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bytecode with recall optimization (Table 2.3).

We further investigate the results of Table 2.3 to extract useful insights on the classifi-
cation performance, related to the characteristics of the datasets, and to answer questions
RQ2 and RQs3. First, the results of the classification task show generally very good per-
formance in all the considered metrics. In more detail, we observe that results obtained
using the datasets generated by the deployed bytecode exhibit generally higher Recall
than the ones obtained by the creation bytecode. There are two exceptions (2 cases over
12 experiments) when we apply Decision Tree and LGBMC on Only frequency opcode
from creation bytecode. This consideration leads us to conclude that datasets derived
from deployed bytecodes tend to provide higher Recall performance regardless of which
classifier is adopted. This is also confirmed by Table 2.4, which summarises the top clas-
sifiers” performance across the four datasets. The table is computed by averaging the
results obtained across the deployed or creation bytecode datasets for each metric. From
the results, it emerges that deployed bytecode datasets exhibit better average performance
in Recall and Accuracy. This is reasonable, considering the deployed bytecode contains
only the code executed at runtime when some contract methods are invoked. Instead,
the creation code also includes the code necessary for the creation and deployment of
the contract on the blockchain, thus, the malicious behavior may be less evident.

Answers to RQ2:

+ Generally, the deployed bytecode provides better classification performances
than the creation bytecode alone (Table 2.3) when we consider the Recall as a
metric to be optimized.

« All the datasets provide very good classification performances for the various
classifiers according to the considered metrics (Table 2.3).

We consider the different performance achieved by the dataset containing or not transac-
tion features to address RQ3. We observe two different behaviors depending on whether
the dataset includes the creation or deployed bytecode. For the first case, the perfor-
mance of the classifiers seems not to be impacted by transaction features, regardless of
the optimized metric. For instance, considering the recall optimization results (top rows
of Table 2.3), the recall achieved using the dataset Transaction plus frequency opcode is
lower than the one obtained with Only frequency opcode for two cases out of three. An
opposite behavior emerges considering the other group of datasets that contains code
features from deployed bytecode, namely Transactions plus weighted opcode and Only
weighted opcode. In these cases, the former shows higher performance than the latter.
The datasets with transaction features always show better results in the case of deployed
bytecode, regardless of the type of classifier and optimized metric.

Answers to RQ3:

« Although there are subtle variations in performance across datasets, the dataset
incorporating account features exhibits slightly superior performance compared
to those utilizing only code features (Table 2.3).
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Table 2.3: Results from the grid search comparing three classifiers across datasets, in-
cluding Transaction plus frequency opcode, Transaction plus weighted opcode, and only
frequency opcode, considering both creation and deployed bytecode.

Metric AUC  Accuracy F1 Precision  Recall
Creation Bytecode Classifier
Recall Optimization
Transaction plus Decision Tree 0.832 0.930 0.705 0.705 0.705
frequency opcode LGBMC 0.978 0.962 0.841 0.841 0.841
Random Forest  0.970 0.961 0.809 0.949 0.705
Transaction plus Decision Tree 0.849 0.942 0.747 0.768 0.727
weighted opcode LGBM 0.975 0.961 0.835 0.828 0.841
Random Forest  0.980 0.962 0.812 0.959 0.705
Only frequency opcode  Decision Tree 0.859 0.933 0.713 0.667 0.765
LGBMC 0.973 0.957 0.812 0.782 0.843
Random Forest  0.971 0.953 0.747 0.892 0.643
Only weighted opcode Decision Tree 0.818 0.929 0.657 0.636 0.680
LGBMC 0.950 0.958 0.767 0.863 0.690
Random Forest 0.955 0.964 0.804 0.881 0.740
Auc Optimization
Transaction plus Decision Tree 0.832 0.930 0.705 0.705 0.705
frequency opcode LGBMC 0.973 0.962 0.824 0.925 0.742
Random Forest  0.974 0.962 0.817 0.959 0.712
Transaction plus Decision Tree 0.849 0.942 0.747 0.768 0.727
weighted opcode LGBMC 0.976 0.965 0.840 0.919 0.773
Random Forest 0.979 0.965 0.837 0.935 0.758
Only frequency opcode  Decision Tree 0.859 0.933 0.713 0.667 0.765
LGBMC 0.975 0.955 0.805 0.770 0.843
Random Forest  0.971 0.953 0.747 0.892 0.643
Only weighted opcode Decision Tree 0.827 0.923 0.667 0.633 0.704
LGBMC 0.969 0.954 0.776 0.817 0.739
Random Forest 0.976 0.959 0.792 0.891 0.713
Metric AUC  Accuracy F1 Precision  Recall
Deployed Bytecode Classifier
Recall Optimization
Transaction plus Decision Tree 0.841 0.928 0.706 0.686 0.727
frequency opcode LGBMC 0.973 0.961 0.835 0.828 0.841
Random Forest 0.964 0.962 0.812 0.959 0.705
Transaction plus Decision Tree 0.873 0.944 0.769 0.757 0.780
weighted opcode LGBMC 0.973 0.962 0.840 0.825 0.856
Random Forest 0.974 0.964 0.829 0.951 0.735
Only frequency opcode  Decision Tree 0.825 0.933 0.673 0.657 0.690
LGBMC 0.954 0.953 0.771 0.752 0.790
Random Forest  0.950 0.959 0.757 0.928 0.640
Only weighted opcode Decision Tree 0.818 0.929 0.657 0.636 0.680
LGBMC 0.950 0.958 0.767 0.863 0.695
Random Forest  0.955 0.964 0.804 0.881 0.740
Auc Optimization
Transaction plus Decision Tree 0.841 0.928 0.706 0.686 0.727
frequency opcode LGBMC 0.975 0.970 0.866 0.902 0.833
Random Forest  0.964 0.962 0.812 0.959 0.705
Transaction plus Decision Tree 0.873 0.944 0.769 0.757 0.780
weighted opcode LGBMC 0.974 0.968 0.859 0.887 0.833
Random Forest  0.974 0.964 0.829 0.951 0.735
Only frequency opcode  Decision Tree 0.825 0.933 0.673 0.657 0.690
LGBMC 0.961 0.951 0.782 0.886 0.700
Random Forest  0.954 0.967 0.811 0.947 0.710
Only weighted opcode Decision Tree 0.818 0.929 0.657 0.636 0.680
LGBMC 0.950 0.958 0.767 0.863 0.690
Random Forest  0.955 0.964 0.804 0.881 0.740
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Table 2.4: Comparison of Performance Metrics between Created Bytecode and Deployed
Bytecode.

Mean SD Mean SD Mean SD Mean SD Mean SD
Pipeline AUC AUC | Accuracy Accuracy | F1 F1 | Precision Precision | Recall Recall
Deployed Bytecode 0.966 0.013 ‘ 0.958 0.004 ‘ 0.807 0.033 ‘ 0.807 0.035 ‘ 0.810 0.048
Creation Bytecode 0.971  o0.007 ‘ 0.957 0.005 ‘ 0.816 0.022 ‘ 0.852 0.051 ‘ 0.806 0.036

« When optimizing Recall, LGBMC consistently demonstrates superior performance
across all metrics (Table 2.3).

» When optimizing AUC, LGBMC outperforms other classifiers, maintaining high
values across all metrics (Table 2.3).

2.6.2 Stage 2: feature selection and most relevant features

The stage S, of X-SPIDE receives as input the best pair (model, dataset) (i.e., LGBMC,
Transaction plus weighted opcode dataset from deployed bytecode with Recall optimiza-
tion) and determines if there exists a subset of features that improves the quality of the
model. This stage returns a reduced subset of features and allows us to answer RQ4.
To address such a problem, stage Sy considers the number of features as a further hy-
perparameter to be optimized. In practice, it performs a grid search procedure with
cross-validation to optimize the Recall and the number of features.

To tune this last hyperparameter, we start taking all the features of the considered
dataset, perform a grid search and a 5-fold cross-validation with the other hyperparam-
eters of the LGBMC classifier, and optimize for Recall, obtaining the best-performing
hyperparameter configuration.

As for the previous experiments, the dataset is divided into an 85% training set (6566
samples) and a 15% test set (880 samples). Then, we adopt the Recursive Feature Elimi-
nation (RFE) algorithm to remove, at each run, the less important feature. This process
continues until we have only 10 features left to evaluate. As a result, we obtain the high-
est mean Recall with a subset of Transaction plus weighted opcode from the deployed
bytecode dataset, which consists of 47 features, including eight related to transactions
and the remainder to bytecode. The LGBMC classifier trained with the RFE algorithm
outperforms previous solutions with only 47 features. The best-performing feature set
with LGBMC achieved the following metrics: AUC: 0.977, Accuracy: 0.969, F1: 0.867,
Precision: 0.870, Recall: 0.864. This is significant considering the smaller size of the
dataset compared to other datasets that included both transactions and bytecode (99
features) or only frequency opcode (76 features), as shown in Table 2.3. Stage S, out-
puts the resulting dataset, which we call Best feature set. The hyperparameters for the
selected classifier are the following: 140 estimators, a maximum depth of 15, a learning
rate of 0.1, a subsample of columns set to 0.8, alpha (L1 regularization term) of 0.2, and
lambda (L2 regularization term) set to 1.

Additionally, we examine the confusion matrices of the model using all the features
against Best features set (see Figure 2.4). The confusion matrix summarizes the number
of correctly classified samples, namely true positives (TP); the number of false positives
(FP); the number of false negatives (FN); and the number of true negatives (TN). From



2.6. EXPERIMENTAL EVALUTION 34

Predicted class Predicted class
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Figure 2.4: Confusion matrices: confusion matrices of the best classifier on Transaction
plus weighted opcode dataset (Full Dataset) and Best features set, where we indicate with
N and P the non-Ponzi and Ponzi classes, respectively.

the matrices in the figure, we observe that the classifier trained with Best features set
presents a higher number of TP and a lower number of FN. More precisely, the figure
reveals that 4 false negatives are now correctly classified. In summary, the answer to

RQg4 is:

Answers to RQg:

+ The classification outcome seems to depend more on information from the con-
tract code than the transaction behavior, even if this last one is relevant for the
classification (Table 2.3).

« The best set of features consists of 47 features, including account and code fea-
tures. The top twelve include ten code features and two transaction features
(Figure 2.5).

« The LGBMC classifier trained with the RFE algorithm outperforms previous so-
lutions while utilizing only 47 features.

« The classifier trained with the best features increases the number of correctly
classified contracts (Figure 2.4).

2.6.3 Stage 3: model explanation with XAI

The stage S5 of X-SPIDE takes in input the best classifier from S; and the dataset ob-
tained with Sy, then it computes the Shapley values Sh, the partial dependences PD,
and the misclassified contracts M C. The first two results of S3 help understand the
importance of the features for the classification model. The last result, namely, the mis-
classified contracts M C, undergoes further investigation to identify the features that
misled the classifier.

The Shapley values can be used to visually investigate the impact of the most im-
portant features on classification. Partial dependences can be represented in plots called
Partial Dependence Plots (PDPs) to analyze the relationship between the target response
and specific features of interest while marginalizing the values of all other input features.
Below, we describe the analyses on the results of S5 to explain our model results and their
classification performance.
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Feature importance

The sets Sh and D P allow us to measure how individual features influence the behavior
of Ponzi and non-Ponzi contracts and also help answer RQ5.

Figure 2.5 shows the beeswarm plot of the feature importance based on Shapley val-
ues for the test set. The plot provides a concise summary of how the top features in the
dataset influence the model output. Each instance is represented by a single dot, posi-
tioned on the x-axis based on its corresponding Shapley value. The dots 'pile up’ along
each feature row, indicating the density. The color of the dots represents the original
value of the feature, with blue indicating lower values and red showing higher values.

We can determine each feature’s positive or negative effect on the prediction outcome
by analyzing the plot. The figure shows that a high value of CALLDATALOAD,® SUB,”
MULMOD,?® SGT)? paid_one positively impacts the classification, indicating a higher like-
lihood of being labeled as a smart Ponzi contract. Conversely, alow value of GASLIMIT,*
POP,** CALLVALUE," and tx_in assists the classifier in identifying the instance as a smart
Ponzi contract.

High
CALLDATALOAD - .
POP -
DIV ~
SUB
GASLIMIT .
paid_one B
SGT
CALLVALUE i
MULMOD ¢y, —---
SWAP -
tX_in ‘
ORIGIN .

’
Feature value

Low

9 1

-1 0 1
SHAP value

Figure 2.5: Shapley Values of Best feature set: the feature importance of the top 12 fea-
tures in terms of Shapley values.

8The instruction loads 32 bytes of the transaction data on the virtual machine stack.

"The instruction subtracts the top two elements of the stack and pushes the result back on the stack.

8The instruction performs a modulo multiplication of the top 2 elements with the 3rd element and
then pushes the result back on the stack.

9The instruction signed greater-than comparison.

°The instruction gets the block gas limit.

"*The instruction removes and returns a word from the stack.

>The instruction gets deposited value by the instruction/transaction responsible for this execution.
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Furthermore, it is interesting that two of the top twelve features concern the trans-
action history:.
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Figure 2.6: Partial Dependence plot of the top 12 features.
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Partial dependence plots (PDPs) provide a useful visual and analytical tool to explore
the relationship between the target response and a selected set of input features. In our
case, we focus on the top twelve features identified through the Shapley values. In Fig-
ure 2.6, we present the PDP graphs for each feature within the top 12 features related to
the target variable, whether it is classified as Ponzi or non-Ponzi. For instance, the PDP
plot for the CALLDATALOAD feature in Figure 2.6 illustrates the impact of the propor-
tion of CALLDATALOAD opcodes on the likelihood of a smart contract being classified
as Ponzi. A higher proportion of CALLDATALOAD opcodes is associated with more
positive cases in the target variable. This could be explained by considering that a con-
ventional smart Ponzi contract retains a data structure in its storage, which stores users’
addresses and investments. These data are included in the transaction input and must be
stored in the contract’s maintained data structure. They must initially be pushed onto
the stack and subsequently loaded. Similar patterns can be observed for paid_one. This
feature may positively affect classifying an instance as a smart Ponzi because, typically,
such contracts do not provide users with many services besides investing some money
and, in case, repaying them. Also, the features DIV, MULMOD, and SGT positively im-
pact the classifier, but giving an intuitive explanation of the reason is tricky.

Conversely, features like GASLIMIT negatively correlate with the target response.
This could be explained by the fact that this instruction appears the same in the code of
all smart contracts, both Ponzi and non-Ponzi.

It is important to note that these observations focus on individual features, consid-
ering one feature at a time. However, they provide valuable insights into the marginal
effects of each feature on the target response.

Answers to RQs5:

« By Figures 2.5 and 2.6 it is clear that opcode features such as CALLDATALOAD,
SUB, and MULMOD with high Shapley values may identify some low-level be-
havior of smart Ponzi contract, e.g., maintaining a data structure to store users’
investments or redistributing the reward to investors.

» By Figures 2.5 and 2.6 we see that opcode features such as GASLIMIT, POP and
CALLVALUE with low Shapley values may indicate that those instructions are
not sufficient to discriminate between the two classes because they appear in the
same way in the code of all smart contracts.

« Figures 2.5 and 2.6 show that transaction features such as paid_one have high
Shapley values, whereas tx_in with low Shapley Values may identify some be-
havioral aspects of smart Ponzi contracts, e.g., these contracts may receive few
input transactions with a certain amount of money and tend to pay just one
investor.

Analysis of misclassified contracts

The stage S3 of X-SPIDE, also leverages XAI techniques to automatically analyze mis-
classified contracts and to identify which contract characteristics contribute to misclas-
sification. Initially, S5 applies SHAP to the contracts in the subsets False Positive and
False Negative. Subsequently, given the small number of misclassified contracts, S5 se-
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lects them and returns their code, enabling their manual inspection. Finally, S5 also
supports the analysis of specific contracts. Later in this section, we specifically apply
it to two pairs of contracts, one for False Positives and one for False Negatives, high-
lighting their peculiar characteristics through SHAP investigation. Finally, we answer
to research question RQ6.

As said, we apply SHAP to the subset of False Positive contracts. The results are
in Figure 2.7, where we report the most important features. Comparing this plot with
the one in Figure 2.5, we note that the feature tx_in is replaced by the SSTORE one,
while the other most important features remain the same. Considering this small set
of False Positive contracts, we observe that the MULMOD and SGT features become
more important for Ponzi classification. However, the values of the features push the
classifier to label these contracts as Ponzi, making it difficult to distinguish them from
the real Ponzi.

To better understand the nature of these contracts, S5 supports manual inspection.
More precisely, it retrieves the addresses of the misclassified contracts'® and permits
an analyst to inspect their verified source code, published on etherscan.io, when avail-
able."* From this manual inspection, we notice that most False Positive contracts are
related to gambling games, lotteries, and tokens. The classifier may have misclassified
them because they share characteristics with Ponzi schemes, such as receiving payments
from users, storing user addresses in internal data structures, paying fees to the contract
creator, and implementing a mechanism to pay out a winner or redeem tokens. How-
ever, other similar contracts (tokens, games, and lotteries) are correctly classified in our
dataset.

Moreover, stage S5 allows an analyst to select specific contracts and generates SHAP’s
bar plots. As an example, we analyze here two false positive contracts.’> In this sce-
nario, we expect to observe features commonly associated with Ponzi contracts. In the
top plot of Figure 2.9, the features CALLDATALOAD and POP exhibit values similar to
those found in Ponzi contracts, and both contribute heavily to the classifier’s decision
to assign a target value of 1. Conversely, the features paid_one and SGT have low val-
ues, typically associated with non-Ponzi contracts. A similar pattern is observed in the
second false positive contract in Figure 2.9. Notably, features such as SGT, MULMOD,
and CALLDATALOAD (highlighted in red) strongly influence the classifier to result in
a Ponzi classification. On the other hand, the features POP, Investment in/tx_in, and
paid_one push the classifier towards a non-Ponzi classification.

For the False Positives, our analysis indicates that these contracts exhibit several fea-
tures typically associated with smart Ponzi contracts, making it difficult for the classifier
to correctly label them.

The same process is applied to False Negative contracts. The results of the SHAP
analysis are in Figure 2.8: also, for this set, the most important features match those of
Figure 2.5 except for tx_in, which is replaced by the feature associated with the instruc-
tion STOP. For the set of False Negative contracts, we notice that the feature ORIGIN
is the most relevant, while the feature DIV lost its importance. Regarding the overall

13 Available in our online repository.

4We cannot provide a conclusive analysis for contracts whose source code is not public.

5 Addresses 0x927a4e90c3728f04cc373cd4c445daafa9e54df7,
0xd51a87caaa567677abac451b00e0a0al8a992b49.
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Figure 2.7: Shapley Values of False Positives: The feature importance of the top 12 fea-
tures in terms of Shapley values.

characteristics, these contracts differ from the typical Ponzi by a low value of CALL-
DATALOAD, SGT, and MULMOD, pushing the classification towards Not-Ponzi.

Then, stage S3 retrieves the code of the False Negative to enable the manual inspec-
tion of the contract code. From a manual inspection, we found that their code is complex
with intricate program logic. However, for some of the contracts where we are able to
understand their behavior: reading the code makes clear that they either hide a pyramid
scheme within a seemingly legitimate contract type (such as a gambling game or token)
or use a complex or overly simplistic logic for distributing rewards. In some cases, the
author deliberately conceals the contract’s true nature to avoid detection by users.

Finally, we select two false negative contracts misclassified by the model.** As shown
in Figure 2.10, the SHAP values for these contracts are relatively low, indicating that
the classifier tends to label them as non-Ponzi contracts due to the absence or limited
presence of significant Ponzi-related features. For instance, features like SUB and CALL-
DATALOAD have values similar to non-Ponzi contracts, which might explain why the
classifier failed to detect their Ponzi-like characteristics.

Answers to RQ6:

« The analysis reveals that false positives have some behavioral aspects similar to
Ponzi schemes. The analysis of the features with XAI techniques (Figure 2.7 and
2.9) confirms that feature values resemble typical characteristics found in Ponzi

16 Addresses 0xbdb8b73aealc43118ce8834c91d50ae8bbd5ed32,
0x1e997b4a256e11071167a1d08e98a9f5dde0Obf72.
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Figure 2.8: Shapley Values of False Negatives: The feature importance of the top 12
features in terms of Shapley values.

contracts, so this explains why the classifier labeled them as Ponzi.

« The manual inspection reveals that false negatives are contracts that hide a pyra-
mid scheme inside a non-fraudulent contract, or implement a singular distri-
bution logic. The analysis of the features with XAI techniques (Figure 2.10)
confirms that such contracts often lack features typically associated with Ponzi
schemes, so this explains why the classifier labeled them as non-Ponzi.

2.7 Conclusion and future work

This contribution presented X-SPIDE, an automatic explainable machine learning pipeline
for detecting smart Ponzi contracts on Ethereum. X-SPIDE consists of three stages. The
first stage S assesses the performance of multiple classifiers trained using different
datasets to identify the best pair (model, dataset), and allowed us to study how the dif-
ferent bytecode types impact the classification of Ponzi and non-Ponzi contracts. The
results of our experiments show that deployed bytecode achieves better performance.
Given the best pair (model, dataset), the second stage S identifies a small yet effective
set of features that ensures a good classification quality and enables us to explain the
classifier’s decisions. The last stage S5 performs two different analyses relying on XAI
techniques. The first investigates how the identified features impact classification and
how they are related to possible fraudulent behavior. The second consists of an inspec-
tion of misclassified contracts. These analyses not only enhance the interpretability of
our findings but also reinforce the robustness of our pipeline. Moreover, to train and
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Figure 2.9: Bar Plot of False Positive contracts: Plots showing the impact of features in

contract classification.
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Figure 2.10: Bar Plot of False Negative contracts: Plots showing the impact of features
in contract classification.

test our pipeline, we released new reusable datasets with 7446 unique real-world smart
contracts that can be used for future research. The dataset contains transaction history
and bytecode information and captures several behavioural aspects of contracts during
their lifetime.

Future work aims to extend our pipeline in different directions. First, we intend to
optimize the best feature extraction procedure. Then, we plan to improve our approach
to extract opcode features by the bytecode. In particular, we aim to identify high-level
behavioural patterns from sequences of instructions and possibly apply deep learning
techniques to minimize the feature engineering effort. As a further direction, we will
study how to make our pipeline robust against smart Ponzi contracts that use adversar-
ial evasion techniques to conceal their fraudulent nature, e.g., hiding inside apparently
harmless contracts. We plan to apply techniques similar to malware evasion counter-
measures [19]. Moreover, we will study how the performance of our pipeline degrades
over time as the Ponzi scheme evolves, and we will devise a retraining strategy that al-
lows us to update our model, taking into account new training samples. Additionally, we
plan to refine the requirements of being a smart Ponzi proposed by Bartoletti et al. [50].
Another line of research will focus on identifying active Smart Ponzi contracts nearing
collapse and refining our features to capture the financial posture of contracts. We will
explore the generalizability of this approach to other contract types and other forms of
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scams on Ethereum, such as phishing, as one of the most promising. Finally, we plan
to integrate our model inside an existing Ethereum Wallet to warn the user when she is
about to invest in a suspicious contract.

Data availability

The datasets and the notebooks used for the experiments presented in this study are
available online at https://github.com/LucaPennella/x-spide-smart-ponzi
-detection.
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Chapter 3

Explainable Machine Learning for
Predicting Voting Intentions: A Study
of Italian Politics

3.1 Introduction

The comprehension of voting intentions is considered a pivotal objective within the
domains of political science and computational social science. While demographic vari-
ables such as age, gender, and education have traditionally played a key role in explaining
electoral preferences, recent scholarship has increasingly highlighted the importance of
value-based variables, such as attitudes toward globalization, religious influence, and
drug legalization in shaping voter behaviour [111, 169].

This study investigates the predictive power of both demographic and value-oriented
features within the Italian political context, leveraging data from the SWG and Rachael
Monitoring surveys conducted between 2017 and 2019 [284]. These surveys adminis-
tered by SWG, one of the leading survey institutes in Italy [285], with the support of
Rachael [251], comprise a total of 4,500 observations, with 1,500 respondents surveyed
each year. The dataset is stratified by region, gender, age, and urbanization level, and
captures a wide range of socio-demographic and attitudinal variables relevant to elec-
toral behavior.

We adopt a machine learning framework to model voting intentions across the three
major political coalitions that emerged in the 2018 Italian general elections: the center-
left (Sx/CSx), the center-right (Dx/CDx), and the Movimento 5 Stelle (M5S). Our method-
ology employs tree-based ensemble classifiers: Random Forest [157], Light Gradient
Boosting Machine Classifier (LightGBM) [180], and XGBoost [84], which are optimized
via Bayesian hyperparameter tuning and evaluated using cross-validation. We also used
Decision Tree as baseline model.

To improve model interpretability, we apply eXplainable Artificial Intelligence (XAI)
techniques, including Recursive Feature Elimination (RFE) and SHapley Additive exPla-
nations (SHAP) [207]. These tools enable us to identify the most relevant features and
provide transparent insights into the structure of political preferences in the Italian elec-
torate.

This chapter makes four contributions: (i) it proposes an explainable predictive frame-
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Figure 3.1: Flow diagram of the analysis process

work that jointly models demographic and value-based drivers of voting intentions; (ii)
it provides a systematic comparison of tree-based ensemble methods with a transparent
baseline, optimized via Bayesian hyperparameter tuning; (iii) it delivers interpretable
evidence on coalition-specific voter archetypes through SHAP-based explanations and
parsimonious RFE-selected models; and (iv) to foster transparency, reproducibility, and
reuse, it publicly releases the full codebase and an anonymized version of the dataset
under licenses at https://github.com/LucaPennella/xai-voting-intention
s-italy.

The overall analytical workflow is summarized in Figure 3.1, which outlines the se-
quential phases of data processing, model training, feature selection, and interpretability.

To guide our investigation, we address the following research questions:

RQ1 Which classification model achieves the highest F1 in predicting voting intentions?

RQ2 Is it possible to identify a reduced subset of features that retains predictive perfor-
mance comparable to the full dataset?

RQ3 Which features are most relevant for distinguishing among voters aligned with
different political coalitions (Dx/CDx, M5S, Sx/CSx)?

Our results emphasize the added value of incorporating value-based predictors into
voting intention models. By revealing distinct patterns of support across political coali-
tions, the findings contribute to the broader literature on computational electoral be-
havior and illustrate how XAI methodologies can enhance both the accuracy and inter-
pretability of predictive models.

The remainder of the contribution is organized as follows. Section 2 reviews the re-
lated literature and critically examines the main factors influencing voting intentions.
Section 3 details the data sources, the variables employed, and the data preparation pro-
cedures. Section 4 describes the methodological framework, while Section 5 reports the
empirical results. Finally, Sections 6 and 7 present the discussion, draw the main con-
clusions, and suggest avenues for future research.
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3.2 Related Work

In this section, we present an exhaustive introduction to some of the works from different
sectors that have applied Explainable Artificial Intelligence.

In recent years, artificial intelligence (AI) has become fundamental in many fields, en-
hancing data-driven and automated decision-making processes. Its growing use raises
important questions regarding transparency, along with issues of explainability, interop-
erability, accountability, and ethics [215]. These concerns are relevant to researchers and
companies, especially in industries where Al-driven decisions involve significant risks
that require different solutions and strategies [140]. Increasing attention has been given
to making these models readable and reducing the most pressing problem that makes
Al and ML methods a black box [58], resulting in an inscrutable process that users are
usually requested to rely on and trust [255]. In this context, XAl is directly related to the
pressing challenge of providing tools that help technical and non-technical stakeholders
understand algorithmic decisions or to better use it as a tool to support their findings.
In this sense, some studies have shown the adaptability of ML as a tool for robustness
check, integrating traditional models with the parametric approaches [177]. Moreover,
as shown in the literature, Al and machine learning algorithms have been used in dif-
ferent fields [164, 165, 177, 240, 243], showing their high reliability and adaptability in
terms of applications, and challenges [25, 58, 305].

To enhance transparency, fairness, and trustworthiness [33, 143, 288], XAl techniques
have emerged as a solution to both technical and non-technical stakeholders to better
understand algorithmic outcomes and procedures [36, 114, 173]. In credit scoring, Chen
et al. [88] examined fairness and explainability, while Bussmann et al. [68] proposed a
model balancing accuracy and transparency. Other studies explore organisational ethical
guidelines [41], and in medicine, XAI has supported patient-flow forecasting [283].

The application of machine learning algorithms is also growing in political and social
sciences and, in particular, in the analysis of voting behaviour and electoral prediction. A
variety of studies have been conducted in this area: Tumasjan et al. [292] demonstrated
the potential of Twitter to predict elections by analysing political sentiment on social
media. Burscher et al. [67] applied supervised machine learning to code policy issues,
highlighting its adaptability across diverse contexts, Jordan et al. [183] applied Fuzzy
forest to the voting data from 2016 Cooperative Congressional Election showing the
importance of using ML alghortihm as tools to find the best predictors and find element
to support (or not) present thoeries in social sciences.

This chapter is inserted into the topic of voting intentions, where value-based vari-
ables have gained prominence in understanding voter behaviour. Inglehart and Nor-
ris [168] analysed the rise of populism [53, 72, 327] through cultural values, illustrating
how economic and cultural grievances shape voter preferences [57, 124]. Schwartz’s the-
ory of basic human values [271] has been central in political psychology in explaining
electoral choices’.

Additionally, socio-demographic variables such as age, gender, and Education have
been crucial in predicting voting behaviour [29] investigated how internet use influences

'The theory identifies ten basic values, such as security, conformity, achievement, and universalism,
that are recognised across cultures and arranged in a circular structure reflecting their motivational com-
patibilities and conflicts.
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political knowledge across various socio-demographic groups, underscoring its impact
on electoral participation. Franklin [125] conducted a comprehensive analysis of voter
turnout, emphasising demographic factors in electoral dynamics.

Moreover, an increasing interest has been devoted to the analysis of voters’ intentions
and the different aspects of social factors: Milesi [219] has described the impact of moral
values, emotions, and the impact of media and social factors. Waldvogen et. al [303]
pointed out the role that emotions can play, affecting the way voters filter and process
information, shaped by debates and information such as newspapers that are central in
political elections. Particular attention has been given to e-campaigning and political
engagement having a central role in electoral performance [80] and the importance of
political engagement [133]. Coalition dynamics have been shown to profoundly influ-
ence voter behaviour. Laver and Schofield [195] analysed coalition politics in Europe,
examining their impact on electoral outcomes. Mershon and Shvetsova [217] studied
party system changes, demonstrating how legislative coalitions shape voter preferences.
Other influential factors are, e.g., social relationships and structures or their values.

In this various context, where XAI methods have been successfully applied in do-
mains such as finance [68, 88] and healthcare [283], their use in political science re-
mains limited and fragmented. Existing electoral prediction studies for Italy and other
European contexts often rely on either traditional statistical approaches or opaque ma-
chine learning models, typically prioritising predictive performance over interpretabil-
ity [67, 292]. Moreover, research on Italian voting behaviour has tended to examine
socio-demographic and value-based predictors: socio-demographics dominate turnout
and participation studies [29, 125], while value frameworks such as Schwartz’s the-
ory [271] are explored primarily in political psychology rather than integrated into pre-
dictive models. To our knowledge, no prior work has systematically combined socio-
demographic and value-based variables within an interpretable ML framework to model
Italian voting intentions. Given these issues, our work do not only want to focus hy-
pothesis testing, but wants to open the floor to a broader discussion on the use of ML
algorithm to perform variable selection to develop a descriptive portrait of the voting
intension by focusing on a time span going from 2017 and 2019 and by integrating it to
the broader discussion of the political behavior theories in Italy. This tool will provide
an example of how scholars from different disciplines can use it to support past results
or find new insights.

Finally, this study addresses that gap by combining these dimensions in a Light GBM
pipeline, enabling both accurate prediction and an explainable mapping of the attitudinal
and demographic drivers.

3.3 Data

This section provides a detailed description of the data used in this study, outlining the
sources, characteristics, and preparation methods. The subsections below describe the
survey data collected for this study, and the data preparation process. Each subsection
aims to clarify the nature and scope of the data, as well as the methods used to ensure
its relevance and reliability for our analysis.
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Gender

PERSONAL Age
DATA Region

Education

Marital status

FAMILY Children

Family unit composition
Socio-economic status

Employment status

EMPLOYMENT Occupation

Sector of economic activity

Decision makers
CONSUMPTION Purchases and consum

HABITS Focus on automotive, fi
holidays, food, househ
Travel
Sport

LIFESTYLE Volunteering

Reading habits
Internet use

Figure 3.2: An outline of the profiling data.

3.3.1 Survey Data

The data analyzed in this study come from the annual SWG and Rachael Monitoring sur-
vey. The collected data encompass a wide range of areas, including socio-demographic,
behavioural, purchasing, media consumption, values, and psycho-attitudinal informa-
tion, as illustrated in Figure 3.2.

The survey targets adults residing in Italy and is stratified by region and degree of
urbanization, with quotas for age and gender. Data were collected annually from 2017 to
2019 through online interviews administered via the CAWI method. Participants were
drawn from a proprietary online panel under predefined selection criteria. No survey
weights were applied; all analyses treat records as individual level observations. For
model development, we adopted a temporally separated evaluation design: the training
set comprises the 2017 and 2018 waves (n = 2,164 after cleaning and preprocessing), and
the test set comprises the 2019 wave (n = 1,155 after cleaning and preprocessing). The
survey investigates 14 value areas and trends, updated according to the historical period:

1. Values: Individual freedom and rights; Military interventionism; Merit vs. equality;
Foundational values; Centrality of Catholic values; Openness to other religions;
Fascism

2. Individual: Individual inadequacy; Included and excluded; Disorientation; Nostal-
gia and lost future; Future

3. Community and Common Good: Common good; Community; Civic sense and asso-
ciationism; Solidarity and altruism; Social capital; Volunteering

4. Immigration: Attitude towards immigration; Perception of the phenomenon

5. Environment and Sustainability: Sensitivity to environmental issues; Individual ac-
tions towards sustainability

6. Safety: Safety regarding crime; Public order
7. Gender Issues: Topics concerning gender gap and gender-based violence

8. Youth: Trust in youth; Generational comparison
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9. Education, Science, and Technology: School, training, and culture; Scientific ap-
proach; Opinions on scientific topics; Technological innovation

10. Family: Concerns and anxieties for children; Fear of having children

11. Work: Employment situation; Social class and future; Public and private employ-
ees; Risk propensity; Entrepreneurial model; Self-employment vs. employment;
Territoriality; Job mobility

12. Economy: Economic security; Consumption and economic prospects

13. Italian State: Patriotism and national unity; Federalist push; Italian pride
14. Globalism: Europeanism; Globalization

15. Southern Italy: North vs. South and regionalism

16. Politics: Representativeness and trust in the party system; Trade unions; Politiciza-
tion and citizen influence; Radicalization

17. Populism: Definitions and actions

18. Taxes: Opinions and actions

19. Spirituality: Religious beliefs, meditation

20. Epidemics and Vaccines: Concerns about new epidemics, vaccines, and the health-

care system

3.3.2 Data Description and Preparation

The initial dataset comprises 4,504 users and 160 variables. Below, we present the tables
for gender, age, education level, and geographic distribution of the sample and the Italian
population based on the 2018 census [170].

Gender Sample (%) Population (%)
Male 50 49.7
Female 50 51.3

Table 3.1: Gender distribution of the sample and the Italian population

The gender distribution shows a close alignment between the sample and the popu-
lation, with the sample consisting of an equal percentage of males and females, closely
mirroring the population percentages.

In terms of age distribution, the sample data is broadly representative of the pop-
ulation, with some variances across different age groups. The sample slightly under-
represents the youngest age group (15-24) and the oldest age group (65-90), while the
middle age groups show closer alignment with the population percentages.

The education level distribution indicates that the sample has a higher proportion of
individuals with middle and high education levels compared to the general population.
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Age Group Sample (%) Population (%)

15-24 7.8 11.4
25-34 15.1 12.7
35-44 18.9 15.7
45-54 20.0 18.9
55-64 16.5 16.0
65-90 21.2 22.6

Table 3.2: Age distribution of the sample and the Italian population

Education Level Sample (%) Population (%)
Low (no title, primary, lower secondary) 18.0 50.9
Middle (upper secondary, post-secondary non-tertiary) 47.4 35.1
High (tertiary) 35.0 14.1

Table 3.3: Education level distribution of the sample and the Italian population

Region Sample (%) Population (%)
North-West 27.0 26.8
North-East 20.0 19.4
Center 19.3 19.8
South 22.5 23.1
Islands 11.1 10.9

Table 3.4: Geographic distribution of the sample and the Italian population

The geographic distribution of the sample closely matches that of the Italian popula-
tion, with minimal differences across the regions. The proportions for each area in the
sample are nearly identical to those of the population.

Overall, the sample data aligns well with the demographic characteristics of the Ital-
ian population for gender and geographic distribution, with some variations observed
in age and education level distributions.

The data preparation classification pipeline involves selecting only demographic and
value-related variables.

Since the data originate from surveys, encoding is necessary for all predictive vari-
ables of interest.

To reflect the structure of the 2018 Italian general election, we aggregate parties into
three pre-electoral coalitions: Sx/CSx (centre-left), Dx/CDx (centre-right), and M5S. This
aggregation enables a more precise analysis of political tendencies and voter behaviour
in our setting. By focusing on these three coalitions, we aim to capture the political
dynamics and ideological cleavages salient in Italy during the 2018 contest, and to assess
how demographic and value-related factors shape preferences and alignments.

After recoding, we obtain three labelled groups: Sx/CSx with n=1,348 respondents,
Dx/CDx with n=1,094, and M5S with n=869. Respondents indicating parties outside
these coalitions (n=74) and those not reporting a vote intention (n=150) are excluded
from the supervised classification analyses.

Because one of our objectives is to characterise voter archetypes, we do not include
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respondents who reported being undecided in the predictive models. Given the substan-
tive importance of indecision, we provide an exploratory analysis of undecided voters
in Appendix C.

After feature construction and listwise deletion, the analytical dataset used for su-
pervised modelling contains 3,319 observations and 160 variables.

The encoding process involves converting categorical data into numerical formats,
which is essential for applying statistical and machine learning algorithms. This step
ensures the data are in a suitable format for subsequent analysis, enabling the extraction
of meaningful patterns and insights. The demographic variables include age, gender,
education level, region, and urbanization level, while the value-related variables cover
attitudes towards individual freedom, immigration, environmental sustainability, and
economic security, among others. After applying encoding, the number of columns in
our dataset is 188.

By carefully selecting and encoding the dataset, we aim to provide a robust foundation
for our analysis, allowing us to explore the relationships between demographic factors,
personal values, and political affiliations. This approach enhances the validity of our
findings and ensures that our analysis accurately represents the socio-political landscape
of Italy during the study period.

3.4 Methods

3.4.1 Research Questions

The research question for this analysis focused on various aspects. The first two ques-
tions examined the model, specifically considering F1 and the impact of features on the
model’s performance. The third question aimed to identify the most crucial variables for
each category of voter.

RQ1 Which classification model achieves the highest F1 in predicting voting intentions?

RQ2 Is it possible to identify a reduced subset of features that retains predictive perfor-
mance comparable to the full dataset?

RQ3 Which features are most relevant for distinguishing among voters aligned with
different political coalitions (Dx/CDx, M5S, Sx/CSx)?

3.4.2 RQ1 - Model Selection and F1 Optimisation

We compared four tree-based classifiers, a single decision tree taken as baseline, a random-
forest ensemble, LightGBM and XGBoost, because these algorithms routinely achieve
strong accuracy on tabular data while retaining a level of interpretability that deep
neural networks rarely provide [218]. For each learner we carried out an independent
Bayesian hyper-parameter search with Optuna [21]; the optimiser was run for 200 tri-
als per model and the macro-F, score was used as the sole optimisation target. Macro-F,
was preferred over overall accuracy because the three voter blocs (Dx/CDx, Sx/CSx, M5S)
are moderately imbalanced. Accuracy can be inflated when a classifier over-predicts the
majority bloc, whereas macro-F,, the unweighted harmonic mean of per-class precision
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and recall, gives equal importance to every class and is therefore recommended for im-
balanced multi-class problems where all categories are substantively relevant [138, 266].

Each trial was evaluated by ten-fold stratified cross-validation on the 2017-2018 por-
tion of the survey (shuffle enabled, random_state=42); the mean macro-F, across the
ten folds was returned to the sampler. At the end of the search we retained the hyper-
parameter vector that maximised macro-F, together with the complete vector of fold-
wise metrics (accuracy, precision, recall and macro-F,). These artefacts served as input
for the subsequent significance analysis. Following Dietterich [109] and Demsar [107],
we compared models on the cross-validation folds with both a paired ¢-test (paramet-
ric) and the Wilcoxon signed-rank test (non-parametric). To verify that our conclusions
generalise to unseen data we retrained each tuned classifier on all 2017-2018 records
and evaluated it on the 2019 hold-out sample; on this independent test set we estimated
the sampling distribution of the macro-F, difference via a paired bootstrap with 10,000
resamples, following Efron and Tibshirani [289] and Bouckaert and Frank [59]. A model
was declared superior only if (i) its ten-fold mean macro-F, was significantly higher
(p < 0.05) in at least one of the two paired tests and (ii) the 95% bootstrap confidence
interval for the test-set difference excluded zero; otherwise the models were deemed
statistically equivalent and the final choice relied on secondary criteria such as compu-
tational efficiency and explanatory power.

3.4.3 RQ2 - Can a Reduced Feature-set Match the Full Model?

Step 1 — Recursive Feature Elimination (RFE). Starting from the complete set of
d = 188 predictors, we applied recursive feature elimination with a LightGBM core es-
timator that used the fixed hyper-parameters selected in RQ1. At each iteration RFE
ranks variables by split gain, removes the single weakest predictor (step=1) and refits
the model, thereby generating a nested sequence d, d — 1, ..., 11 feature subsets.

Step 2 — Fast local hyper-parameter tuning. To accommodate the change in di-
mensionality we performed a lightweight Bayesian search (Optuna, 10 trials) only when
the current subset size was within +2 variables of the best macro-F; observed so far.
Each trial was evaluated by ten-fold stratified cross-validation (StratifiedKFold, random
state=42) and optimised against the same objective used in RQ1, namely macro-F;.

Step 3 — Hold-out test. For every subset we retrained the best configuration (fixed or
light-tuned) on the 2017-2018 data and measured its performance on the 2019 hold-out
set. The subset that maximised test macro-F; was taken as the answer to RQ2.

3.4.4 RQ3 - Which features Drive Each Voting Party?

The third research question is explanatory: we aim to identify those survey variables
that most strongly increase or decrease the probability that a respondent will declare an
intention to vote for Dx/CDx, M5S or Sx/CSx.

Modelling set-up The analysis builds on the 93-feature LightGBM model derived in
RQ2. The classifier is re-trained on the complete 2017-2018 sample and evaluated and
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explained on the independent 2019 hold-out set.

Explainability framework. The entire procedure is implemented with the SHAPIi-
brary® by Lundberg Et al. [207]. We use the beeswarm plot of the feature importance
based on SHAP values. The plot provides a concise summary of how the top features
in the dataset influence the model output. Dot colours, reflecting original feature val-
ues (blue for lower, red for higher), reveal each feature’s impact on prediction outcomes.
Each instance is represented by a single dot, positioned on the x-axis based on its corre-
sponding SHAP value. The dots "pile up’ along each feature row, indicating the density.
The color of the dots represents the original value of the feature, with blue indicating
lower values and red showing higher values. We can determine each feature’s positive or
negative effect on the prediction outcome by analyzing the plot. The plots are generated
for Dx/CDx, M5S and Sx/CSx.

3.5 Results

3.5.1 RQ1 - Model comparison

This section reports predictive performance results following the evaluation protocol
outlined above. We first present cross-validated metrics on the 2017-2018 data, using
macro-F) as the primary criterion given the moderate class imbalance across the three
blocs. Pairwise comparisons across folds are assessed with both a paired ¢-test and a
Wilcoxon signed-rank test. We then evaluate each tuned classifier on the 2019 hold-out
sample and quantify between-model differences via paired bootstrap confidence inter-
vals. We report, for each learner, aggregate metrics (accuracy, precision, recall, £7}).

Cross-validation performance (2017-2018) After Bayesian tuning (200 trials per
model) every candidate classifier was re-evaluated with the same ten stratified folds
used during optimisation. Table 3.5 reports the fold-wise mean and standard deviation
of the macro-F;.

Table 3.5: Ten—fold cross-validation macro-F; (training years 2017-2018).

Model MeanF; SD

Decision Tree 0.548 0.027
Random Forest 0.617 0.027
XGBoost 0.659 0.028
LightGBM 0.649  0.042

Pairwise significance was assessed on the ten fold scores with both the paired ¢-test
and the Wilcoxon signed-rank test.

XGBoost and LightGBM outperform both Random Forest and the single Decision
Tree. The mean difference in macro-F; between XGBoost and Random Forest is —0.042

*https://shap.readthedocs.io/en/latest/index.html
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(RF lower), with p = 8 x 10~ for the paired t-test and p = 0.002 for the Wilcoxon signed-
rank test. LightGBM vs Random Forest yields an analogous gap of —0.032 (p = 0.008
and p = 0.014 respectively). Both ensembles are also superior to the Decision Tree
by 0.07-0.11 F; points (p < 0.01). In contrast, the difference between LightGBM and
XGBoost is only —0.01 and remains non-significant (p = 0.40 / p = 0.70).

Hold-out performance (survey year 2019) Each tuned model was retrained on the
complete 2017-2018 data and applied to the independent 2019 sample. Table 3.6 sum-
marises the main quality metrics; 95 % bootstrap confidence intervals (CI) were com-
puted using 10,000 paired resamples.

Table 3.6: Hold-out performance on the 2019 survey (1,155 cases). All figures are means
over 10,000 paired bootstrap resamples; brackets give the corresponding 95 % confidence
interval.

Model Accuracy Precision Recall Macro-F;

Decision Tree 0.663 [0.635,0.690] 0.623 [0.592,0.653] 0.624 [0.597,0.650] 0.618 [0.590,0.646]
Random Forest 0.693 [0.667,0.719] 0.661 [0.628,0.693] 0.645 [0.621,0.670] 0.634 [0.606,0.663]

XGBoost 0.689 [0.661,0.715] 0.661 [0.630,0.691] 0.647 [0.621,0.673] 0.646 [0.617,0.674]
LightGBM 0.685 [0.658,0.711] 0.656 [0.625,0.685] 0.643 [0.617,0.669] 0.641 [0.613,0.669]

On the independent 2019 test set the three ensembles converge: the macro-F; scores
are 0.646 for XGBoost, 0.641 for LightGBM and 0.634 for Random Forest, with partially
overlapping 95% bootstrap confidence intervals ([0.617, 0.674], [0.613, 0.669], [0.606, 0.663]).
Significance tests on both the cross-validation folds and the hold-out predictions
show no measurable difference between XGBoost and LightGBM, whereas Random For-
est and the Decision Tree are clearly inferior. On unseen data the three ensembles are sta-
tistically indistinguishable, with XGBoost showing a marginal but non-significant edge.
Because LightGBM matches XGBoost in predictive performance while training and
scoring markedly faster, and because it provides native SHAP explanations [208], we
adopt LightGBM as the reference model for all subsequent research questions.

3.5.2 RQ2 - Evaluating Whether a Compact Predictor Set Matches
Full-Model Performance

Table 3.7 and the confusion matrix in Fig. 3.3 report the hold-out (2019) results obtained
by the LightGBM classifier trained on the optimal 93-feature subset.

Error structure. The Sx/CSx is recovered most reliably: 86 % of its voters are cor-
rectly identified (421/487) with a precision of 0.73. The Dx/CDx voters display balanced
precision and recall (0.75, 0.72); their misclassifications split almost evenly between the
remaining blocs (60 labelled M58, 45 labelled Sx/CSx). The M5S remains the hard class:
its recall is only 0.42, with errors shared between the two mainstream coalitions (60 la-
belled Dx/CDx, 109 labelled Sx/CSx). This mirrors the socio-demographic overlap and
its smaller weight in the training years.
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Table 3.7: Hold-out metrics for the 93-feature Light GBM

Class Support Precision Recall F,
Dx/CDx 379 0.75 0.72 0.73
M5S 289 0.56 0.42 0.48
Sx/CSx 487 0.73 0.86  0.79
Macro avg - 0.681 0.668  0.669
Accuracy 0.706

Macro vs. micro evaluation. Macro-F,, which assigns equal weight to every class,
drops to 0.669 precisely because of the limited M5S recall, whereas the weighted F, and
overall accuracy exceed 0.69 and o.70, respectively. The result confirms the appropriate-
ness of macro-F, as the optimisation target: it prevents the minority party from being
ignored while the majority classes dominate the global score.

Take-away for RQ2. With only 93 predictors, the model matches and slightly sur-
passes the 188-feature baseline (macro-F, +1.4 pp, accuracy +-0.3 pp) while halving di-
mensionality and inference time. Further improvements should target the M5S via en-
gineered features that capture anti-establishment sentiment or cost-sensitive training.

Dx/CDx 60 45

M5S 1 60 120 109

Actual

SX/CSx 33 33
T T
Dx/CDx M55 Sx/CSx
Predicted

Figure 3.3: Confusion matrix for the 93-feature LightGBM on the 2019 hold-out sample.

3.5.3 RQ3 - Most important features for each type of voter

To answer to RQ3 we adopt the XAl library Shap? by Lundberg et al. [207]. This library
allows the visual investigation of the impact of the most important features on the clas-

3https://shap.readthedocs.io/en/latest/index.html


https://shap.readthedocs.io/en/latest/index.html

3.5. RESULTS 57

sification. The Shapley values can be used to visually investigate the impact of the most
important features on classification.

Dx/CDx (centre-right and right-wing voters). Figure 3.4 shows the beeswarm plot
of the feature importance based on SHAP values for the test set for Rx/CDx voters.

Dx/CDx
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Figure 3.4: Comparison of the top 15 features resulted from the application SHAP values
for Right/Center-Right voters.

The conservative electorate is primarily characterised by attitudes towards immigra-
tion, social equality and religion. A negative perception of immigration consistently
raises the log-odds of a Dx/CDx vote: respondents who disagree with “immigrants are
a resource” and agree with statements such as “immigrants bring crime”, “immigrants
steal jobs” or “Muslims receive too many concessions” are pushed rightwards by sizeable
positive SHAP values. The same constellation is documented in recent electoral studies
that link anti-immigrant sentiment to far-right success across Western Europe [102, 259].
Likewise, judging that society places too much focus on equality and regarding Islam as
a general danger both increase the probability of a conservative choice. Conversely, lib-
eral stances support for the legalisation of soft drugs or opposition to Church influence
on the state-tend to pull voters away from Dx/CDx. Regional and socio-economic items
such as “the North is the only engine of Italy’s economy” or “working in the North keeps
pace with the EU” appear with smaller, more centred clouds, indicating heterogeneity
within the bloc.

M5S (Movimento 5 Stelle voters). In Figure 3.5 the features that drive M5S predic-
tions depict an electorate that is populist, sceptical of traditional parties and environ-
mentally interventionist. Low concern for the harms of populism (blue dots on the right
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Figure 3.5: Comparison of the top 15 features resulted from the application SHAP values
for MsS voters.

side of the axis) markedly increases the log-odds, as does agreement with “Ttaly partic-
ipates too much in foreign military missions” and ‘“economic growth is incompatible with
environmental protection”, both resonating with M5S rhetoric [53, 300]. Distrust in es-
tablished institutions emerges through the negative effect of believing that parties are
still important and the positive contribution of judging a defence of public school as use-
less [54]. Residence in Lombardy lowers the probability of an M5S vote, in line with the
region’s stronger alignment with mainstream coalitions. Feelings of social isolation, fre-
quent exhibition attendance and scepticism toward elite schools provide secondary but
noticeable influences.

Sx/CSx (centre-left and left-wing voters). The Figure 3.6 Progressive voters are dis-
tinguished by pro-EU, pro-immigrant and anti-populist orientations. Agreement with
“the harms of populism” and the notion that “Ttaly has been modernised by the EU” yields
the largest positive SHAP values, strongly tilting predictions toward Sx/CSx [136]. Ad-
ditional positive contributions arise from supporting EU membership and viewing im-
migrants as a resource, whereas considering resistance values outdated produces a neg-
ative shift. A pronounced Italian rather than European identity decreases the log-odds,
whereas endorsing the common-good perspective for Italy increases them. Sociodemo-
graphic attributes such as higher age and employment in the public sector also exert
moderate positive effects, reflecting the traditional base of the centre-left. Finally, per-
ceiving personal insecurity or prioritising merit over equality nudges voters away from
the progressive bloc, mirroring the ideological divide observed for Dx/CDx.
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Figure 3.6: Comparison of the top 15 features resulted from the application SHAP values
for Left/Center-Left voters.

Cross-parties comparison and takeaway. A juxtaposition of the three beeswarm
plots confirms that the model captures three orthogonal attitudinal axes. First, the im-
migration-multiculturalism dimension sharply separates the conservative bloc (nega-
tive immigration valence) from the progressive bloc (positive valence), while generating
ambiguous signals for the anti-establishment voters. Second, attitudes toward European
integration exert opposite influences on the left and on M5S, whereas they are largely
neutral for Dx/CDx; this pattern suggests that pro-EU items have become a hallmark of
the centre-left after 2017, whereas Euro-scepticism is increasingly monopolised by the
M;5S electorate. Third, populism-related statements (harms of populism, populist danger)
display mirror-image effects: rejecting the existence of a populist threat is the single
strongest driver of an M5S classification, whereas acknowledging that threat is the most
salient cue for a progressive vote; the centre-right remains almost orthogonal to this
axis.

Taken together, the SHAP evidence indicates that the reduced-feature model encodes
substantive political cleavages rather than spurious demographic correlates. Immigra-
tion, Europe and populism dominate the ideological space, while socio-economic vari-
ables play a secondary role once attitudes are accounted for.

Interpreting the global importance profile. To balance interpretability and com-
pleteness, we complement the class-specific beeswarms with a coalition-wise reading of
the top-30 features ranked by global importance (absoulte mean SHAP), reported in Ap-
pendix B. Across blocs, the cumulative importance profile displays a clear elbow around
ranks 10-15, after which contributions taper off; thus, items in positions 11-30 remain
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informative but provide incremental lift relative to the leading set. For Dx/CDx, the dom-
inant signals cluster around immigration, social-equality attitudes, and religiosity, while
regional and socio-economic markers populate much of the long tail with smaller, more
centered SHAP clouds. For M58, anti-establishment orientations and foreign-policy and
environmental trade-offs concentrate the top mass, whereas institutional distrust and
some geographic markers mostly appear between ranks 11-30 with compressed mag-
nitudes. For Sx/CSx, pro-EU, pro-immigration and anti-populist stances occupy the top
positions, while identity- and security-related items sit largely in the tail and refine,
rather than redefine, the decision boundary. This coalition-wise pattern justifies show-
ing top-10 beeswarms in the main text while documenting 11-30 globally in the ap-
pendix, thereby bounding cognitive load without suppressing relevant information.

3.6 Discussion

In this section, we will discuss the results obtained by using the related literature re-
lated to the different factions: 1)Dx/CDx: Lega, Fratelli D’Italia (FDI), Forza Italia (FI), 2)
Sx/CSx: Partito Democratico (PD), and 3) Movimento 5 Stelle (M5S5).

Lega bases its electoral strength on the migrant crisis, positioning itself alongside
other right-wing populist movements in Europe, emphasising national sovereignty. M5S
has centred its consensus on the crisis of economic and political representation. Despite
the two shared governments in 2018, two distinct paths emerged: M5S focused on anti-
elitarian governance, Lega prioritised the migration crisis [72]. FDI has also built its
identity around the migration crisis, which serves as a key predictor for both Lega and
FDI voting behaviour [249]. MS5 supporters have shifted from a left-leaning stance (op-
posed to spending cuts) to positions to the right (opposed to spending increases), and
show interest in full employment, opposing EU-wide spending if financed through ad-
ditional taxes [124].

Leadership dynamics have shaped party identities. A key factor for FDI is the figure
of Giorgia Meloni, who has emerged as a fundamental element in shifting voting sup-
port from Lega to FDI reflecting a leader-centred approach, reinforced by ideological
alignment and negative perception of other rivals [249]. In the broader context, socioe-
conomic inequalities also play a significant role, along with political and cultural factors:
the right and centre-right have strong electoral bases in regions with middle-class im-
poverishment, with declining wages, and a reduced gap between the rich and middle
class [57]. Although it retains some working-class roots, with high employment but low
wages, the centre-right has strengthened its ties to economic privilege and metropolitan
regions in Central Italy.

Lega gains support in areas where middle-class income declines and approaches the
poor, where wealth disparity is smaller, average wealth is lower, and work is more
precarious [56]. It remains rooted in some Northern regions characterised by high in-
comes and inequality, but also attracts disappointed voters from the centre-left and other
centre-right parties [57].

FI and FdI maintain their traditional strength in the South, characterised by low in-
come and education levels. Meanwhile, the League has grown by attracting protest votes,
especially in regions with more part-time work. The centre-left, historically stronger
in wealthier regions with high employment and low inequality in disposable income,
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shifted toward areas with greater wealth and inequality after 2008, losing support among
precarious and part-time workers and graduates—the groups that previously supported
them [57]. MS5 has gained more support in impoverished areas with low incomes and
precarious employment, especially in the South [56]. Generally, there has been an effort
to politicise EU-related issues to attract voters interested in this topic [79].

Based on the literature, the SHAP-based analysis has deepened these insights, identi-
fying three key attitudes related to 1) migrations with a negative attitude of the right/centre-
right voters, with a left/centre-left voters holding a positive view and M5S exhibits a
mixed profile, 2) Europe: Euroscepticism characterises the M5S voters with right/center
right holding a neutral position, 3) Populism: M5S aknowledge the harms of populism,
while the right/center Right electorate remains neutral.

Overall, all these parties present themselves as anti-system parties, with their identity
and existence rooted in contrasting themselves from other parties through strong anti-
party propaganda to highlight differences, leading or forming poles of opposition, or by
introducing new issues into political discourse [328].

A major strength of the approach is its balance between predictive power and inter-
pretability. Recursive feature elimination reduces survey length and computation time
while retaining substantive cleavages, and SHAP offers class-specific explanations that
domain experts can readily translate into political insight. The pipeline is fully auto-
mated yet remains transparent, thus satisfying the growing methodological demand for
explainable machine learning in the social sciences.

About the limitation, first, the analysis relies on self-reported survey answers, which
remain exposed to social desirability bias despite weighting procedures. Second, the
model captures a static 2017-2019 snapshot; external shocks may alter the salience of
individual predictors. Third, although the macro-balanced metric mitigates class imbal-
ance, performance on Mj5S voters (recall 0.42) indicates that more latent or behavioural
features may be needed to model protest constituencies. Finally, while SHAP enhances
transparency, interpretation still hinges on expert judgment, stressing the importance
of interdisciplinary collaboration between data scientists and political analysts.

The reduced-feature LightGBM encodes genuine ideological dimensions rather than
spurious demographics, demonstrating that value-based variables are indispensable for
fine-grained electoral prediction. By combining compact survey design with explainable
machine learning, the study contributes a replicable blueprint for computational political
science and related fields.

3.7 Conclusion and future work

This study demonstrates that integrating value-based variables with traditional socio-
demographics markedly improves the modelling of Italian voting intentions. Using a
modular pipeline that combines recursive feature elimination (RFE), Bayesian hyper-
parameter optimisation, and post-hoc explainability, we identify a LightGBM classifier
trained on 93 predictors that achieves a macro-F; = 0.669 and an accuracy of 0.706 on
an unseen 2019 hold-out set, outperforming the full 188-feature baseline. Dimensionality
is roughly halved without loss of interpretability, and inference becomes more efficient.

SHAP analyses highlight three largely orthogonal attitudinal axes. Immigration, Eu-
ropean integration, and populism structure bloc membership: centre-right voters are
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associated with anti-immigration and conservative religious stances; progressive vot-
ers with pro-EU and pro-immigrant orientations; and the M5S electorate with anti-
establishment, eurosceptic, and environmental positions. These results underscore the
explanatory leverage of value-laden survey items.

Our conclusions are specific to the 2017-2019 survey waves, the Italian political con-
text, and the operationalisation of variables used here. While the pipeline is modular and
could, in principle, be adapted to other settings. To support reproducibility and facilitate
such assessments, we publicly release the full codebase and an anonymised version of
the dataset at https://github.com/LucaPennella/xai-voting-intention
s-italy.

Future work includes: (i) enriching the feature space with time-sensitive sources (e.g.,
social-media sentiment) to capture rapid opinion shifts; (ii) evaluating external validity
by testing the framework on additional Italian waves and other European electorates,
and exploring adaptation to non-electoral settings with appropriate outcome measures;
and (iii) examining cost-sensitive retraining and data augmentation to improve recall for
ideologically heterogeneous blocs such as M5S.


https://github.com/LucaPennella/xai-voting-intentions-italy
https://github.com/LucaPennella/xai-voting-intentions-italy

Chapter 4

Exploring the Role of Class Overlap
in Oversampling Methods for
Imbalanced Data

4.1 Introduction

When dealing with imbalanced classification problems, data-level solutions (i.e., modify
the distribution of the training set to restore balance by adding or removing instances
from the training dataset), such as undersampling and oversampling, are among those
that proved successful in building a supervised learning algorithm. The popularity of
these methods is due to the simplicity of their application since they are implemented
as a step of the data preparation phase in popular software for managing the statistical
and machine learning pipeline.

The main element that leads to consider when re-balancing the sample is usually the
imbalance ratio (the ratio between the number of units in the prevalent class and the
number of units in the rare class), and it is expected that the effectiveness of these so-
lutions is related to cases with high imbalance. Recently, it has been argued that class
overlap could matter when dealing with class imbalance [302]. Datasets frequently dis-
play varying degrees of class overlap and imbalance, hence it becomes imperative to
investigate effective strategies for enhancing classification accuracy in these situations.
In this work, we explore the relationship between class overlap and class imbalance: the
aim is to find guidance to tune oversampling strategies when the degree of class overlap
varies.

To this end, the contribution examines the performance of oversampling techniques,
particularly the Synthetic Minority Over-sampling Technique (SMOTE) [82] and Ran-
dom Over-Sampling Examples (ROSE) [216] under different imbalance ratios with in-
creasing levels of class overlap.

The structure of the chapter is as follows: the section 4.2 introduces the related work;
the section 4.3 illustrates the simulation scheme and provides some evidence; and the
section 4.4 includes concluding remarks.
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4.2 Related Work

Class imbalance and class overlap are two factors that can influence the performance of
supervised classification models. While traditional approaches have primarily focused
on imbalance ratios, recent studies indicate that class overlap may also play a role in
classification performance.

Santos et al. [267] propose a framework that unifies the study of class overlap and im-
balance, emphasizing that overlap introduces uncertainty in decision boundaries. Also
Ho and Basu [159], show that problem difficulty is influenced by many other factors
factors beyond class imbalance.

To address class overlap, Vuttipittayamongkol and Elyan [301] propose a neighbor-
hood based undersampling method that selectively removes majority class instances in
overlapping regions, improving classifier performance. In a related study, Vuttipittaya-
mongkol et al. [302] demonstrate that class overlap has a more severe impact on classifier
performance than class imbalance alone.

Napierala and Stefanowski [228] analyze different types of minority class instances,
emphasizing the importance of local data characteristics in classification performance.
The authors suggest that preprocessing techniques should be considered not relying
exclusively on imbalance measures.

However, in the previously cited studies, behavior of oversampling methods under
varying degrees of class overlap have not been explicitly dealt with. Our work is aimed
at analyzing the relationship between class overlap and the effectiveness of oversam-
pling techniques. More specifically, we considered both SMOTE and ROSE to generate
synthetic data. Some limited simulations, with different overlap and imbalance levels,
provide evidence on possible adaptation of oversampling strategies to improve classifi-
cation performance.

4.3 Some Evidence From Simulation Studies

The datasets employed in this experiment were constructed to investigate the impact
of varying degrees of class overlap and imbalance on the performance of classification
models.

We employ a modified version of the data presented in [216], wherein the rare class
is conceptualized as a semi-circle devoid of the prevalent class, which is typically dis-
tributed in an elliptical manner and possesses elliptical contours. This approach results
in the formation of non-linear decision borders.

We consider two levels of class overlap: high (0 = 0.9) and moderate (0 = 0.6). The
overlap is defined as the convex hull defined over the majority class.

The convex hull of a set of points .S in a Euclidean space is the smallest convex set
that contains S. The Convex Hull Overlap Region metric evaluates the overlap between
classes by considering the convex hull of the points belonging to the majority class in a
multi-dimensional feature space. It is defined as the ratio of the number of points from
the minority class inside the convex hull of the majority class to the total number of
points in the minority class. This metric is formulated as:
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Ninside

Overlap Convex Region =

nminority

where:
* Ninside: NUmMber of minority class points inside the convex hull of the majority class.
* Nminority: total number of minority class points.
The procedure to calculate this measure involves the following steps:
1. Construct the convex hull around the points of the majority class.
2. Determine how many points of the minority class fall inside this convex hull.

3. Compute the ratio of the minority class points inside the convex hull to the total
number of minority class points.

The goal is to introduce a measure of overlap which emphasizes the intrusion of
the minority class points within the space spanned by points in the majority class. It
is particularly useful in high-dimensional spaces, providing insights into the geometric
relationships between the two classes.

We generated two synthetic populations with 100,000 units characterized by overlap
level o with a tolerance level of +5%. The mean vector for both classes is set to 1o = (0, 0).
The covariance matrix for the minority class is defined as

10
El_<0 2)’

and, according to the overlapping level o, the covariance matrices for the majority class

are
09 ]_ O 0.6 02 0
>0 _<0 1) = =0 1)

where the subscripts 0.9 and 0.6 refer to the high and moderate overlap levels. For
each population, we extracted four different test sets of 10,000 samples with different
imbalance ratios (IR = 1, 9, 19, and 99) with no common units, and with the remaining
60,000 units, we sampled four training sets with the same four imbalance ratios.

Figures 4.1 and 4.2 present the distributions of the training dataset for a single simu-
lation, showcasing varying levels of overlap and IR values. The first figure illustrates a
scenario with high overlap, while the second figure shows moderate overlap.

This structured approach to dataset generation enables a comprehensive evaluation
of the impact of overlap and imbalance on classification performance; at the end, we
have four training sets and four test sets (one balance and the other imbalance) for each
degree of overlapping,.

We applied both SMOTE and ROSE to the training data to generate synthetic samples
for the minority class in order to balance class distribution by oversampling minority
instances. As for the use of ROSE, we let /n,, the shrinking factor of the smoothing
parameter of minority class, to take on values o0.25, 0.5, and 1. We expect that the two
methods can perform differently because SMOTE generates new data points within the
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Figure 4.1: Distribution of the training dataset for a single simulation with high overlap
and varying IR values
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Figure 4.2: Distribution of the training dataset for a single simulation with moderate
overlap and varying IR values

convex hull including the points in the minority class, while ROSE generates data ac-
cording to a smoothed bootstrap approach.

We adopted Decision Tree as our base classification model. We carried out 50 simula-
tions for each experiment, enhancing confidence in the obtained results. The classifier’s
performances trained on imbalanced data were compared with those obtained using bal-
anced data. The threshold classification value for models trained with imbalanced data
is obtained maximizing the Youden’s index, while is set to 0.5 for the model trained on
balanced data.

The models were assessed using standard classification metrics, i.e., recall and bal-
anced accuracy. For brevity, we do not report results (i) for the imbalance ratio of 19, (ii)
for the training test balanced using ROSE with hp,, = 0.5, and (iii) for the balanced test
sets. However, performances are in line with those presented.

Table 1 shows that, in the case of non-linear decision borders, oversampling results in
enhanced performance in terms of recall and balance accuracy across all levels of imbal-
ance ratio and overlapping. In particular, the ROSE method with /A, = 1 exhibits the
best recall performances in each scenario under examination. About balance accuracy,
SMOTE exhibits the best performance when there is moderate overlap and for a high
overlap with an imbalance ratio of 9, whereas ROSE with Ay, = 0.25 demonstrates
the best balance accuracy when there is high overlap. Regarding standard deviation,
results obtained from the imbalanced training sets have, on average, higher variability
than those derived from the balanced datasets.

4.4 Discussion

Results from the limited simulation studies with varying levels of overlap and imbalance
suggest that oversampling could be more beneficial when severe overlap exists. More-
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High Overlap (0 = 0.9) | Moderate Overlap (o = 0.6)

IR | Dataset b-accuracy Recall b-accuracy Recall
Mean | SD | Mean | SD | Mean | SD | Mean SD
1 Balanced 0.946 | 0.01 | 0.984 | 0.02 | 0.979 | 0.00 | 0.998 0.00
Imbalanced 0.730 | 0.05 | 0.843 | 0.02 | 0.889 | 0.01 | 0.971 0.02
SMOTE 0.941 | 0.01 | 0.975 | 0.01 | 0.914 | 0.01 | 0.994 0.01
? ROSE hpino =0.25 | 0.941 | 0.01 | 0.982 | 0.01 | 0.906 | 0.01 | 0.998 0.03
ROSE hpino =1 0.927 | 0.01 | 0.989 | 0.01 | 0.872 | 0.01 | 1.000 | 0.00
Imbalanced 0.727 | 0.10 | 0.728 | 0.10 | 0.807 | 0.07 | 0.754 | o0.15
SMOTE 0.928 | 0.03 | 0.935 | 0.06 | 0.906 | 0.02 | 0.961 0.04
99 ROSE hpino =0.25 | 0.936 | 0.01 | 0.971 | 0.04 | 0.898 | 0.01 | 0.993 0.02
ROSE hpino =1 0.916 | 0.01 | 0.974 | 0.03 | 0.863 | 0.02 | 0.999 | 0.04

Table 4.1: Results of 50 bootstrap simulations of dataset comparisons based on overlap
and imbalance ratio, with performance metrics including balanced accuracy (b-accuracy)
and recall. The balanced dataset is used as the benchmark. The best performances are
highlighted in bold.

over, if a synthetic index measuring class overlap was available, it could help decide if
and to what extent oversampling has to be used and which oversampling method could
lead to better results.

This line of research seems fruitful, and more extended simulation and application
to some real data sets would be necessary to confirm what has been observed. We used
a simple overlap measure for illustration, similar to the one already proposed in the
literature [302]. Still, more research is needed to suggest a more general index that
deals with a larger set number of features, possibly including some categorical measures.
Furthermore, the case of data that exhibits a clustered structure and that usually calls
for more complex oversampling methods [121], and where measurement of the degree
of overlap is not straightforward, should be considered.






Chapter 5

Decision Predicate Graphs:
Enhancing Interpretability in Tree
Ensembles

5.1 Introduction

Artificial intelligence, although still under strong development, is now a consolidated
and widely used tool. This is thanks to the continuous growth of computing power,
which allows the use of increasingly complex and computationally expensive machine
learning (ML) methods. The challenges presented by modern-world problems are grow-
ing in complexity as well as the proposed solutions.

Dealing with large quantities of data and frequently encountering unbalanced datasets
are still significant obstacles in addressing many real-world issues; however, tree-based
ensemble algorithms offer several advantages in overcoming these challenges, includ-
ing robustness to noise and outliers, scalability to large datasets, automatic handling of
missing values, and the ability to capture complex relationships and interactions within
the data [213, 218].

Without delving into the intricacies of various algorithms, exhaustively described by
Hastie et al. [152], the process of learning tree-based ensemble models involves training
multiple decision trees to combine their predictions, optimising performance, and en-
hancing generalisation capabilities. While these models indeed offer concrete solutions
to a diverse array of problems, developers and users are confronted with new challenges.
The training outcome yields an exceptionally complex model, commonly referred to as
an opaque-box model (also known as the black-box problem), whose internal workings
are not transparent or easily interpretable [9o]. In response to this context, the Decision
Predicate Graph (DPG) is proposed in this work.

Drawing inspiration from the expanding theme of eXplainable Artificial Intelligence
(XAI), we designed a graph structure to tackle transparency and explainability chal-
lenges inherent in tree-based ensemble models. This facilitates a better understanding of
the intricate choices underlying these ML models. DPG is created with inspiration from
the concept of aggregating random forests (RF) [64, 158], as introduced by Gossen and
Steffen [137]. The approach proposed in [137] suggests visualising the decisions within
the RF by combining the branches of the tree base learners into a single and compact
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decision diagram. The concept behind DPG is to convert a generic tree-based ensem-
ble model for classification into a graph, a defined and studied structure with known
properties. In this graph, nodes represent predicates, i.e., the feature-value associations
present in each node of every tree, while edges denote the frequency with which these
predicates are satisfied during the model training phase by the samples of the dataset.
The DPG structure enables comprehending the choices made by the model, enhancing
transparency and understandability. Moreover, it allows the exploitation of graph prop-
erties to develop metrics and algorithms facilitating the analysis of the ensemble model.
This, in turn, aids in understanding the decisions it makes, easing the task of visualising
the graph which can be vast and complicated for larger models with numerous tree base
learners.

DPG serves as a model-specific tool offering a comprehensive interpretation of tree-
based ensemble models. It provides descriptive metrics that enhance the understanding
of the decisions inherent in the model, offering valuable insights. This tool proves partic-
ularly useful for models that are a priori considered satisfactory in terms of performance.

Our work contributes in the following ways:

« we introduce DPG, a novel interpretability structure that transforms an opaque-box
tree-based ensemble model into an enriched graph;

« we present the algorithm used to create DPG, accompanied by pseudo-code to en-
hance understanding and facilitate replication, complete with its asymptotic com-
plexity;

« we provide the interpretation of three metrics from graph theory, enriching the
model comprehension and gaining insights;

« we demonstrate the use of the proposed method through two case studies: the
application of DPG to two RF models, respectively, on the Iris dataset [122] and a
challenging dataset.

It is important to highlight that these results are achieved in a generic fashion, util-
ising a standard classifier on well-established datasets. Significantly, we intentionally
avoided incorporating scenario-specific heuristics. Therefore, we posit that our aggre-
gation approach has the potential for widespread application across a diverse range of
related scenarios.

5.2 Literature Review

Complex yet effective models have become increasingly prevalent, especially in fields
where the outcomes bear significant importance and require a heightened level of sen-
sitivity. In these scenarios, there is a growing demand for models to exhibit trans-
parency, accountability, and a comprehensive understanding. Consequently, the dis-
cussion on XAI has experienced significant growth, leading to an extensive body of lit-
erature [18, 144, 149].

In XAI as suggested by Dwivedi et al. [113], classifications are often based on scope,
distinguishing between global interpretability, which reveals overall data trends and
provides insights into the entire model, and local interpretability, which elucidates the
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reasoning behind specific predictions for individual instances. Another classification
criterion involves how interpretability is achieved: intrinsic interpretability relies on
straightforward model structures (e.g., concise decision trees or linear models), while
post hoc interpretability involves methods applied after model training [18]. Interpre-
tation methods are further categorised as model-specific or model-agnostic. Model-
agnostic tools are versatile, capable of being employed with any ML model, and are
applied post-training (e.g., SHAP [205], LIME [258], PDP [126], and Anchors [257]). In
contrast, model-specific interpretation tools are tailored to specific model classes, such
as our proposal centred around tree-based ensemble models.

In this context, XAl tools, especially those providing global interpretations, become
valuable instruments for understanding tree-based ensemble models. These models are
widely used in addressing diverse problem domains, as highlighted in several surveys
[35, 91, 147]. As a result, the number of studies delving into model-specific techniques
tailored for ensembles of trees has also increased.

The first significant study is proposed by Mashayekhi and Gras [214]. The authors
introduced RF+HC, an approach that employs a hill climbing algorithm in RF to search
for a decision set. This rule set reduces the number of decisions dramatically, which
significantly improves the comprehensibility of the underlying model built by RF. Sim-
ilarly, Hara and Hayashi [150] exploit Bayesian model selection to extract the decision
set. These approaches share similarities with our method; however, our proposal extends
beyond the extraction of decisions from the RF. Visualising the decisions of tree-based
ensemble models and simultaneously complementing them with metrics developed by
graph theory makes DPG more adaptable and holistic. This approach allows for obtain-
ing insights into the model beyond just decision information.

Zhao et al. [322] proposed iForest, a visual analysis system specifically designed to
interpret RF models and their predictions. They built a feature view to illustrate the re-
lationships between input features and outcome predictions and proposed a design that
summarises multiple decision paths based on feature occurrences and ranges, allowing
users to explore and understand the partitioning logic of these paths. The iForest, like
numerous visualisation systems, faces significant challenges related to scalability and
interpretability when dealing with large ensembles. To overcome this challenge, our
approach does not prioritise visualisation but instead strives for a comprehensive un-
derstanding of the ensemble’s logic.

Hatwell et al. [153] contributed with Collection of High Importance Random Path Snip-
pets (CHIRPS), a method that incorporates the explanation of RF classification for each
data instance and extracts a decision path from each tree in the forest, resulting in a set
of decisions that elucidate the classification process. However, this method is limited to
rules extraction and lacks insight into the model’s structure. Additionally, it does not
incorporate metrics to explain the logic of the tree-based ensemble model.

Another technique focused on visualising decisions underlying RF models is intro-
duced by Neto and Paulovich [231]. Explainable Matrix (ExMatrix) employs a matrix-like
visual metaphor, where rows represent decisions, columns denote features, and cells en-
capsulate decision predicates, thereby facilitating the scrutiny of models and the audit
of classification outcomes. The visualisation capability of ExMatrix for global visuali-
sation has limitations in terms of scalability because the number of decisions increases
significantly with the number of trees in large ensembles. Moreover, ExMatrix layouts
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can rapidly become challenging to explore, while the complexity of the model increases.
As mentioned earlier, our approach enables us to retrieve information without relying
solely on visualisation.

Dedja et al. [106] introduced an approach denoted as Building Explanations through
a LocalLy AccuraTe Rule EXtractor (BELLATREX), which is designed to explain the for-
est predictions for a given test instance by a set of logical rules based on the features
of the dataset. However, a potential limitation lies in the computational complexity of
the approach. While explaining a single prediction is quick, applying the method to
a complete dataset becomes computationally expensive. Furthermore, BELLATREX fo-
cuses on instance-level explanations rather than providing a global perspective. In addi-
tion, BELLATREX uses clustering techniques to simplify the representation and decision
logic, whereas our approach uses graphs to avoid simplifications that can lead to loss of
information.

Various studies [108, 146, 297, 325] proposed several tree similarity metrics through
the process of clustering based on tree representations. However, these approaches,
while beneficial for interpretability, require simplifying the model through techniques
such as selection, pruning, and frequency analysis, which can result in information loss.

A number of works [137, 222, 224, 278] established a connection between tree-based
ensemble models and graph theory. The foundational concept of these techniques has
been explored by [123, 167, 230, 236, 286, 304, 326]. These works established the the-
ory that introduces the transformation of decision trees into graphs, aiming for more
efficient and non-redundant tree structures. Nakahara et al. [224] and Silva et al. [278]
works focus on performance optimisation, with Gossen and Steffen [137] and Murtovi et
al. [222] being the sole contributors that employed these techniques for interpretability
purposes.

In particular, Gossen and Steffen [137] introduced the Algebraic Decision Diagram
(ADD), aiming to transform tree-based ensemble models into bipartite graphs. The ADD
serves as an alternative construction to RF, providing an additional predictive model that
functions as a surrogate. ADD proves valuable for specific aspects of interpretability,
such as outcome explanation, logic of majority vote, and visualising the path. Acting
as a surrogate model, their primary contributions lie in the ability to provide a simple,
optimised model. In comparison, our objective is to extend their ideas by fully leveraging
graph theory. This goes beyond the transposition of tree-based ensemble models into a
graph; rather, it involves using graph theory and its associated metrics to gain insights
into the functionality of the models.

ForestGUMP, an online tool developed by Murtovi et al. [222], is designed for gener-
ating ADDs. This tool provides valuable information such as graph visualisation, hypo-
thetical sample path display, and logic of majority vote. However, it has some limitations
in terms of the number of usable trees (only 20) and in visualising problems that involve
multiple features and classification choices, making graph navigation complex. In our
work, while we enable visualisation, our focus is on utilising graph-related metrics, and
we do not incorporate the simplification of the analysed models.
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5.3 Decision Predicate Graphs

DPGs capture the details of a tree-based ensemble model and learned dataset specifics,
emphasising predicate paths while preserving crucial decision points. Essentially, DPG
converts complex ensemble models into a graph structure, where nodes represent pred-
icates made by the model and edges denote the occurrence of these predicates during
model training.

In this segment, we present the formalisation of DPG, elucidate the algorithm em-
ployed in its development through pseudo-code and its asymptotic complexity, and pro-
vide a detailed exposition of various metrics and properties essential for comprehending
the tree-based ensemble model. Moreover, we meticulously outline the advantages of
metrics and articulate why they can serve as a valuable complementary aid to graph
visualisation, particularly in overcoming its inherent limitations.

As previously mentioned in 5.1, DPG is tailored for tree-based ensemble models de-
signed specifically for classification tasks.

5.3.1 Definition

Let M,, be the tree-based ensemble model consisting of n tree base learners T'(z; O}),
where z is a generic sample, and ©, characterizes the bth learner in terms of split vari-
ables, cutpoints at each node, and terminal-node values. More specifically, ©, includes:

« all the splitting conditions associated with each jth internal node n;; based on a
specific feature f;; and a threshold (for numerical features) or a set of possible
values (for categorical features) t;;;

« the values assigned to leaf nodes c;.

Let D be the training set on which M,, is trained. Every base learner is trained on a
dataset D, where D, is a subset of D. We define O as the set of logical operations:
O ={<,>=#}

The predicate set P(M,,), for an ensemble method M,, is the set obtained by the
union of the set of all the triples p = (fy;, 0, ;), where 0 € O, and fy;, t; € Oy, and
the set of all leaf nodes ¢, for all n tree base learners of M,,. The triples p are called
decisions, while the elements of P(M,,) are called predicates.

A Decision Predicate Graph (DPG(M,,)) for amodel M,, is a directed weighted graph
(P, E') where:

« P is the set of nodes, which corresponds to the predicate set P(M,,);

+ Eisthe set of edges, where each directed edge connects two predicates if and only if
there exists an element in the training set D that satisfies both conditions specified
by the predicates in an immediately consecutive manner. The weight of the edge
corresponds to the number of training set elements satisfying these consecutive
conditions.

For conciseness, from this point onward, we will use the acronym DPG to refer to the
graph, indicating that it is constructed based on a model.
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5.3.2 From Ensemble to a DPG

We introduce an algorithm, outlined in Algorithm 1, for constructing the DPG based
on a tree-based ensemble model, by traversing all tree base learners with the training
samples.

Algorithm 1: Construct DPG from Ensemble Tree Model
Input: Ensemble tree model M,,, Training set D
Output: DPG(M,,)

1 Initialise empty set DPG(M,,);

» foreach T (learner) in M,, do

3 Initialise empty predicate set P and edge set £

4 foreach x (sample) in D do

5 Initialise empty predicate set P, and edge set E;

// To obtain the predicates path for x on the tree T
6 (P, E,) < TRAVERSING (T, x);
7 Add (P,, E,) to P and E;

8 DPG(M,,) <~ AGGREGATING (P, E);
o return DPG(M.,,);

The algorithm iterates over each base learner in the ensemble tree model M,, and
each training sample x in the training set D.

To clarify, the TRAVERSING function follows the predicate path of a particular input
sample x through the decision tree 7', starting from the root node and navigating to the
appropriate leaf node based on the feature values of . Meanwhile, the AGGREGATING
function processes the predicates and edges obtained from TRAVERSING the decision
trees for all samples into a single graph representation, DPG(,M,, ), by taking the union
of P and computing the frequency of elements of E.

The algorithm presents a systematic methodology for constructing DPG. The overall
asymptotic complexity can be formally expressed as follows:

O(bx s x (k+k?)=0(bx s xk?
where:

« b is the number of learners in the ensemble,

D

« s is the number of samples in the training set, ,and

« krepresents the size of the (P,, E,) processed by the TRAVERSING and AGGREGATING
functions.

This analysis takes into account the linear time complexity O(k) for the TRAVERSING
function and the quadratic time complexity O(k?) for the AGGREGATING function. Our
Python 3.10 implementation is accessible here’.

'https://github.com/LeonardoArrighi/DPG
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5.3.3 DPG interpretability

In this section, we enumerate and elucidate some of the advantages that DPG can offer.
The graph-based nature of DPG provides significant enhancements in the direction of a
complete mapping of the ensemble structure. Weighted directed graphs, such as DPGs,
are studied structures with well-established properties that enable the identification or
construction of useful metrics and algorithms. It is crucial to emphasise that all the
observations presented in this section are valuable for comprehending and analysing
the obtained model.

Visualisation.

DPG provides an immediate advantage by allowing the visualisation of the entire tree-
based ensemble models through a single comprehensive graph. Similar to the idea pro-
posed by Gossen and Steffen [137], consolidating all individual basic learners within the
model into a unified graph provides a holistic representation of the decision-making pro-
cess. This visualisation not only elucidates the decisions made by the learners but also
reveals the intricate relationships between them. Consequently, it facilitates a compre-
hensive understanding of the utilised features and, more importantly, the associations
between features and their values that enable the model to accurately classify a sample
into a specific class.

Another noteworthy aspect of DPG lies in the representation of weights for pair-wise
nodes. This feature enables a discerning analysis of the most significant path through
predicates, shedding light on decisions consistently employed by numerous learners or
across multiple samples. This insight not only highlights the prevalence of certain de-
cisions but also opens avenues for targeted enhancement strategies, focusing on those
influential aspects within the model.

Moreover, by traversing all the possible paths between predicates in reverse, start-
ing from one of the classes, we can discern the essential characteristics that a sample
must possess to be classified into a specific class. This capability facilitates the a priori
elimination of certain elements from the dataset when considering the particular class.

Nevertheless, we acknowledge that while visualisation is a valuable tool, its effec-
tiveness diminishes with an increasing number of tree base learners. A multitude of
tree base learners implies an increase in decisions and, consequently, an abundance of
predicates. As a result, the size of the graph, in terms of nodes, grows proportionally
with the model’s scale. This expansion can render the graph illegible or impractical to
visualise due to its intricate complexity. To address this challenge, we provide additional
tools that complement the visualisation, aiding in the extraction of model properties and
facilitating a more comprehensible understanding.

One approach is based on the desire and feasibility of determining the specific char-
acteristics a sample must exhibit to be assigned to a particular class. Taking inspiration
from the outcome explanation problem introduced by Gossen and Steffen [137], to en-
hance the immediacy and effectiveness of this analysis, we provide an aggregation of
predicates, referred to as constraint, which represent intervals associated with the fea-
tures of each class. The constraints are defined as follows: for a given class identified
in the DPG, we list all nodes connected by a path originating from the node itself and
culminating in the class. For each feature within the node predicates, we delineate the
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most extensive possible interval using the values associated with the features. This in-
terval is defined by two endpoints. The minor endpoint is the smallest value within the
set of values less than the feature, while the major endpoint is the largest value within
the set of values greater than the feature. If either of these two sets is empty, the interval
is deemed infinite. Each class has its constraints for every feature contributing to the
classification of the samples.

It is important to note that constraints are not a substitute for visualisation; instead,
they offer insights resembling those promoted by it. It is anticipated that additional
graph measures could complement insights from constraints, providing similar inter-
pretations as visualisation.

Centrality.

The centrality of a node is defined as a number or rank corresponding to the node posi-
tion within the network. By observing centrality, we can make considerations that allow
us to better understand the process hidden in the ensemble method. The notion of cen-
trality encompasses a wide range of metrics. In this section, we explore those metrics
that offer the most insightful information.

According to Brandes [61], we define the betweenness centrality (BC) of a node as
the fraction of all the shortest paths between every pair of nodes of the graph passing
through the considered node. Let DPG = (P, E) be the graph and s,t,v € P three
vertexes of DPG, we can denote with o (s, t) the number of shortest paths between s and
t and with o(s,t|v) the number of shortest paths between s and ¢ passing through v.
Then, the BC of the node v € P is defined as:

BoWw) = Y 7Y

s,teEP 0-(87 t)

All details and observations about BC can be read in [61]. BC serves as a relevant metric
for gaining a deeper insight into the significance of decisions within the ensemble model.
We can observe that a node with a higher BC value has a more significant influence
on the flow of information within the graph; nodes with high BC can be considered
potential bottleneck nodes because they play a crucial role in facilitating interactions
between different parts of the DPG. For this reason, we can assert that these nodes are
meaningful to understanding the tree-based ensemble models: in all tree base learners,
the decision contained in the node is essential to classify the elements of the dataset. We
highlight that the significance extends beyond the characteristic itself; it encompasses
the value associated with it.

According to Mones et al. [220], we define the local reaching centrality (LRC) of a
node v of the DPG as the proportion of other nodes reachable from node v via outgoing
edges. LRC can be generalised to weighted graphs by measuring the average weight of a
given directed path starting from node v (more details are available on [220]). The LRC
serves as a metric for assessing the importance of DPG’s nodes. It gauges the extent to
which decisions contained in these nodes are employed by diverse tree base learners for
classifying samples in the training set. This, in turn, reflects the importance of these de-
cisions in the classification of new samples. The LRC offers a comprehensive perspective
on the concept of feature importance (FI) by extending its definition to encompass the
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values associated with features across various decisions. Additionally, the prominence
of paths between highlighted predicates indicates their frequent utilisation, providing
insights into how new samples can be classified with fewer decisions.

Community.

While there is no single definition of a community, we can observe structures similar
to communities in the DPG. According to Radicchi et al. [252], we define a community
as a subset of nodes of the DPG characterised by dense interconnections between its
elements and sparse connections with the other nodes of the DPG that do not belong
to the community. Based on the properties of DPG, we employed asynchronous label
propagation algorithm, proposed by Raghavan et al. [253], to detect communities within
the graph. The core concept of the algorithm involves each graph node determining its
community membership based on the majority of its neighbours. Without delving into
details, which can be appreciated in [253], the algorithm comprises a series of steps: each
node initially possesses a unique label. As these labels diffuse through the graph, closely
connected groups of nodes converge on a common label. These consensus groups then
expand outward until further expansion becomes impractical. After this label propa-
gation process, nodes sharing the same labels are identified as belonging to the same
community. This process is iterated until each node in the network aligns its label with
the community that includes the maximum number of its neighbouring nodes. The al-
gorithm is defined asynchronous, as each node receives updates without waiting for
updates on the remaining nodes. Identifying communities in the DPG provides insights
into the ensemble model: visualising them allows us to discover groups of nodes that
similarly contribute to the classification of samples.

By employing the asynchronous label propagation algorithm, we observe that each
formed community is associated with a class. Within these communities, the features
utilised by the ensemble model to classify samples belonging to the community’s class
are emphasised. Once again, the association between features and values plays a key
role, highlighting the specific decisions made by the learners. To quote Raghavan et al.

[253]:

Communities in social networks can provide insights about common charac-
teristics or beliefs among people that make them different from other commu-
nities.

Similarly, we observe that communities within the DPG offer a valuable understanding
of the characteristics for samples to be assigned to a particular community class. This
intuition extends to identifying predominant features and those that play a marginal role
in the classification process. Moreover, it is noteworthy that communities also provide
insights into the entire dataset and the complexity of the problem. A community com-
prising a substantial number of nodes, each associated with different predicates often
involving distinct features, indicates that the model makes diverse decisions to assign
samples to the community class. This implies that the model encounters challenges in
classifying samples for this particular class, and data from different classes are not easily
distinguishable within the dataset.

Finally, communities, functioning as sub-graphs, can be used to visualise the deci-
sions made in the ensemble model, enabling the identification of a specific class. This
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replaces the complex illustration of the DPG, especially when we are focused on visual-
ising a single class and dealing with many tree base learners. We summarised the utility

of discussed properties and metrics in 5.1.

Table 5.1: Summary of Constraints, Betweenness Centrality (BC), Local Reaching Cen-
trality (LRC), and Community, featuring provided definitions and their utility in offering

insights into tree-based ensemble models.

Property ‘ Definition ‘ Utility

Constraints | The intervals of values for | Calculate the classification
each feature obtained from | boundary values of each feature
all predicates connected by | associated with each class.

a path that culminates in a
given class.

BC Quantifies the fraction | Identify potential bottleneck
of all the shortest paths | nodes that correspond to crucial
between every pair of | decisions.
nodes of the graph passing
through the considered
node.

LRC Quantifies the proportion | Assess the importance of nodes
of other nodes reach- | similarly to feature importance,
able from the local node | but enrich the information by
through its outgoing edges. | encompassing the values associ-

ated with features across all de-
cisions.

Community | A subset of nodes of the | Understanding the characteris-

DPG which is characterised
by dense interconnections
between its elements and
sparse connections with
the other nodes of the DPG
that do not belong to the
community.

tics of nodes to be assigned to
a particular community class,
identifying predominant pred-
icates, and those that play a
marginal role in the classifica-
tion process.

5.4 Empirical Results and Discussion

In this section, we demonstrate the effectiveness of DPG to the well-known Iris dataset
[122] and a synthetic multiclass dataset®. Each experiment in this section was conducted
using the RF classifier, with variations limited to the number of tree base learners. The
implementation is available here3. Finally, we discuss potential enhancements to DPG

*https://github.com/LeonardoArrighi/DPG/datasets
3https://github.com/LeonardoArrighi/DPG
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Figure 5.1: DPG of the RF composed of 5 tree base learners trained on Iris dataset.

=

and explore further development opportunities.

5.4.1 DPG: Iris insights

The first case study concerns the classification of the Iris dataset [122]. The simplicity,
manageability, versatility, and relevance of this dataset make it an interesting and rele-
vant resource for discussions and demonstrations of interpretability in ML. The dataset
comprises measurements of sepals and petals for iris flowers encompassing three dis-
tinct species with a total of four features and three classes. The RF was selected as the
tree-based ensemble model due to its well-established reputation and high-performance
capabilities.

To conduct the classification, we partitioned the dataset into training and test sets,
following a 80-20% proportion, respectively. A seed value of 42 was established for ran-
domness control, and the number of base tree learners was set to 5. The RF perfor-
mances, evaluated on the test set, are summarised in the confusion matrix in 5.2. The
model demonstrates 100% accuracy.

Table 5.2: Confusion matrix depicting the performance evaluation of the RF model with
5 base tree learners on the test set.

Prediction
Ground truth | Classo Class1 Class 2

Class o 19 ) 0
Class 1 ) 13
Class 2 0 ) 13

After training the model, we applied the algorithm outlined in 5.3.2 to obtain the
DPG, which can be visualised in 5.1. Then, we can analyse the obtained graph using
the metrics and algorithms proposed in 5.3.3, verifying their utility and effectiveness
in gaining insights into the model. It is important to note that the DPG leads to the



5.4. EMPIRICAL RESULTS AND DISCUSSION 8o

calculation of both global metrics, referring to the overall graph, and metrics at the level
of individual nodes.

To illustrate the effectiveness and one of the advantages of employing DPG, we high-
light the constraints for the different classes in the 5.3. The class-specific constraints
delineate the necessary characteristics a sample must exhibit to be assigned to that par-
ticular class by the tree-based ensemble model. This insight contributes to a better un-
derstanding of how the model utilises features for effective classification.

Table 5.3: Constraints for each class based on the DPG for an RF model within 5 tree
base learners.

Class ‘ Constraints

o petal width (cm) < 1.65
petal length (cm) < 2.50
5.25 < sepal length (cm)
) < 6.05
0.80 < petal width (cm)
< 175
2.45 <petal length (cm)
< 5.35
2.75 < sepal width (cm)
< 2.90
5.75 < sepal length (cm)
. < 6.05
0.80 < petal width (cm)
<175
2.45 < petal length (cm)
< 5.35
2.75 < sepal width (cm)
<3.10

The first metric under discussion is the BC of the nodes, as depicted in 5.4, where we
identify potential bottleneck nodes. These nodes encapsulate significant information,
particularly representing decisions made by numerous tree base learners. We quickly
discern that the decision associated with petal length (cm) and the value 4.85 is
pivotal, as it is frequently relied upon by multiple basic learners and is essential for
successful classification.

Furthermore, the LRC metric provides additional information. Examining 5.5a, we
can emphasise the most crucial predicates influencing the decision-making process of
the tree-based ensemble model. This includes not only identifying the most frequently
used features but also recognising the associated values that lead to significant and divi-
sive splits in the dataset across various basic learners. As observed in 5.5, a comparison
between the LRC of the nodes and the FI, calculated on the same model on which DPG is
based, suggests that the metric may rank the predicates similarly. FI is calculated using
the Mean Decrease Impurity (MDI) algorithm introduced by Breiman [64]. This compar-
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Table 5.4: Top eight predicates by evaluating their BC obtained from the DPG based on
an RF model consisting of 5 tree base learners.

Predicate ‘ BC

petal length (cm) > 4.85 0.053
petal length (cm) <= 4.85 | 0.036
petal width (cm) > 1.55 0.034
sepal length (cm) <= 6.05 | 0.032
petal length (cm) > 4.95 0.028
petal length (cm) > 4.65 0.022
petal width (cm) <= 1.75 0.022
petal width (cm) <= 1.55 0.021

ison also provides additional information about the values used in the decisions and the
frequency of paths extending the concept of FI.

Table 5.5: Comparison of the top eight predicates by evaluating their LRC obtained from
the DPG based on an RF model consisting of 5 tree base learners (5.5a), alongside the FI
of the same model (5.5b) calculated exploiting MDI algorithm.

(a) LRC evaluation (b) FI evaluation
Predicate ‘ LRC Feature ‘ FI
petal width (cm) <= 1.65 1.531 petal length (cm) | 0.550
petal length (cm) > 2.45 0.919 petal width (cm) 0.373
petal width (cm) > 0.80 0.874 sepal length (cm) | 0.054
petal length (cm) > 2.50 0.699 sepal width (cm) 0.023

petal width (cm) > 1.65 0.618
petal length (cm) <= 5.20 | 0.565
petal width (cm) > 1.55 0.540
sepal length (cm) > 5.75 0.332

By employing the global metric community, we identified the presence of three dis-
tinct communities. 5.6 illustrates the association between each community and a distinct
class obtained by applying the asynchronous label propagation algorithm to the DPG.
We can affirm that each node within a community contains decisions that significantly
contribute to the accurate classification of samples belonging to a specific class. For in-
stance, when applying the predicates of Community 3 (comprising two features and two
predicates) to the test set and traversing from the root node, it achieved 100% accuracy
for Class o, the class delineated in the mentioned community.

Finally, upon comparing the 5.6 and the 5.2, we can state that the communities facil-
itate the comprehension of how the model addresses the classification problem. Exam-
ining the number of decisions and features utilised in each community reveals that dif-
ferentiating between Class 1 (Community 1) and Class 2 (Community 2) poses a greater
challenge for the model. This indicates the difficulty in effectively separating samples
within the dataset into their respective classes. This difficulty becomes apparent when
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Table 5.6: Communities obtained from the DPG based on an RF model composed of 5
tree base learners. The table shows the number of predicates belonging to each com-
munity, the number of features in the community nodes, and the class involved in each
community.

Community ‘ # Predicates ‘ # Features ‘ Class

Community 1 ‘ 23 ‘ 4 ‘ 1
Community 2 ‘ 18 ‘ 4 ‘ 2
Community 3 ‘ 4 ‘ 2 ‘ 0

visualising the dataset across the features, as in 5.2. Conversely, the community encom-
passing Class o (Community 3) consists of fewer predicates, signifying that it is more
distinguishable from other classes, as confirmed in the 5.2.
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Figure 5.2: Two-dimensional depiction of the Iris dataset, employing feature pairs in
each graph for visual representation.

5.4.2 Comparing to the Graph-based Solutions

As outlined in the 5.2, Gossen and Steffen [137] and Murtovi et al. [222] conducted stud-
ies on the interpretability of tree-based ensemble models exploiting graph structures.
We compared DPG with their proposed method by examining their outcomes and po-
tential insights. Using the same tree-based ensemble model we studied in 5.4.1 as input,
we generated the ADD displayed in 5.3. The first noticeable distinction from DPG lies
in the ADD structure, as it forms a bipartite graph. We can observe that the ADD is
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Figure 5.3: ADD of an RF model with 5 tree base learners induced for Iris dataset.

generated from the trained model, albeit without fully leveraging the training dataset.
Consequently, the evaluation of connections between nodes and the assessment of the
significance of decisions made by different tree base learners are not fully exploited. This
implies that each branch carries equal weight and impact in the diagram, and a classi-
fication error significantly influences the structure by introducing an incorrect path.
Another crucial difference is that ADD does not provide graph metrics, leaving the user
the interpretation of the diagram and potentially missing out on relevant information.
Moreover, an additional limitation, as indicated in the studies by [137, 222], involves
the challenge that emerges when generating ADDs and dealing with large ensembles.
Visualisation becomes intricate, even with a modest count of 20 tree base learners. In
contrast, DPG allows the computation of both global and local metrics, even with a
higher number of tree base learners.

To further examine these aspects, we use two RF models, one with 20 tree learners
and the other with 100, to analyse a complex multiclass problem with a dataset compris-
ing 4 classes, 1000 samples, and 16 features. This introduces a four-class problem that
was randomly generated. The dataset was created using the make_classification*
function from scikit-learn. The following setup has been maintained for training
both models. We divided the dataset into training and test sets, with an 80-20% ratio.
We fixed a seed value of 42 for randomness control to ensure reproducibility. The RF
performances, assessed on the test set, are summarised in the confusion matrices pre-
sented in 5.7. The model with 100 tree base learners shows better performance in every
parameter, reaching an overall accuracy of 66%, outperforming the model with 20 tree
base learners, which barely reaches 58%.

We emphasise that even in this context, DPG is a useful tool. Both DPG and ADD
present intricate visualisations with 20 tree base learners. However, DPG overcomes
this obstacle by providing metrics that can still offer valid insights into the model. The
first insight is displayed in 5.8, where we provide constraints for the four classes of the
dataset. Constraints, even in this complex scenario, allow the visualisation of intervals
where sample features should be situated for precise classification into their respective
classes.

The BC metric helps identifying potential bottleneck nodes. Upon observing 5.9a, we
can see that there is not a large difference between the BC values associated with the

‘https://scikit-learn.org/stable/modules/generated/sklearn.datasets.make_cl
assification.html
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Table 5.7: Confusion matrices of the RF models with 20 tree base learners (RF 20) and
with 100 tree base learners (RF 100) tested on the synthetic dataset.

Prediction (RF 20) Prediction (RF 100)
Ground truth | Classo Class1 Class2 Class 3 ‘ Classo Class1 Class2 Class 3
Class o 38 4 12 6 38 4 14 4
Class 1 5 31 3 5 4 32 2 6
Class 2 11 2 29 2 5 2 33 4
Class 3 10 13 10 19 9 9 5 29

Table 5.8: Constraints for each class based on the DPG for an RF model within 100 tree

base learners.

Class o

Class 1

Class 2

Class 3

—5.87T < F1<5.74
—2.64 < F2 <263
—5.24 < F3 < 3.75
—4.80 < F4 < 4.37
—2.61 < F5 <244
—2.29 < F6 < 2.58
—2.82 < F7 <247
—4.62 < F8 <4.74
—2.40 < F9 < 2.59
—4.71 < F10 < 4.32
—2.87 < F11 <277
—242 < F12 <2.37
—4.28 < F13 < 5.01
—7.31 < F14 < 8.33
—4.46 < F15 < 4.19

—4.70 < F16 < 4.21

—5.79 < F1 <5.72
—261 <F2<2061
—5.38 < F3 < 3.75
—5.15 < F4 < 4.37
—2.61 < F5 <271
—2.29 < F6 < 2.58
—2.82 < F7 <247
—4.62 < F8 <4.74
—2.40 < F9 < 2.59
—4.71 < F10 < 4.32
—2.87 < F11 <277
—242 < F12 <2.37
—4.28 < F13 < 5.01
—7.31 < F14 < 8.33
—4.46 < F15 < 4.19
—4.70 < F16 < 4.21

—5.76 < F1 < 5.72
—261 <F2<2061
—5.24 < F3 <3.75
—4.80 < F4 < 4.37
—2.61 <F5 <244
—2.29 < F6 < 2.58
—2.82 < F7 <247
—4.62 < F8 < 4.74
—2.40 < F9 <2.71
—4.71 < F10 < 5.43
—2.87 < F11 < 2.86
—242 < F12 <2.37
—4.28 < F13 <5.01
—7.31 < F14 < 8.33
—4.46 < F15 < 4.19
—4.70 < F16 < 4.52

—5.76 < F1 < 5.72
—2.61 < F2<2.63
—5.24 < F3 < 3.75
—4.80 < F4 < 4.37
—2.61 <F5 <244
—2.29 < F6 < 2.58
—2.82 < F7 < 2.86
—4.62 < F8 <4.74
—2.40 < F9 < 2.59
—4.71 < F10 < 4.32
—2.87 < F11 <277
—242 < F12 <2.37
—4.28 < F13 <5.01
—7.31 < F14 < 8.33
—4.97 < F15 <45
—4.70 < F16 < 4.21

predicates. Therefore, we can assume that there are no bottleneck nodes.

Examining the information provided in 5.9b, the LRC underscores which predicates
significantly impact the decision-making process of the ensemble model.

Another insight can be obtained by employing the global metric community. In this
scenario, we identified the presence of four distinct communities, displayed in 5.10. We
note that each community contains a distinct class. Furthermore, upon observing the
table, we can conclude that each community exhibits a high number of involved features

and predicates, confirming the complexity of the classification problem.

5.4.3 Potential Improvements

Several avenues await exploration in the future. The primary aim is to reduce the com-
putational cost of DPG, as many real-world problems involve large datasets that do not
scale well with the current implementation of DPG. Expanding the application scope of
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Table 5.9: Top eight predicates by evaluating their BC (5.9a), and top eight predicates by
evaluating their LRC (5.9b), both obtained from the DPG based on an RF model consisting
of 100 tree base learners.

(a) BC evaluation (b) LRC evaluation
Predicate BC Predicate LRC
F15 > 1.17 0.018 F7 <= 1.62 15.812
F15 <= 1.61 | o.015 Fl1 <= 3.10 14.475
F12 > 0.20 0.015 F14 > -1.78 | 13.313
F12 > 0.41 0.014 F4 > -2.97 13.158
F4 <= 0.33 0.014 F5 > -1.92 13.065
F8 > 0.36 0.014 F4 > -1.36 12.989
F1l <= -1.10 | 0.013 F1l <= 2.49 12.986
F11 <= 1.16 | 0.013 F13 > 1.98 12.920

Table 5.10: Communities obtained from an RF model composed of 100 tree base learners.
The table shows the number of predicates belonging to each community, the number of
features in the community nodes, and the class involved in each community.

Community ‘ # Predicates ‘ # Features ‘ Class

Community 1 ‘ 7767 ‘ 16 ‘ 2
Community 2 ‘ 2149 ‘ 16 ‘ 0
Community 3 ‘ 2351 ‘ 16 ‘ 3
Community 3 ‘ 2100 ‘ 16 ‘ 1

DPG is another key goal, including its utility in explaining models relevant to regression-
type problems. Given DPG’s applicability to any model and dataset, we aim to introduce
new tests and use cases to delve deeper into the method. This includes proposing applica-
tions to novel datasets and exploring their compatibility with other tree-based ensemble
models. Furthermore, while this contribution introduces certain metrics and algorithms
derived from graph theory, the field offers extensive possibilities for future exploration.
In the future, we plan to introduce new tools associated with DPG to enhance the inter-
pretation of tree-based ensemble models.

5.5 Conclusion

In this work, we introduced Decision Predicate Graphs (DPG) as a novel model-specific
tool for tree-based ensemble interpretability. DPG is obtained from a trained model and
data, ensuring the maintenance of its performance. The concept behind DPG is to con-
vert an opaque-box tree-based ensemble model into an enriched graph. DPG enables
graph-based evaluations and the identification of model decisions towards facilitating
comparisons between features and their associated values while offering insights into
the entire model. In particular, we introduced Betweenness Centrality, Local Reach-
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ing Centrality, Community and Constraints as useful metrics and properties towards
improving and extending the XAI interpretability approaches. While DPG is still con-
sidered an evolving work, its potential is substantial, given the robust underlying theory
and the versatility of the tool. Furthermore, the effervescent research on graphs, knowl-
edge graphs, and complex networks might strengthen the possibilities grounded in DPG.
As the next step of our current research, we expect to apply DPG to provide local inter-
pretability and to enhance the scalability of the current implementation.
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Part Il moves from methodological development to empirical evidence on cryptocur-
rency markets, focusing on market participants and their beliefs. The aim is to charac-
terize investor heterogeneity and to examine how individual perceptions and exposure
to cryptoassets relate to regulatory preferences, using survey data as a consistent mea-
surement layer.

This part brings together two complementary studies. The first profiles memecoin
holders as a distinct subgroup within the broader crypto population, documenting sys-
tematic demographic and psychological patterns and linking them to recognizable trad-
ing behaviors and greater engagement with speculative practices. The second investi-
gation analyzes support for different regulatory domains, including KYC requirements
and taxation, and shows that attitudes are heterogeneous and systematically associated
with perceived market illegitimacy and with personal exposure to crypto wealth, which
correlates with lower support for regulation.






Chapter 6

Meme Money, Real People: Decoding
the Crypto Memecoin Crowd

6.1 Introduction

On February 16, 2025, Argentine President Javier Milei endorsed the LIBRA memecoin, a
cryptocurrency that experienced a meteoric rise and an equally dramatic collapse [186].
Initially promoted as a tool to support Argentine projects, LIBRA’s price skyrocketed
to over $4 per token, only to plummet below $0.50 within hours. Investors accused
the token’s creators of orchestrating a “rug pull”, a scheme in which early insiders sell
off their holdings after driving up the price, leaving retail investors with substantial
losses [233]. The fallout intensified scrutiny of the memecoin market’, a segment of the
cryptocurrency ecosystem that has become increasingly characterized by speculative
investment or fraud [178].

Unlike cryptocurrencies such as Bitcoin or Ether, which were originally designed
to create alternative financial systems resistant to state control [69, 226], memecoins
have emerged as a distinct phenomenon within the Web3 ecosystem [202]. Rather than
serving a clearly defined financial or technological purpose, they are largely shaped by
cultural narratives and social media dynamics. Their appeal is driven primarily by spec-
ulation and online virality, and many exhibit limited practical utility [191, 274]. Meme-
coins market value is often dictated by celebrity endorsements?®, online communities,
and social media hype. The intersection between politics and memecoin speculation
has become increasingly visible, illustrated not only by the LIBRA initiative but also
by the launch of politically branded tokens such as $TRUMP? and $MELANIA coins.*
This connection between political identity and speculative digital assets is more than
symbolic. [128] examine the effects of Donald Trump’s official $TRUMP memecoin, in-
troduced during the 2024 U.S. presidential campaign, and document significant volatility
spillovers and contagion across major cryptocurrencies.

As memecoins gain traction within the wider cryptocurrency ecosystem, understand-

'Appendix A provides a comprehensive overview of the historical development of memecoins.

’In January 2022, Tesla began accepting Dogecoin (DOGE) as payment for select
merchandise items, such as the "Cyberwhistle" and the "Giga Texas Belt Buckle" (see
https://www.foxbusiness.com/markets/elon-musk-tesla-dogecoin-merchandise?).

3See https://www.cbsnews.com/news/trump-launches-own-meme-coin-cryptocurrency/

4See https://www.bbc.com/news/articles/c98y47vrvajo.


https://www.foxbusiness.com/markets/elon-musk-tesla-dogecoin-merchandise?
https://www.cbsnews.com/news/trump-launches-own-meme-coin-cryptocurrency/
https://www.bbc.com/news/articles/c98y47vrv2jo
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ing of the retail investors driving this activity remains limited. Key aspects such as their
demographic traits, investment strategies, risk tolerance, trust in government, percep-
tions of financial markets, and familiarity with both traditional and crypto-related finan-
cial education remain underexplored. Recent research highlights that memecoins have
begun to constitute a distinct market niche, marked by extreme volatility, unique com-
munity dynamics, and particular investor behavior [189]. The objective of our manuscript
is to investigate whether memecoin investors constitute a unique subset within the
broader crypto investment ecosystem, differing in their motivations, behavior, and ap-
proach to risk.

Our results show that memecoin investors consistently differ from the broader crypto
population across several dimensions. Individuals with specific knowledge about meme-
coins are significantly more likely to invest in them, suggesting that familiarity with this
asset class plays a central role in adoption. Being male, active trading behavior in the
crypto sphere, use of leverage, and ownership of NFTs also emerge as strong predictors
of memecoin investment, indicating a pattern of engagement with high-risk and spec-
ulative financial instruments. Second, we find that portfolio diversification within the
crypto space further increases the likelihood of holding memecoins, as each additional
non-memecoin token correlates positively with memecoin ownership. Our interpreta-
tion is that memecoin investors may not be casual participants but rather deeply embed-
ded in the crypto ecosystem. Additionally, lower scores on the need-to-belong scale are
consistently associated with memecoin investment, pointing to a psychological profile
marked by individualism and reduced social conformity. These findings remain robust
across all model specifications and highlight a distinct behavioral and financial profile
among memecoin investors.

This manuscript contributes to the recent and burgeoning literature on retail in-
vestor behavior, speculative trading dynamics, and cryptocurrency market participation.
First, we extend the academic work related to this emerging asset class in the crypto
ecosystem. Some studies highlight that memecoins exhibit unique characteristics such
as community-driven valuation and a strong dependence on online trends [182, 194, 200].
In fact, [287] stress that social media plays a key role in influencing memecoin valuation.
[182] use network modeling to analyze Twitter interactions among memecoin commu-
nities, identifying key nodes that amplify market sentiment. The speculative nature
of memecoins has also been widely discussed. [268] explore fraudulent activities asso-
ciated with memecoins, including pump-and-dump schemes and honeypots and [316]
apply quantile connectedness models to examine the impact of memecoins on broader
financial markets, suggesting that they serve as conduits for speculative shocks. In par-
allel, a growing number of studies have approached memecoin investment from a behav-
ioral finance perspective: for instance, [246] explore the connection between meme asset
speculation and gambling behaviors, finding that investors in memecoins often display
high levels of overconfidence and risk-seeking tendencies, and [31] examine the psy-
chological and social motivations behind memecoin adoption, identifying both extrinsic
drivers—such as the pursuit of social belonging—and intrinsic traits like novelty-seeking.

Second, this study adds to the literature on retail participation in cryptocurrency
markets. So far, research has rarely differentiated between investor profiles within the
crypto space, often treating cryptocurrency users as a relatively uniform group®. Sur-

5There are some exceptions. [45] study the profile of NFT investors, finding that they are a particular
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vey data from Canada, Austria, Japan and the U.S. show that cryptocurrency investors
are predominantly male, younger, better educated, financially literate, and more willing
to accept financial risk [38, 127, 156, 281]. In Brazil and Spain, recent findings point
out that Brazilian crypto investors tend to be young men with high self-perceived in-
vestment expertise and elevated risk tolerance [96], while in Spain, adoption remains
lower among women due to limited prior investment experience, lower familiarity with
cryptocurrencies, and concerns related to security and perceived financial risks [26].

Our results that memecoin investors have low need for social belonging is related to
the current research on the behavioral and psychological features of crypto investors.
Some papers report that Bitcoin investors exhibit distinct personality traits and higher
levels of psychological distress [181], others that crypto users tend to have greater levels
of stress, loneliness, and involvement in gambling and online games [235]. [198] find that
individuals who own cryptocurrencies are more likely to hold conspiratorial beliefs, the
presence of dark personality traits and use alternative or non-mainstream social media
platforms more frequently.

Our results offer practical policy implications for regulators and market designers
seeking to mitigate the systemic, financial and consumer risks posed by speculative
crypto-assets [176], particularly memecoins. First, existing disclosure regimes are insuf-
ficient for addressing the behaviorally distinct and informationally disadvantaged seg-
ment of memecoin investors. To address this gap, policymakers should mandate more
explicit volatility and liquidity risk labels for memecoins listed on centralized exchanges,
along with enhanced transparency around token distribution, developer holdings, and
project governance structures. Moreover, given the prominent role of social media in
shaping market sentiment, regulatory authorities should extend enforcement tools to
cover promotional activity by influencers. These are examples of measures that would
reduce asymmetries in information access and help restore a degree of market integrity
where traditional fundamentals are largely absent.

Second, policy responses should account for the fact that memecoins are driven by
digital culture and gamified investment behavior, which conventional financial educa-
tion frameworks do not adequately address. Investor outreach initiatives should be re-
designed to reflect the media habits of this demographic, using platform-specific, visually
engaging formats disseminated through social networks that often amplify speculative
behavior. At the same time, the rapid growth of memecoin markets has raised broader
regulatory and financial stability concerns. [232] provide a systematic review of meme
stocks and their parallels with memecoins, emphasizing the risk of manipulation and ex-
treme volatility. Similarly, [27] show that meme assets are prone to price explosiveness
and vulnerable to coordinated trading activity. These dynamics challenge the capacity
of existing regulatory frameworks to protect retail investors and ensure orderly market
functioning. More recently, [247] highlight the political implications of memecoins, fo-
cusing on the rise of ‘PolitiFi’ tokens and their potential influence on election campaigns.
Together, these developments underscore the need for stronger international coordina-
tion to address regulatory arbitrage, where malicious actors exploit inconsistent rules
across jurisdictions. Establishing shared standards for token vetting, exchange listing
practices, and enforcement mechanisms would enhance global market integrity and re-
duce retail exposure to high-risk, manipulative assets.

group within the broad crypto universe.
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The structure of the chapter is as follows. Section 2 details the data sources, describes
the construction of the dataset, and explains the empirical methodology employed to
identify the effects under study. Section 3 presents the main findings, accompanied by
robustness checks to assess their validity. Section 4 offers concluding remarks.

6.2 Data and methodology

6.2.1 Data Collection

The data utilized in this study are drawn from the second edition of the State of Crypto
Survey.® That edition of the State of Crypto Survey was conducted between December
2024 and February 2025, using a broad array of social media platforms to reach a global
audience. Special emphasis was placed on X (formerly Twitter), widely recognized as
a key hub for crypto-related discourse, and Reddit, which hosts a range of active and
technically engaged cryptocurrency communities. To promote inclusivity and ensure
representation across global crypto communities, the survey was translated into 30 lan-
guages.

Data were collected through the survey from 2,219 respondents, 1,414 of whom com-
pleted it. Respondents self-reported to be from more than 150 countries, with the largest
shares coming from Nigeria (9.1%), Turkey (8.7%), Ethiopia (5.0%), Germany (4.2%), Spain
(3.7%), and the United States (3.7%). The most common languages are English (54.3%),
Turkish (10.57%), Spanish (6.7%), Amharic (5.2%), Chinese (4.6%), German (3.1%), and
Italian (3.1%).

The survey gathered information about several variables of crypto and non-crypto
investors, including demographic and socioeconomic variables (gender, education, age,
race, employment situation), financial literacy, risk profiles and investing profiles. Addi-
tionally, the survey explored issues such as inequality, trust in the government, and the
perceived purpose of crypto.

The survey was implemented in nodeGame [42], was preregistered on AsPredicted.org,
received IRB clearance (EK Mannheim 40/2023), and was checked for GDPR compliance
by the University of Mannheim’s Data Protection Officer. For additional information
about how the data were treated, see Appendix C.

6.2.2 Main data

The aim of this study is to examine whether memecoin investors constitute a distinct
subgroup within the broader population of cryptocurrency holders. To this end, we re-
strict our sample to individuals who own or have owned cryptocurrencies. Memecoin

8The State of Crypto Survey is a cross-disciplinary academic initiative launched in 2021, dedicated to
examining the societal implications of cryptocurrency as a cultural, social, technological, and economic
phenomenon. The research team operates independently, with no ties to any crypto projects, thereby
upholding the principles of transparency and academic neutrality. Emphasizing inclusivity, the survey
is available in multiple languages, and all results are shared publicly—both as open-access research and
in formats accessible to broader audiences. Every project within the initiative adheres to a strict non-
deception policy, undergoes rigorous ethics committee review, and complies fully with GDPR regulations
to guarantee secure data handling and participant confidentiality. For more information, visit: https:
//stateofcrypto.net.


https://stateofcrypto.net
https://stateofcrypto.net
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ownership serves as our primary variable of interest, indicating whether a respondent
holds (or has held) at least one memecoin. To characterize the profile of memecoin in-
vestors, we analyze data across three main categories of explanatory variables: (i) socio-
economic characteristics and risk preferences, (ii) investment behavior and financial ex-
perience, and (iii) attitudes toward cryptocurrencies and broader societal issues.

Table D16 presents a summary of the explanatory variables incorporated into the
empirical analysis to capture the potential characteristics associated with memecoin in-
vestors.

Socio-economic and risk profile variables. These are variables that capture so-
ciodemographic and socioeconomic indicators of cryptocurrency investors in our survey
including the educational level, their age range, gender, their level of crypto literacy?,
financial literacy, their working status, if they work in the crypto sphere, and race.® This
category also encompasses risk profile variables, including risk seeking.

Investing profile. These are variables that capture the behavior of cryptocurrency
owners as investors, such as when they were first interested in crypto, percentage of
their portfolio invested in crypto, percentage of their overall crypto portfolio in Bitcoin,
number of cryptocurrencies currently owned, whether they are a bond or stock investor,
if they have ever used options or other crypto derivatives, if they have ever used leverage
to fund cryptocurrency investments, and if they have ever used crypto yield farming.

Attitudes. These variables capture the attitudes of crypto users towards taxes (if
they think that all cryptocurrency gains should be taxed), scams (if they think that cryp-
tocurrencies facilitate money laundering and scams more than cash or other means of
payment), their government (how much of the time they think they can trust in their
government), staking (if they are worried that governance protocols based on staking
coins will allow the richest individuals and groups to buy the votes (stakes) they need
to implement the governance they want) and mass-control (if they are worried about
cryptocurrencies being used as an instrument of mass control). Finally, we also include
in this category variables that capture the general opinion of crypto users about the
purpose of cryptocurrencies.

Table 6.2 provides summary statistics for the variables included in the benchmark
specification.’ In our main specification, 47% of crypto users own or have owned at least
one memecoin. From our respondents, the average age is 34.55 years old, 84% are male,
and around 12% identify themselves as crypto traders.

6.2.3 Methodology

To test the hypothesis that memecoin investors exhibit distinct characteristics compared
to the broader population of cryptocurrency investors, we employ a logistic regression
model.

Pr(Y; = 11X;) = A(Bo + BiE; + Baol; + B3 A + €;) (6.1)

"We construct three different crypto indexes: i) “Know crypto general” that assess the knowledge about
crypto in five questions (maximum achievable score = 5), ii) “Know crypto Meme” that assess the general
knowledge about NFTs in one question, and iii) “Know crypto” that combines both previous variables
(maximum score achievable of 6).

8Race was divided in twelve categories (see Appendix B for additional details).

9Table 6.3, presents the main correlations among the variables employed.
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Table 6.1: Potential features of Memecoin investors

Socio-economic and risk profile

Variable Code Definition

Place of residence Country Country in which the respondent currently resides.

Race Race Race to which one classifies herself to.

Gender Gender Gender one identifies herself to (being male = 1, rest (women, non-binary, other) = o.
Age Age Age range at the time of answering the survey.

Education Edu Maximum educational level achieved.

Work status Is working Working status of the respondent.

Working in crypto
Memecoins literacy
NFT knowledge

Cryptocurrency literacy

Works in crypto
Know Meme
Know crypto NFT

Know crypto no
Meme

If the respondent works in the crypto sector or not
Index that measures the level of Memecoins literacy.
Index that measures the level of NFT literacy.

Index that measures the level of crypto literacy.

Financial literacy Know fin. Index that measures the level of financial literacy.
Trader isTrader Self-identified as a person who works in crypto and as a trader (in crypto).
Risk seeking Risk seeking Whether a participant chose to open more than 50 boxes in the Bomb risk elicitation
task [100].
Investing profile
Variable Code Definition
Interest in cryptocur-  When interested When the respondent got interested in crypto for the first time.
rencies
Wealth invested in cryp- ~ Wealth inv. Percentage of the overall investment portfolio in crypto.
tocurrencies
Bitcoin share invested In BICZ  Percentage of overall crypto portfolio in Bitcoin.

Investment in deriva-  Derivatives Whether the person invests in derivatives or not.

tives

Farming Farming Whether the person engages in farming activities or not.

Leverage Leverage Opinion on whether the respondent has ever used leverage (borrowed money) to fund
your cryptocurrency investments.

Own NFT hasNFT NFT Owner

Number of different tot Cryptos  Number of different cryptocurrencies held by an investor.

cryptocurrencies held  nomeme

(No Memecoins)

Attitudes towards crypto and society

Variable Code Definition

Need to belong Need to belong Self-reported strength of the respondent’s “need to belong” (desire for social accep-
tance and inclusion).

FOMO FOMO Self-reported extent to which the respondent experiences FOMO (fear of missing out)

Identity checks KYC Opinion on customer identification checks (e.g., Know-Your-Customer) when using
crypto services

Scams Scams Opinion on whether cryptocurrencies facilitate money laundering and scams more
than cash or other means of payment.

Taxes Taxes Opinion on whether all cryptocurrency gains should be taxed.

Trust in government
Trust in regulation

Mass control

Trust in gov.
Trust in reg.

Mass control

Opinion on whether how much of the time the respondent thinks she can trust the
government in the country where she lives to do what is right.

Opinion on Better regulation of the crypto sphere would increase my trust in using
crypto assets

Opinion on whether individuals are worried about cryptocurrencies been used as an
instrument of mass control.

Note: additional details are provided in Appendix B.

where, A(-) denotes the standard logistic cumulative distribution function. Y;; is a
binary variable that takes the value 1 if individual i owns or has owned at least one
memecoin, and o otherwise. F; is a vector of socio-economic characteristics at the in-
dividual level, I; represents variables related to the individual’s investment profile, and
A; ; captures individual attitudes and behavioral traits. Standard errors are clustered by
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Table 6.2: Summary statistics

Mean SD  Min Max Median N
Age 34.44 11.75 16.00  80.00 31.50 1013
Gender 0.84 0.37 0.00 1.00 1.00 1001
Edu. Level 288 1.27  0.00 5.00 3.00 1011
Crypto Trader 0.12 033 0.00 1.00 0.00 1013
Know Meme 0.33 047 0.00 1.00 0.00 1013
Know Crypto (ex Meme) 2.03 1.19 0.00 4.00 2.00 1013
Know Finance 1.55 1.00 0.00 3.00 2.00 1011
When Interested 124.76  44.74  1.00 192.00 133.00 1013
Risk Seeking 028 045 0.00 1.00 0.00 891
Wealth Crypto 36.89 37.30 0.00 100.00 24.00 1013
#Cryptos no meme 285 3.22 0.00 25.00 2.00 1013
Farming 0.26 0.44 0.00 1.00 0.00 1012
Derivatives 0.22 041 0.00 1.00 0.00 1007
Leverage 0.20 040 0.00 1.00 0.00 1013
Scams 1.84 1.46 0.00 4.00 2.00 1007
Taxes 1.50 147 0.00 4.00 1.00 1013
Trust in Gow. 092 0.82 0.00 3.00 1.00 1004
FOMO 1.36  1.10 0.00 4.00 1.00 1009
Need to Belong 1.22  1.17  0.00 4.00 1.00 1013
Own NFT 0.26 044 0.00 1.00 0.00 1013
Own Meme 0.47 0.50 0.00 1.00 0.00 1013
Regulations 232 141 0.00 4.00 3.00 1009
KYC 224 136 0.00 4.00 2.00 1004
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continent.’

The logistic regression model is estimated using maximum likelihood estimation. In
the logit specification, the error term is assumed to follow a standard logistic distribution,
with mean o and variance 72/3. In all cases, average marginal effects are reported to
facilitate interpretation of the results.



Table 6.3: Correlation table (N=1,013)

belong kyc regu gov  fomo taxes  scams leverage NFT coins interest wealth  trader risk edu kfi - kNM kM age
Gender -.02 -.09 -.07 .04 -.01 -.04 .00 12% .05 .10 - 17 16" -04 -.08 -.04 .10 .09 .05 .05
age -21" .01 .02 -.05 -.07 11" -.04 -.02 -.04 12% -.26™ 02 -18 -8 25" 16" .07  -.01
kM .01 -.06 -.05 -.06 11 -11 -.10 217 30" 29" -.02 27 5% .01 -.03 14 40"
kNM -.08 -.05 .00 .00 -.01 -.03 -11 .07 .21 29" -13™" .19™** .10 -.05 .14 30"
kfi B Ul -.03 .01 .05 -.07 12% .10 -.02 -.02 .04 -16™ .00 -09 -07 .19"**
edu -.14™ .08 .04 .05 -.02 16™ .08 -.10 -.03 .03 -.18%% -.06 -11 .02
risk .10 .03 .03 .00 .09 -.03 .04 -.05 .01 -.03 .09 .00 .04
trader .19™** .07 .01 .02 .10 -.13** -.05 217 21 14™ .03 14™
wealth -02  -23" -t g™ 07 —27 21 277 30" 40" -.10
interest .19™** .08 13 -.04 .08 -.04 .05 -.06 -08  -.14™
coins -.09 -.11 -.06 -.08 04 -4 -21 23" 28
NFT .05 -.08 -.05 -.01 14 -.05 -.09 24
leverage .06 11 -.05 -.07 12" -11 -.07
scams -.02 16%* a7 .18%** .06 27
taxes .01 26™** 27 30" -.02
fomo 37 .02 .10 .03
gov .06 a7 14"
regu a7 36"
kye 147

Notes: regu is trust in regulations, gov is trust in government, coins is the total number of non-memecoins held, risk is 1 if participant is risk seeking, wealth, is the
proportion of wealth invested in crypto, NFT is if participant has held at least one NFT in the last year, k fi is financial knowledge, k NM is knowledge of crypto,

excluded memecoins, k M is knowledge of memecoins. The symbols

EE Y
5

, and * indicate statistical significance at the 0.1%, 1%, 5% level, respectively.
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6.3 Main results

6.3.1 Baseline regressions

Our main results (see Table 4) suggest that memecoin investors are better characterized
by market engagement and broader participation in speculative crypto sub-sectors than
by standard socio-demographics.

Gender is positively associated with memecoin ownership in specifications (1) and
(2): being male increases the predicted probability by about 8—9 percentage points. The
estimate attenuates to roughly 5 percentage points and is no longer statistically signifi-
cant in (3). This pattern is consistent with the broader gender gap documented in crypto
participation [26, 160], and with mechanisms typically invoked in the literature, higher
risk tolerance, overconfidence, and speculative trading preferences [47, 161], as well as
cultural alignment with irony-driven online communities [65, 318]. At the same time,
the lack of robustness across specifications suggests caution in interpreting gender as
an independent, stable predictor in this setting.

Age, in contrast, shows no measurable association. In fact, the reader may think that
the absence of any age effect is unexpected. Popular narratives often associate meme-
coin activity with younger investors, citing their higher digital exposure, greater famil-
iarity with social platforms, and higher risk tolerance [75, 209, 227, 275]. However, once
the model accounts for behavioral factors—such as trading frequency, leverage use, and
familiarity with specific asset types—age no longer explains variation in investment be-
havior. Our result suggests that age may operate as a proxy for experience, portfolio
composition, or timing of market entry. When those dimensions are included directly
in the model, the independent contribution of age disappears. In this context, it is not
age itself that matters, but the traits and behaviors more frequently, but not exclusively,
observed among younger individuals.

Behavioral and portfolio variables provide the clearest separation. Memecoin-specific
knowledge is strongly and stably related to ownership: respondents answering the meme-
coin question correctly are about 13-15 percentage points more likely to hold memecoins
across specifications. Active crypto trading is also consistently associated with owner-
ship (approximately 13-19 percentage points), indicating that memecoin participation
is tightly linked to hands-on market involvement. Portfolio breadth matters: each addi-
tional non-memecoin crypto asset held increases the probability by roughly 4 percentage
points, and NFT ownership adds about 1620 percentage points. This is in line with evi-
dence that broader crypto exposure correlates with engagement in adjacent speculative
markets such as NFTs [45].

Intensity-related measures reinforce this profile. A larger wealth allocation to crypto
and individuals who developed an interest in cryptocurrencies more recently are more
likely to invest in memecoins.are both positively associated with memecoin ownership,
albeit with small marginal effects per unit. Leverage use is robustly positive (about 11-13
percentage points), consistent with leverage being a channel for higher volatility expo-
sure and short-term speculation [20, 282]. By contrast, the task-based risk preference
measure does not display a robust association once controls are included.

Institutional and psychological correlates are present but weaker. Greater tax salience
is negatively associated with memecoin ownership (around 2 percentage points), con-
sistent with frameworks linking compliance sensitivity to institutional constraints [184,
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Table 6.4: Baseline regressions ATE

(1)

()

(3)

(4)

Gender 0.088 (0.042)* 0.084 (0.042)* 0.052 (0.038)
Age 0.007 (0.005)
Edu —0.013(0.012)  —0.008(0.011)  —0.009 (0.011)

Know Meme
Know crypto no Meme
Know fin.

0.147 (0.036)"**
—0.003 (0.014)
—0.022 (0.015)

0.143 (0.034)**

—0.020 (0.015)

0.127 (0.031)***

0.137 (0.031)**

Crypto trader 0.185 (0.059)** 0.167 (0.058)** 0.132 (0.051)** 0.138 (0.049)**

Risk Seeking —0.005 (0.031) —0.004 (0.031)

When interested 0.001 (0.000)***  0.001 (0.000)*** 0.001 (0.000)** 0.001 (0.000)***
Wealth inv. 0.001 (0.000)* 0.001 (0.000)* 0.001 (0.000)*** 0.001 (0.000)***
Leverage 0.117 (0.041)** 0.117 (0.040)** 0.114 (0.038)** 0.131 (0.038)***
Has NFT 0.196 (0.039)***  0.192 (0.038)*** 0.171 (0.036)*** 0.165 (0.036)***
Num non-memecoins held 0.039 (0.005)*** 0.040 (0.005)*** 0.042 (0.005)*** 0.040 (0.005)***
Need to belong —0.037 (0.014)*  —0.038 (0.013)**  —0.034 (0.012)**  —0.033 (0.012)**
FOMO 0.002 (0.014)

KYC —0.002 (0.012)

Trust regulations 0.016 (0.011) 0.016 (0.010) 0.014 (0.010)

Scams 0.003 (0.010) 0.001 (0.010) 0.000 (0.009)

Taxes —0.024 (0.011)*  —0.023 (0.011)* —0.021 (0.010)* —0.019 (0.009)*
Trust in Gov. —0.017(0.019)  —0.022(0.019)  —0.013 (0.018)

Num. Obs. 856 867 984 1013

Notes: The table reports the results of the estimation of the logit regression. The dependent variable is
the ownership of memecoins. Average marginal effects presented. Standard errors clustered by continent

*kk Kk K*

are reported in parentheses. The symbols ***, **, *, and + indicate statistical significance at the 0.1%, 1%,
5% and 10% level, respectively. The models include also a constant and continent fixed effect, not reported
for brevity.

273]. Trust in regulation is weakly positive in some specifications, suggesting that par-
ticipation in speculative segments does not necessarily coincide with outright rejection
of oversight [270, 298]. Finally, need to belong is consistently negative (roughly 3—4 per-
centage points per unit), aligning with the interpretation that memecoin participation
may be facilitated by a lower reliance on conventional social affiliation motives within
a culture often characterized by humor, satire, and informal group dynamics [196, 201].

6.3.2 Robustness checks

We ran an extensive battery of robustness checks (documented in Appendix D) to assess
whether the baseline associations are driven by data-quality concerns, duplicated par-
ticipation, or specific sample compositions [43]. Across all checks, the results are highly
stable in sign and magnitude for the main correlates of memecoin ownership. In partic-
ular, memecoin-specific knowledge remains a strong and precisely estimated predictor,
and the same holds for market engagement and intensity proxies: active crypto trading,
leverage use, and broader involvement in speculative crypto segments (NFT ownership
and holding more non-memecoin assets). The psychological correlate is likewise robust:
“need to belong” remains consistently negative, and “tax salience” retains a small but
stable negative association.

The stability of these findings is visible under each restriction. Excluding respon-
dents whose IP geolocation does not match the self-reported country of residence yields
near-identical estimates for the core variables. Removing observations that share the
same IP, email, or crypto address (separately) does not materially affect coefficient mag-
nitudes, suggesting that potential multiple participation is not driving the results. Sim-
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ilarly, applying strict response-time filters (and additional response-level timing exclu-
sions) leaves the main effects essentially unchanged; if anything, the association between
memecoin knowledge and ownership becomes slightly stronger under these stricter
screens.

We also tested robustness to alternative definitions of problematic responses. Ex-
cluding likely duplicates identified through similarity in demographic answers (using
increasingly conservative thresholds) produces virtually identical estimates. Dropping
implausible answer patterns (e.g., unusually inconsistent education/age combinations
or extreme portfolio reports) does not alter the substantive conclusions. Results also
remain stable when excluding respondents whose memecoin ownership is internally
inconsistent across survey items, and when restricting the sample to respondents who
consented to broader data sharing. Finally, multilevel specifications closely match the
baseline models, indicating limited residual heterogeneity once individual covariates are
accounted for.

Overall, the robustness checks support the interpretation that memecoin ownership is
primarily associated with higher engagement in crypto markets and participation in ad-
jacent speculative sub-sectors, while demographic correlates are comparatively weaker
and more sensitive to specification and sample restrictions.

6.3.3 Further analysis
Age and the myth of the Memecoin generation?

The baseline specifications treat age as a linear predictor and yield no robust association
with memecoin ownership. Given the common narrative linking memecoins to younger
cohorts [75, 209, 227, 275], we further explore whether age effects are (i) non-linear or
(ii) concentrated in specific generational cohorts.

Table 5 (columns 1-4) adds a quadratic term. The linear age component is weakly
positive in some specifications, while the squared term is negative, but the overall evi-
dence is not sufficiently strong to support a clear, stable inverted-U relationship. In other
words, once the model conditions on engagement and portfolio characteristics, age does
not emerge as a robust independent determinant of memecoin ownership.

To assess whether any age-related heterogeneity reflects discrete cohort differences
rather than smooth variation, we recode age into three mutually exclusive groups, Gen
Z (reference), Millennials, and Older respondents, motivated by the idea that cohorts
differ in market entry conditions, institutional attitudes, and digital-cultural exposure
[75, 209, 275]. Columns 5-8 show that Millennials are consistently more likely to hold
memecoins than Gen Z, with average marginal effects of roughly 3-6 percentage points
(statistically significant in most specifications). By contrast, the Older group does not dif-
fer significantly from Gen Z. These results are more consistent with a mild concentration
among Millennials than with the notion of a uniquely “younger” memecoin generation;
liquidity constraints and limited market experience among the youngest cohort may still

play a role [77].
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Table 6.5: Variation regressions ATE: Non-linear Age
(1) @) () (4) (5) (6) @) ®)
Gender 0.089" 0.087* 0.053" 0.089" 0.087* 0.053*
(0.043) (0.044) (0.025) (0.039) (0.040) (0.024)
Age 0.021+ 0.023+ 0.018 0.011
(0.012) (0.012) (0.012) (0.009)
Age squared —0.001 —0.001 —0.001 —0.001
(0.049) (0.048) (0.038) (0.041)
Millennials 0.058+ 0.060+ 0.038* 0.034*
(0.034) (0.035) (0.019) (0.017)
Other Gen. 0.028 0.029 0.001 0.003
(0.001) (0.001) (0.001) (0.001)
Edu —0.015 —0.013 —0.012* —0.013 —0.012 —0.010+
(0.009) (0.009) (0.006) (0.009) (0.009) (0.006)
Know Meme 0.147** 0.144** 0.126™* 0.136™** 0.146™* 0.143** 0.127*** 0.137**
(0.027) (0.030) (0.023) (0.022) (0.028) (0.031) (0.024) (0.022)
Know crypto no Meme —0.003 —0.002
(0.017) (0.017)
Know fin. —0.022 —0.022 —0.021 —0.021
(0.029) (0.027) (0.029) (0.027)
Crypto trader 0.186* 0.174** 0.135"* 0.141** 0.187* 0.175** 0.134* 0.140**
(0.078) (0.065) (0.030) (0.025) (0.077) (0.063) (0.029) (0.024)
Risk Seeking —0.004 —0.001 —0.005 —0.002
(0.016) (0.015) (0.015) (0.014)
When interested 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001***
(0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000)
Wealth inv. 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001*** 0.001***
(0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000)
Leverage 0.116™ 0.116™* 0.113** 0.131** 0.115** 0.115** 0.113** 0.131**
(0.024) (0.031) (0.033) (0.032) (0.024) (0.032) (0.033) (0.031)
Has NFT 0.195** 0.190** 0.171* 0.165"** 0.192** 0.187** 0.168™** 0.162**
(0.023) (0.021) (0.031) (0.029) (0.025) (0.023) (0.034) (0.031)
Num non-memecoins held ~ 0.039*** 0.039*** 0.041* 0.040"** 0.040"*~ 0.040™** 0.042*** 0.040***
(0.007) (0.007) (0.006) (0.005) (0.007) (0.007) (0.006) (0.005)
Need to belong —0.037*  —0.038"*  —0.034"* —0.032"* —0.037"** —0.037"* —0.034" —0.032*"
(0.007) (0.009) (0.010) (0.010) (0.008) (0.010) (0.010) (0.010)
FOMO 0.003 0.003
(0.010) (0.010)
KYC —0.002 —0.002
(0.014) (0.014)
Trust regulations 0.016 0.015+ 0.013+ 0.016 0.016+ 0.014+
(0.011) (0.009) (0.008) (0.011) (0.009) (0.008)
Scams 0.004 0.003 0.001 0.003 0.003 0.001
(0.016) (0.015) (0.012) (0.017) (0.016) (0.012)
Taxes —0.024* —0.025* —0.022* —0.020* —0.025* —0.026* —0.023* —0.021*
(0.010) (0.011) (0.009) (0.009) (0.010) (0.011) (0.010) (0.009)
Trust in Gov. —0.016 —0.019 —0.012 —0.017 —0.020 —0.013
(0.019) (0.020) (0.013) (0.019) (0.020) (0.014)
Num.Obs. 856 867 984 1013 856 867 984 1013

Notes: The table reports the results of the estimation of the logit regression. The dependent variable is the ownership of meme-

Hkk

coins. Average marginal effects presented. Standard errors clustered by continent are reported in parentheses. The symbols ***,

*k ok

a continent fixed effect, not reported for brevity.

, *, and + indicate statistical significance at the 0.1%, 1%, 5% and 10% level, respectively. The models include also a constant and
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Risk engagement beyond leverage?

To test whether the baseline leverage effect captures a broader propensity to engage
with high-risk crypto-finance activities, we replace leverage with alternative binary in-
dicators: prior experience with derivatives and exposure to yield farming (Table 6). Both
proxies reflect engagement with more complex or speculative activities, but they involve
different incentives and time horizons.

The derivatives indicator is positive across specifications and becomes statistically
significant in the more parsimonious models, with average marginal effects of about 7-
8 percentage points (columns 3—4). However, the estimate is smaller and imprecise in the
richer specifications (columns 1-2), suggesting that derivatives experience overlaps with
other engagement measures (e.g., active crypto trading and portfolio breadth) rather
than constituting an independent driver throughout.

By contrast, the yield-farming indicator is close to zero and not statistically significant
in any specification (columns 5-8). This pattern is consistent with farming being more
closely related to capital lock-up, incentive optimization, and in some cases relatively
passive strategies [39], which may not align with the fast-moving, narrative- and hype-
driven dynamics typical of memecoin participation.

6.4 Conclusion

In this study we shed light on the behavioral and demographic correlates of memecoin
ownership. Our results indicate that memecoin holders constitute a distinct subgroup
within the broader cryptocurrency ecosystem, primarily differentiated by market en-
gagement rather than by standard demographics. Across specifications and robustness
checks, memecoin ownership is consistently associated with more intensive participa-
tion in crypto markets: active trading, leverage use, broader portfolios, and NFT owner-
ship. Memecoin-specific knowledge is also a strong and stable correlate, suggesting that
participation in this niche reflects targeted exposure and familiarity rather than general
financial sophistication. Overall, the evidence supports the view that memecoin invest-
ment is closely tied to high-intensity crypto participation and involvement in adjacent
speculative sub-sectors.

The demographic evidence is more nuanced. The association with gender is posi-
tive but not fully robust across specifications, indicating that any gender gap is smaller
and more model-dependent than often assumed. Age does not emerge as a robust inde-
pendent predictor once behavioral and portfolio controls are included, and a quadratic
specification provides limited support for a systematic non-linear relationship. How-
ever, cohort-based estimates suggest a mild concentration among Millennials relative to
Gen Z, consistent with the possibility that memecoin participation is shaped by cohort-
specific market entry conditions and constraints, rather than by age per se.

Institutional and psychological correlates provide additional insight, although with
smaller magnitudes. Memecoin ownership is negatively associated with tax salience
and with the need-to-belong measure, while trust in regulation shows, at most, weakly
positive associations in some specifications. Taken together, these results are consistent
with a profile characterized by a higher tolerance for speculative environments and a
comparatively lower reliance on conventional social affiliation motives. Importantly,
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Table 6.6: Variation regressions ATE: Derivatives and Farming
(1) ©) ) (4) (5) (6) (=) )
Gender 0.090* 0.088* 0.055* 0.095* 0.093~ 0.061*
(0.044) (0.044) (0.025) (0.044) (0.045) (0.026)
Age 0.008 0.007
(0.006) (0.007)
Edu —0.015 —0.010 —0.010 —0.016 —0.011 —0.012
(0.010) (0.010) (0.008) (0.010) (0.009) (0.007)
Know Meme 0.159*** 0.157** 0.136*** 0.149** 0.160*** 0.154*** 0.135*** 0.148***
(0.031) (0.032) (0.024) (0.022) (0.030) (0.035) (0.028) (0.026)
Know crypto no Meme —0.003 —0.006
(0.019) (0.021)
Know fin. —0.024 —0.023 —0.023 —0.022
(0.027) (0.026) (0.025) (0.023)
Crypto trader 0.170* 0.159** 0.118*** 0.122*** 0.202** 0.186*** 0.145*** 0.151***
(0.074) (0.060) (0.025) (0.026) (0.062) (0.049) (0.015) (0.013)
Risk Seeking —0.006 —0.006 —0.010 —0.009
(0.013) (0.013) (0.014) (0.014)
When interested 0.001*** 0.001*** 0.001*** 0.001** 0.001*** 0.001*** 0.001*** 0.001***
(0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000)
Wealth inv. 0.001*** 0.001*** 0.002*** 0.002*** 0.001*** 0.001*** 0.002*** 0.002***
(0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000) (0.000)
Farming 0.000 —0.002 0.019 0.015
(0.068) (0.065) (0.067) (0.057)
Derivatives 0.045 0.035 0.070* 0.075"
(0.041) (0.041) (0.031) (0.030)
Has NFT 0.200%** 0.198*** 0.176™* 0.172* 0.204** 0.201*** 0.177* 0.175***
(0.024) (0.022) (0.030) (0.027) (0.027) (0.029) (0.038) (0.034)
Num non-memecoins held 0.041*** 0.042*** 0.042** 0.041** 0.042*** 0.043** 0.044** 0.043**
(0.008) (0.007) (0.005) (0.004) (0.007) (0.006) (0.005) (0.004)
Need to belong —0.039**  —0.040"* —0.035** —0.033*** —0.036* —0.037** —0.032*** —0.031***
(0.007) (0.010) (0.011) (0.010) (0.006) (0.007) (0.009) (0.008)
FOMO 0.008 0.006
(0.010) (0.010)
KYC —0.006 —0.007
(0.015) (0.014)
Trust regulations 0.017 0.016 0.015+ 0.017 0.015 0.014
(0.013) (0.010) (0.009) (0.012) (0.010) (0.009)
Scams 0.005 0.003 0.001 0.004 0.002 0.001
(0.016) (0.016) (0.012) (0.017) (0.017) (0.013)
Taxes —0.024™ —0.024* —0.022"  —0.020* —0.023* —0.023* —0.021* —0.020"
(0.009) (0.010) (0.008) (0.008) (0.009) (0.010) (0.008) (0.008)
Trust in Gov. —0.017 —0.022 —0.013 —0.020 —0.025 —0.017+
(0.016) (0.014) (0.011) 0.017) (0.016) (0.010)
Num.Obs. 852 864 981 1009 856 868 985 1014

Notes: The table reports the results of the estimation of the logit regression. The dependent variable is the ownership of

memecoins. Average marginal effects presented. Standard errors clustered by continent are reported in parentheses. The symbols

dkk Kk K

, %, %, and + indicate statistical significance at the 0.1%, 1%, 5% and 10% level, respectively. The models include also a constant

and a continent fixed effect, not reported for brevity.
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these patterns remain stable under stringent data-quality restrictions and alternative
sample definitions, increasing confidence that they are not artifacts of response noise or
duplication.

From a policy perspective, the findings suggest that interventions targeting memecoin-
related risks should focus less on demographic segmentation and more on behavioral
exposure. Users who actively trade, employ leverage, and participate in NFT markets
appear systematically more likely to engage with memecoins and may therefore face
disproportionate downside risk. Standard financial education and generic disclosures
may have limited effectiveness in this context; instead, platform-level measures—such as
clearer risk labeling on extreme volatility and liquidity, and friction or warnings around
leveraged access—may be more directly aligned with the relevant behaviors. Given the
cross-border nature of memecoin markets and their susceptibility to manipulation and
regulatory arbitrage, greater international coordination on listing standards and trans-
parency requirements would further reduce retail exposure to speculative shocks.



Chapter 7

Public Perceptions of Cryptomarket
Regulation: Investor Profiles and
Attitudes

7.1 Introduction

Over the past decade, cryptocurrencies have evolved from a technological innovation
into a burgeoning, yet still nascent financial ecosystem. As cryptoassets and associated
services continue to grow both in scale and adoption, addressing their miscellaneous
risks has become a pressing issue for policymakers and regulators [234]. This urgency
has intensified following a series of infamous events (e. g., FTX bankruptcy [97, 129] and
Bybit hack [190]), the use of funds in illicit activities [78, 81, 112], and growing concerns
over investor protection, financial stability, and market integrity [34, 37, 40, 176].

In response to the recognized regulatory gaps, jurisdictions worldwide are increas-
ingly engaging in the enforcement of legal frameworks aimed at bringing greater trans-
parency, accountability, and oversight over the cryptomarket. Notable initiatives include
the European Union’s Markets in Crypto-Assets (MiCA) regulation [117], the U.S. Secu-
rities and Exchange Commission’s enforcement actions [264], and the Financial Action
Task Force’s (FATF) guidelines on anti-money laundering. Collectively, these measures
reflect a growing consensus on the need to govern crypto operations.

Despite this regulatory momentum, there is yet a limited understanding of how cryp-
toasset investors relate to such interventions. While industry stakeholders and advocacy
groups are often invited to private consultations on the scope and design of crypto reg-
ulation, empirical evidence on broader public sentiment is remarkably scarce. Existing
user studies have largely concentrated on adoption drivers, risk perceptions, security
practices, and investment behavior of cryptoasset investors [e. g., 16, 44, 60, 211]. In con-
trast, the general public’s attitudes toward cryptomarket regulation are underexplored,
limiting our understanding of the social legitimacy and acceptance of the emerging legal
frameworks.

This chapter addresses this gap by empirically examining individuals’ opinions on
regulatory actions in the cryptomarket. Using unique survey data from over 1,400 par-
ticipants from across the globe (68% of those self-reported to be cryptoasset users), we
examine which subpopulations of this community are more likely to support or op-
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pose regulatory interventions, and how these two polar groups differ in terms of their
socio-demographic characteristics, investment profiles, and broader belief systems. Under-
standing these nuances is not only academically relevant, but also essential for designing
effective and legitimate legal frameworks that resonate with the values and expectations
of the communities they aim to protect.

Our contribution is twofold. Drawing on a large global survey sample, we provide
novel empirical evidence on individuals’ attitudes toward regulatory oversight in cryp-
tomarkets. Second, we advance behavioral finance research and inform policy design by
documenting systematic heterogeneity in the public acceptance of crypto regulation.

The chapter is structured as follows: Section 7.2 briefly reviews related literature;
Section 7.3 outlines the methodology and survey data; Section 7.4 presents the empirical
results; Section 7.5 concludes.

7.2 Related work

The state-of-the-art literature on crypto regulation has evolved from early legal scholar-
ship discussing regulatory challenges [e. g., 131, 162, 197, 291] to emerging studies that
critically evaluate the introduced compliance practices and their effectiveness [239]. Of
particular relevance to our problem domain are event studies analyzing cryptocurrency
market reactions to regulatory announcements. Specifically, [37] find that the intro-
duction of crypto-specific legal frameworks tends to elicit positive market responses,
while [93] show that anticipated regulations are often perceived as bad news, resulting
in negative price returns. While informative, these studies provide inconsistent results
and infer public sentiment indirectly from price dynamics, thereby overlooking more
nuanced differences in investors’ characteristics and beliefs. We extend this line of re-
search using an empirical approach grounded in an online survey and a large sample
of participants. Complementarily, technical work on explainable on-chain enforcement
informs the feasibility, rather than the sentiment, of regulation [243].

Other related works include behavioral studies of cryptoasset users, their motiva-
tions, mental models, security behaviors, and risk perceptions [e. g., 15, 16, 193, 211]. To
the best of our knowledge, no prior research has explored participants’ views on crypto
regulation or specific legal frameworks.

7.3 Methodology

7.3.1 Data Collection

The data utilized in this study are drawn from the second edition of the State of Crypto
Survey'. The 2024/25 edition was fielded between December 2024 and February 2025 on
several social media platforms, with targeted recruitment on X (formerly Twitter) and
Reddit, two major channels for crypto discourse.

'The State of Crypto Survey is an independent, cross-disciplinary initiative launched in 2021 to study
the cultural, social, technological, and economic ramifications of crypto-assets. The research team has no
ties to any crypto project, adopts a strict non-deception policy, undergoes a regular ethics review, and
releases anonymised data and documentation under an open-access license (https://stateofcrypt
o.net).
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The survey yielded 2,219 entries, of which 1,414 were fully completed. Participation
was voluntary and not incentivized. To maximise inclusiveness, the survey was trans-
lated into 30 languages and attracted respondents from more than 150 countries. The
average completion time was about 10 minutes. Further details on the language and
country distributions are reported in 11.

The instrument collected detailed information on socio-demographic characteristics
(e. g., gender, age, education, race/ethnicity, employment status), financial and crypto lit-
eracy, risk-and-portfolio profiles as well as on psychological, trust, and broader attitudes
toward cryptocurrencies.

The study was implemented in nodeGame [42], preregistered on AsPredicted?, ap-
proved by the Institutional Review Board of the University of Mannheim (EK Mannheim
40/2023), and conducted in full compliance with the GDPR requirements according to the
University’s of Mannheim Data Protection Officer.

7.3.2 Survey Data

For the empirical analysis, we organise the survey items into three conceptual domains:
(i) socio-economic background and risk propensity, (ii) investing behaviour, and (iii)
attitudes toward crypto, regulation, and society. These domains are organized to reflect
a progression from relatively stable individual characteristics to reported behavior and,
finally, to evaluative beliefs, allowing for a structured assessment of how background
traits and actions shape regulatory attitudes. 11 presents a summary of the explanatory
variables included into the analysis.

Socio-economic and risk-profile variables This domain includes standard socio-
demographic indicators (i. e., highest educational attainment, country of residence, self-
identified race/ethnicity, age bracket, gender identity, and employment status) as well as
an indicator for whether the respondent works in the crypto sector. Knowledge-based
variables are captured by indices of general cryptocurrency literacy, memecoin-specific
literacy, a composite crypto literacy score, and a standard financial literacy index.

Investing profile To characterise respondents’ behaviour, we consider the share of
total wealth allocated to cryptoassets, the date at which respondents first became inter-
ested in crypto and the number of cryptocurrencies held. We also include indicators for
ownership of NFTs and memecoins.

Personal beliefs Policy and societal orientations are measured through items on the
perceived role of crypto in facilitating scams and money laundering, concerns that crypto
could become an instrument of mass control, trust in the national government, confi-
dence that tighter regulation would increase personal trust in crypto assets, support
for mandatory customer-identification checks (KYC), and views on whether all crypto
gains should be taxed. All Likert-scale items are coded so that higher values correspond
to stronger agreement with the stated proposition.

*Preregistration ID: https://aspredicted.org/wmp6-ynk6.pdf.
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7.3.3 Approach

Our analysis is based on a series of logistic regression models assessing how various ex-
planatory variables relate to individuals’ perceptions of cryptomarket regulation. We op-
erationalize regulation through three items: “Better regulation of the crypto sphere would
increase my trust in using crypto assets.” (Trust in reg.), ‘I think all cryptocurrency gains
should be taxed.” (Taxes), and “How do you feel about customer identification checks (e. g.,
Know-Your-Customer) when using crypto services?” (KYC checks). Together, these items
capture analytically distinct areas of regulation: trust in regulation reflects perceptions
of institutional legitimacy; taxation captures the integration of cryptoassets into existing
fiscal regimes; and KYC checks operationalize compliance-oriented regulation aimed at
consumer protection and anti-money laundering.

For the analysis, we dichotomize each ordinal variable of interest into a binary out-
come by excluding neutral responses and coding the remaining responses as either fa-
vorable (1) or unfavorable (0). The resulting binary outcomes are modeled using multi-
variate logistic regressions, specified as:

exp(fo + Xip
p(vi=1] X = R LRD)
1 +exp(fBo + X B)
where Y] is a binary outcome variable for respondent 2, and X; is a vector of individual-
level covariates. Standard errors are clustered by continent.

7.4 Results

Table 7.1 reports results of the logistic regression models estimated by maximum likeli-
hood. The final specification retains only those control variables that proved most rel-
evant in tests of alternative models using the available survey items. For completeness,
11 contains results of the model specifications analyzing the effects of each category of
the final explanatory variables. In addition, we ran a series of robustness checks to val-
idate our main results (see 11). Descriptive statistics of the variables used in the final
specification are reported in 11. Note: taxation of crypto gains (Taxes) was not prereg-
istered but was later included as an additional dependent variable given its conceptual
relevance to our research problem.

Consistent patterns emerge across the models. With respect to investment behavior,
respondents holding a substantial share of their wealth in cryptoassets consistently ex-
hibit skepticism toward regulation. This points to concerns about regulatory overreach,
threats to privacy, and a perceived tension between regulation and the foundational prin-
ciples of decentralization and financial autonomy underlying cryptocurrencies. As for
the attitudinal variables, individuals who associate cryptoassets with money laundering
and scams are more supportive of regulation. This aligns with the view that regula-
tory oversight can mitigate perceived risks of illicit activity, thereby enhancing social
legitimacy and public trust.

There are also model-specific significant effects:

Trust in reg Older respondents, recent entrants, those with a strong need to belong,
and those concerned about the potential use of cryptocurrencies as a tool for mass con-
trol tend to view regulation as trust-enhancing. While some of these effects are intuitive,
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Table 7.1: Results of the logistic regression models

Trust in reg. KYC checks Taxes
Socio-demographic variables
Male —0.042 (0.044) —0.026 (0.017) —0.079 (0.042)
Age 0.015* (0.006) 0.010 (0.008) 0.020** (0.004)
Education 0.020 (0.017)  0.054™* (0.010) 0.034* (0.016)
When interested 0.001* (0.000) 0.001*  (0.000) 0.000 (0.000)
Works in crypto —0.066* (0.028)  —0.009 (0.068) —0.043* (0.020)
Knows crypto 0.019 (0.013) 0.000 (0.023) —0.003 (0.012)
Knows finance 0.012 (0.015) 0.007 (0.015) 0.024 (0.016)
Investment profile
Wealth invested —0.002** (0.001) —0.002*** (0.001) —0.002*** (0.000)
Number of cryptos held 0.000 (0.005) 0.000 (0.007) 0.003 (0.006)
Has NFT —0.026" (0.010) —0.062 (0.066) 0.071 (0.039)
Has memecoins 0.010 (0.022) —0.054* (0.028) —0.053 (0.032)
Attitudinal variables
Scams 0.036* (0.016) 0.034*** (0.009) 0.056*** (0.010)
Mass control 0.016* (0.008)  —0.011 (0.011) 0.024* (0.010)
Trust in government 0.077 (0.049)  0.088** (0.033) 0.109*** (0.020)
Need to belong 0.065** (0.024) 0.030* (0.014) 0.026 (0.021)
FoMO 0.007 (0.030) —0.016 (0.017) —0.012 (0.020)
Num. obs. 839 753 854
AIC 989.8 911.0 972.0
BIC 1093.9 1012.7 1076.5
Log likelihood -472.908 -433.494 -464.017
RMSE 0.44 0.44 0.43

Note: Average treatment effects are reported. Continent-adjusted standard errors in
parentheses. Significance levels: ***p < 0.001, **p < 0.01, *p < 0.05.

we draw on procedural justice theory [293] and prior research [105] to interpret the influ-
ence of the need to belong on perceptions of procedural fairness. In addition, regulation
may be perceived not only as an instrument of control but as a safeguard against power
concentration and a lack of accountability in the decentralized ecosystem.

Interestingly, crypto workers and NFT holders do not associate regulation with greater
trust in cryptoassets. For these groups, trust appears to stem from personal experience,
technical expertise, or ideological commitment, rendering external oversight burden-
some or even threatening.

Customer identity verification KYC procedures are viewed more favorably by highly
educated respondents, recent market entrants, and those with greater trust in govern-
ment and a stronger need to belong. In contrast, memecoin holders have a negative
attitude toward KYC checks, which may reflect hesitance to reveal their identities in
largely speculative and short-term crypto operations.

Tax treatment of cryptoassets Older and more educated respondents, as well as
those who express higher levels of institutional trust or who associate crypto-assets
with fraud and mass control, tend to hold more favorable views toward the taxation of
crypto-related income. For these groups, taxation is regarded not only as a legitimate
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instrument of state governance but also as a necessary means of mitigating perceived
risks in crypto markets. By contrast, individuals employed within the crypto sector tend
to oppose taxation, which they may perceive as conflicting with the principle of financial
autonomy. Their resistance may also reflect economic self-interest, as taxation directly
affects income derived from crypto-related activities.

Summary Overall, our findings highlight substantial heterogeneity in public percep-
tions of crypto regulation. Two patterns, however, remain consistent: individuals who
associate cryptocurrencies with fraud and money laundering are more supportive of reg-
ulation, whereas those who allocate a large share of their wealth to crypto-assets tend
to oppose regulatory initiatives. These effects persist across the additional robustness
checks (see 11).

7.5 Conclusion

Our results reveal a clear divide in how people perceive regulation of crypto markets.
Those who view cryptocurrencies as risky or vulnerable to fraud are more comfortable
with stronger oversight. In contrast, individuals who have invested more heavily in
crypto tend to worry that legal rules could limit their financial freedom or slow inno-
vation. These differences show that there is no single “public view” on crypto regula-
tion. People’s preferences depend largely on whether they see cryptoassets as a threat
or an opportunity. Taken together, the findings suggest that policymakers will need to
strike a careful balance. Regulations that build trust and protect consumers are likely
to gain support, but they will be more effective if designed in a way that still allows
space for innovation and responsible participation. In this sense, understanding peo-
ple’s expectations is essential for shaping regulatory frameworks that feel both fair and
forward-looking.

Our study has certain limitations. As is common in empirical research, potential self-
selection and response biases may restrict the generalizability of our results. In addition,
the analysis focuses on three dimensions of regulation, leaving other relevant areas (e. g.,
mining) outside the scope. Future research could also attempt to cover region-specific
samples or employ mixed-methods designs to better capture the heterogeneity of public
sentiment.
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Measure micro-level circulation and
systematize derivatives in DeFi
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Part III focuses on decentralized finance (DeFi) from a protocol-level perspective. The
objective is twofold: first, to develop an analytics pipeline that captures how key DeFi
tokens circulate on-chain; second, to provide a unified framework for describing and
studying decentralized derivatives protocols in a reproducible and comparable way.

This part brings together two complementary contributions. The first introduces a
micro-velocity methodology for Lido’s liquid staking tokens (stETH and wstETH), in-
cluding the share-denominated reconstruction required by rebasing assets, and provides
evidence on token circulation patterns, turnover concentration, and a progressive shift
toward wstETH consistent with composability and cross-protocol integration; the as-
sociated extraction pipeline and curated datasets are released to support reproducibil-
ity and reuse. The second contribution systematizes decentralized derivatives protocols
(perpetuals, options-like instruments, and synthetics) through a unified representation
of actors, flows, and design principles, and operationalizes this framework via a tuple-
based formalism and a reproducible simulation environment to study protocol dynamics
under controlled market conditions.






Chapter 8

Money in Motion: Micro-Velocity and
Usage of Ethereum’s Liquid Staking
Tokens

8.1 Introduction

The transition to Proof-of-Stake (PoS) in Ethereum [70] has resulted in both expected and
unexpected effects on the network. One notable outcome is the rise of third-party liquid
staking providers [135, 269]. Staking in PoS protocols involves locking a specific amount
of tokens (the stake) to participate in the consensus process. In Ethereum, stakers lock
at least 32 ETH, enabling them to issue attestations in consensus epochs and participate
in block proposal lotteries [70, 315]. This stake acts as collateral to ensure honest be-
haviour; any dishonest activity may result in a penalty known as slashing. Additionally,
staking requires participants to accept an opportunity cost. During the lock-up period,
the staked tokens become illiquid, meaning they cannot be used in transactions or for
other purposes. Liquid staking services address this limitation [92].

Lido, the dominant provider of liquid staking services, allows users to convert ETH
into stETH, a liquid token. Holders of stETH continue to earn staking rewards, minus a
fee paid to the service provider. This fee compensates providers like Lido, the biggest
LST protocol, for managing staking responsibilities, including tasks that, if mishandled,
could result in penalties or fund losses [98]. In addition to stETH, Lido also provides
wstETH, a wrapped version of the token designed to maintain a stable ratio relative to the
underlying staked ETH. wstETH is particularly suited for integration with decentralized
finance (DeFi) protocols, as it is ERC-20 compliant and reflects staking rewards through
an increasing exchange rate rather than token balance growth.

Liquid staking’s rapid adoption has raised concerns about possible unintended im-
pacts on the PoS ecosystem. Critics argue that widespread use of liquid staking could
lead to outcomes such as block cartelization, ambiguity in protocol governance, and in-
creased coupling of capital risk with protocol risk [116]. Currently, PoS systems offer
limited ways to mitigate the growth of liquid staking, with existing approaches focusing
primarily on encouraging voluntary self-regulation by service providers [116].

Liquid staking introduces a novel concept in the realm of digital assets, one that lacks
a direct real-world comparison. It effectively allows money to multiply within users’



8.1. INTRODUCTION 118

digital wallets, a phenomenon largely absent from traditional financial systems'. This
unique characteristic raises important questions about the nature and classification of
liquid staking tokens (LSTs) such as stETH and its wrapped counterpart, wstETH.

LSTs can be viewed as debt instruments: the staked tokens resemble the principal
of a bond, the staking yield corresponds to interest payments, and the eventual return
of staked tokens parallels principal repayment. This perspective aligns with their role
as inflation-resistant stores of value. However, LSTs also exhibit unique characteristics,
such as their use in DeFi applications as collateral or for yield farming, positioning them
closer to programmable money. Additionally, LSTs can be seen as derivative instruments,
with their value tied to the underlying staked tokens. This interpretation underscores the
complexity of LSTs and the challenges of fitting them into existing financial categories.
The future trajectory of Ethereum’s PoS ecosystem may depend on how these assets are
perceived and used. If LSTs are primarily viewed as inflation-resistant stores of value,
they may function like digital bonds. However, their liquidity and utility in transactions
and DeFi applications could allow them to evolve into a new form of programmable
money, which is secured against inflation from monetary expansion.

Liquid staking has also introduced new risks to the Ethereum ecosystem. For exam-
ple, the adoption of liquid staking services has raised concerns about centralisation. As
of August 2022, Lido controlled a 30.1 % market share of total staked ETH, highlighting
the significant influence these services can have on the network. Yet today, as of May
2025, the centralisation is only slightly attenuated, as Lido still has a 27 % market share
of total staked ETH.

Moreover, the introduction of LSTs has increased the overall leverage in the crypto
market. By enabling staked assets to be used as collateral, LSTs create new opportunities
for yield farming but also introduce risk sources. The stETH crisis in 2022 demonstrated
how the perceived 1:1 peg between stETH and ETH can break under market stress, lead-
ing to liquidity issues for overleveraged participants [269]. As the Ethereum ecosystem
continues to evolve post-merge, the role and impact of liquid staking will likely remain a
critical area of focus. The balance between providing liquidity and maintaining network
security, as well as the potential for new financial products and services built on LSTs,
will shape the future of Ethereum’s PoS system and the broader DeFi landscape.

In this work, we contribute to this debate by offering the first comprehensive anal-
ysis of LST usage and circulation dynamics through the lens of money micro velocity
[74, 94, 309], a granular measure of monetary activity at the individual account level.
This approach enables us to detect patterns of financial behaviour that aggregate ve-
locity metrics overlook, such as the concentration of activity among high net worth ac-
tors and the emergence of high-frequency intermediaries in an ostensibly decentralized
ecosystem.

Our contributions are fourfold:

« Methodological innovation: We adapt the micro velocity framework to rebasing to-
kens by reconstructing transfer histories in share denominated units, overcoming

' A useful comparison can be made with so-called “helicopter money”, a monetary policy tool in which
central banks distribute funds directly to households. However, in most advanced economies, such trans-
fers are not the sole mechanism of money creation, nor are they directly tied to individual wealth. An-
other relevant analogy is a system of central bank digital currency (CBDC), where money exists solely in
interest-bearing accounts managed by the central bank, unlike physical cash, which bears no yield.
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limitations in event log availability due to the late introduction of the Transfer-
Shares event in the Lido protocol.

« Empirical insights: Using on-chain data from December 2020 to November 2024,
we compute and analyze both global and disaggregated micro velocities of stETH
and wstETH, revealing a strong concentration of transactional activity in a small
subset of large accounts.

« Comparative analysis: We contrast the behavior of rebasing stETH and non-rebasing
wstETH LSTs, highlighting how ERC-20 compliance and integration with DeFi in-
fluence token usage and reutilization patterns.

« Open science and reproducibility: To support transparency and enable future re-
search, we release all tools and datasets used in this study at https://github
.com/LucaPennella/money-in-motion-1sts. This includes two open-
source tools: one for extracting and indexing on-chain event logs, and another for
querying historical contract state variables. We also provide two curated datasets:
one containing Transfer events for wstETH, and another with TransferShares
records for stETH. In addition, we publish the raw event logs and contract state
variables used in our analysis.

The remainder of the chapter is structured as follows. In the Related Work section, we
discuss prior research most relevant to our study. The Methods section introduces the
foundations of the micro velocity framework, provides an overview of the Lido platform
and its on-chain architecture, the Data section details the data collection process, and
describes the preprocessing steps used to adapt micro velocity analysis to both stETH
and wstETH. In the Results section, we present the global micro velocity trends and their
decomposition by user categories, followed by an analysis of balance dynamics and a
characterization of the Lido ecosystem. Finally, the Discussion section interprets the
empirical findings and outlines directions for future research.

8.2 Related Work

The concept of micro velocity, the turnover rate of money measured at the level of indi-
vidual addresses rather than in aggregate, has recently enriched the economics of digital
currencies [74, 94, 95, 309]. Whereas traditional velocity treats all holders symmetri-
cally, the micro perspective exposes behavioural diversity that is especially pronounced
on blockchains. Empirical work shows large cross-agent dispersion: wealthier accounts
transact far more frequently and high-velocity intermediary entities channel a dispro-
portionate share of flows, hinting at latent centralisation in seemingly decentralised
networks [74, 94].

Complementary research documents macro-structural asymmetries. Makarov and
Schoar [212] reveal the dominance of a handful of players in Bitcoin, while network
studies trace persistent hierarchical patterns and accumulative advantage across multi-
ple chains [73, 104]. Wealth inequality metrics such as the Gini coefficient broadly echo
these findings [265]. Governance-oriented work further shows how power concentrates
through on-chain accountability mechanisms [223], and similar network tests have be-
gun to quantify decentralisation in lending protocols such as Aave [32].


https://github.com/LucaPennella/money-in-motion-lsts
https://github.com/LucaPennella/money-in-motion-lsts
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A third strand examines liquid staking protocols (LSPs). Gogol et al. provide the first
systematic taxonomy and risk map of liquid-staking designs [134, 135]; Scharnowski
[269] analyzes basis spreads in price discovery; and Tzinas & Zindros [294] model the
principal-agent tension between delegators and node operators.

Despite extensive work on native token circulation and the design of liquidity staking
protocols, the intersection of staking, liquidity provision, and transactional dynamics at
the agent level remains underexplored. Researchers have not yet systematically applied
micro-velocity frameworks beyond native tokens, while LSP research rarely incorpo-
rates address-level behavioral analysis. In this chapter, we bridge these gaps by extend-
ing the micro-velocity methodology to Lido’s rebasing (stETH) and wrapped (wstETH)
tokens, uncovering distinctive patterns of liquidity concentration and transformation
unique to liquid staking tokens (LSTs). In addition to velocity metrics, we incorpo-
rate address-level balance analysis, providing a deep dive into the temporal behavior
of key actors. To support transparency and reproducibility, we also release curated open
datasets and modular software tools that enable the community to replicate and extend
our results. Together, these contributions offer a comprehensive empirical foundation
for the study of liquid staking economies at scale.

8.3 Methodology

To analyze the circulation dynamics of LSTs, we adopt a micro-velocity framework that
measures transactional activity at the level of individual accounts. This method allows
us to move beyond aggregate metrics and identify heterogeneous behaviour among dif-
ferent user groups, capturing both active and passive usage patterns.

We first introduce the theoretical basis of micro velocity and how it can be adapted
to account-based blockchains. Then, we outline its implementation for rebasing tokens
like stETH, including the handling of share-based accounting. Finally, we describe how
this framework is extended to the wrapped, non-rebasing token wstETH, enabling a com-
parative analysis of LST behavior within the Lido ecosystem.

8.3.1 Micro Velocity

Consider an ERC-20 token account © endowed with a certain amount of tokens. Follow-
ing [94] we define the probability distribution of tokens holding times of agent 7 at time
t as P!(7):

where:
« wi(7) is the total amount of tokens held by 7 at time t with holding times 7 and,
« M;(t) =>__wl(r) is the total amount of tokens held by i at time ¢.

The Micro Velocity of agent ¢ is then defined as:

Vi) =) %Pf(T) =2 %;;(8 (8.1)
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V;(t) dimension is block™ (i.e., measured per block). From V; we can derive the total
velocity MV of the token as:

M@V () =Y MV, (8.2)

In order to compute P/ (7) for an account-based blockchain (e.g., Ethereum), we adopt
a Last-In-First-Out (LIFO) policy for token spending, where users first spend the most
recently received funds; if those are insufficient, older balances with different ages are
considered. This approach is economically meaningful, as it naturally distinguishes “lig-
uid” money akin to Mo or M1 in traditional macroeconomics, which sits at the top of
the wallet, from “illiquid” money, typically held as longer-term savings or investment.
This LIFO assumption aligns with prior empirical work [94], which also tested First-in-
First-Out (FIFO) and random mixing policies and found negligible differences in velocity
estimates. Intuitively, this reflects typical user behavior: everyday spending tends to use
the most recently received or most accessible funds. For the numerical results, we relied
on the Python package MicrovelocityAnalyzer®.

8.3.2 Lido Platform Data Overview

Lido is a liquid staking platform that enables users to stake their ETH in a liquid and
fractionalized manner. Through Lido, users can acquire stETH tokens by depositing
ETH, which Lido stakes on their behalf. In exchange, stETH or its wrapped version,
wstETH tokens are transferred to the user’s account, representing the staked ETH. Unlike
standard staked ETH, which remains locked as collateral, these tokens retain liquidity,
allowing users to transfer them freely. This feature enables users to invest amounts
below the 32 ETH required to initiate a validator, without the operational responsibilities
typically associated with validator duties.

As the staked ETH accumulates rewards, Lido distributes these rewards to stETH
holders through a process known as rebasing [135]. During rebasing, the stETH balance
in each user’s account is recalculated daily to reflect the earned rewards, effectively
increasing the user’s stETH balance over time3. In contrast, wstETH does not rebase.
Instead, it reflects staking rewards through a continuously increasing exchange rate rel-
ative to ETH. As a result, wstETH are fully interoperable with DeFi platforms where
predictable token balances and ERC-20 compatibility are essential and can be bridged
across multiple blockchains [135].

The data collected for this study includes the transfer records related to both stETH
and wstETH tokens, capturing user transactions and the evolution of staking positions
over time. Additionally, we extract the internal state of the stETH smart contract, which
is necessary to complement transfer information, particularly for accurately interpreting
reward distributions, as will be discussed in the following sections.

*https://github.com/fdecollibus/MicroVelocityAnalyzer/tree/parallelised_plu
s_bilance

30f consideration for the interested reader: the core Lido repository (current implementation): https:
//github.com/lidofinance/lido-dao/tree/master and a primer on Lido: https://1lido.fi/
static/Lido:Ethereum-Liquid-Staking.pdf.


https://github.com/fdecollibus/MicroVelocityAnalyzer/tree/parallelised_plus_bilance
https://github.com/fdecollibus/MicroVelocityAnalyzer/tree/parallelised_plus_bilance
https://github.com/lidofinance/lido-dao/tree/master
https://github.com/lidofinance/lido-dao/tree/master
https://lido.fi/static/Lido:Ethereum-Liquid-Staking.pdf
https://lido.fi/static/Lido:Ethereum-Liquid-Staking.pdf
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stETH Shares

The stETH contract employs an internal share-based accounting mechanism to track
each user’s stake in the Lido-controlled ETH pool. When a user acquires stETH tokens,
they effectively purchase shares in the Lido staking pool, representing the ETH they
have staked. The conversion rate between stETH and shares is dynamic and depends on
the total ETH staked with Lido.

Two functions facilitate the conversion between stETH tokens and shares:

« getSharesByPooledEth: This function calculates the number of shares corre-
sponding to a specified amount of stETH, based on the formula:

stETH amount x total shares
shares = (8.3)
total pooled ETH

« getPooledEthByShares: This function determines the amount of stETH corre-
sponding to a specific number of shares, following the inverse formula:

shares x total pooled ETH
total shares

stETH amount = (8.4)

These functions ensure that the protocol can dynamically adjust share-to-token ra-
tios, accurately reflecting changes in the total pooled ETH and thus ensuring that each
user’s stake aligns with the current total pool distribution *.

Rebasing

As rewards accrue from staked ETH, the stETH balance for each user changes to re-
flect these earned rewards, without affecting the user’s underlying shares. This process,
known as rebasing, recalculates each user’s stETH balance based on their share of the
total pooled ETH. The calculation follows the formula from 8.4°:

shares[account] x totalPooledEther
totalShares

balanceOf(account) =
where:

« shares: A mapping of each user’s share count, updated with every Ether deposit,
representing their fractional ownership in the staking pool.

« totalShares: The sum of all shares across accounts, used to proportionally dis-
tribute the pooled ETH.

« totalPooledEther: The total ETH held by the protocol, defined as the sum of
bufferedBalance, beaconBalance, and transientBalance, where:

— Buffered balance: ETH stored in the contract, yet to be deposited.

4Source: https://github.com/lidofinance/lido-dao/blob/master/contracts/0.4.24/
StETH.sol
5Source of the formula and example: https://docs.lido.fi/contracts/lido#rebase


https://github.com/lidofinance/lido-dao/blob/master/contracts/0.4.24/StETH.sol
https://github.com/lidofinance/lido-dao/blob/master/contracts/0.4.24/StETH.sol
https://docs.lido.fi/contracts/lido#rebase
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— Transient balance: ETH submitted to the Deposit contract, pending visibil-
ity in the beacon chain state, defined as the difference between DEPOSITED
_VALIDATORS_POSITION and BEACON_VALIDATORS_ POSITION measured
in ETH.

— Beacon balance: ETH held in validator accounts, reported by oracles and
serving as the primary contributor to stETH supply.

Rebasing events are triggered by the handleOracleReport function, which emits
the TokenRebased event to reflect updated values for totalPooledEther and
totalShares. It is important to note that rebasing only affects the value of these two
variables, which in turn affects the balance calculation of each account in the stETH
smart contract, but the rebasing doesn’t iterate over all the accounts to update their
balance, which would prove unfeasible and uneconomical.

Table 8.1: Summary of recorded events, highlighting that TransferShares events be-
gan later than Transfer events.

Token Event Number of Records First Record Block Last Record Block
stETH Transfer 2,792,968 11,480,187 21,145,533
stETH TransferShares 2,519,615 14,860,275 21,145,533
wstETH Transfer 1,420,359 11,888,810 21,145,533

Minting Events and Initial Token Distribution

For the scope of the present work, we are not interested in the intricate web of smart
contracts that manage the deposit of ETH and minting of stETH. What we care about is
the trace (if any) that minting (and consequently new stETH users’ adoption) leaves on
the stETH token transfer records.

This process is observable through a standard on-chain event pattern: every token
minting is recorded as a transfer from Ethereum zero address ¢ to the minting user ac-
count, i.e. the user who's depositing ETH to buy stETH. This is consistent throughout
all stETH implementations in time.

ETH Redemption and Shares Burning

For the scope of our research, which is computing the micro velocity of stETH shares, the
burning of shares is not important, as burned shares are virtually motionless, meaning
they are not to be transferred anymore, and as such their weight in the velocity compu-
tation becomes negligible as time passes. As of the Lido 2.0 implementation, deployed
on May 12", 2023, following the Shappella upgrade, the burning address’ has been in-
troduced. Because stETH token burning became relevant with the implementation of
stake withdrawal (as stETH tokens then became redeemable as well), it is reasonable to
assume that we can ignore burning addresses previously set. Since the burning address

*Ethereum zero address: 0x0000000000000000000000000000000000000000
"Burning address: 0xD15a672319C£0352560eE76d9e89eAB0889046D3
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only received tokens and never sent any (as expected for such an address), we do not
consider it in the velocity calculation.

Lido Events

Events in Solidity serve as a bridge between smart contracts and external applications.
When state changes occur on the blockchain, events provide a way to log and track these
changes. The event data gets stored in transaction logs alongside the blocks, making
them accessible to applications monitoring the blockchain.

In this study, we focused our attention on two particular events, which are crucial for
tracking the flow of stETH and share allocations, as well as for understanding changes
in pooled ETH over time, which directly impacts user balances and protocol dynamics:

« Transfer: This standard ERC-20 event logs token transfers, enabling tracking of
stETH movements between accounts.

« TransferShares: This event logs share transfers specifically, complementing the
ERC-20 standard by tracking the underlying share movements not captured by
token-only events.

As of the current Lido implementation (version 2.0) these two events are emitted on
the Ethereum chain together when a transaction in stETH tokens is emitted. This reflects
the atomic relation between stETH shares and tokens.

Lido Variables

Constant state variables in Solidity serve as immutable values that are determined at
compile time and stored directly in the contract’s bytecode rather than in storage. This
design choice makes them highly gas-efficient since reading these values doesn’t require
accessing blockchain storage. They’re commonly used for fixed values like role identi-
fiers, configuration parameters, or mathematical constants that won’t change through-
out the contract’s lifetime.

In this study, we were interested in recovering the conversion rate between stETH
shares and tokens, which, as described in 8.3.2, required the collection of the following
constant state variables of Lido smart contracts:

e lido.Lido.depositedvalidators
e lido.Lido.beaconvValidators

e« lido.Lido.beaconBalance

e lido.Lido.bufferedEther

e 1ido.StETH. totalShares
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Share of stETH Wrapped into wstETH
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Figure 8.1: Evolution of the share of stETH wrapped into wstETH over time. The line
represents the 30-day moving average of the proportion of total stETH supply held by the
wstETH contract. This metric captures the relative demand for tokenized, non-rebasing
stETH across the analyzed period.

wstETH Mechanics and Tracking

wstETH is the wrapped, non-rebasing version of stETH, designed to improve compatibil-
ity with decentralized finance (DeFi) protocols. Unlike stETH, which periodically updates
account balances to reflect accrued staking rewards (rebasing), wstETH maintains fixed
balances per account. Instead, it encodes staking rewards via an increasing exchange
rate relative to ETH, updated daily in sync with stETH’s rebase events.

This structure makes wstETH fully compliant with the ERC-20 standard and par-
ticularly suitable for smart contract integration, where deterministic token behavior is
essential. As a result, tracking wstETH on-chain is straightforward: the token emits
standard Transfer events, and no share-based accounting is required.

In our analysis, we leverage the complete transfer history of wstETH to compute mi-
cro velocity without needing to reconstruct internal state variables or account for rebas-
ing. While this limits granularity compared to stETH, it reflects realistic usage conditions
and supports a comparative evaluation across LST designs. 8.1 illustrates the proportion
of total stETH supply wrapped into wstETH over time.

We now turn to the data sources and processing steps required to apply this frame-
work to the Lido ecosystem.

8.4 Data

To implement the micro-velocity framework described in the previous section, we con-
structed a dataset that captures both the transactional and structural characteristics of
Lido’s liquid staking tokens. This required overcoming several challenges stemming
from the rebasing nature of stETH, the evolving protocol design, and the need for con-
sistent longitudinal tracking of token behavior at the address level.
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In what follows, we describe the data sources, tools, and procedures used to collect,
reconstruct, and process the relevant on-chain information. This includes the develop-
ment of custom software to extract event logs and smart contract state variables, as well
as the reconstruction of share-denominated transfer histories necessary for accurate ve-
locity computation.

8.4.1 Software Tools

Many different tools exist to collect and analyze Ethereum token data, see [323].
Given the rebase nature of stETH, the token is not fully ERC-20 compliant, which
implies specific tools have to be developed. After a careful analysis of Lido smart
contracts, we developed two software tools, the ethereum-event-tracker and the
ethereum-variable-tracker, which were integrated in the data pipeline to produce
the data we use in the present work.

The ethereum-event -tracker repository® was used to retrieve event records from
Ethereum logs used in this study. 8.1 provides a summary of the recorded events, in-
cluding record counts and the range of blocks in which these events were recorded.
The ethereum-variable-tracker was used to retrieve the state of the constant state
variables listed in the previous section for each block of Lido deployment. It is immediate
to observe in 8.1, that the number of TransferShares events is fewer than the number
of Transfer events, which does not sound consistent with Lido implementation. This
follows the fact that the TransferShares event was introduced to the protocol as part
of LIP-11°, an update designed to support the protocol’s adjustments in anticipation of
the Ethereum Merge'®. As described in 8.3.2, wstETH emits standard ERC-20 Transfer
events, enabling straightforward tracking

8.4.2 Data Processing

In order to compute the micro velocity of stETH tokens, we had to account for the to-
ken’s rebasing nature. An external observer who could only record transfers in stETH
tokens would not be able to infer the real balances of an account, due to the daily change
in account balances denominated in stETH tokens. Current methods to compute micro-
velocity on Ethereum tokens rely on the collection of token transfers, and especially on
the consistency of account balances denominated in the reference token. This makes
it fundamental for our research to have access to the full record of stETH transfers ex-
pressed in shares.

Because of the late introduction of the TransferShares event, the collection of
share-denominated transfers is incomplete for the early period of stETH existence. The
same is not true for the Transfer events: as ERC-20 compatible events, these events
were instantiated from the first deployment of the stETH contract. To fill the gap, we
recovered the state of the stETH smart contract internal constants necessary to compute
the tokens to share conversion rate and reconstruct the value in shares of each transfer
originally recorded in stETH tokens, using the formula described in 8.3.2. This was done

Shttps://gitlab.uzh.ch/bdlt/ethereum-event-tracker

https://github.com/lidofinance/lido-improvement-proposals/blob/develop/LI
PS/lip-11.md

“https://ethereum.org/en/roadmap/merge/
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https://github.com/lidofinance/lido-improvement-proposals/blob/develop/LIPS/lip-11.md
https://ethereum.org/en/roadmap/merge/
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Figure 8.2: The left axis measures the the total amount of stETH tokens (green line) and
shares (blue line) in millions. The right axis measures the conversion rate from stETH
token to shares (orange line). On the x axis time is measured in Ethereum blocks.

for each block of Lido deployment. By doing so, we were able to reconstruct a clean
database of all stETH transfers denominated in shares.

In 8.2 we can observe the total supply of stETH tokens and shares, as recovered from
the constant state variable 1ido.StETH. totalShares from the stETH smart contract.
As the supply grows, the conversion rate diminishes, meaning that the value of a single
share is increasing, as the total Ethereum pooled in Lido validators increases and, as
such, the rewards they bear. While this result is not novel per se, it stands to testify to
the consistency of the data collection methodology. We plot the supply alongside the
stETH to Shares conversion rate, which is used to convert token transfers into shares
transfers and complete the dataset.

We also compute micro velocity separately for wstETH, the non-rebasing and ERC-
20 compliant counterpart. Unlike stETH, wstETH maintains fixed balances and encodes
staking rewards via an increasing exchange rate relative to ETH, thereby eliminating
the need for share-based accounting. As such, the standard set of Transfer events is
sufficient for computing micro velocity. While wstETH does not offer the granularity
of share-level tracking, its simplicity and compatibility with DeFi protocols make it an
important asset for comparative analysis. The inclusion of wstETH velocity allows us to
capture a broader spectrum of user behaviour across Lido’s liquid staking products.

8.5 Results

Following the methodology described in 8.3.1, we calculate the individual stETH and
wstETH velocities of all token accounts during the period under consideration, from
block 11,480,187 (December 18, 2020) to block 21,145,533 (November 18, 2024). Using
8.2, we derive the global velocity V/(¢) for both assets, computed as the aggregate of
individual micro velocities. The results are depicted in 8.3, revealing three key features:
consistently high values, a two-phase dynamic, and several distinct spikes.

By comparing the velocity we observe to the velocities reported on Proof-of-Work
(PoW) and ERC-20 tokens in the literature [74, 94], we find that the global stETH and
wstETH velocity is strikingly large. We find that both tokens exhibit significantly higher
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Figure 8.3: The global velocity V (¢) of stETH and wstETH tokens (see 8.2, the dimension
is block™*, averaged weekly.)

turnover. From a usage standpoint, we interpret this as evidence of Lido’s success in
achieving its mission: facilitating economic activity by unlocking the financial potential
of staked tokens while maintaining Ethereum’s Proof-of-Stake consensus and system
security. Additionally, as interest-bearing tokens, stETH and wstETH provide an attrac-
tive alternative to ETH or other tokens as a store of value. They not only hedge against
the effects of monetary expansion, thus appreciating in nominal terms, but also enable
economic transactions.

Table 8.2: Summary of address categories by received stETH. The Thresholds column
defines the lower and upper bounds used to assign accounts to categories.

Thresholds (stETH) Total Received (stETH) Count

Category

Whale x > 10000 141703559.627 1011
Orca 3000 < z < 10000 6981034.142 1278
Dolphin 1000 < 2 < 3000 4074250.128 2378
Fish 100 < z < 1000 4547189.463 14441
Shrimp 10 <2z < 100 1636947.564 49982
Krill 1<z<10 416861.963 113749
Plankton r<l1 68469.071 307188

From 8.3, we observe a two-phase trajectory: an initial growth phase followed by a
mature phase. The growth phase occurred between the end of 2020 and the first half of
2022, during which velocity increased, reflecting greater adoption and the maturation
of Lido’s economic role. Notably, Lido’s merge-ready protocol upgrade took place in
May 2022"", coinciding with the Ethereum Merge, and introduced a more sophisticated
version of the protocol. While this observation aligns with the natural growth in atten-
tion surrounding Lido and Ethereum’s transition from PoW to PoS, it also validates our
methodology, demonstrating its ability to capture significant on-chain economic events.

"https://research.lido.fi/t/announcement-merge-ready-protocol-service-pack/
2184
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A significant spike in stETH velocity is observed in March 2023. This aligns with user
anticipation of the Shappella upgrade (April 2023), which introduced staking reward
withdrawals, and the release of Lido 2.0 (June 2023). These events likely stimulated
economic activity by unlocking previously illiquid capital.

Despite being a newer asset with a smaller user base, wstETH shows a rapidly in-
creasing velocity, converging with stETH from early 2023 onward. This is particularly
notable given the lower number of total addresses involved (8.3). We interpret this as
a sign of higher per-token turnover, likely reflecting wstETH’s enhanced suitability for
DeFi applications due to its fixed-balance, ERC-20-compatible design. The asset’s struc-
ture encourages use in smart contracts and collateralized protocols, leading to intensive
re-utilization. Notably, the global velocity of wstETH increased above that of its base
token stETH. If this trend continues, differences in velocity may indicate a preferred role
for staked Ether: wstETH functioning as an inflation-resistant form of smart money, and
stETH serving more as a passive savings instrument.

To further investigate the source of the large velocity, we utilized the micro founda-
tion of velocity and decomposed the global metric by contributor categories. Following
the user taxonomy introduced by Lido'*, we classified all stETH accounts into seven cat-
egories based on the amount of stETH received during the study period (December 2020
to November 2024). 8.2 and 8.3 summarize these categories and their statistics for stETH
and wstETH.

Table 8.3: Summary of address categories by received wstETH. The Thresholds column
defines the lower and upper bounds used to assign accounts to categories.

Thresholds (wstETH) Total Received (wstETH) Count

Category

Whale x > 10000 149285851.223 780
Orca 3000 < x < 10000 4618320.295 850
Dolphin 1000 < z < 3000 2457660.110 1401
Fish 100 < z < 1000 2084328.725 6224
Shrimp 10 <z < 100 413353.129 11285
Krill 1<z<10 54465.652 14063
Plankton r<l1 8030.266 56518

For stETH, whale accounts, that received at least 10,000 tokens, represent just 0.25 %
of all addresses (1,011 out of more than 480,000) yet collectively received approximately
141.7 million stETH, a dominant share of the total distribution. This confirms a well-
documented trend in blockchain economies: a small number of large accounts command
a disproportionate amount of monetary flow [73, 104, 296]. Mid-tier categories (e.g.,
Orcas and Dolphins) also hold substantial quantities, while the vast majority of accounts
(Plankton, Krill, Shrimp) received comparatively minor volumes.

A similar concentration is observed for wstETH. Although whales are even fewer in
number (780 addresses), they received nearly 149.3 million tokens, again constituting
the majority of the total supply. Notably, the distribution for wstETH is even more top-
heavy: small holders (Plankton, Krill, Shrimp) are fewer in number than in the stETH

https://blog.lido.fi/analysis-of-steth-user-behaviour-patterns/
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dataset and received a smaller aggregate amount (~476k tokens vs. over 2.1 million for
stETH). This suggests a more targeted adoption of wstETH among sophisticated or insti-
tutional users, possibly driven by its composability and compatibility with DeFi infras-
tructure.

Taken together, the distributions reported in 8.2 and 8.3 indicate that the usage of liq-
uid staking tokens exhibits a marked degree of asymmetry. In both stETH and wstETH,
a small number of high volume addresses, classified as whales, receive the majority of
tokens, while the vast majority of accounts hold relatively modest amounts. This pattern
suggests the coexistence of two distinct user profiles: on one hand, large entities that ac-
tively transact substantial volumes of LSTs, likely for integration within DeFi protocols;
on the other, a broader base of smaller holders whose participation is limited to token
acquisition, likely to passively benefit from staking rewards.

When examining the decomposition of micro velocity by account category for both
stETH and wstETH (8.4a and 8.4b), a consistent concentration pattern is observed. In
each case, whale accounts representing less than 1 % of the total account for the over-
whelming majority of total velocity. For stETH, whales contribute approximately 99 % of
the aggregate velocity over the entire observation period. A comparable concentration
is found for wstETH, where high-volume accounts similarly dominate the transactional
dynamics.

Outside the whale category, the remaining velocity contributions are substantially
lower and display a more uniform distribution across mid and small volume groups. This
stratification is more clearly visible in the log-scale representation of velocity shares,
which reveals the limited role of lower-tier accounts in driving token circulation. These
findings suggest that, while liquid staking tokens are widely distributed in terms of ad-
dress count, the effective circulation is predominantly sustained by a narrow subset of
large participants.

The observed concentration of velocity among whale accounts is likely influenced by
the integration of liquid staking tokens into decentralized finance applications. Large
accounts may correspond to actors such as DeFi protocols, liquidity providers, or insti-
tutional agents that engage in high-frequency and high-volume transactions, thereby
contributing disproportionately to total velocity. This mechanism appears consistent
across both stETH and wstETH, although the fixed-balance structure and DeFi-oriented
design of wstETH may further incentivize its use in automated financial operations. This
analysis allows us to identify two distinct user typologies for Lido (and, by extension,
for LSTs):

1. A limited set of high-capacity accounts that receive and transact large volumes of
liquid staking tokens, likely reflecting their integration into decentralized finance
infrastructures.

2. A broad base of smaller accounts that primarily hold LSTs in a passive manner,
likely to access staking rewards without running a validator, and that exhibit low
transactional activity.

Beyond aggregate measures of micro-velocity, we further explore the behaviour of
the largest token holders through account-level balance dynamics. 8.5 plots the 30-day
moving averages of wstETH balances for the five largest non-exchange holders, promi-
nent DeFi actors such as Aave, Balancer, Spark and SkyMoney.
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pressed in log scale.

mm <1 wstETH 10 to 100 wstETH mmm 1000 to 3000 wstETH . >10000 wstETH
B 1 to 10 wstETH B 100 to 1000 wstETH B 3000 to 10000 wstETH
10°

1072

'V Decomposition
- -
o o
L 1

H
2
5

10-10

10—12

(b) Micro velocity shares decomposition for wstETH, by categories defined in 8.2. Ex-
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Figure 8.4: Comparison of micro velocity decomposition across address categories for
stETH and wstETH. Both distributions are highly concentrated in Whale addresses.
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Figure 8.5: 30-day moving averages of wstETH balances for the top five holder addresses.
These include major DeFi protocols such as AAVE, Spark, Balancer, and SkyMoney.

Table 8.4: Identified Ethereum Addresses and Associated Protocol Entities.

Address Protocol Entities

0x0b925ed163218f6662a35e0f0371ac234f9e9371 Aave Ethereum wstETH
0x12b54025c112aa61face2cdb7118740875a566e9 Spark: wstETH
0x248ccbf4864221fc0e840f29bb042ad5bfc89b5¢c  SkyMoney: MCD Join wstETH 2
0x10cd5fbe1b404b7e19ef964b63939907bdaf42e2 SkyMoney: MCD Join wstETH
0xba12222222228d8ba445958a75a0704d566bf2c8 Balancer Vault

8.4 lists these contracts. The Balancer V2 Vault is the upgradeable contract that
escrow-holds every Balancer pool’s assets and executes swaps, joins, exits and exter-
nal asset-management hooks; whenever a pool contains wstETH, the Vault’s inventory
rises accordingly, explaining its position as the single largest holder outside centralised
exchanges. The Aave V3 wstETH aToken and the homologous Spark Lend receipt to-
ken serve as interest-bearing ERC-20 wrappers. SkyMoney accepts wstETH as collateral
through two join adapters'3, whose dual-adapter architecture enables differentiated risk
parameters. Collectively, these five contracts account for the overwhelming majority
of wstETH held outside centralised exchanges, illustrating the token’s deep integration
into liquidity-provision, yield-generation and collateral-management workflows across
the contemporary DeFi stack.

The time series reveals stable yet distinct trajectories, with entities like AAVE and
Spark consistently maintaining large holdings, suggesting long-term integration of wstETH
into lending and collateral strategies.

It is noteworthy that an examination of the top five accounts already reveals a sig-
nificant concentration of wstETH holdings, consistent with the broader concentration
patterns observed in the velocity decomposition.

Bhttps://developers.sky.money/protocol/core/join/
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8.6 Discussion & Conclusion

In this work, we provided a detailed analysis of the stETH and wstETH token transfer
protocols, offering novel insights into the behaviour of Lido users by computing and
decomposing the micro velocity of both liquid staking tokens (LSTs). By leveraging on-
chain data, we captured the transactional activity of accounts across the entire lifespan
of these assets, revealing both structural patterns and temporal dynamics.

Our findings show that both stETH and wstETH exhibit remarkably high global veloc-
ity, especially compared to previously studied Proof-of-Work assets and standard ERC-20
tokens. This supports the hypothesis that LSTs effectively unlock the liquidity of staked
assets without undermining the security guarantees of Ethereum’s Proof-of-Stake con-
sensus. As a result, these tokens circulate actively within the ecosystem while simulta-
neously accruing staking rewards. The increasing global velocity of wstETH may serve
as a proxy for its depth of integration and functional usability within DeFi applications,
especially when compared to the velocity of its base token.

We also observe a growing proportion of stETH that is wrapped into wstETH, un-
derscoring a demand for non-rebasing tokens, likely driven by their ERC-20 compliance
and deterministic behaviour in smart contract environments.

A key outcome of our decomposition is the identification of a highly asymmetric
distribution of transactional activity. A small subset of accounts, classified as whales, is
responsible for the vast majority of observed velocity in both stETH and wstETH, despite
constituting less than 1 % of all users. These high-wealth actors likely represent institu-
tional agents, DeFi protocols, and liquidity providers who integrate LSTs into automated
or high-frequency financial strategies. Conversely, a large number of smaller accounts
appear to use LSTs in a passive manner, primarily as a means of earning staking rewards
without running a validator.

Further insights emerge when focusing on top holders’ balance trajectories (8.5). We
observe persistent large-scale holdings by DeFi-native actors where a strong concentra-
tion is already evident among the top five addresses. This suggests a deliberate integra-
tion of the wrapped token into lending, collateralization, and composable DeFi protocols.

Taken together, these findings illustrate the emergence of a dual user base: on one
hand, high-frequency DeFi participants actively leveraging LSTs within financial proto-
cols; on the other, a broad population of low-activity holders passively engaging with
staking infrastructure. This duality underscores the financial maturity and evolving spe-
cialization of LSTs in Ethereum’s ecosystem.

To place our findings in proper context, the same micro-velocity lens must now be
applied to other LSTs on Ethereum (e.g., cbETH, rETH) and to liquid-staking assets on
external PoS chains. A cross-token panel will calibrate what “high” or “low” velocity
really means and let us classify assets by behavioural archetype: passive store-of-value,
actively rehypothecated collateral, bridge-hopping fuel, and so forth. Because micro-
velocity reacts at the transaction level, it can surface shifts in user behaviour long be-
fore coarse indicators such as raw volume or TVL respond, making it a candidate early-
warning metric for researchers, protocol teams, and on-chain risk monitors.

For future work, it would be worthwhile to expand the analysis to yield farming be-
haviours, whereby LSTs are recursively used as collateral to borrow and reinvest in ad-
ditional staking positions. Such strategies, implemented through yield optimizers and
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money market protocols, may amplify both token velocity and systemic leverage. Iden-
tifying these patterns on-chain could help quantify endogenous risk and clarify their
impact on the monetary dynamics of liquid staking ecosystems.

These results ultimately serve to reinforce the pivotal role of Lido within the context
of Ethereum’s staking and DeFi landscape. By providing liquid staking infrastructure
that balances accessibility, composability, and economic utility, Lido has not only become
the dominant LST provider but also a structural pillar of post-Merge Ethereum. It is
imperative to comprehend the dynamics that are facilitated by metrics such as micro
velocity in order to grasp the evolving monetary and systemic properties of Proof-of-
Stake ecosystems.

Data Availability

The datasets and tools used in this study are publicly available at https://github.c
om/LucaPennella/money-in-motion-1sts
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Chapter 9

A Unified Framework and
Comparative Study of Decentralized
Finance Derivatives Protocols

9.1 Introduction

Derivatives protocols are an established category of Decentralized Finance (DeFi) appli-
cations that enable users to create, trade, or manage derivatives products. These financial
instruments are implemented through smart contracts deployed on a Distributed Ledger
Technology (DLT) like Ethereum. Their value is derived from an underlying asset or in-
dex, such as cryptocurrencies, fiat currencies, commodities, or other financial indicators.

Despite a strong initial interest within the DeFi community, the growth of deriva-
tives protocols experienced a contraction after mid 2022. However, as Figure 9.1 shows,
the total U.S. dollar value of digital assets staked in the smart contracts of major deriva-
tives protocols - known as the Total Value Locked (TVL) - has started increasing again
rapidly since 2024, driven mainly by new blockchain platforms, such as Solana and Arbi-
trum. This renewed growth is primarily due to the recent surge of new market entrants
that are challenging existing incumbent decentralized applications implemented on the
Ethereum blockchain. This scenario suggests an evolving, competitive landscape within
the DeFi derivatives sector and a renewed interest from developers and DeFi users.

Derivatives protocols are commonly mentioned as one of DeFi’s core decentralized
applications (dApps), along with Protocols for Lending Funds (PLFs), Decentralized Ex-
changes (DEXs) with Automated Market Makers (AMMs), Yield Aggregators, and Liquid
Staking protocols [99, 135, 151, 272, 310, 313]. Like other DeFi dApps, derivatives pro-
tocols rely on blockchain technology and web services to offer decentralized financial
instruments. In the best case scenario, they might shape the financial and web ecosys-
tems through algorithmic automation, competitive financial engineering, and new forms
of openness to the financial sector [39]. In contrast to other well-researched DeFi appli-
cations, however, they remain relatively understudied by the scientific literature. Indeed,
existing studies on derivatives in the crypto ecosystem mostly focus on tokens [142, 210]
or on products traded on centralized exchanges [155]. To the best of our knowledge, no
study systematically analyzes decentralized derivatives protocols and the services they
offer.
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Figure 9.1: Total Value Locked (TVL) evolution over time for the derivative protocols
reported in Table 9.1, distinguished by chain. Data extracted from DeFiLlama [13].

This chapter addresses this research gap by systematically reviewing existing DeFi
derivative protocols, examining their design features, operational mechanisms, and the
evolving market dynamics that influence their role in the DeFi ecosystem. We follow
a structured process that consists of selecting a sample of major derivatives protocols
(whose list is reported in Table 9.1), thoroughly analyzing their documentation and
sources, and collecting their fundamental characteristics.’ Our systematization allows us
to highlight the similarities and differences among these protocols, including the deriva-
tive products they offer, their design principles, and the underlying cryptoassets and col-
lateral they manage. As a result of this analysis, we devise a conceptual framework that
generalizes and captures the main features of this class of protocols, describes the main
entities involved in derivatives issuing and trading, the protocols’ structures and dynam-
ics, and further introduces fundamental metrics driving their behavior. More specifically,
our framework includes: (i) a formal representation, expressed through tuples, of the
derivative cryptoassets managed by these protocols; (i) a taxonomy of the main actors
and entities involved in their functioning; (7ii) a characterization of protocol behavior
for creating, trading and managing cryptoassets, as well as the identification of their
core financial functionalities; (iv) finally, a simulation environment building on these
formal specifications acting as a tool that generalizes protocol behavior. Through our
framework, we thus aim to provide a more comprehensive understanding of the work-
ing principles of derivatives protocols and their implications for decentralized finance’s
evolution.

The remainder of the chapter is structured as follows: Section 9.2 provides relevant
background information on derivatives in traditional finance and their evolution within
Decentralized Finance. In Section 9.3, we review the existing literature on derivatives
and existing frameworks related to the formalization and implementation of derivative

'The entire list of sources used is reported in Table D25 in the Appendix.
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Table 9.1: List of protocols analyzed (top-5 by TVL on DeFiLlama [13] for the categories
Derivatives - issuing perpetuals -, Synthetics, Options). Data includes the protocol cat-
egory, its main chain, TVL in US$ on 31st Dec. 2024 and the TVL percentage variation
within 2024.

Protocol Category Main TVL TVL Change
Chain (m USD) (2024)
Jupiter Perpetuals Solana 1720.88 +1864.36%
Drift Trade Perpetuals Solana 802.55 +595.48%
GMX Perpetuals Arbitrum 696.06 -29.07%
dydx Perpetuals dydX 431.56 +23.69%
Hyperliquid Perpetuals Hyperliquid 398.65 +151.84%
Synthetix Synthetics Ethereum 381.33 -50.23%
Derive Options Ethereum 82.44 +2202.17%
Alchemix Synthetics Ethereum 67.79 -7.15%
Youves Synthetics Tezos 47.60 +10.02%
GammaSwap Options Arbitrum 27.36 +34860.89%
Deri V4 Options Linea 24.67 +96.20%
Metronome Synthetics Ethereum 15.88 +1.97%
Hegic Options Arbitrum 13.40 -10.65%
SOFA.org Options Arbitrum 6.94 +1230.15%
Taiga Synthetics Acala 2.76 -85.64%

contracts in DeFi. Section 9.4 presents the methodology we adopted to select the deriva-
tive protocols analyzed and the data sources we relied on. Section 9.5 introduces a math-
ematical formalization of derivative contracts, while Section 9.6 presents an overview of
the key entities involved and the operational dynamics of decentralized derivatives pro-
tocols, offering a generalized framework that synthesizes their main participants and ex-
amines exchange model dynamics. In Section 9.7 we complement the theoretical frame-
work with Monte Carlo simulations to analyze the interactions between price variations
of the underlying assets and protocol design under varying conditions. Finally, Sec-
tion 9.8 concludes and discusses future lines of investigation. The appendix provides
additional tables, the entire list of sources utilized, and further details on derivatives in
traditional finance.

9.2 Background

In this section, we provide background information to position derivatives protocols into
the landscape of DeFi and relate them to their corresponding equivalents in traditional
finance.

9.2.1 Derivatives contracts in traditional finance (TradFi)

A derivative contract in TradFi is a financial instrument whose value derives from an
underlying variable(s), ranging from the price of a traded asset to the performance of
an index, an underlying commodity, or a currency rate, among others. It represents an
agreement between two parties to exchange value based on changes in the valuation of
the underlying over time.

The global derivatives market is massive and complex [256], thus a comprehensive
discussion of all existing derivatives contracts goes beyond the goals of this study. In the
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following, we introduce key elements and the primary instruments traded in traditional
finance.

Forward contracts are customized contracts between two parties, typically traded
over-the-counter (OTC), to buy or sell an asset at a specified future date for a price
previously agreed upon. OTC refers to a kind of market where transactions occur bilat-
erally between participants, without the involvement of a centralized exchange. Futures
contracts are similar to forwards, but they are standardized and traded on exchanges. Pe-
riodic funding payments from long to short positions ensure that their price tracks and
ultimately converges to the spot price of the underlying asset. Options grant the buyer
the right, but not the obligation, to buy (call) or sell (put) an asset at a specified price
within a defined period. This advantage comes at the cost of an up-front fee. Swaps are
agreements between two parties to exchange cash flows or other financial instruments.
The most prominent ones are interest rate swaps, credit default swaps, currency and
equity swaps.

Derivatives are typically traded on centralized exchanges or over-the-counter (OTC).
While the two mechanisms exhibit differences, in both cases several intermediaries are
involved in the contract creation, from brokers, who facilitate user access to exchanges
support negotiations, to financial institutions, that create and manage the trading of the
derivatives, and clearinghouses, that act as a central counterparty to guarantee trans-
action settlement and risk mitigation. More details on these products are given in Ap-
pendix ??.

9.2.2 Derivatives contracts in crypto Centralized Finance (CeFi)

Derivatives based on blockchain technology can either refer to conventional derivatives
whose underlying is a cryptocurrency or to products that leverage blockchain technol-
ogy to create a derivative. The former are financial instruments typically created and
traded through centralized cryptocurrency exchanges (CEXs) such as Binance or Bit-
Mex.> These trading platforms enable customers to trade cryptocurrencies or deriva-
tives built on top of them in a centralized ecosystem, with trades executed on a platform
rather than on a blockchain and the exchange acting as a custodian and counterparty.
CEXs and other cryptoasset service providers are part of Centralized Finance (CeFi), an
ecosystem that mirrors traditional financial systems despite being based on distributed
ledger technologies [262].

Whilst derivatives offered by CEXs share similarities with TradFi products, the CeFi
derivatives market has distinct characteristics. One primary difference is that the market
of derivatives in CeFi is largely dominated by perpetuals, a type of derivative contract
similar to futures, but without an expiration date. Interestingly, perpetuals were first pro-
posed by [276] in 1993 with no relation to cryptocurrency markets. However, they were
not implemented in practice for along time, until they started gaining significant traction
and wider adoption in cryptocurrency markets, when they were implemented and pio-
neered by BitMEX [55]. Perpetuals, like futures, rely on a funding-fee-based approach, a
mechanism where traders periodically pay each other a fee to keep the contract’s price
aligned. This system was later adopted also by other cryptocurrency-specific derivative
protocols, such as everlasting options (a novel category of derivatives [5] which will be

*https://www.binance.com/en and https://www.bitmex.com/
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discussed in greater detail in the subsequent sections).

9.2.3 Derivatives contracts in Decentralized Finance (DeFji)

The second type of blockchain-based derivatives comprises instruments that are natively
built on blockchain infrastructure. These are financial products created by Derivatives
protocols, i.e., DeFi applications that leverage DLTs to replicate existing financial instru-
ments in a decentralized system. Unlike derivatives offered in centralized ecosystems,
these financial instruments are issued and traded automatically and deterministically
on-chain through smart contracts. Users interact directly with the contracts, rather than
with other users, to open and close their positions — a mechanisms known as the peer-
to-pool model [39]. Trading and clearing mechanisms are meant to be implemented
on-chain too, seeking to eliminate the reliance on centralized intermediaries.

According to leading DeFi data aggregators, derivative protocols are commonly grouped
into three categories: perpetuals (often listed under ‘derivatives’), synthetics, and op-
tions (see Table 9.1).

Perpetuals are similar to those implemented in CEXs such as BitMex; Synthetic assets
are a type of contract created to track the performance of various assets without requir-
ing their ownership; and Options assets mimic their equivalent in traditional finance.

DeFi derivatives typically reference crypto-native assets as the underlying asset, but
may also track traditional financial indices or synthetic representations of real-world
assets. Notably, DeFi derivatives may thus rely on oracles, i.e., blockchain-based services
that feed external (off-chain) data to a blockchain or smart contract, to correctly price
derivatives [115].

Note that issuing and trading derivatives on cryptocurrencies takes place mostly on
centralized cryptocurrency exchanges at the moment, with daily trading volume in the
order of magnitude of billions [17]. However, although we acknowledge that the CeFi
market is larger than that of DeFi today, the former does not differ substantially from tra-
ditional derivatives, while the latter represents a rapidly growing segment of the crypto
market and a significant innovation in financial infrastructure design. For this reason,
we will focus on this category in the remainder of the chapter.

9.3 Related Work

Since most derivatives trading volume still occurs on centralized exchanges, prior stud-
ies have primarily examined perpetual derivatives and other instruments issued by cen-
tralized exchanges [254, 280], focusing e.g. on price discovery dynamics [23], market
liquidity and quality [260], contract design and market microstructure [103], and deriv-
ing no-arbitrage pricing for perpetual futures under frictionless assumptions [17, 155].
In contrast, DeFi derivative protocols remain comparatively understudied. To date,
the DeFi applications that have received more attention by the academic community are
protocols for loanable funds [48, 141, 188] and DEXs with AMMs [52, 314], that respec-
tively enable users to lend (borrow) and trade crypto assets. More recently, however, the
DeFi derivatives ecosystem has gained attention too. A stream of literature focuses on
DeFi-based perpetuals: [83] systematize differences between CeFi and DeFi perpetuals;
[30] formally model two DeFi perpetual designs; and [110] introduce an AMM-based
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mechanism emphasizing liquidity dynamics and price robustness. Compared to per-
petuals, the DeFi options and synthetics market is smaller (as shown in Table 9.1) and
less studied. [279] examine decentralized options designs, while [28] compare CeFi and
DeFi options, arguing that higher costs in DeFi reflect thinner liquidity and limited retail
demand.

Recent research has drawn parallels between classical and data-driven models: [187]
finds jump-diffusion and stochastic-volatility models outperform Black—Scholes for BTC
and ETH options; [66] shows tree-based ML with high-frequency volatility estimates ex-
poses larger inefficiencies relative to traditional assets. At the protocol layer, [321] pro-
poses UP-BLOC, a universal options framework with unlocked collateral and signature-
based logic. Also risk in crypto derivatives has been analyzed from hedging and margin
perspectives: [24] minimizes variance and liquidation risk jointly; [89] advocate higher
margins for highly leveraged positions using extreme-value evidence.

In summary, existing studies on DeFi derivatives protocols focus on individual deriva-
tive protocol categories or investigate a limited set of features, rather than comparing
their full design space across protocols. By contrast, we adopt a broader perspective, an-
alyzing these protocols - perpetuals, options (expiring and everlasting), and synthetics -
altogether, and comparing both their financial elements and protocol dynamics within
a unified formal approach. To the best of our knowledge, no prior work (i) builds such a
unified cross-protocol conceptualization; (ii) maps actors, components, and operational
flows across protocol designs; and (iii) complements it with a simulation framework
that quantifies how protocol parameters and market conditions affect profitability and
liquidation risk of a position; thus differentiating our work from instrument- or protocol-
specific studies.

9.4 Methodology and Data

We describe the methodology used to select the derivative protocols for our systemati-
zation and the data sources analyzed to build our framework. We follow a structured
process that consists of three main phases: protocol selection, data source analysis, and
derivation of the formal framework. In these phases, we combine a data-driven approach
for protocol selection with qualitative and technical analysis to extract relevant infor-
mation. Below, we detail each of them.

Protocol selection To identify the most prominent derivatives protocols, we rely on
DeFillama [13], a prominent DeFi data aggregator that tracks metrics like TVL (Total
Value Locked), protocol performance, and categorizes DeFi protocols according to the
financial services they offer. In addition to the Derivatives category, which comprises
primarily protocols issuing perpetuals, DeFiLlama includes other related categories, such
as Synthetics, Options, Risk Curators, and Insurance.> The latter two mostly focus on
coverage against on-chain risks, and we consider them to be beyond the goal of our
study. We therefore focus on the three subcategories Perpetuals, Synthetics, and Options.
For each category, we selected the top five protocols based on Total Value Locked (TVL)

3A full list of DeFiLlama categories can be found at https://defillama.com/categories
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serving as a proxy for user adoption and capital engagement.* The rationale behind
our selection is that, given the highly dynamic nature of DeFi, covering all derivatives
protocols would be challenging; therefore, we focus on the top ones, which are the most
widely adopted and assume that their mechanisms and dynamics are representative of
the largest part of the ecosystem.

Once we identified a list of candidate protocols, we performed a filtering step as
follows. We manually verified the accessibility of each protocol’s public interface, in-
cluding the website, the trading application (dApp), and the documentation. Protocols
lacking accessible interfaces or documentation were excluded. For instance, Outcome
Finance [12] was excluded due to inaccessibility, while Opyn [11] was omitted because
its latest dApp was only available on testnet and not yet accessible to all users.

Table 9.1 reports the results of our selection process. More specifically, it summarizes
the information on the five most relevant derivative protocols ranked by TVL for the
three protocol categories analyzed. Moreover, the table shows that since 2024, the most
relevant protocols have been deployed on chains alternative to Ethereum, with steep
growth rate increases, especially on Solana and Arbitrum.

Protocol Analysis For each of the protocols of Table 9.1, we conducted an in-depth
manual analysis of their design and operational mechanisms, relying on the following
sources to retrieve all the information our framework relies on:

« official documentation such as whitepapers, developer documentation, and user
guides;

« public interfaces such as dApps and websites;

« smart contract source code, when available via Etherscan, GitHub, or protocol ex-
plorers;

« online communities of the protocols, e.g., official Discord channels, and technical
articles [4, 9, 10] for implementation-specific insights.

Table D25 reports the entire list of sources we used for each analyzed protocol.

Framework Derivation Following an inductive approach, we started from the col-
lected data and performed a generalization and abstraction process. We cleaned, filtered,
compared, and harmonized the data and information collected in the previous phase.
This refined data and information served to extract the essential elements of each class
of protocols, reorganize and summarize their common features, and lay the foundation
for the formal framework presented in the following sections.

More specifically, this framework includes:

+ A formal representation of the main derivative cryptoassets traded on or across
these protocols;

4While we acknowledge that TVL is an imperfect metric currently lacking a standardized methodol-
ogy [210, 263], it is widely accepted as a measure of performance and scale of DeFi protocols and DeFi
more broadly.
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Table 9.2: Summary Table with terms and variables introduced in our framework.

Asset Definition

Perpetual (U,C, L, S, Pentry, Fin)
Futures contracts without an expiration date, allowing traders to hold
positions indefinitely.

Expiring Option (U,C, L, S, Psike, Texpiry)

Everlasting Option

Synthetic

Grants the right, but not the obligation, to buy (call) or sell (put) an
asset at a predefined strike price before or at expiration.

<U7 Cv La Sa -Pstrikea Fm>
Option contract without expiration, with continuous funding.
<U7 C7 P U, P, C >

Tokenized derivatives tracking the price of an underlying asset.

Asset Components

Definition

Underlying asset (U)
Collateral (C)
Leverage (L)

Strategy (S)
Entry Price (Pentry)
Strike Price (Piike)

Expiration Date (Zxpiry)
The funding mechanism (F,,)

The Underlying Price (Py)
The Collateral Price (F¢)

The asset on which the derivative contract is based.
The asset posted to support a position.

The ratio of borrowed funds to the trader’s capital, thereby enabling a
greater exposure to the underlying asset.

Trading direction: +1 for long, —1 for short.
Price at which the position is opened.

Price at which the option can be exercised.
Last valid day to exercise an option.

Transfers cash flows between long and short positions to ensure that
the derivative price converges toward a protocol-specific reference
value.

Reference price of the underlying U.
Reference price of the Collateral C

« A taxonomy of the main actors and entities (e.g., traders, liquidity providers, ora-
cles, clearinghouses) involved in the trading and crypto-asset management;

« A description of the key dynamics and trading flows enabled by the protocols;

+ A mathematical characterization of core financial functions provided by these pro-
tocols (reported in the Appendix).

The following sections detail each of the items above. Our framework facilitates a struc-
tured comparison of heterogeneous derivatives protocols and provides foundational tools
for future theoretical and applied research in decentralized financial engineering.

9.5 Cryptoassets of Decentralized Derivative Protocols

To begin, we identify and formalize the cryptoassets managed by derivative protocols.



9.5. CRYPTOASSETS OF DECENTRALIZED DERIVATIVE PROTOCOLS 143

We cover three categories: Perpetuals, Options, and Synthetics. For each of them, we
introduce a tuple-based formal notation that provides a rigorous representation of their
core elements and operating logic and serves as the foundation for the developments in
the next sections. It can also be used as a reference for prototypical implementations of
these instruments.

Table 9.2 summarizes the main terms and notions used in this section.

Appendix 11 provides supporting notation and definitions, together with the explicit
formulae for these and other concepts used throughout the contribution (e.g., profit and
losses or PnL, margin requirements, and collateralization ratios).

9.5.1 Perpetuals

Perpetuals are futures contracts without an expiration date, allowing traders to hold
positions indefinitely. They enable traders to take positions on the price movements of
an underlying asset without the need to renew contracts as they would with traditional
futures.

In our framework, a perpetual futures contract is a tuple:

<U7 07 L> Sa Pentry7 Fm)

where the underlying asset (U) is the financial instrument on which the perpetual futures
contract is based, and that serves as the reference for the pricing and valuation of the
contract.

The Collateral (C) refers to the assets the buyers of the contract must deposit to secure
their positions and to manage the associated risks.

Using collateral allows traders to increase their exposure beyond their initial capital,
enabling leveraged positions. The Leverage (L) is thus defined as the ratio of borrowed
funds to the trader’s capital, thereby enabling a greater exposure to the underlying as-
set. Protocols allow leverage from 1.1x up to over 100x; traders usually borrow assets
from a liquidity pool to create a leveraged position. This borrowing incurs a borrow rate
fee, which is paid to the pool. Protocols also specify a maintenance margin - i.e., the
minimum equity required to keep a leveraged position open. If equity approaches the
threshold, traders may need to add collateral or reduce exposure.

The strategy (S5) indicates the trader’s position:

« Long Position (when S = +1): The trader expects the underlying asset’s price to
increase.

« Short Position (when S = —1): The trader expects the underlying asset’s price to
decrease.

The entry price (Penyry) represents the price at which a trader initiates a perpetual
futures position. The funding mechanism (F},,) transfers periodic cash flows between
opposite sides to align the derivative with a reference price (e.g., perpetuals vs. spot
price, everlasting option vs. benchmark). A positive rate implies payments from longs
to shorts, and vice versa for negative rates.

Table 9.3 reports information on the underlying assets and collateral available on the
perpetual protocols investigated.
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Table 9.3: Overview of selected perpetual protocols (snapshot: [April 2025]). Supported
Assets are grouped by categories; each cell encodes (underlying, collateral) support from
left to right: eo = underlying only, oe = collateral only, e = both, co = not supported.

Protocol Supported Assets #U #C
L1 L2 DeFi Meme Gaming Forex RWA Stable

Jupiter Exchange o © © © © © © o 3 5

Drift Trade o © © © fes} © © o 49 2

GMX (Arbitrum) o L) ) o ) Ie9) Ie9) oe 49 49

dydX © © © © © © © o 671 1

Hyperliquid o L) o o o © © o® 45 45

In particular, the term “ L1” refers to native blockchain cryptocurrencies such as
SOL (the native cryptocurrency of the Solana blockchain), BTC (the Bitcoin cryptocur-
rency), and ETH (the native cryptocurrency of Ethereum). The term “L2” refers to to-
kens associated with Layer 2 protocols [132], i.e. blockchain protocols built upon exist-
ing blockchain platforms, e.g., Ethereum, (base layer) to address scaling issues or high
transaction cost in the base layer. Whereas we denote with the term “Meme” those crypto
tokens like Dogecoin and Pepe that are created as ERC-20 tokens and that are inspired
by Internet jokes, memes, or cultural references. The label “DeFi” includes governance
and utility tokens of decentralized finance protocols, such as lending platforms, decen-
tralized exchanges, liquid-staking protocols, or yield aggregators, including AAVE [1],
LDO [8], and UNI [295].

The category “Gaming” collects tokens used as in-game currencies or platform to-
kens within blockchain-based games and metaverse environments. The category “Forex”
comprises instruments whose payoff is linked to traditional foreign-exchange rates (e.g.,
exposure to TRY/USD or EUR/USD). The label “RWA” (Real-World Assets) denotes to-
kens that represent on-chain claims on off-chain assets. Finally, the category “Stable”
includes cryptocurrencies designed to maintain a relatively stable value with respect to
an external reference (typically a fiat currency such as the U.S. dollar).

Table 9.3 highlights the heterogeneous design choices adopted by decentralized per-
petual protocols in terms of supported underlyings and eligible collateral. Jupiter Ex-
change lists a small set of Layer 1 assets (SOL, ETH, and wBTC) as both underlying assets
and primary collateral, while additionally accepting the stablecoins USDC and USDT as
collateral only. Drift Trade and GMX list a comparable range of underlying assets across
most categories in Table 9.3, but differ in their collateral design: Drift restricts collateral
to SOL and USDC, whereas GMX allows any listed underlying asset to be posted as mar-
gin. Hyperliquid follows a collateral policy that is analogous to GMX. dYdX as a unique
behavour with the largest number and cateogories of underlying, support also forex like
TRY-USD but with a very low volume negotied, similarly RWA, support PAXG-USD but
without a high volume of negotioan. On the other hand dYdX support only USDC as
collateral. dYdX supports by far the broadest universe of underlying assets, spanning
all categories, including less standard forex pairs such as TRY-USD (Turkish lira versus
U.S. dollar) and real-world-asset tokens such as PAXG-USD (a gold-backed token paired
with the US. dollar). These instruments typically concentrate limited trading activity
compared with major crypto pairs, but illustrate the long-tail nature of the platform’s
listing policy. Despite this extensive underlying asset coverage, dYdX accepts only USDC
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as collateral.

The differences between the types of assets listed as underlyings and those accepted
as collateral are informative about each protocol’s risk-management policy. In most
cases, protocols restrict collateral to assets that are highly liquid and widely recognized
within the ecosystem.

Protocols also differ in maximum leverage offered and policies on maintenance mar-
gin, as well as in how they compute borrowing rates and other fees. Tables 9.4 and 9.5
respectively summarize protocol-specific settings for these specifications. Interestingly,
we observe that maximum leverage varies from 3X to above 100X, implying large dif-
ferences in risk exposure for users. Fee management reports similarities, with most pro-
tocols imposing both one-off fees upon opening/closing positions and ongoing hourly
fees to implement funding mechanisms.

Table 9.4: Maintenance-margin rules and maximum leverage offered by leading perpet-
ual protocols

Platform Maintenance-margin policy Maximum leverage
Jupiter Exchange  Maintenance margin is computed from the 100X on Solana; 150X on
net exposure after feess Mm = price +  Ethereum and Wrapped Bitcoin.
|C — close fee — borrow fee — size/L| X price
size ’
with “+” for shorts and “—” for longs.
Drift Asset-specific schedule: maintenance margin ranges 101 X on SOL, ETH, BTC; 3-10 X
from 3 % (most liquid) to 16.67 % (least liquid). on other tokens.
GMX Not disclosed in the public documentation. 100 X on major tokens; 50 X on
others.
dydX Asset-dependent range between 0.05 % and 10 %. 50 X on BTC and ETH; 20 X on
SOL; 5-10 X on other tokens.
Hyperliquid Maintenance margin equals one-half of the initial = 3-40 X, depending on the asset.
margin at max leverage. With max leverage from 3 x
to 40 x, this yields 16.7 % to 1.25 %.
Table 9.5: Fee structure of leading perpetual protocols
Platform Ongoing hourly fees One-off fees (open/close)

Jupiter Exchange

Borrow fee only: hourly borrow fee = utilization
ratio x hourly borrow rate x position size. No
funding fee.

Flat 0.06 % of notional each time a position is
opened or closed; extra price-impact fee when
the trade moves the pool price.

Drift Funding fee: every hour the trader pays/re-  Market-specific base fee 0.03-0.10 %; additional
ceives one-twenty-fourth of the percentage gap  “insurance / borrow” surcharge 0.75-5.0 %.
between the 1-h EWMA mid-price and the ora-
cle reference price.

GMX Single hourly charge that combines funding and  Base fee 0.04-0.06 % of notional, discounted by
borrow components (formula in protocol docs).  volume tiers; price-impact fee for large orders.

dydX Funding premium: (max(0,Bid — Index) —  Basefee 0.025-0.05 % with volume tiers; ongoing
max (0, Index — Ask))/Index. trader-rewards programme can offset part of the

cost.

Hyperliquid Hourly funding payment: funding rate = av-  Maker—taker tier schedule: 0-0.045 % of no-
erage premium index + clamp(interest rate —  tional.
premium, —0.0005, 0.0005).

9.5.2 Options

Options contracts allow holders to buy or sell an underlying asset at a specified price,
known as the strike price, granting the possibility, but not the obligation, to exercise
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a their right within a specific period. Typically, this price is decided at purchase time
and remains constant throughout the contract’s lifespan. These instruments can be
categorized into two types: expiring options, which are similar to those in traditional
finance, and everlasting options, which introduce a perpetual mechanism without a pre-
determined expiration date. Below, we formally characterize these two types of options,
highlighting their structural similarities and differences.

Expiring Options
In our framework, an expiring option contract is a tuple:
<U7 Ca Lv S, Pstrikea Texpiry>

where U is the underlying asset, C'is the collateral, and L is the leverage, with the same
meanings as in perpetual futures.

The price Pk is the predetermined price at which the contract holder has the right
to buy or sell the underlying asset U. In expiring options, the strike price is an essential
parameter used to determine the option’s intrinsic value at the expiration time.

Options in traditional finance can be very complex financial instruments. In the
nascent crypto ecosystem, we have mainly two possible strategies (S5) for these con-
tracts, called call and put:

« A call option grants the holder the right to buy the underlying asset U at the strike
price Pyyke on or before the expiration date.

+ A put option, on the other hand, grants the holder the right to sell U at the price
Prike upon expiration.

The expiration date Tipiry is the limit upon which the holder needs to buy or sell the
underlying asset U according to the strategy S adopted.

Everlasting Options

Everlasting options are a novel class of derivatives that allow traders to maintain an
option position indefinitely without the need for contract expiration or manual rollovers.
Their structure is similar to the one of expiring options but with a key distinction: as they
lack an expiration date, they derive their value from an embedded funding mechanism,
which balances positions between long and short participants.

Formally, in our framework an everlasting option contract is a tuple:

<U7 Ca La Sa Pstrikea Fm>

where the first four elements of the tuple retain the same meaning as previously de-
scribed for expiring options, while the last element - the strike price Py — acts as a
reference for determining the option’s intrinsic value and remains constant throughout
the option’s lifetime.’

5We note that a thorough analysis of the pricing of options lies beyond the scope of this study. For
a detailed treatment of pricing methodologies for perpetual options, we refer the reader to the existing
literature [248].
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Table 9.6: Overview of top Option protocols - underlying and collateral used

Protocol Underlying Collateral Option Type
Derive ETH, BTC UsDC Expiring
Hegic ETH, BTC USDC.e Expiring
SOFA.org ETH, BTC USDT, crvUSD, stETH, RCH Expiring
Deri V4 SOL, ETH, BTC, BNB, USDC, ETH, USDT, WBTC, DAI, ARB, LINK, Everlasting
TON, SUI DERI, LUSD, wstETH
GammaSwap weETH, WETH, WBTC, WETH, USDC, USDC.e, USDo++, WBTC Everlasting
PENDLE, PEPE, ARB,
GS

Table 9.6 reports the underlying assets and the collaterals supported by the options
protocols we consider in this study. Compared to perpetuals, options are limited to a
smaller number of cryptoassets, primarily stablecoins such as USDC and USDT, or major
native cryptoassets like ETH and BTC. Additionally, protocols offering expiring options
focus mainly on these two underlyings, ETH and BTC. In contrast, perpetual contracts
include a wider variety of underlying assets and different types of collateral.

9.5.3 Synthetics

Synthetic assets are digital financial instruments created through tokenization, namely
the process of representing real-world or financial assets as blockchain-based tokens.
These assets can replicate the value and performance of financial instruments such as
stocks, commodities, currencies, or other cryptocurrencies without requiring direct own-
ership of the underlying assets. Additionally, they can provide exposure to a cryptoasset
through another cryptoasset.

In our framework, a synthetic asset is formally a tuple:

<U7 Ca PUJPC>

where U is the underlying asset to track, C' is the collateral deposited to facilitate the
minting of the synthetic token, P is the price of U, which is continuously tracked,
typically through an oracle, to ensure an accurate valuation. The last element of the
tuple P represents the price of the collateral.

Table 9.7 reports the underlying assets and the collaterals supported by the synthetic
protocols analyzed. Synthetix V3 supports assets such as sUSD, sBTC, sETH, and sLINK.
Legacy assets, including sSAMZN, sTSLA, and sAAPL (synthetic representations of Ama-
zon, Tesla, and Apple stock), are no longer actively used and, for this reason, are not on
our table. A comprehensive list is available on Etherscan.®

9.5.4 Structural Comparison of DeFi Derivative Cryptoassets

After introducing a formal notation for each individual derivative asset category, we
compare them along four dimensions, by considering (i) whether they have a fixed expi-

6https://etherscan.io/tokens/1abel/synthetix?subcatid=3-0&size=7&start=0&co
1=3&order=desc
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Table 9.7: Overview of top Synthetic protocols - underlying and collateral used

Protocol Underlying Collateral

Synthetix sUSD, sETH, sBTC, sLINK Layer 1, Layer 2, DeFi

Alchemix alUSD, alETH ETH, WETH, DAL USDC, USDT, FRAX

Youves uUSD, uBTC, uXTZ, uXAU, uDEFI TEZ, tzBTC, SIRS

Metronome Synth msUSD, msETH, msBTC, msOP ETH, WBTC, DAI, USDC, FRAX, sfrxETH, vaETH, vaUSDC, vaFRAX,
vacbETH, varETH, vastETH, OP, vaOP

Taiga tDOT DOT, LDOT

ration, (i¢) how they behave with respect to the underlying price, (iii) whether transfers
occur during the life of a position, and (iv) how traded prices are aligned to a target.

The presence or absence of T, separates contracts that end at a specific date from
those that can be held over time: expiring options include 7¢iry, While perpetuals and
everlasting options do not. When Py is present, as in options, the rule depends on
how the underlying price compares to that reference; when it is absent—as in perpetuals
and synthetics—the rule depends on the evolution of the underlying price itself or on the
pair (Py, Pc). Transfers governed by F,,, occur during the life of the position; this holds
for perpetuals and everlasting options, whereas expiring options and synthetics proceed
without such transfers. The role of L and S is shared by perpetuals and options, which
capture directional exposure with adjustable size, while synthetics omit L and S and
are instead created and later redeemed against collateral using ( Py, P¢). Entry and exit
follow the same logic: positions with F;,, may experience intermediate transfers over
time, whereas expiring options concentrate the final rule at 7¢ypiry, and synthetics focus
on mint and redeem operations using the reference prices defined above.

This alignment carries forward to the next section, where the same fields drive the
sequence of actions and data paths for opening, managing, and closing positions.

9.6 Economic Agents and Components of Decentral-
ized Derivatives Protocols

So far, we have provided a static description of the main assets of the various derivative
contracts.

After formalizing the main DeFi derivative contracts, we introduce a conceptual model
that synthesizes the core entities that participate in the protocols’ activity and captures
the operational dynamics and the exchange models that govern trade execution. Our
conceptualization highlights that perpetual and option protocols involve similar entities
and exhibit similar dynamics; thus, we first describe them together. Then, we describe
the specific peculiarities of synthetic protocols.

9.6.1 Entities involved in Perpetual and Option Protocols

Upon the creation and trading of a derivative, three key economic agents (liquidity
providers, traders, and liquidators or keepers)’ interact with the derivative protocol, and

7Governance users, i.e. holders of governance tokens that grant voting rights and decision-making
power, also play a crucial role in the protocol activity. However, a description of their role goes beyond
our goal. For further details, see e.g. [148, 185].
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Table 9.8: Summary of the entities and mechanisms involved in derivatives protocols.

Entity Definition

Trader A user who opens, manages, and closes positions, often using leverage
and collateral.

Liquidity Provider (LP) A user supplying capital to a protocol in exchange for rewards and LP
tokens.

Liquidity Pool A smart contract holding pooled assets to support leverage and trading
activity.

Oracle An entity that provides price data to smart contracts.

Clearinghouse A component of a derivatives protocol that enforces margin require-

ments and triggers liquidations.

Matching engines Matching engines specify how orders are paired with a counterparty
and then finalized in protocol state. The most common implementa-
tions include order book systems and Pool-counterparty.

several protocol components (liquidity pools, oracles, matching engine, clearinghouse)
are involved. Table 9.2 summarizes the entities involved in derivatives protocols.

Liquidity providers (LPs) are users that supply assets to a liquidity pool, i.e. one or
more smart contracts utilized to store reserves of crypto-assets. The liquidity can be
used by the protocol for several purposes, such as to enable borrowing for leverage-
based financial activity. In return for providing liquidity, an LP receives a Liquidity Pool
token, representing the share of the pool’s total assets, and allowing an LP to claim
a proportional share of trading fees and other incentives generated by the pool. The
specific reward strategies for liquidity provision can vary across protocols.

Traders are instead users who hold a perpetual future or option position. Typically,
traders can open leveraged positions by providing collateral and borrowing the remain-
ing liquidity from the protocol through its liquidity pool.

To create and trade a position, a way to price assets is necessary. Oracles are computer
systems external to blockchain platforms that provide off-chain data to smart contracts
running there. They are an essential component for derivative protocols that rely on ex-
ternal data sources such as real-world asset prices and market indices.® Notably, oracles
may differ in their trust models [22]: centralized ones depend on a single entity, ensur-
ing efficiency but posing risks such as single points of failure and data manipulation;
decentralized oracles, like Chainlink [3] and Band Protocol [2], aggregate instead data
obtained independently by multiple nodes, enhancing security and trustworthiness.

Matching engines specify how orders are paired with a counterparty and then final-
ized in protocol state. We identify two primary models: in the order book model, trades
are matched on a continuous limit order book (on- or off-chain), with price discovery
endogenous to the book. A continuous ledger of bids and asks enables price discovery
via direct market interaction. In contrast, the pool-counterparty (peer-to-pool) matching
model eliminates the order book and enables trading against liquidity pools. Execution

8Note that oracles can also derive data from other smart contracts or DEXs. In this case, they are
known as on-chain oracles. Off-chain oracles are instead those that pull data from external sources, such
as traditional financial markets or web APIs.
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prices are typically derived from one or more external oracles and adjusted by price
impact proportional to the trade size and fee functions of pool utilization; liquidity con-
ditions therefore affect price impact and fees.

Finally, the clearing function is executed by smart contracts or by modules at the pro-
tocol level that together act as an on-chain clearinghouse. These components compute
profit and loss using current market prices, determine the required initial and mainte-
nance margins, and check whether an account can be liquidated based on the account’s
balances and positions. The system repeatedly compares the account’s equity (collateral
plus unrealized PnL) with the maintenance requirement as prices update; when equity
nears this level, traders must add collateral or cut exposure, otherwise, they incur into
liquidations. These do not require centralized approval: external agents can call the
contract’s liquidation function once the on-chain condition is met.’

Table 9.9: Matching engine, counterparty structure, and oracle design across selected
derivatives protocols

Protocol Matching en- Liquidity Pool Oracle
gine
Jupiter Ex-  Pool- Single index pool (SOL,ETH, Edge (primary); Chainlink
change counterparty WBTC, USDC, USDT); pool and Pyth for verifica-
PnL and a share of fees ac- tion/backup
crue to LP
Drift Hybrid No single counterparty pool. Pyth
GMX Pool- Per-market GM pools; op- Chainlink
counterparty tional GLV vaults allocate
across markets; long/short
tokens back positions
dYdX v4 Order book No counterparty pool Chain-native validator-
aggregated oracle
Hyperliquid Order book No counterparty pool Weighted median of major
venues (Binance, OKX, By-
bit, Kraken, KuCoin, Gate.io,
MEXC, Hyperliquid)
Derive Order book No counterparty pool Block Scholes oracle
Hegic Pool- Single-asset pools (ETH, Chainlink
counterparty WBTC)
SOFA.org  Market-makers No counterparty pool Chainlink
Deri V4 Pool- Unified cross-chain pool Oraclum and Pyth
counterparty
GammaSwap Pool- Borrows LP tokens from ex- Oracleless
counterparty ternal Pools

?Maintenance requirements apply to margined instruments such as perpetual futures and everlasting

options; fully paid, non-margined traditional options are generally not subject to maintenance tests.
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9.6.2 Dynamics of Perpetual and Option Protocols

Matching Engines and
Position Management

Opening the position

1) Submit order

Liquidity Pool Trader Collateral Vault Oracle Clearing House

2) Request price

3) Provide collateral
-

4) Liquidity for leverage

5) Settle trading fee
-

6) Create position

Managing position

7) Modify the position

Continuous risk monitoring

8) Check the position

alt [if Under-collateralized]

9) Execute liquidation

10) Return residual collateral (if any)

[if Healthy]

11) Keep position open

Closing the position

12) Close the position

13) Realized PnL

Matching Engines and

Liquidity Pool Trader Collateral Vault Position Management

Oracle Clearing House

Figure 9.2: Sequence diagram of the trading workflow in perpetual and option proto-
cols. Grey boxes represent the main entities, while dark grey boxes denote the main
actions, further decomposed into sub-actions. The ’alt’ box illustrates alternative execu-
tion paths. Dashed arrows indicate informational interactions without monetary trans-
fers, solid arrows represent value transfers, and bidirectional arrows denote reciprocal
interactions.

We now provide an overview of the operational dynamics of perpetual and option deriva-
tives protocols.

A typical derivatives protocol exhibits two main operational flows. The first is the
liquidity provision flow that captures the process through which liquidity providers sup-
ply and withdraw capital. The second is the trading flow, shown in Figure 9.2, which
encompasses the sequence of actions a trader follows to open, manage, and close po-
sitions. The following subsections describe the exchange models and these operational
flows in detail. Formal definitions and further details are provided in Appendix 11.
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Liquidity provision flow

The liquidity flow specifies how a protocol governs the supply, utilization, and with-
drawal of assets, and clarifies the structure of liquidity provisioning as well as the role
of liquidity providers (LPs) in market operations.

LPs contribute assets to a liquidity pool and receive LP tokens that represent a claim
on the pool’s net asset value. Two accounting designs are common. For reward-bearing
tokens, the LP token’s unit value appreciates as fees and rewards accumulate; instead,
in the case of rebase tokens, the protocol increases the token supply to reflect increased
rewards. For example, in Jupiter [7], appreciation is driven by protocol-generated fees
that accumulate to the pool, allowing the LP token’s value to increase over time.

Finally, Liquidity withdrawal proceeds via a burn-and-redeem mechanism: LP tokens
are burnt and the protocol returns the corresponding share of the pool. Depending on the
implementation, withdrawals may be subject to fees or limits to preserve pool stability
and reduce liquidity shocks.

Trading flow

This second mechanism describes how a position is opened, managed, and closed within
a protocol. We decompose this flow into three phases: (i) opening the position, (ii)
managing the position, and (iii) closing the position. Below, we detail these phases and
analyze how trading operations interact with the protocol’s infrastructure.

Opening the position A trader initiates a position by submitting an order through
the protocol’s matching engine (Action 1, Fig. 9.2). The protocol then queries the oracle
for the current reference price of the underlying asset (Action 2). Next, the trader posts
collateral (Action 3). If leverage is applied, additional liquidity is sourced from the liquid-
ity pool, incurring the corresponding fees (Actions 4 and 5). The order is executed and
the position is opened once the protocol’s validation and risk checks succeed (Action 6).

At entry, the position’s economic exposure depends on posted collateral, leverage,
and contract specifications. The notional value NV serves as the reference base for
several computations (trading fees, borrowing costs, and funding transfers) and updates
with size adjustments over the life of the position. As shown in Fig. 9.2, leverage is
provided by a liquidity pool (Action 4), and the trader pays a borrowing fee (e.g., the
Gauntlet model used in Jupiter [6]). Trading fees (Action 5) are typically assessed on
NV and charged at entry.

Managing the position Once opened, the trader may add or withdraw collateral,
increase or reduce exposure, or partially close the position (Action 7). The clearinghouse
monitors margin on a continuous basis (Action 8). If account equity falls to or below the
maintenance requirement, liquidation becomes eligible to be invoked (Action 9); any
residual collateral, net of costs, is returned when available (Action 10). Note that some
designs implement partial liquidations; we abstract from these details here.

Positions are marked to market as prices update. Unrealized PnL is the profit or
loss that would result if the position were closed at the current mark price; it is com-
puted from the signed exposure and the difference between the current mark and the
entry mark, and it is reported net of accrued fees and transfers (such as execution costs,
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funding payments, and borrowing charges). Before full close, equity evolves with mark-
to-market changes (unrealized PnL), periodic transfers (e.g., funding), borrowing costs,
one-off execution fees, and cash movements due to collateral deposits/withdrawals.

Closing the position A position can be closed manually by the trader or automati-
cally via stop-loss (SL) or take-profit (TP) triggers that execute when predefined price
levels are reached (Actions 12—13). Realized PnL is determined at the time of closure and
immediately booked to the account’s equity.

9.6.3 Synthetic Protocols

Synthetic protocols generate exposure by minting a synthetic asset against posted collat-
eral, thereby creating a position that must remain over-collateralized. While they share
key components with perpetual and option protocols, such as the oracle and the clear-
inghouse, their interactions are structured around collateralized debt positions rather
than margin accounts. Figure 9.3 illustrates the life cycle: minting (submit, price, post
collateral, credit the synthetic), continuous risk monitoring (collateralization checks and
potential liquidation), and redemption (repay/burn and unlock collateral). Further de-
tails on notation and formulas are provided in Appendix 11.

Minting An investor submits a mint request to the position-management module (Ac-
tion 1, Fig. 9.3). The protocol then queries the oracle for reference prices of both the
collateral and the target synthetic asset (Action 2). The investor posts collateral to the
collateral vault (Action 3). Once risk constraints are validated, the protocol mints the
synthetic asset and credits it to the investor (Action 4). Minting defines both the number
of synthetic units issued and the corresponding debt, valued at the synthetic’s reference
price; together, these determine the position’s economic exposure.

Continuous risk monitoring After issuance, the clearinghouse continuously tracks
each position’s collateralization ratio (CR), the value of posted collateral relative to out-
standing debt, based on oracle price updates (Action 5). Protocols enforce a minimum
collateral ratio to preserve solvency. When a position approaches this threshold, the
investor can restore its safety by adding collateral, reducing exposure through partial
repayment or burn, or both. If the CR falls below the minimum, the liquidation is trig-
gered: the protocol (or external liquidators, where applicable) burns synthetic units to
retire debt and sells collateral to cover shortfalls (Action 6), returning any remaining
collateral after costs (Action 7). Positions that remain solvent continue unchanged (Ac-
tion 8).

Redemption To close a healthy position, the investor repays the debt by burning the
synthetic asset (Action 9). Once the debt is extinguished, the protocol unlocks the collat-
eral (Action 10) and returns it to the investor (Action 11). At redemption, any remaining
profit or loss, after redemption fees, stability charges, and execution costs, is realized
and reflected in the investor’s final proceeds.
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Trader Collateral Vault Position Management Oracle Clearing House

Mint

1) Submit order

3) Provide Collateral

4) Credit synthetic asset

Continuous risk monitoring
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alt [if Under-collateralized]
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A
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8) Keep position open
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Redemption

9) Repay debt or burn synthetic asset

v

10) Unlock collateral

11) Return collateral

Trader Collateral Vault Position Management Oracle Clearing House

Figure 9.3: Sequence diagram of the trading workflow in synthetic protocols. Grey boxes
represent the main entities, while dark grey boxes denote the main actions, further de-
composed into subsequent sub-actions. The ’alt’ box illustrates alternative execution
paths. Dashed arrows indicate informational interactions without monetary transfers,
whereas solid arrows represent value transfers.

9.7 Simulation Framework

We complement our systematization of DeFi derivative protocols with numerical simu-
lations that approximate how positions evolve under specific market conditions. Specif-
ically, we develop a Monte Carlo framework in Python that models the life cycle of
derivative contracts under stochastic price dynamics, protocol-specific fees, and liqui-
dation mechanisms. All code is publicly available on our GitHub,' providing a repro-
ducible benchmark for testing and a foundation for future extensions.

The framework builds on the tuple-based representation introduced in Section 9.5.
This unified structure ensures that both analytical and simulation-based components are

https://github.com/LucaPennella/sok-defi-derivatives
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governed by the same formal specifications, preserving consistency between theoretical
modeling and computational experimentation.

Scope of Application In principle, the framework can simulate perpetuals, everlast-
ing options, and synthetic assets. In this work, however, we focus on perpetual futures,
as they represent the most widely used class of derivatives in practice. Their interplay
of leverage, margining, and funding mechanisms makes them a comprehensive test for
operationalizing our tuple-based formalism. The associated repository also includes pro-
totype simulations for the other contract types.

Stochastic Dynamics In our simulations, the underlying asset price F; is modeled as
a function of time ¢ using a geometric Brownian motion, a standard stochastic process
in derivatives pricing [163, 277]:

dP, = pP,dt + o P,dW,,

where W, is a standard Brownian motion capturing the random component, y rep-
resents the expected rate of return, and o denotes volatility.

Each simulation run generates a single realization of P, over a fixed horizon 7". Along-
side price trajectories, we record the evolution of key quantities such as trader equity,
collateral ratios, liquidation events, and terminal profit and loss (PnL). Multiple runs are
aggregated to produce summary statistics and visualize outcome distributions, enabling
risk assessment and performance evaluation under stochastic conditions.

Perpetual Simulation The simulation pipeline comprises three components:

« Single-path simulations tracing the joint evolution of prices, unrealized PnL, equity,
and margin ratios, with explicit inclusion of trading, borrowing, and funding fees.

« Batch simulations over different scenarios in order to estimate distributional out-
comes (e.g., realized PnL) and risk metrics (e.g., liquidation probability) over fixed
horizons.

« Sensitivity analyses that quantify how leverage, volatility, and transaction costs af-
fect risk and profitability. Heatmaps display the bivariate dependence of realized
PnL and liquidation probability on (o, L), while tornado diagrams rank the uni-
variate impact of each parameter around a baseline configuration..

To derive general insights, we conduct 200 simulation runs with 7-day horizons across
parameter grids spanning volatility values o € {0.02,0.04,0.06,0.08} and leverage lev-
els L € {2,5,10,15,20}. Figure 9.4 summarizes the results. Liquidation probability
increases monotonically with both parameters, exhibiting a clear transition that sepa-
rates stable from fragile regimes. Median realized PnL declines with higher volatility
and leverage. Together, these surfaces reveal the trade-off between amplified returns
and elevated liquidation risk.

To identify the main drivers of short-term risk, we complement the heatmaps with
a univariate sensitivity (tornado) analysis around the baseline configuration. For each
parameter, we apply symmetric £20% multiplicative shocks (holding others fixed) and
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(a) Median realized PnL over (o, L). (b) Liquidation probability over (o, L).

Figure 9.4: Sensitivity analysis from Monte Carlo simulations of perpetuals. Higher
volatility and leverage reduce median PnL and increase liquidation risk.

Tornado Diagram of Liquidation Probability
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Figure 9.5: Tornado diagram for 7-day liquidation probability. Bars show the change in
the metric under symmetric parameter shocks around the baseline (vertical dashed line).
Leverage and volatility dominate; fee- and margin-related parameters are second order
over this horizon.

measure the corresponding change in 7-day liquidation probability (baseline ~ 33%).
The ranking is clear: leverage is the dominant factor, with +20% shocks shifting lig-
uidation probability by roughly —8 to +7 percentage points (p.p.), while volatility (o)
induces slightly larger variations of about —11 to +9 p.p. By contrast, fee parameters,
the maintenance margin ratio, and funding mechanics exhibit small, local effects, typ-
ically below 2 p.p., with funding contributing less than 1 p.p. These directional effects
align with economic intuition: leverage tightens the margin buffer, while higher volatil-
ity broadens return distributions, pushing positions toward liquidation boundaries.

We further adapt the simulation settings to replicate parameters used by specific pro-
tocols such as Jupiter and dYdX, estimating the behavior of representative perpetual
futures positions. For illustration, we simulate a long perpetual position on Solana con-
figured with values inspired by Jupiter Exchange. The simulation spans a 7-day horizon
across grids of leverage L € {2, 5, 10, 15, 20, 50, 100} and volatility o € {0.02,0.04,0.06, 0.08},
each repeated 500 times. Key parameters include:

« initial collateral: 1000.0 units,
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Table 9.10: Liquidation probability (%) for a long Solana perpetual varying volatility o
and leverage L.

o ‘L:2 L=5 L=10 L=15 L=20 L=50 L=100

0.02 0.0 0.0 5.6 20.2 35.0 72.8 85.4
0.04 0.0 3.4 32.4 50.2 61.0 86.0 92.0
0.06 0.0 16.0 53.2 65.2 75.2 88.2 94.8
0.08 0.0 27.4 63.0 75.2 80.8 91.0 94.8

» trading fee rate: 0.0006 (on open and close),
+ borrow fee rate: 0.000027 per time step,

« maintenance margin rate: 0.002556,

« slippage on entry: 20 basis points,

« funding fees: excluded in this configuration.

The goal is to compute liquidation probabilities under varying levels of leverage and
volatility. Table 9.10 reports the results. At low volatility (o = 0.02), liquidation risk re-
mains limited even at moderate leverage, whereas at high volatility (o = 0.08) it exceeds
75% for L > 15 and approaches certainty at extreme leverage. This nonlinear pattern
highlights how risk grows disproportionately with volatility and position size.

Encoding perpetual mechanics as tuples ensures that both pathwise equity dynamics
and aggregate statistics follow the same underlying specification. In this sense, the tu-
ple serves as an executable formalism, transforming abstract definitions into observable
outcomes. These simulations validate the tuple framework as a flexible and reproducible
research tool for analyzing DeFi derivatives.

9.8 Conclusions

This contribution conducted the first systematic study and analysis of derivatives proto-
cols in DeFi. While derivatives instruments represent a central component of traditional
and centralized financial markets, their decentralized counterparts are comparatively
understudied within the academic literature, especially their operational dynamics and
protocol structures. This chapter addresses this gap by identifying, analyzing, and for-
malizing the leading DeFi protocols, categorized as perpetual futures, synthetic assets,
and options, into a coherent and general conceptual framework.

Drawing from protocol documentation, user interfaces, deployed smart contracts,
and community-driven sources, we provide a formal representation of Decentralized Fi-
nance derivatives instruments. The resulting framework captures the main design prin-
ciples, protocol actors, trading flows, and core architecture that underpin decentralized
derivatives protocols. By abstracting the structural components and financial functions
across various protocols, our framework provides the tools for systematically compar-
ing them and gaining a better understanding of their role in the broader decentralized
financial ecosystem.
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We acknowledge that, given the ‘early-stage’ phase of the DeFi derivatives ecosys-
tem and the limited or fragmented documentation of some protocols, our framework
is not without limitations. First, our protocol selection process used TVL to select the
protocols to analyze and excluded those lacking accessible code or documentation. Al-
though pragmatic, our approach might have framed the framework only on “top-tier”
protocols that are already mature and well-documented, leaving out interesting aspects
of newer, smaller, or less documented protocols, which might contain innovative mecha-
nisms. Another limitation of our framework is that it is constrained by the availability of
public data, the lack of protocol standardization. Moreover, our analysis is framed within
a specific time window on December 31, 2024, and the “top-tier” protocols considered
may change due to the rapid pace at which the ecosystem evolves. Nonetheless, we be-
lieve our framework offers a solid and pragmatic foundation for analyzing decentralized
derivatives protocols, and serves as a starting point for further academic and practical
inquiry in the field. As the DeFi derivatives continue to evolve, rigorous and accessi-
ble conceptual tools such as those proposed here will become increasingly valuable for
researchers, developers, and regulators alike.

Future work could expand our analysis, framework and simulation to additional pro-
tocols, develop protocol-specific taxonomies for second-layer features, and study user
behavior and market efficiency in real trading environments.
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Conclusions

This thesis set out to develop an empirical and methodological framework at the intersec-
tion of explainable machine learning and cryptocurrency markets, with the aim of pro-
viding interpretable and reproducible tools to study complex socio-economic phenom-
ena shaped by blockchain technologies. As outlined in Chapter 1, the guiding premise
has been that predictive performance alone is insufficient in these domains: models must
also be auditable, transparent, and connected to domain-relevant evidence. Across the
three parts of the dissertation, this perspective has informed both methodological devel-
opments and empirical applications, linking heterogeneous data sources, protocol-level
measurements, and social attitudes within a coherent analytical program.

The first set of research questions concerned the role of explainability in high dimen-
sional financial and social data. Chapters 3 and 4 demonstrated that interpretability-
oriented pipelines can effectively bridge complex models and substantive insights. The
X-SPIDE framework presented in Chapter 3 showed that post-hoc explanations can sup-
port forensic reasoning in smart-contract analytics, while Chapter 4 illustrated how
SHAP-driven representations reveal value dimensions in survey data that remain infor-
mative beyond demographics. Chapters 5 and 6 further strengthened this perspective:
the investigation on class overlap in Chapter 5 clarified how data geometry conditions
the success of oversampling strategies, and Chapter 6 introduced Decision Predicate
Graphs as a structural tool for inspecting tree ensembles when rule-based reasoning be-
comes impractical. Together, these chapters respond to the question of how explainabil-
ity can be embedded throughout the modelling pipeline rather than added as an ex-post
layer.

The second set of questions addressed the social foundations of cryptocurrency mar-
kets. Chapters 7 and 8 provided empirical evidence that investor populations are far
from homogeneous. Chapter 7 identified memecoin holders as a recognizable subgroup
with distinct psychological and behavioral profiles, while Chapter 8 showed that reg-
ulatory attitudes vary systematically with perceived market illegitimacy and personal
exposure to crypto wealth. These findings clarify how beliefs and identities mediate the
relationship between technological innovation and policy preferences, directly address-
ing the research questions formulated in Chapter 1 regarding the interaction between
individual perceptions and institutional design.

The third set of questions focused on decentralized finance from a protocol-level per-
spective. Chapters 9 and 10 delivered two complementary contributions. Chapter 9
developed an analytics pipeline for measuring the micro-velocity of Lido’s liquid stak-
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ing tokens, documenting patterns of token circulation, turnover concentration, and the
growing role of wstETH within composable DeFi infrastructures. Chapter 10 proposed a
unified formalism for decentralized derivatives protocols and operationalized it through
a tuple-based representation and simulation environment. These chapters respond to
the question of how DeFi can be studied as a socio-technical system governed by ex-
plicit mechanisms rather than as a collection of isolated applications.

Several limitations must be acknowledged. First, as discussed in Chapters 4 and 8,
survey-based evidence is subject to measurement error and sampling biases, while on-
chain data used in Chapters 3 and 9 capture actions but not intentions. Second, the
interpretability techniques employed in Chapters 3, 4, and 6 remain approximations of
model behavior and may be sensitive to specification choices and feature engineering
decisions. Third, the protocol analyses in Chapters 9 and 10 focus on specific ecosystems
and time windows; the rapid evolution of DeFi and the impact of exogenous shocks limit
the external validity of some conclusions.

In conclusion, and in line with the vision articulated in Chapter 1, this dissertation has
argued that understanding cryptocurrency and DeFi requires an interdisciplinary toolkit
in which explainability, social measurement, and protocol analytics are developed jointly
rather than in isolation. By connecting the contributions of Chapters 3 to 10 within a
unified framework, the thesis provides a more transparent and scientifically grounded
account of digital financial systems and lays foundations for both academic inquiry and
informed policy debate.
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Appendices

Appendix Chapter 3

A Explainability method

Shapley values assess each feature’s impact on model predictions by examining all pos-
sible feature combinations. The Shapley value for feature ¢ in instance z, denoted as
Shap(z, i), is calculated using the following formula:

[S|'(p —|S] = 1)!
p!

Shap(x,i) = Z [c(zs U {i}) — c(xs)]

SC{1,....p3\{i}

Here, S represents a feature subset excluding feature 7, |S| denotes the size of set
S, xg is the sample = with features restricted to subset S, ¢(xg U {i}) is the classifier
prediction with feature ¢ included, c¢(xg) is the classifier prediction without feature 4,
and p is the total number of features.

Shapley values offer insights into how each feature contributes to predictions and are
considered both global and local models in Explainable Artificial Intelligence.

B Extended Features Analysis

This appendix reports, for each coalition (Dx/CDx, M5S, Sx/CSx), the top-30 features
by global importance computed as mean absolute SHAP values on the 2019 hold-out
sample. These rankings provide a compact overview of where explanatory mass con-
centrates and how quickly it decays beyond the leading predictors. Consistent with 5.2,
the cumulative importance curve exhibits an elbow around 10-15 features, indicating
that the long tail (ranks 11-30) contributes marginal yet non-negligible refinements to
class separation. Coalition-wise summaries in 5.2 synthesise these patterns; the detailed
top 30 lists below document the full global importance profile for transparency.

C Undecided voters

This appendix focuses on the analysis of those respondents who did not provide a clear
voting intention, indicating "undecided" as their answer. The number of respondents
who reported this preference is 695. All background variables (socio—demographic and
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Figure 11.1: Top 30 features by absolute mean SHAP. Global importance ranking for
Dx/CDx on the 2019 hold-out. The distribution shows an elbow around ranks 10-15;
items beyond rank 15 contribute incremental lift

attitudinal) are retained; identification fields and the raw vote label are excluded. Since
most variables are categorical, they are transformed via one-hot encoding, while nu-
meric items are standardised.

We apply a k—-Nearest Neighbours classifier, with £ = 21 chosen after a grid search.
This choice reflects a compromise between excessive sensitivity to noise (as with k = 1)
and dilution of profile-specific signals (as with large k).

For each undecided respondent, the algorithm considers the fifteen most similar pro-
files among those with known vote intention and assigns the party preference.

The great majority of undecided respondents are mapped to the three largest par-
ties: Sx/CSx (431 cases, 62%), Dx/CDx (186 cases, 26.8%), M5S (78 cases, 11.2%). These
results indicate that although respondents claim indecision, their profiles align with the
electorates of the major parties.

Despite the results there are some fundamental limitations: 1) nearest-neighbor al-
location reflects relative profile similarity, not actual behavioural choice; the method
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Figure 11.2: Top 30 features by absolute mean SHAP. Global importance ranking for M5S
on the 2019 hold-out. Top mass concentrates on anti-establishment and policy-trade-off

items; the long tail refines class boundaries

captures proximity in attitudinal space rather than forecasting a vote, 2) the imbalanced
data, larger parties are over-represented among neighbors and thus more likely to at-
tract undecided cases, 3), the choice of k£ and of Euclidean distance is conventional; alter-
native specifications (cosine distance, different k) produce variations in marginal parties

but do not alter the dominance of the three main blocs.

D Unsupervised analysis of within-group heterogeneity among M5$

voters

This appendix documents an unsupervised exploration of heterogeneity among respon-
dents who declare an intention to vote for M5S). Categorical survey variables were rep-
resented through one-hot encoding, and clustering was performed with K-Means in the
high-dimensional feature space. Several values of £ were compared using internal crite-
ria (silhouette with cosine distance, Calinski-Harabasz, Davies-Bouldin) together with
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Figure 11.3: Top 30 features by absolute mean SHAP. Global importance ranking for
Sx/CSx on the 2019 hold-out. Pro-EU and pro-immigration items dominate; identity/se-
curity variables mostly appear in the tail.

substantive readability; we retain £ = 3 as a parsimonious and interpretable partition.
Figure 11.4 reports a two-dimensional PCA projection of the feature space with points

coloured by cluster.

The projection shows substantial overlap across clusters, which is consistent with
very low internal separation (sample cosine silhouette ~ 0.003) that is typical of sparse,
high—-dimensional survey data. Despite the overlap, three coherent tendencies emerge.
A first subgroup is civic-cultural and technocratic, with stronger orientation to the local
common good, higher cultural participation, and greater trust in technocrats. A second
subgroup is euro—progressive and sceptical of populism, with more favourable views of
EU membership and less alarmist attitudes on Islam and immigration, alongside higher
support for civil-rights items. A third subgroup is more eurosceptic and securitarian,
with greater concern about immigration and Islam, lower support for the EU, lower
cultural participation, and weaker support for selected civil-rights items. These labels
are descriptive summaries of the dominant markers within each cluster.
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Estimated vote Count Percentage (%)

Sx/CSx 431 62.0 %
Dx/CDx 186 26.8 %
Ms5sS 78 11.2 %

Table 11.1: Distribution of the votes after KNN

M5S — PCA 2D per cluster
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Figure 11.4: Two-dimensional PCA projection of the M5S sub—sample, points coloured
by K-Means clusters (k = 3).

Two caveats apply. First, the low silhouette indicates that clusters should be inter-
preted as latent tendencies rather than sharply separated classes. Second, results depend
on representation choices (one-hot encoding and PCA projection for visualisation) and
on the selected number of clusters; nearby solutions such as £ = 2 or £ = 4 emphasise
adjacent aggregations of the same underlying attitudinal axes.

Appendix Chapter 6

A A brief history of Memecoins

The history of memecoins reflects the broader evolution of cryptocurrency culture, shaped
by the intersection of online humor, speculative investing, and grassroots community
participation. The first recognised memecoin, Dogecoin’, was launched in December
2014 by Billy Markus and Jackson Palmer. Originally created as a parody of Bitcoin, Do-
gecoin has since gained significant popularity and remains the most prominent meme-
coin in terms of both cultural relevance and market capitalization.> The rise of Ethereum
in 2015 introduced a new phase for memecoins. With the ERC-20 token standard, the
process of creating new cryptocurrencies became significantly more accessible [101].
During the 2017 Initial Coin Offering (ICO) boom, numerous projects leveraged memetic
branding, though few gained long-term traction. One notable example was the Useless

'https://foundation.dogecoin.com/
*Despite its satirical origins, Dogecoin swiftly amassed a devoted following, particularly on platforms
such as Reddit and X, with Elon Musk’s 2020 tweet being a notable example of support for its adoption.


https://foundation.dogecoin.com/
https://www.reddit.com/r/dogecoin/?rdt=34511
https://x.com/elonmusk/status/1340590280848908288
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Ethereum Token (UET)3, a satirical project explicitly marketed as having no value or
purpose, yet it successfully raised 310 ETH. Between 2016 and 2018, the concept of col-
lectible digital assets intersected with meme culture, laying the foundation for future
NFT-based memecoins. The Rare Pepe phenomenon, which originated from the trading
of tokenized Pepe the Frog memes on the Counterparty protocol, was one of the earliest
examples of meme-related assets with provable scarcity.

Following Dogecoin’s rise, new dog-themed memecoins began appearing, often launched
on the Ethereum blockchain and incorporating additional technical features. Shiba Inu
(SHIB)’> was released in August 2020 and described itself as the “Dogecoin Killer.” Floki
Inu (FLOKI)®, inspired by Elon Musk’s tweet about naming his pet dog "Floki," exempli-
fied the growing influence of celebrity endorsements in memecoin valuations. Dogelon
Mars (ELON)’ combined themes from Dogecoin and Musk’s association with space ex-
ploration and gained visibility after a portion of its supply was sent to Ethereum co-
founder Vitalik Buterin, who later donated those tokens to charity. During the 2021 bull
run, memecoins became more prominent in online financial discussions. The GameStop
(GM E) short squeeze, organized by users of the WallStreetBets subreddit®, brought at-
tention to the collective behavior of retail investors in speculative markets. In the years
that followed, particularly after the 2022 bear market, activity around memecoins began
to include projects on the Solana blockchain®. Solana’s network structure, characterized
by low transaction costs and high processing speed, enabled efficient deployment of new
tokens.

B Additional variables’ description

Tables 11.2 and ?? provides additional information about the main variables used in the
empirical analysis. The third column presents the categories in which each variable was

divided.

C Data Collection and Curation

We collected all the survey data through the platform State of Crypto (https://st
ateofcrypto.net) with a customized version of the NodeGame framework [42]. We
opened the survey to the general public on December 7% 2024: anyone aged 18 (15 with
the permission of their legal guardians) or more could join the study; participation was
fully voluntary and responses were not incentivized. We closed the survey on February
20™. On average, the survey lasted about 10 minutes.

C.1 Survey Structure

The State of Crypto Survey spanned through the following sections:

3See https://uetoken.com/

4See https://rarepepes.com/

Shttps://shibatoken.com/

Shttps://floki.com/

"https://dogelonmars.com/
8https://www.reddit.com/r/wallstreetbets/

9See https://www.coingecko.com/en/categories/solana-meme-coins


https://stateofcrypto.net
https://stateofcrypto.net
https://uetoken.com/
https://rarepepes.com/
https://shibatoken.com/
https://floki.com/
https://dogelonmars.com/
https://www.reddit.com/r/wallstreetbets/
https://www.coingecko.com/en/categories/solana-meme-coins
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Table 11.2: Additional variables description and categories

Socio-economic and risk profile

Variable Code Categories

Place of residence Country Multiple countries.

Race Race Black or of African descent, East Asian, Hispanic or Latino, Middle Eastern, Mul-
tiracial, Native American, Pacific Islander, or Indigenous Australian, South Asian,
Southeast Asian, White / Caucasian, Not listed.

Gender Gender Being male = 1, rest = o.

Age Age 14 or less; 15-17; 18-21; 22-25; 26-29; 30-33; 34-37; 38-41; 42-45; 46-49; 50-53; 54-57;
58-61; 62-65; 66-69; 70-73; 74-77; 78 or more.

Education Edu Less than high school degree; High school degree; Vocational education and train-
ing; Bachelor degree (e.g., BA, BS); Master degree (e.g., MA, MS); Doctorate (e.g.,
PhD, EdD) or professional degree (e.g., Med).

Work status Is working Self-employed; Part-time employed; Full-time employed; Retired; Unemployed:

Working in crypto
Cryptocurrency literacy
Memecoins literacy
NFT knowledge
Financial literacy
Crypto trader

Risk seeking

Works in crypto
Know crypto general
Know Meme

Know crypto NFT
Know finance
Crypto trader

Risk seeking

Looking for work; Unemployed: Unable to work due to sickness or ill health; Not
working and not looking for work.

Main occupation; Side job; No.

Index that measures the level of crypto literacy (maximum achievable score: 5).
Index that measures the level of Memecoin literacy.

Index that measures the level of NFT literacy.

Index that measures the level of financial literacy.

Yes = 1,no0 =o.

Whether a participant chose to open more than 50 boxes in the Bomb risk elicitation
task [100].

1. Entry: age-check, informed consent requested and GDPR informative, bot captcha.

2. Demographics: info about participant and relationship to crypto.

3. Quiz: knowledge about crypto and traditional financial.

4. Behavioral: risk preferences.

5. Investing: portfolio, investing behavior and confidence.

6. Society: inequality, trust in governance, carbon emissions.

7. Privacy: regulations, mass control, taxes.

The full list of questions is available in the anonymized OSF repository: https:
//osf.io/96zvy?view_only=82ab1b433b6e4759a3a510e21f3897ef.

C.2 Ethical and legal clearance

Prior to launching our survey, we preregistered our research at AsPredicted.org, with a
copy available on OSF (https://osf.i0/57jdb?view_only=82ab1b433b6e4759a
3a510e21f3897ef). Most importantly, we obtained ethical review clearance from the
Ethics Committee of the University of Mannheim (EK Mannheim 40/2023) and worked
thoroughly with the Data Protection Team of the University of Mannheim to verify the
compliance of our methods and infrastructure with the GDPR regulations.


https://osf.io/96zvy?view_only=82ab1b433b6e4759a3a510e21f3897ef
https://osf.io/96zvy?view_only=82ab1b433b6e4759a3a510e21f3897ef
https://osf.io/57jdb?view_only=82ab1b433b6e4759a3a510e21f3897ef
https://osf.io/57jdb?view_only=82ab1b433b6e4759a3a510e21f3897ef
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C.3 Recruitment

We recruited participants by promoting the survey with paid ads on social media, mostly
on Twitter (now X) via the account @stateof crypto. In addition, we announced the
survey on several other avenues with the following activities:

« direct mails targeted to influential academic and personalities in the crypto space,

« direct mails to influencers in the Financial Independence Retire Early (FIRE) com-
munity,

« direct mails to past participants of crypto conferences and events,
« messages in several Telegram and Discord channels about crypto and investing,
« collaborations with local influencers for African communities,

« messages in researchers’ and translators’ own social networks.

C.4 Data quality

3,041 respondents started the survey, 2,219 passed the initial screening (confirmed their
age and solved a captcha) and gave their informed consent for participation, and 1,414
completed it (being the preregistration target 2,000). We followed anBd improved upon
the data quality procedures in [45], as we outlined below.

A common technique to improve data quality in surveys are attention checks—also
called “instructional manipulation checks” [238]. These checks include trap questions
with nonsensical items, e.g., 3oth February, or instructed response items, e.g., “Please
select the third item to this question.” However, they are known to have side effects [43],
therefore we decided against their use for two main reasons. First, they degrade user
experience and may generate psychological reactance [62]; given that our survey was
not incentivized, their use might have significantly increased the dropout rate, reducing
power and increasing Type II error [14]. Second, attention checks may interfere with
research hypotheses and do not rule out confounding variables [154]. Therefore, we
opted for the post-collection quality checks described below.

To prevent bot access we relied on H-Captcha, a captcha-based professional service
that proved reliable in the previous edition of the State of Crypto Survey [45]; conse-
quently, we did not use “honeypots” in favor of a leaner and more accessible setup.

Finally, we monitored response times throughout the survey. As preregistered, we ex-
cluded respondents whose completion times for either the overall survey or any section
were faster than two standard deviations below the mean; to prevent undue influence
of extreme delays, cases taking longer than one hour were removed from the standard-
deviation computation (0.05% of cases). In addition, we took the conservative approach
to removed all participants that speeded out through the survey with an average time
per question below three seconds.

D Robustness checks

Herein we report the results of our robustness checks, including different model speci-
fications.


https://x.com/stateof_crypto
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D.1 Geolocation

We geolocated the IP address of all respondents and compared it with their self-reported
country of residence. Three participants claimed to be from Antarctica; this is highly
unlikely and furthermore their IP geo-location did not match their answers. Because it
signals low-effort/spam behavior, we removed these three observations from all analy-

S€Es.

As a robustness check, we re-ran our baseline regression, removing 319 observations
for which the country of residence and IP do not match (see Table D1), and find that all
our main results substantially hold.

Table D1: Robustness checks for Geolocation: removed obs with mismatched IP.

(1)

()

(3)

Gender
Age
Edu

Know Meme

Know crypto no Meme

Know fin.
Crypto trader
Risk Seeking
When interested
Wealth inv.
Leverage

Has NFT

Num non-memecoins held

Need to belong
FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.097 (0.059)
0.011 (0.006)+
—0.006 (0.009)
0.136 (0.035)***
0.003 (0.020)
—0.044 (0.024)+
0.191 (0.086)*
0.020 (0.016)
0.001 (0.000)***
0.001 (0.000)***
0.150 (0.018)***
0.162 (0.032)***
0.041 (0.009)***
—0.039 (0.004)***
0.008 (0.010)
—0.010 (0.011)
0.014 (0.011)
0.003 (0.015)
—0.022 (0.013)+
—0.008 (0.013)

0.089 (0.061)

0.000 (0.009)
0.137 (0.042)**

—0.037 (0.022)+
0.174 (0.073)*
0.018 (0.017)

0.001 (0.000)***

0.001 (0.000)***

0.149 (0.030)***

0.160 (0.032)***

0.042 (0.009)***

—0.038 (0.007)***

0.014 (0.011)
0.001 (0.016)
—0.021 (0.014)
—0.019 (0.010)+

0.063 (0.035)+

0.000 (0.007)
0.122 (0.034)***

0.136 (0.041)"**

0.001 (0.000)***
0.002 (0.000)***
0.136 (0.027)"**
0.144 (0.038)***
0.045 (0.009)***
—0.035 (0.008)***

0.011 (0.011)
—0.005 (0.012)
—0.020 (0.012)+
—0.008 (0.008)

0.137 (0.031)***

0.126 (0.048)**

0.001 (0.000)***
0.002 (0.000)***
0.152 (0.028)***
0.140 (0.037)***
0.044 (0.008)***
—0.035 (0.007)***

—0.017 (0.010)+

Num.Obs.
AIC

BIC
Log.Lik.
RMSE

720
731.7
850.7

—339.833

0.39

726
735.6
836.5

—345.810

0.40

831
843.3
937.7

—401.637

0.40

855
865.6
936.8

—417.787

0.40

D.2 Potentially duplicated responses

Because the survey is public, anyone with the access link could join it. We set a cookie
to remember if a survey has already been started, but this alone does not ensure that the
same person does not participate multiple times. Being the survey unincentivized, the
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risk is small, nonetheless herein we try to quantify multiple participation, by looking for
specific indicators.

In particular, we used a two-pronged strategy. First, we looked for respondents who
shared the same IP, email, or crypto address. Sharing the same IP address is not alarming;
this is common, for example, among students in the same dorm or users of the same
Internet Service Provider (ISP) at different physical locations when IPs are dynamically
assigned. Sharing the same crypto or email address is more concerning, but it does
not, per se, mean that the same person took the survey twice. In fact, especially in
developing countries, the same physical computer and the same email address could be
shared among members of the same family, relatives, and friends.

Overall, we identified a total of 6.2% of respondents sharing either the same IP address
(7.9%), the same email address (2.9%), or the same crypto address (0.4%).”° Sharing the
same IP address is not alarming; this is common, for example, for students in the same
dorm or even for users of the same Internet Service Provider (ISP) at different physical
locations, when IPs are dynamically assigned. Sharing the same crypto or email address
is more concerning, but still does not mean per se that the same person took the survey
twice. In fact, specially in developing countries, the same physical computer and the
same email address could have been shared across members of the same family, relatives,
and friends. Tables D2 and D3 show our baseline regressions for Model 1 and Model 4,
removing potential duplicates and our results substantially hold.

Second, to further investigate the issue, we created an index of similarity ranging
from zero (fully dissimilar) to one (identical), representing the share of identical answers
to the questions in the demographics section of the survey. We computed this index for
all pairwise comparisons of respondents not suspected to have taken the survey mul-
tiple times (94% of the sample). The average similarity of any two user is about 0.15;
considering only those respondents who completed the survey, this number increases
to about 0.19. Note that this number indicates a rather low level of similarity between
any two users, nonetheless we used it as one of the baselines for the robustness checks.
Here all the sets for potentially duplicated responses:

« Chance: similarity score above chance (0.19; 77 obs);
« 50: similarity score above 50% (51 obs);

« 75: similarity score above 75% (9 obs);

Tables D4 and D5 show our baseline regressions for Model 1 and Model 4, removing
potential duplicates and again our results substantially hold.

D.3 Unlikely sets of answers

Some responses or combinations of responses are more unlikely than others. We define
the following unlikely sets that we later use in the robustness analyses.

* Retso: retired below age 50 (73 obs);

« Docz2: holding a doctorate below age 22 (7 obs);

°The sets are overlapping.
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Table D2: Robustness checks for IP, email, crypto for the logistic model (1)

ip email crypto
Gender 0.083 (0.049)+ 0.101 (0.039)** 0.089 (0.042)*
Age 0.008 (0.006) 0.007 (0.007) 0.007 (0.007)
Edu —0.012 (0.007) —0.011 (0.007) —0.013 (0.009)

Know Meme
Know crypto no Meme
Know fin.

0.147 (0.031)***
—0.002 (0.018)
—0.023 (0.031)

0.147 (0.029)***
—0.008 (0.018)
—0.022 (0.030)

0.147 (0.029)***
—0.003 (0.017)
—0.022 (0.029)

isTrader 0.200 (0.078) 0.145 (0.075)+ 0.176 (0.077)"
Risk Seeking —0.008 (0.019) —0.011 (0.018) —0.005 (0.015)
When interested 0.001 (0.000)*** 0.001 (0.000)*** 0.001 (0.000)***
Wealth inv. 0.001 (0.000)**  0.001 (0.000)***  0.001 (0.000)***
Leverage 0.106 (0.028)**  0.120 (0.020)**  0.119 (0.023)***
Has NFT 0.183 (0.033)*** 0.196 (0.024)*** 0.193 (0.023)***
Num non-memecoins held 0.041 (0.009)*** 0.040 (0.007)*** 0.039 (0.007)***
Need to belong —0.039 (0.007)***  —0.038 (0.009)***  —0.036 (0.007)***
FOMO 0.004 (0.010) 0.004 (0.011) 0.002 (0.010)
KYC 0.000 (0.015) ~0.002(0.015)  —0.004 (0.013)
Trust regulations 0.016 (0.013) 0.015 (0.011) 0.016 (0.010)
Scams 0.006 (0.018) 0.006 (0.017) 0.003 (0.016)
Taxes —0.025 (0.009)** —0.025 (0.010)* —0.023 (0.010)*

Trust in Gov.

—0.016 (0.023)

—0.020 (0.020)

—0.019 (0.019)

Num. Obs. 804 828 849
AIC 827.6 851.0 869.0
BIC 949.5 973.7 992.4
Log.Lik. —387.782 —399.494 —408.511
RMSE 0.40 0.40 0.40

Table D3: Robustness checks for IP, email, crypto for the logistic model (4)

ip

email

crypto

Know Meme
Crypto trader

0.135 (0.025)***
0.154 (0.027)***

0.128 (0.026)***
0.114 (0.028)***

0.135 (0.023)***
0.130 (0.026)***

( )

( )
When interested 0.001 (0.000)*** 0.001 (0.000)***  0.001 (0.000)***
Wealth inv. 0.001 (0.000)*** 0.001 (0.000)***  0.001 (0.000)***
Leverage 0.122 (0.031)*** 0.136 (0.030)***  0.135 (0.031)***
Has NFT 0.149 (0.040)*** 0.164 (0.032)***  0.161 (0.031)***
Num non-memecoins held 0.042 (0.005)*** 0.041 (0.005)***  0.041 (0.005)***
Need to belong —0.034 (0.010)***  —0.034 (0.011)** —0.032 (0.010)**
Taxes —0.019 (0.009)* —0.022 (0.009)*  —0.019 (0.009)*
Num. Obs. 949 978 1005
AIC 976.4 1003.2 1027.8
BIC 1049.2 1076.5 1101.5
Log.Lik. —473.188 —486.604 —498.905
RMSE 0.40 0.40 0.40

« AllCryptos: all possible coins reported to be owned (7 obs).

« BFistd: bought the first crypto asset more than one standard deviations before
claimed to have gotten interested in crypto (67 obs).
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Table D4: Robustness checks for duplicated responses for the logistic model (1)

Chance

50

75

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

isTrader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.102 (0.045)*
0.008 (0.006)
—0.014 (0.008)+
0.149 (0.031)***
~0.009 (0.019)
—0.024 (0.030)
0.153 (0.072)*
—0.011 (0.018)
0.001 (0.000)***
0.001 (0.000)**
0.117 (0.022)***
0.183 (0.030)***
0.042 (0.009)***
—0.035 (0.007)***
0.002 (0.012)
0.000 (0.016)
0.015 (0.012)
0.010 (0.018)
—0.024 (0.009)**
—0.017 (0.023)

0.102 (0.044)*
0.008 (0.006)
—0.014 (0.008)+
0.149 (0.029)***
—0.007 (0.018)
—0.024 (0.029)
0.162 (0.073)*
—0.007 (0.019)
0.001 (0.000)***
0.001 (0.000)**
0.114 (0.023)***
0.186 (0.030)***
0.041 (0.009)***
—0.034 (0.008)***
0.001 (0.012)
0.001 (0.016)
0.014 (0.013)
0.009 (0.019)
—0.024 (0.009)**
—0.018 (0.023)

0.093 (0.046)*
0.007 (0.007)
—0.014 (0.008)+
0.151 (0.028)***
—0.006 (0.018)
—0.024 (0.028)
0.180 (0.082)*
—0.002 (0.015)
0.001 (0.000)***
0.001 (0.000)**
0.103 (0.029)***
0.188 (0.031)***
0.041 (0.009)***
—0.032 (0.007)***
0.002 (0.011)
—0.001 (0.014)
0.014 (0.012)
0.007 (0.018)
—0.023 (0.010)*
—0.013 (0.022)

Num. Obs.
AIC

BIC
Log.Lik.
RMSE

799
826.9
948.6

—387.438

0.40

808
831.8
953.8

—389.880

0.40

827
846.9
969.6

—397.470

0.40

Table D5: Robustness checks for duplicated responses for the logistic model (4)

Chance

50

75

Know Meme

Crypto trader

When interested

Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

Taxes

0.128 (0.027)"**
0.121 (0.023)***
0.001 (0.000)***
0.001 (0.000)***
0.133 (0.028)***
0.148 (0.038)***
0.043 (0.005)***
—0.032 (0.010)**
—0.019 (0.009)*

0.129 (0.024)***
0.125 (0.024)"**
0.001 (0.000)***
0.001 (0.000)***
0.128 (0.030)***
0.156 (0.039)***
0.042 (0.005)***
—0.032 (0.011)**
—0.019 (0.008)*

0.137 (0.024)***
0.134 (0.027)"**
0.001 (0.000)***
0.001 (0.000)***
0.122 (0.032)***
0.156 (0.038)***
0.042 (0.005)***
—0.030 (0.009)**
—0.017 (0.009)+

Num. Obs.
AIC

BIC
Log.Lik.
RMSE

941
975.6
1048.3
—472.815
0.41

952
981.8
1054.7
—475.920
0.40

979
1002.9
1076.2

—486.473

0.40

Tables D6 and D7 confirms once more that our main results are robust even when

potentially duplicated responses are removed.
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Table Dé6: Robustness checks for unlikely responses for the logistic model (1)

Retso

Doc22

All Cryptos

BF1std

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

isTrader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.088 (0.044)*
0.007 (0.007)
—0.013 (0.009)
0.145 (0.029)***
~0.002 (0.017)
—0.021 (0.028)
0.185 (0.079)*
—0.004 (0.015)
0.001 (0.000)***
0.001 (0.000)***
0.117 (0.024)"**
0.196 (0.023)"**
0.039 (0.007)***
—0.037 (0.007)***
0.002 (0.010)
—0.002 (0.013)
0.014 (0.011)
0.002 (0.016)
—0.024 (0.010)*
—0.018 (0.019)

0.088 (0.042)*
0.007 (0.007)
—0.013 (0.009)
0.147 (0.028)***
~0.003 (0.016)
—0.022 (0.029)
0.185 (0.079)*
—0.005 (0.015)
0.001 (0.000)***
0.001 (0.000)***
0.117 (0.023)"**
0.196 (0.024)***
0.039 (0.007)***

—0.037 (0.007)***

0.002 (0.010)
—0.002 (0.014)
0.016 (0.011)
0.003 (0.016)
—0.024 (0.010)*
—0.017 (0.019)

0.088 (0.042)*
0.007 (0.007)
—0.013 (0.009)
0.148 (0.028)***
—0.003 (0.017)
—0.022 (0.029)
0.186 (0.079)*
—0.005 (0.015)
0.001 (0.000)***
0.001 (0.000)***
0.117 (0.024)***
0.197 (0.024)***
0.039 (0.007)***
—0.037 (0.007)***
0.002 (0.010)
—0.002 (0.014)
0.016 (0.011)
0.003 (0.016)
—0.024 (0.010)*
—0.017 (0.019)

0.080 (0.038)*
0.008 (0.007)
—0.013 (0.009)
0.143 (0.035)***
0.000 (0.016)
—0.020 (0.029)
0.179 (0.081)*
—0.009 (0.016)
0.001 (0.000)***
0.001 (0.000)***
0.131 (0.023)"**
0.189 (0.029)***
0.039 (0.008)***
—0.036 (0.008)***
0.006 (0.011)
—0.003 (0.015)
0.014 (0.010)
0.004 (0.019)
—0.022 (0.009)*
—0.013 (0.017)

Num. Obs. 849 856 852 827
AIC 867.4 871.9 871.9 849.8
BIC 990.8 995.5 995.3 972.5
Log.Lik. —407.719 —409.966 —409.937 —398.915
RMSE 0.40 0.40 0.40 0.40
Table D7: Robustness checks for unlikely responses for the logistic model (4)
Rets0 Doc22 All Cryptos BF1std

Know Meme

Crypto trader

When interested

Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

Taxes

0.138 (0.025)"**

0.138 (0.028)***

0.001 (0.000)***

0.001 (0.000)***

0.129 (0.031)***

0.165 (0.030)***

0.040 (0.005)***
—0.033 (0.010)***
—0.020 (0.009)*

0.137 (0.022)***
0.138 (0.028)***
0.001 (0.000)***
0.001 (0.000)***
0.131 (0.032)***
0.165 (0.031)***
0.040 (0.005)***
—0.033 (0.010)**
—0.019 (0.009)*

0.138 (0.022)***
0.138 (0.028)***
0.001 (0.000)***
0.001 (0.000)***
0.131 (0.032)***
0.166 (0.031)***
0.040 (0.005)***
—0.033 (0.010)**
—0.019 (0.009)*

0.142 (0.030)***
0.121 (0.025)***
0.001 (0.000)***
0.001 (0.000)***
0.144 (0.033)***
0.162 (0.034)***
0.041 (0.006)***

—0.031 (0.011)*

—0.017 (0.008)*

Num. Obs.
AIC

BIC
Log.Lik.
RMSE

1004
1025.1
1098.8

—497.554

0.40

1013
1031.1
1104.9

—500.527

0.40

1009
1031.0
1104.8

—500.501

0.40

978
999.8
1073.0
—484.877
0.40

D.4 Inconsistent memecoin ownership

We cross-validated self-reported memecoin ownership using two items: (i) the checklist
of cryptoassets currently held and (ii) a yes/no question on whether respondents held
any memecoins over the last 12 months. We flagged as inconsistent memecoin owners
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those respondents who selected at least one memecoin in the holdings checklist but
answered “No” to the 12-month ownership question. To assess robustness, we excluded
these cases and re-estimated the baseline logistic models and our main results still hold

(see Table D3).

In addition, we implemented an even more strigent filter to eliminate the influence
of potentially unserious participants: we also removed all respondents with an average
time-per-answer < 5 seconds (this post hoc response-level filter complements the pre-
registered, participant-level rule). The results presented in Table Dg are consistent with
those presented in the main text.

Table D8: Robustness to excluding inconsistent memecoin ownership

(1)

(2)

(3)

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

Crypto trader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.082 (0.045)+
0.005 (0.007)
—0.016 (0.008)*
0.166 (0.030)***
—0.002 (0.018)
—0.023 (0.030)
0.164 (0.086)+
0.003 (0.018)
0.001 (0.000)***
0.001 (0.000)***
0.114 (0.029)***
0.196 (0.032)***
0.037 (0.007)***
—0.035 (0.009)***
—0.003 (0.014)
—0.009 (0.016)
0.018 (0.007)*
0.001 (0.015)
—0.020 (0.010)+
—0.017 (0.018)

0.078 (0.047)+

—0.012 (0.008)
0.160 (0.031)***

—0.021 (0.029)

0.149 (0.071)*

0.004 (0.019)
0.001 (0.000)***
0.001 (0.000)***
0.117 (0.039)**
0.192 (0.029)***
0.038 (0.007)***
—0.038 (0.013)**

0.016 (0.007)*

—0.001 (0.013)
—0.020 (0.011)+
—0.022 (0.014)

0.048 (0.019)*

—0.012 (0.008)
0.140 (0.025)***

0.114 (0.033)***

0.001 (0.000)***
0.001 (0.000)***
0.113 (0.040)**
0.173 (0.036)***
0.039 (0.006)***
—0.034 (0.014)*

0.015 (0.006)*

—0.003 (0.011)
—0.018 (0.009)+
—0.014 (0.013)

0.150 (0.023)***

0.123 (0.031)***

*kk

0.001
0.002

0.000
0.000
0.131 (0.038
0.167 (0.034
0.038 (0.005)***
—0.033 (0.013)*

*xk

*xk

*kk

A,\,\/—\
o T T

—0.017 (0.009)+

Num. Obs.
AIC

BIC
Log.Lik.
RMSE

819
824.1
946.5

—386.062

0.39

830
825.9
929.7

—390.929

0.39

938
948.1
1045.0
—454.054
0.40

967
975.8
1048.9
—472.896
0.40

D.5 Data sharing

Participants could decide to share their responses with all the State of Crypto researchers
or only with researchers at Uni Mannheim, the data processor according to GDPR (par-
ticipants below 18 years old were automatically excluded from broader sharing). Here
we remove those participants who decided not to share more broadly their data, and
replicate the main results in Table D1o.
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Table Dg: Robustness check:
to-answer less than 5 sec.

removed inconsistent memecoin ownership and avg. time-

(1)

()

(3)

(4)

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

Crypto trader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.073 (0.043)+
0.006 (0.006)
—0.018 (0.008)*
0.168 (0.032)***
—0.003 (0.019)
~0.021 (0.032)
0.163 (0.093)+
—0.011 (0.016)
0.001 (0.000)***
0.001 (0.000)*
0.113 (0.034)***
0.202 (0.036)"**
0.037 (0.008)***
—0.036 (0.008)***
—0.002 (0.013)
—0.006 (0.017)
0.017 (0.007)*
0.003 (0.013)
—0.022 (0.010)*
—0.018 (0.019)

0.069 (0.046)

—0.014 (0.008)+
0.161 (0.032)***

~0.019 (0.031)
0.147 (0.078)+
—0.010 (0.017)
0.001 (0.000)***
0.001 (0.000)*
0.116 (0.042)**
0.196 (0.036)***
0.038 (0.007)***
—0.039 (0.012)***

0.016 (0.007)*
0.001 (0.012)
—0.022 (0.011)*
—0.023 (0.016)

0.040 (0.018)*

—0.013 (0.008)+
0.143 (0.025)***

0.108 (0.040)**

0.001 (0.000)***
0.001 (0.000)***
0.109 (0.042)**

0.171 (0.042)***
0.039 (0.006)***
—0.036 (0.013)**

0.015 (0.007)*

—0.001 (0.010)
—0.020 (0.009)*
—0.014 (0.014)

0.149 (0.023)***

0.120 (0.039)**

0.001 (0.000)***
0.001 (0.000)***
0.127 (0.040)**

0.166 (0.040)***
0.038 (0.005)"**
—0.035 (0.013)**

—0.020 (0.009)*

Num. Obs.
AIC

BIC
Log.Lik.
RMSE

801
808.6
930.4

—378.290

0.39

811
810.4
913.8

—383.218

0.39

916
930.9
1027.3
—445.440
0.40

943
954.4
1027.1
—462.176
0.40

D.6 Random-effect modeling

We also tried a different modeling approach, namely multilevel regressions. First, we
nested participants into continents, continent being a random effect (fixed effect re-
moved). Results are nearly identical (see Table D11); using region instead of continent
(13 groups instead of 6) as random effect, we obtain qualitatively very similar results (see
Table D12). The very low variance of both random effects indicates that after condition-
ing on individual characteristics, there is no meaningful continent-level or region-level
heterogeneity in memecoin adoption.

Appendix Chapter 7

A Additional Model Specifications

This appendix reports logistic regression results for models including a single category

of the control variables.
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Table D1o: Robustness check: Only those who agreed to share with all State of Crypto

researchers

(1)

(2)

(3)

(4)

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

Crypto trader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.102 (0.044)*
0.012 (0.005)*
—0.007 (0.012)
0.141 (0.037)***
—0.002 (0.014)
—0.029 (0.016)+
0.193 (0.062)**
0.005 (0.032)
0.001 (0.000)***
0.001 (0.000)*
0.138 (0.044)**
0.174 (0.041)***
0.038 (0.006)***
—0.034 (0.015)*
0.004 (0.015)
—0.009 (0.012)
0.016 (0.011)
0.002 (0.011)
—0.024 (0.011)*
—0.026 (0.020)

0.096 (0.043)*

—0.002 (0.012)
0.137 (0.035)***

—0.025 (0.016)
0.171 (0.061)**
0.004 (0.032)
0.001 (0.000)***
0.001 (0.000)*
0.140 (0.043)**
0.174 (0.040)***
0.040 (0.006)***
—0.036 (0.014)*

0.015 (0.011)
—0.001 (0.010)
—0.024 (0.011)*
—0.034 (0.020)+

0.062 (0.039)

—0.003 (0.012)
0.120 (0.033)***

0.142 (0.054)**

0.001 (0.000)***
0.001 (0.000)***
0.133 (0.041)**
0.152 (0.038)***
0.042 (0.005)***
—0.032 (0.013)*

0.014 (0.010)
0.001 (0.010)
—0.023 (0.011)*
—0.023 (0.018)

0.130 (0.032)***

0.141 (0.052)**

0.001 (0.000)***
0.001 (0.000)***
0.151 (0.041)"**
0.146 (0.037)"**
0.040 (0.005)***
—0.031 (0.013)*

—0.022 (0.010)*

Num. Obs.
AIC

BIC

Log Lik.
RMSE

771
773.3
894.2

—360.657

0.39

781
779.2
881.8

—367.623

0.39

889
898.8
994.6

—429.414

0.40

915
926.2
998.5

—448.094

0.40
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Table D11: Random-effect model, continent as random effect.

(1)

(2)

(3)

(4)

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

Crypto trader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.077 (0.041)+
0.007 (0.005)
—0.017 (0.012)
0.152 (0.036)***
—0.005 (0.014)
—0.028 (0.015)+
0.215 (0.058)***
0.001 (0.031)
0.001 (0.000)***
0.001 (0.000)*
0.129 (0.041)**
0.204 (0.039)***
0.038 (0.005)***
—0.030 (0.014)*
0.000 (0.014)
0.002 (0.011)
0.018 (0.011)+
0.003 (0.010)
—0.026 (0.011)*
—0.023 (0.019)

0.076 (0.041)+

—0.012 (0.011)
0.145 (0.034)***

—0.027 (0.015)+
0.194 (0.057)"**
0.001 (0.031)
0.001 (0.000)***
0.001 (0.000)*
0.128 (0.040)**
0.197 (0.038)***
0.039 (0.005)***
—0.033 (0.013)*

0.020 (0.010)+
0.002 (0.010)
—0.025 (0.011)*
—0.028 (0.019)

0.044 (0.038)

—0.012 (0.011)
0.130 (0.032)***

0.153 (0.052)**

0.001 (0.000)***
0.001 (0.000)***
0.123 (0.038)**
0.177 (0.037)***
0.041 (0.005)***
—0.029 (0.012)*

0.017 (0.010)+
0.000 (0.009)
—0.022 (0.010)*
—0.016 (0.018)

0.139 (0.031)***

0.157 (0.050)**

0.001 (0.000)***
0.001 (0.000)***
0.139 (0.038)"**
0.170 (0.036)***
0.040 (0.005)***
—0.028 (0.012)*

—0.020 (0.009)*

Num. Obs.
R2 Marg.
R2 Cond.
AIC

BIC

RMSE

856
0.490

869.3
973.9
0.40

867
0.488
0.488
872.0
957.8

0.40

984
0.458
0.463
1003.3
1081.5

0.40

1013
0.446
0.451

1031.7
1085.9
0.40
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Table D12:

Random-effect model, region as random effect.

(1)

(2)

(3)

(4)

Gender

Age

Edu

Know Meme

Know crypto no Meme
Know fin.

Crypto trader

Risk Seeking

When interested
Wealth inv.

Leverage

Has NFT

Num non-memecoins held
Need to belong

FOMO

KYC

Trust regulations
Scams

Taxes

Trust in Gov.

0.077 (0.041)+
0.007 (0.005)
—0.017 (0.012)
0.152 (0.036)***
—0.005 (0.014)
—0.028 (0.015)+
0.215 (0.058)***
0.001 (0.031)
0.001 (0.000)***
0.001 (0.000)*
0.129 (0.041)**
0.204 (0.039)***
0.038 (0.005)***
—0.030 (0.014)*
0.000 (0.014)
0.002 (0.011)
0.018 (0.011)+
0.003 (0.010)
—0.026 (0.011)*
—0.023 (0.019)

0.076 (0.041)+

—0.012 (0.011)
0.145 (0.034)***

—0.027 (0.015)+
0.195 (0.056)"**
0.001 (0.031)
0.001 (0.000)***
0.001 (0.000)*
0.128 (0.040)**
0.197 (0.038)***
0.039 (0.005)***
—0.032 (0.013)*

0.020 (0.010)+
0.002 (0.010)
—0.025 (0.011)*
—0.028 (0.018)

0.044 (0.038)

—0.013 (0.011)
0.129 (0.032)***

0.156 (0.052)**

0.001 (0.000)***
0.001 (0.000)***
0.125 (0.038)**
0.179 (0.037)***
0.041 (0.005)***
—0.029 (0.013)*

0.018 (0.010)+
0.000 (0.009)
—0.023 (0.010)*
—0.016 (0.018)

0.139 (0.031)***

0.159 (0.050)**

0.001 (0.000)***
0.001 (0.000)***
0.140 (0.038)***
0.172 (0.036)"**
0.040 (0.005)***
—0.027 (0.012)*

—0.020 (0.009)*

Num. Obs.
R2 Marg.
R2 Cond.
AIC

BIC

RMSE

856
0.490

869.3
973.9
0.40

867
0.488

872.0
957.8
0.40

984
0.460
0.462
1003.8
1082.1

0.40

1013
0.446
0.451

1032.2
1086.4
0.40
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Table D13: Only socio-demographics control variables

Trust in reg. KYC checks Taxes
Male —0.032 (0.039) —0.058" (0.026) —0.083 (0.059)
Age 0.011*  (0.005) 0.009 (0.009) 0.015* (0.006)
Education 0.030 (0.021) 0.059*** (0.012)  0.055*** (0.015)
When interested 0.001*** (0.000) 0.001** (0.000) 0.000 (0.000)
Works in crypto —0.067* (0.027) —0.027 (0.066) —0.037 (0.042)
Knows crypto —0.007 (0.011) —0.031 (0.029) —0.033*** (0.008)
Knows finance 0.032** (0.012) 0.034* (0.011) 0.048** (0.013)
Num.Obs. 912 822 925
AIC 1146.7 1073.8 1171.1
BIC 1209.3 1135.1 1233.9
Log.Lik. —560.348 —523.915 —572.565
RMSE 0.46 0.47 0.46

Table D14: Only investment-related control variables

Trust in reg. KYC checks Taxes
Wealth invested —0.002 (0.001) —0.003** (0.001) —0.003*** (0.000)
Num. of cryptos held —0.003 (0.005) —0.002 (0.006) 0.000 (0.005)
Has NFT —0.023 (0.017) —0.030 (0.048) 0.059 (0.038)
Has memecoins 0.007 (0.026) —0.046 (0.024) —0.085* (0.038)
Num.Obs. 1034 908 1056
AIC 1315.3 1159.2 1323.1
BIC 1364.7 1207.3 1372.7
Log.Lik. —647.652 —569.578 —651.560
RMSE 0.47 0.47 0.46

Table D15: Only attitudinal control variables

Trust in reg. KYC checks Taxes
Scams 0.043*** (0.011) 0.051*** (0.014) 0.074*** (0.009)
Mass control 0.025* (0.010)  0.003 (0.016)  0.034 (0.018)
Trust in Gov. 0.071* (0.035)  0.084 (0.055) 0.119*** (0.031)
Need to belong 0.059*** (0.016) 0.035* (0.017)  0.022 (0.014)
FoMO 0.015 (0.021) —0.019 (0.019) —0.016 (0.012)
Num.Obs. 1021 901 1041
AIC 1244.4 1158.0 1234.4
BIC 1298.6 1210.9 1288.8
Log.Lik. —611.213 —568.008 —606.182
RMSE 0.45 0.47 0.45

B Survey Implementation and Variable Definitions
B.1 Survey implementation details

The 2024/25 edition of the State of Crypto Survey was fielded between December 2024
and February 2025. Recruitment took place on several social media platforms, with tar-
geted advertisements on X and Reddit. The survey yielded 2,219 entries, of which 1,414
were fully completed. Participation was fully voluntary and not incentivized.

To maximise inclusiveness, the survey was translated into 30 languages. The most
common languages of completion are English (54.3%), Turkish (10.57%), Spanish (6.7%),
Ambharic (5.2%), Chinese (4.6%), German (3.1%), and Italian (3.1%). Respondents reported
locations in more than 150 countries, with the largest shares coming from Nigeria (9.1%),
Turkey (8.7%), Ethiopia (5.0%), Germany (4.2%), Spain (3.7%), and the United States (3.7%).
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On average, the survey lasted about 10 minutes.

B.2 Survey variables: wording and coding

Table D16: Explanatory variables: definitions and coding

Socio-demographic variables

Variable Code Definition

Male Male Dummy variable equal to 1 if the respondent identifies as male, o
otherwise.

Age Age Age group of the respondent at the time of the survey.

Education Education Highest level of education completed by the respondent.

Interest in cryp- When inter- Year when the respondent first became interested in cryptocurren-

tocurrencies ested cies.

Working in crypto  Works in  Dummy variable equal to 1 if the respondent works in the crypto

crypto sector, o otherwise.
Cryptocurrency lit- Knows crypto  Index measuring the respondent’s level of general cryptocurrency
eracy literacy.

Financial literacy Knows finance  Index measuring the respondent’s level of financial literacy.
Investment profile
Variable Code Definition
Wealth invested in  Wealth in-  Share (in %) of the respondent’s overall investment portfolio held in
cryptocurrencies vested cryptoassets.
Own NFT Has NFT Dummy variable equal to 1 if the respondent owns at least one NFT,
o otherwise.
Own memecoins Has  meme- Dummy variable equal to 1 if the respondent owns at least one
coins memecoin, o otherwise.
Number of different ~ Number of Number of different cryptocurrencies currently held by the respon-
cryptocurrencies cryptos held dent.
held
Attitudes towards crypto and society
Variable Code Definition
Scams Scams Perception of whether cryptocurrencies facilitate money laundering

Mass control

Trust
ment

Need to belong

in govern-

FoMO

Mass control
Trust in gov-
ernment

Need to belong

FoMO

and scams more than cash or other means of payment.

Degree to which the respondent is worried that cryptocurrencies
could be used as an instrument of mass control.

Degree to which the respondent thinks the government in the coun-
try where they live can be trusted to do what is right.

Self-reported strength of the respondent’s “need to belong” (desire
for social acceptance and inclusion).

Self-reported extent to which the respondent experiences FoMO
(fear of missing out).

C Descriptive Statistics

This appendix reports descriptive statistics of the control and dependent variables as
well as the cross-correlation matrix obtained from the observations used in regression

models.
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Table D17: Descriptive statistics

Mean SD Min Max  Median N
Male 0.84 0.37 0.00 1.00 1.00 966
Age 34.61 11.85 16.00 80.00 31.50 966
Education 2.87 1.28 0.00 5.00 3.00 966
When interested 125.20  44.70 1.00 192.00 133.00 966
Works in crypto 0.31 0.46 0.00 1.00 0.00 966
Knows crypto 2.40 1.44 0.00 5.00 2.00 966
Knows finance 1.57 1.00 0.00 3.00 2.00 966
Wealth invested 37.08 37.14 0.00 100.00 25.00 966
Number of cryptos held 3.24 3.62 0.00 28.00 2.00 966
Has NFT 0.26 0.44 0.00 1.00 0.00 966
Has memecoins 0.48 0.50 0.00 1.00 0.00 966
Scams 1.83 1.48 0.00 4.00 2.00 966
Mass control 1.53 1.31 0.00 4.00 1.00 966
Trust in Gov. 0.91 0.82 0.00 3.00 1.00 966
Need to belong 1.21 1.18 0.00 4.00 1.00 966
FoMO 1.36 1.10 0.00 4.00 1.00 966
Trust in reg. recoded 0.65 0.48 0.00 1.00 1.00 839
KYC checks recoded 0.60 0.49 0.00 1.00 1.00 753
Taxes recoded 0.38 0.49 0.00 1.00 0.00 854
Europe 0.33 0.47 0.00 1.00 0.00 966
Asia 0.28 0.45 0.00 1.00 0.00 966
Africa 0.24 0.43 0.00 1.00 0.00 966
North America 0.07 0.25 0.00 1.00 0.00 966
South America 0.07 0.26 0.00 1.00 0.00 966
Oceania 0.01 0.12 0.00 1.00 0.00 966




Table D18: Cross-correlation matrix based on the observation used in the regression models
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Has NFT -01  -.11 .04 .07 .04 -.06 26" 29" -02 .30 -.09-.03 .06  -.03.28""  -.08
When interested .02 -.03 -.12* .19"* .00 -10 -.04 -11 -.03 -.14"F .06 .01-.17"""-15"* -11
Knows crypto .04 -.06 .02  -.09 -.01 11 .21 26" -02 327" -11 .02 .09 .28"**
Knows finance .00 .04 .09 -28"* -o05 .23"* -06 -01 .06 .02 .10 .00 .08
Male .03 .06  .00-19"* 12 .02 -.03 .16™* .03 .10 .00-.09
Mass control -.06  -.06 .01 .02 .08 -.05 .00 -05 .00 -.01.18%
Scams -04 -01 -05 -.04 .01 .07 -.09 -.21%** 18" - 20™**
totCryptos -01  -.06 .06 -.06 .08  -.02 .18 39" -.09
Trust. Gov. .00 -.16** .00 -06 -.08 .22*** .03 -.14**
Wealth invested .03 -.05 .02 -.12" 12 .01 11
Works in crypto -.03 -.12  -.06 .28""* -04 -.12
Europe -.08 -.20™** -, 18" - 39™** - 43***
Asia -.08 -.18"** - 16™** -,35™**
Africa -.07 -.16% -15™*

North America -.03 -.07
South America -.03

(2033
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D Robustness Checks

D.1 Duplicate Responses

Participation to the survey was not gated, anyone with the access link could join it. A
cookie would remember if a survey has been already started, but this alone does not
ensure that the same person does not participate multiple times. Being the survey unin-
centivized, the risk is small, nonetheless herein we try to quantify multiple participation,
by looking for specific robustness check.

To investigate the issue, we created an index of similarity ranging from zero (fully
dissimilar) to one (identical), representing the share of identical answers to the questions
in the demographics section of the survey. The average similarity of any two users is
about o0.15; considering only those respondents who completed the survey, this number
increases to about 0.19. Note that this indicates a rather low level of similarity between
any two users; nonetheless, we used it as one of the baselines for the robustness checks
Here are all the sets for potentially duplicated responses:

 Chance: similarity score above 0.19;
« 50: similarity score above 50

« 75: similarity score above 75

For brevity, we report the regression results for the first model (Trust in reg.) and find
that the results are unchanged across all models.

and also applied a robustness check for respondents who shared the same IP, email,
or crypto address: we removed all such records. Sharing the same IP address is not
alarming; this is common, for example, among students in the same dorm or users of
the same Internet Service Provider (ISP) at different physical locations when IPs are
dynamically assigned. Sharing the same crypto or email address is more concerning, but
it does not, per se, mean that the same person took the survey twice. In fact, especially
in developing countries, the same physical computer and the same email address could
be shared among members of the same family, relatives, and friends.

We report the regression only for the first model, but the results are consistent across
all models.

D.2 Unlikely Sets of Answers

Some responses, or combinations of those, are less likely than others. We define the
following unlikely sets, which we use in the robustness analyses.

+ Retso: retired before age 30;
+ Docz2: holding a doctorate before age 22;
« AllCryptos: reporting ownership of all possible coins;

« BFzstd: bought the first crypto asset more than two standard deviations earlier than
the stated time of becoming interested in crypto;

« BFistd: bought the first crypto asset more than one standard deviation earlier than
the stated time of becoming interested in crypto.
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Table D19: Robustness checks for duplicated responses
Chance 50 75
Male ~0.012 (0.054)  —0.012 (0.051)  —0.025 (0.045)
Age 0.016** (0.005)  0.015* (0.005)  0.016** (0.006)
Education 0.019 (0.017) 0.017 (0.018) 0.020 (0.018)
When interested 0.001* (0.000) 0.001* (0.000) 0.001* (0.000)
Works in crypto —0.072* (0.029) —0.074** (0.027) —0.065* (0.030)
Knows crypto 0.014 (0.018) 0.015 (0.018) 0.017 (0.017)
Knows finance 0.006 (0.010) 0.009 (0.012) 0.009 (0.013)
Wealth invested —0.002** (0.001) —0.002** (0.001) —0.002** (0.001)
Num. of cryptos held —0.002 (0.005) —0.001 (0.005) 0.000 (0.005)
Has NFT —0.022 (0.018) —0.018 (0.016) —0.018 (0.015)
Has memecoins 0.012 (0.028) 0.012 (0.028) 0.004 (0.029)
Scams 0.037* (0.017)  0.036* (0.017)  0.037* (0.018)
Mass control 0.023 (0.012) 0.022* (0.011) 0.019* (0.009)
Trust in Gov. 0.070 (0.052) 0.069 (0.052) 0.071 (0.050)
Need to belong 0.070* (0.027) 0.070** (0.027) 0.067** (0.025)
FoMO 0.004 (0.030) 0.004 (0.030) 0.010 (0.029)
Num.Obs. 768 773 793
AIC 920.1 927.9 951.7
BIC 1022.3 1030.2 1054.6
Log.Lik. —438.062 —441.944 —453.856
RMSE 0.44 0.44 0.44
Table D2o: Robustness checks for IP, email, crypto
P Email Crypto
Male —0.017 (0.056) —0.029 (0.044) —0.049 (0.038)
Age 0.016** (0.005) 0.016** (0.005) 0.016** (0.006)
Education 0.021 (0.017) 0.021 (0.015) 0.022 (0.016)
When interested 0.001 (0.001) 0.001* (0.000) 0.001* (0.000)
Works in crypto —0.054 (0.029) —0.071* (0.027) —0.056 (0.031)
Knows crypto 0.015 (0.019) 0.017 (0.018) 0.018 (0.014)
Knows finance 0.010 (0.011) 0.005 (0.011) 0.010 (0.014)
Wealth invested ~0.002** (0.001) —0.002** (0.001)  —0.002* (0.001)
Num. of cryptos held —0.003 (0.005) 0.000 (0.005) —0.001 (0.005)
Has NFT —0.022 (0.018) —0.025 (0.018) —0.023** (0.008)
Has memecoins 0.011 (0.031) 0.002 (0.024) 0.006 (0.023)
Scams 0.037* (0.018) 0.035* (0.017) 0.036* (0.016)
Mass control 0.024 (0.013) 0.021* (0.010) 0.018* (0.009)
Trust in Gov. 0.067 (0.053) 0.070 (0.050) 0.075 (0.047)
Need to belong 0.069** (0.026)  0.065** (0.025)  0.063** (0.024)
FoMO 0.002 (0.030) 0.009 (0.030) 0.009 (0.029)
Num.Obs. 772 790 815
AIC 922.5 941.9 971.3
BIC 1024.8 1044.7 1074.8
Log.Lik. —439.241 —448.969 —463.653
RMSE 0.44 0.44 0.44
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Table D21: Robustness checks for unlikely responses

Retso Doc22 AllCryptos BF1std BFastd

Male —0.048 (0.038) —0.048 (0.038) —0.048 (0.037) —0.037 (0.039) —0.040 (0.041)
Age 0.016 (0.005) 0.016™ (0.006)  0.016™ (0.006) 0.016* (0.006) 0.016* (0.006)
Education 0.020 (0.016) 0.022 (0.016) 0.023 (0.016) 0.023 (0.017)  0.027 (0.017)
When interested 0.001* (0.000)  0.001* (0.000) 0.001* (0.000)  0.001* (0.000) 0.001* (0.000)
Works in crypto —0.057 (0.031) —0.056 (0.031) —0.060 (0.032) —0.064 (0.036) —0.070 (0.049)
Knows crypto 0.018 (0.014) 0.018 (0.014) 0.017 (0.014) 0.024 (0.014) 0.024 (0.016)
Knows finance 0.010 (0.014) 0.010 (0.014) 0.011  (0.014) 0.005 (0.015)  0.006 (0.012)
Wealth invested —0.002* (0.001) —0.002* (0.001) —0.002* (0.001) —0.001* (0.001) —0.002* (0.001)
Num. of cryptos held —0.001 (0.005) —0.001 (0.005) 0.001 (0.005) —0.001 (0.005) —0.001 (0.005)
Has NFT —0.025" (0.008) —0.023** (0.008) —0.026™* (0.007) —0.032** (0.011) —0.038 (0.020)
Has memecoins 0.006 (0.023) 0.006 (0.023) 0.003 (0.022) —0.007 (0.023) —0.001 (0.023)
Scams 0.036* (0.016)  0.036* (0.016) 0.036* (0.016)  0.035" (0.016) 0.034 (0.018)
Mass control 0.018 (0.009)  0.018* (0.009) 0.017 (0.009)  0.018* (0.008) 0.015* (0.006)
Trust in Gov. 0.075 (0.047) 0.075 (0.047) 0.073  (0.046) 0.075 (0.048)  0.069 (0.042)
Need to belong 0.063* (0.023) 0.064* (0.024) 0.064™ (0.023) 0.066™ (0.025) 0.067** (0.024)
FoMO 0.009 (0.029) 0.009 (0.029) 0.011  (0.029) 0.008 (0.031)  0.002 (0.029)
Num.Obs. 814 818 814 792 745

AIC 968.8 971.7 967.8 944.0 891.5

BIC 1072.2 1075.3 1071.3 1046.8 993.0
Log.Lik. —462.396 —463.854 —461.921 —450.002 —423.745
RMSE 0.44 0.44 0.44 0.44 0.44

D.3 Geolocation

We geolocated the IP addresses of all respondents and compared them with their self-
reported country of residence. In sum, we define the following set that we test in the
robustness analysis:

« IP mismatch: country of residence and IP do not match.

We reported the results for all three logistic regression models.

D.4 Response Times

We monitored response times throughout the survey. As preregistered, we excluded re-
spondents whose completion times for either the overall survey or any section were
faster than two standard deviations below the mean; to prevent undue influence of
extreme delays, cases taking longer than one hour were removed from the standard-
deviation computation.

For the main analyses, we implemented an item-level filter: all responses with time-
per-answer < 3 seconds were excluded. We also computed a robustness check with
removing the respondents with time-per-answer < 5 seconds.

D.5 Bot Detection

Unlike [44], we did not use bots honeypots because the captcha proved reliable in the
previous survey and this allowed us a leaner and more accessible setup.

E Ethical and regulatory clearance

Prior to launching our survey, we preregistered our research at AsPredicted.org (https:
//osf.io/5unmg?view_only=82ab1b433b6e4759a3a510e21f3897ef). Most


https://osf.io/5unmq?view_only=82ab1b433b6e4759a3a510e21f3897ef
https://osf.io/5unmq?view_only=82ab1b433b6e4759a3a510e21f3897ef
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Table D22: Robustness checks for Geolocation

Trust in reg. KYC checks Taxes
Male ~0.051 (0.038) —0.014 (0.037)  —0.030 (0.037)
Age 0.017* (0.007) 0.013 (0.008)  0.023*** (0.004)
Education 0.022 (0.018)  0.047* (0.012) 0.037*** (0.011)
When interested 0.001** (0.000) 0.001*  (0.000) 0.000 (0.000)
Works in crypto —0.064 (0.035) —0.015 (0.060)  —0.058** (0.022)
Knows crypto 0.024 (0.016) 0.001 (0.019) 0.001 (0.008)
Knows finance —0.002 (0.014) —0.007 (0.014) 0.017 (0.019)
Wealth invested —0.002* (0.001) —0.002** (0.001) —0.002*** (0.000)
Num. of cryptos held 0.000 (0.004) 0.001 (0.006) 0.005 (0.007)
Has NFT —0.014 (0.015) —0.078 (0.053) 0.087 (0.051)
Has memecoins —0.001 (0.021) —0.077* (0.031) —0.077*  (0.037)
Scams 0.039* (0.017)  0.036*** (0.010)  0.046*** (0.009)
Mass control 0.008 (0.011)  —0.006 (0.016)  0.028"* (0.010)
Trust in Gov. 0.090* (0.045) 0.097**  (0.034) 0.101***  (0.026)
Need to belong 0.058* (0.027) 0.018 (0.010) 0.036  (0.020)
FoMO 0.012 (0.027) —0.004 (0.022) —0.025 (0.017)
Num.Obs. 699 619 714
AIC 813.2 741.9 813.4
BIC 913.3 839.3 914.0
Log.Lik. —384.581 —348.966 —384.724
RMSE 0.43 0.44 0.43

Table D23: Robustness checks for time-per-answer < 5 seconds

Trust in reg. KYC checks Taxes
Male —0.048 (0.038) —0.009 (0.021) —0.073*  (0.034)
Age 0.016™ (0.006) 0.012 (0.008) 0.021***  (0.005)
Education 0.022 (0.016) 0.056***  (0.009) 0.033* (0.016)
When interested 0.001* (0.000) 0.001*  (0.000) 0.000 (0.000)
Works in crypto —0.056 (0.031) 0.001 (0.063) —0.041*  (0.018)
Knows crypto 0.018 (0.014) —0.002 (0.024) —0.001 (0.010)
Knows finance 0.010 (0.014) —0.001 (0.012) 0.025 (0.018)
Wealth invested —0.002* (0.001) —0.002*** (0.001) —0.002*** (0.000)
Num. of cryptos held —0.001 (0.005) 0.000 (0.007) 0.003 (0.007)
Has NFT —0.023** (0.008) —0.063 (0.067) 0.067 (0.047)
Has memecoins 0.006 (0.023) —0.049 (0.029) —0.059 (0.031)
Scams 0.036* (0.016) 0.031***  (0.009) 0.054***  (0.010)
Mass control 0.018* (0.009) —0.010 (0.012) 0.024* (0.010)
Trust in Gov. 0.075 (0.047) 0.088**  (0.033) 0.108***  (0.017)
Need to belong 0.064** (0.024) 0.028* (0.012) 0.029 (0.020)
FoMO 0.009 (0.029) —0.014 (0.017) —0.014 (0.020)
Num.Obs. 818 731 832
AIC 971.7 886.8 949.5
BIC 1075.3 987.8 1053.4
Log.Lik. —463.854 —421.375 —452.745
RMSE 0.44 0.44 0.43
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importantly, we obtained ethical review clearance from the Ethics Committee of the
University of Mannheim (EK Mannheim 40/2023) and worked thoroughly with the Data
Protection Team of the University of Mannheim to verify the compliance of our methods
and infrastructure with the GDPR regulations.

E.1 Internal Consistency

Table D24: Descriptive Statistics and Correlations for Regulatory Items

Variable Mean SD Min Max (1) (2)
Regulations (1) 0.632 0482 o 1 —

KYC (2) 0.594 0.491 0 1 0.39"** —
Taxes (3) 0.372 0.484 0 1 0.33"  0.27"

Note: *** p < .001.

To assess whether the three regulatory-attitudes items captured a common underly-
ing construct, we estimated a one-factor maximum likelihood factor analysis (with vari-
max rotation). The factor loadings indicate that all three items load on a single latent
dimension (Regulations = 0.68, KYC = 0.56, Taxes = 0.48). These values fall within the
typical range for short attitudinal scales and suggest that each item contributes meaning-
fully to the shared construct. The corresponding uniqueness values (0.53, 0.68, and 0.77)
show that although the items share common variance, each also retains item-specific
variance, which is expected given that they measure distinct facets of regulatory atti-
tudes. The single factor accounts for 34% of the total variance (SS = 1.02), a level con-
sistent with other concise three-item attitudinal measures. Taken together, these results
support treating the items as indicators of a unidimensional regulatory-attitudes scale.

A principal components analysis of the correlation matrix further reinforces this con-
clusion. The first principal component accounts for 55.3% of the total variance, indicat-
ing a substantial shared regulatory-attitude dimension underlying all three indicators.
The remaining variance is distributed across the second (24.6%) and third (20.2%) com-
ponents, reflecting item-specific content differences, namely trust in regulation, identity
verification requirements, and taxation—rather than coherent secondary dimensions.

Finally, we assessed the internal consistency of the three indicators. Corrected item-total
correlations are moderate to strong (0.46-0.55), and all items exhibit positive r.drop val-
ues (0.35-0.42), indicating that each contributes to the overall reliability of the scale.
These values fall within the expected range for a three-item attitudinal measure. As an-
ticipated, the taxation item shows slightly weaker psychometric performance than the
items measuring trust in regulation and support for identity checks, consistent with its
narrower substantive focus. Overall, the three items demonstrate acceptable internal
consistency while capturing complementary aspects of respondents’ regulatory prefer-
ences.

In summary, the factor analysis, principal components analysis, and internal con-
sistency metrics all converge to show that the three items jointly form a coherent and
empirically defensible unidimensional measure of regulatory attitudes.
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Appendix Chapter 9

A Derivatives contracts in traditional finance

This section provides additional details on the derivative securities traded in traditional
financial markets discussed in Section 9.2. We outline their main properties, how they
are traded, and describe their payoff functions. This serves as a support for readers that
are not familiar with such concepts. A deeper discussion can be found in [163].

Forward contracts are contracts between two parties to buy or sell an asset at a spec-
ified future date 7" for a price previously agreed upon, the delivery price K. It differs from
the spot price, Sy, the price one would pay for immediate delivery (i.e., at time ¢ = 0) of
the asset. The party agreeing to buy opens a long position, whereas the one agreeing to
sell opens a short position. The delivery price can differ from the spot price at maturity
St, that is, the actual spot price on the day the contract expires — and this determines
the profitability of the contract for the involved parties. The payoffs of the buyer and
seller are respectively given by the formulas:

Hb:ST—K, Hs:K_ST

Figure 11.5 illustrates graphically how the payoff of a long position changes as a
function of S7. The payoff of a short position is symmetrical with respect to the x-axis.

Forwards are private, non-standardized, large-size contracts whose terms (e.g., quan-
tity, quality, expiration) can be negotiated directly between the parties. These types of
contracts are traded in over-the-counter (OTC) markets, typically by large institutional
participants, interacting through a network of brokers or electronic communication net-
works. In contrast to exchange markets with visible order books and transparent price
discovery, in OTC markets, prices are set by large financial institutions that act as mar-
ket makers, i.e. they provide liquidity by quoting buy and sell prices at which they are
ready to accept incoming orders. Typically, forwards have one specified delivery date
and are settled at the end of the contract term.

Payoff Long Position:
(1) =5 —K
K Spot Price
(S7)

Figure 11.5: Payoff diagram with the spot price at expiration (S7) on the x-axis and the
payoff on the y-axis.
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Payoft Payoft
(II) (II)
Call option holder Put option holder
max (St — K, 0) . max(K — St,0)
P ________ K- Spot Price K Spot Price
Profit ( ST) Profit ( ST)

Figure 11.6: Payoff diagram with the spot price at expiration (S7) on the x-axis and the
payoff on the y-axis.

Futures are similar to forward contracts; however, these are standardized and more
liquid contracts whose terms are uniform across markets. Therefore, futures are traded
primarily in exchange-traded markets. Buyers and sellers submit their orders to the
exchange. Orders are organized into an order-book that sorts them based on price and
quantity bidded (or asked). Orders are then matched according to specific algorithms.
When this occurs, a trade is executed, and orders are cleared from the order-book. The
price discovery is the process by which an asset price is determined through supply and
demand in the marketplace.

In terms of mathematical structure at expiration, both forward and future contracts
have identical payoff functions.

The main difference resides in that futures contracts are settled on a daily basis, while
forward contracts are settled only at expiration. Users entering into a future contract
are required to deposit an amount known as the initial margin, i.e. a percentage of the
contract’s total value, to ensure they can fulfill their obligations. As futures are traded,
their value might vary. At the end of each trading day, a trade reflecting such changes is
settled, leading to funds moving from long to short positions (or vice versa). This process
is called marking-to-market. Thus, gains or losses are realized incrementally each day
as the contract price changes.

Options are instruments that grant the possibility, but not the obligation, to exercise
a certain right on an underlying asset within a specific period. The most common ones
are call and put options. They respectively allow the option buyer (holder) to purchase
or sell the underlying asset at a strike (also called exercise) price /. The seller of the
option is also called the writer. American and European options, respectively, refer to
contracts that can be exercised at any time or only on the expiration date itself.

In terms of payoff functions, the payoffs of the holder and writer of a call option are
respectively given by the formulas:

I — ST—K lfST>K o K—ST lfST>K
"0 ifS; < K “ 70 ifS;, < K

The payoffs of the holder and writer of a put option are respectively given by the
formulas:

o itsp>x - fo if Sp > K
b K—ST lfST<K Yo ST—K lfST<K
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Notably, the holder of the option must pay, for this right, a premium to the writer of
the option. Therefore, the final profit accounts for the premium paid (received) to buy
(sell) the option. Figure 11.5 illustrates graphically how the payoft and profit of a call
(left) and put (right) position changes for the holder as a function of S7. The payoff of
a short position is symmetrical with respect to the x-axis. The buyer’s maximum loss is
limited to the original purchase price of the option contract, while its potential gains are
theoretically unlimited if the spot price rises far above the strike price.

B Data resources

Table D25 reports the data sources used for this study.

C Perpetuals Protocols - Fees

D Formal Definitions and Formulas

This appendix provides compact formal definitions for the metrics used in Section 9.7.

Notation and Conventions
« P;: underlying mark (or spot) price at time #; Pepyy: entry mark.
« (Q: signed exposure in units of underlying for perpetuals () > 0 long, () < 0 short).
« (' posted collateral at entry (assume net of upfront entry fees unless noted).

« L: leverage; NV: notional exposure at entry.

S € {+1, —1}: position sign (41 long, —1 short).
o Fopen, Fuiose: one-off execution fees at entry/exit (trading, gas, price impact).
« ®,: cumulative time-dependent fees up to ¢ (funding, borrowing, stability, etc.).

* Ty: maintenance margin rate; M, ;: maintenance margin requirement at .

D.1 Perpetual Futures

Position size and notional value

CL
QR = , NV = C' x L. (11.1)
Pentry
Unrealized and realized PnL
UPnL; = S Q (P — Penury), (11.2)
RPnL; = UPnL; — Fopen — Foiose — P4 (11.3)

Funding and borrowing. With per-interval funding rate F; over At:

FundingPayment, = S X NV x F; x At. (11.4)
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Table D25: Data resources on DeFi protocols and documentation

Source Description Link

Alchemix Official Documentation https://docs.alchemix.fi/

Derive Official Documentation https://docs.derive.xyz/docs/about-der
ive

Deri Official Documentation https://docs.deri.io/

Deri V4 white paper https://github.com/deri-protocol/whitep
aper/blob/master/deri_v4_whitepaper.pdf

Deri V3 white paper https://github.com/deri-protocol/whitep
aper/blob/master/deri_v3_whitepaper.pdf

Deri V2 white paper https://github.com/deri-protocol/whitep
aper/blob/master/deri_v2_whitepaper.pdf

Deri V1 white paper https://github.com/deri-protocol/whitep
aper/blob/master/deri_whitepaper.pdf

Deri white paper Exchange Everlast- https://github.com/deri-protocol/whitep

ing Option aper/blob/master/deri_everlasting opti

ons_whitepaper.pdf

Deri white paper Pricing Everlasting https://github.com/deri-protocol/whitep

Option with Interest Rate aper/blob/master/deri_everlasting opti

ons_with_interst_rate.pdf

Deri white paper Pricing Everlasting https://github.com/deri-protocol/whitep

Drift Protocol v2
Drift Protocol vo

dydX
dydX
GammaSwap
GMX
Hegic
Hegic

Hyperliquid
Jupiter

Jupiter
Metronome

Opyn
Paradigm

Paradigm
Paradigm
Paradigm
Perp v2
Solscan

Solscan

Synthetix
Taiga
Youves
Youves

Option

Official Documentation
White Paper

Support Documentation
Official Documentation
Official Documentation
Official Documentation
Official Documentation
White Paper

Official Documentation
Support Documentation
Developer Documentation

Official Documentation

Official Documentation
White Paper Power Perpetuals

Everything is a perp

Floor Perps

Everlasting Option

Official Documentation

2° Perp On-chain Transaction

1° Perp On-chain Transaction

Official Documentation
Official Documentation
Official Documentation
White Paper

aper/blob/master/Pricing Continuously_
Funded_Everlasting_Options.pdf
https://docs.drift.trade/
https://cdn.prod.website-files.com/611
580035ad59b20437eb024/61293b57e€3103934
ddc5535f_v0%20Devnet%20Feature%20Paper
%20-%20Revision%201.1.pdf
https://help.dydx.trade/en/
https://docs.dydx.exchange/
https://docs.gammaswap.com/
https://gmx-docs.io/docs/intro/
https://www.hegic.co/app#/learn/
https://github.com/hegic/whitepaper/bl
ob/master/Hegic%20Protocol%20Whitepape
r.pdf
https://hyperliquid.gitbook.io/hyperli
quid-docs
https://support.jup.ag/hc/en-us
https://dev.jup.ag/
https://docs.metronome.io/metronome-2.0
/master
https://opyn.gitbook.io/opyn-hub
https://www.paradigm.xyz/2021/08/power
-perpetuals
https://www.paradigm.xyz/2024/03/every
thing-is-a-perp
https://www.paradigm.xyz/2021/08/floor
-perps
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Table D26: Glossary of technical terms used in perpetual-futures fee tables

Term Meaning
Ask price Lowest price at which a seller is currently willing to sell the asset.
Bid price Highest price at which a buyer is currently willing to purchase the asset.

Index price

Mid-price
EWMA

Oracle price

Funding fee / funding rate

Borrow fee

Utilization ratio

Clamp function
Price-impact fee

Maker / taker

Volume-weighted average of spot prices across several exchanges, used as the “fair” ref-
erence price for the perpetual contract.
Simple average of best bid and best ask: w.

Moving average that gives more weight to recent prices; decay factor is chosen by the
protocol (e.g. 1-hour window).

Price delivered by an external data feed (oracle) rather than the protocol’s own order
book.

Hourly (or 8-hour, etc.) payment exchanged between long and short traders to keep
the perp price aligned with the index price. Positive funding means longs pay shorts;
negative means the opposite.

Interest charged for borrowing liquidity from the pool (leveraged positions). Computed
continuously, settled hourly.

Locked liquidity =+ Total liquidity in pool; indicates how “full” the lending pool is.

clamp(z, a, b) limits a value x to the interval [a, b]; values below a return a, above b
return b. Used in Hyperliquid’s funding formula.

Extra spread charged when a trade is large enough to move the pool price beyond a set
threshold.

Fee schedule where “makers” add liquidity (post orders) and “takers” remove it (hit ex-

isting orders); makers usually pay lower fees.
Relative difference between the perp market price and the index price; determines who
pays the funding fee.

Premium (funding premium)

Position equity and margining,.

Equ1tyt = CO + UPnLt — q)t7 Mm,t = Tm NVt (11.5)

Liquidation is triggered when Equity, < M,, ;.

D.2 Options (Expiring and Everlasting)

Position value and PnL (mark-to-market). Let n be the number of contracts and
r the contract multiplier (set k=1 if not applicable). Entry premium per contract is m;
mark value per contract at time ¢ is V.

UPnL; = snk (V; — 7), (11.6)
RPnL; = UPnL; — Fipen — Fiiose — P4 (11.7)
At expiry T with strike K:
Pr—K,0 11
Vr = max(Pr /0) - call, (11.8)
max(K — Pr,0) put.

For everlasting options, some designs apply a funding term to align the perpetual op-
tion’s mark with a benchmark. When present, this accrues in the same way as perps and
falls within the scope of the function ®;.

D.3 Synthetic Protocols

(©)

User posts c units of collateral with price Pt(c) (collateral value V! = ¢ P,"’) and mints

Q"™ units of a synthetic with reference price Pt(U) (debt value V3t = sttht(U)).
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Minimum collateralization:

Vcoll P(C)
: - e Z C’-Rmin~ (11'9)

CR; =
t ‘/tdebt stnth Pt(U )

PnL for investors With entry/exit reference prices Pe(lf{r)y and Pj,f{t) on a net holding
of stnth:

RPnL = Q™ (Pe(gt) — Pe(gr)y) — Fopen — Fliose. (11.10)
Liquidation Liquidation triggers when C'R, < CRyq; liquidators (or an automated

module) burn synths, seize collateral up to a penalty, and target a post-liquidation C'R
above threshold.
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