
UNIVERSITÀ DEGLI STUDI DI TRIESTE

XXXIV CICLO DEL DOTTORATO DI RICERCA IN

SCIENZE DELLA TERRA, FLUIDODINAMICA E MATEMATICA.

INTERAZIONI E METODICHE.

Deep Learning for Abstraction, Control and Monitoring of Complex

Cyber-Physical Systems

Settore scientifico-disciplinare: INF-01

DOTTORANDA

FRANCESCA CAIROLI

COORDINATORE

PROF. STEFANO MASET

SUPERVISORE DI TESI

PROF. LUCA BORTOLUSSI

ANNO ACCADEMICO 2020/2021





UNIVERSITÀ DEGLI STUDI DI TRIESTE

XXXIV CICLO DEL DOTTORATO DI RICERCA IN

SCIENZE DELLA TERRA, FLUIDODINAMICA E MATEMATICA.

INTERAZIONI E METODICHE.

Deep Learning for Abstraction, Control and Monitoring of Complex
Cyber-Physical Systems

Settore scientifico-disciplinare: INF-01

DOTTORANDA

FRANCESCA CAIROLI

COORDINATORE

PROF. STEFANO MASET

SUPERVISORE DI TESI

PROF. LUCA BORTOLUSSI

ANNO ACCADEMICO 2020/2021



2



3

First of all, I would like to start this thesis by thanking all the people and
the things, material and immaterial, that enriched this journey as it is even
more important than the destination itself.

The first person I want to thank is Luca Bortolussi, he earned this privi-
lege by being a guide to me for quite a long time now. He made me consider
academia in the first place, he showed me it could be fun and he taught
me how to have a playful approach to problem-solving. He encouraged me
in being proactive and independent. Most of all, Luca went along with my
“rebellious and revolutionary” nature and recognized and valued my own tal-
ents. His support may seem unconventional, but, in the end, he is always
there when you need it the most.

The second academic guide I would like to thank is Nicola Paoletti. He
has been more of a co-supervisor than a co-author to me. Nicola has been
extremely supportive and understanding and he introduced me to the magic
art of “how to write a good paper”. Visiting him in London has been an
intense learning opportunity.

My sincere thanks go to the reviewers: Sriram Sankaranarayanan and
Jyotirmoy Deshmukh. I thank them for their nice and encouraging words
about my work, but, even more, I thank them for their constructive feedback.
Their contribution definitely improved the quality and the readability of this
thesis.

Finally, I thank all the students I taught or co-supervised, all my collab-
orators and all my co-authors.

* * *

On the personal side, I feel extremely lucky to have so many people I
would like to thank. I promise I will try not to exceed the cheesiness allowed
here. Do expect personal notes though.

I start by thanking all the PhD colleagues, the old and the new ones, for
making the university a brighter place. We are becoming quite a crowd, so
I explicitly mention only Gloria and Ginevra for sharing the office, and thus
every emotion, with me. The university gave me an office and two special
friends emerged out of it. I also thank the large, and expanding, group of



4

data scientists for their daily vitality and enthusiasm. In particular, I thank
Laura for being a faithful friend, a fellow traveller and a good example. I
must also thank all the good and bad music that helped me through the
writing of this thesis.

I thank Ester and Vinicio for being the warmest and strongest little family
I could desire. You are my home.

I thank Laura Pomicino for teaching me to listen carefully and to respect
all of my emotions. Your help is invaluable as it permeates everything. I
thank rock climbing and the mountains in general for always being there,
for teaching me not to give up and for making my strength, my persistence
and my resilience extremely tangible. I thank Laura Pauluzzi and Calice
for being two wise and sensitive counsellors. I thank “I Corsari delle Giulie”
for the adventures and the good moods and “La scuola di alpinismo Emilio
Comici” for making me feel like a real alpinist. My self-esteem is grateful to
you all.

I thank the Mellon, for being the best group of friends. Your presence
has been, and still is, the lighthouse of my journey. I thank all the people
that entered my life during these years. The old ones, the new ones and all
those that will travel with me in this transition to a new chapter. Among
all, I thank Giacomo who is walking by my side right now and who is filling
my days with love. I thank Trieste for being my welcoming home every day.
In particular, I thank la Napo e la Valle for being my safe spots.

Last but not least, I thank myself for making it to the end with a vibrant
desire to keep going.

There is no room here to mention all the people that made this journey
unique, but I am sure that there is enough room in my heart. Cheesiness
limit exceeded.



Deep Learning for Abstraction, Control
and Monitoring of Complex

Cyber-Physical Systems

PhD Student: Francesca Cairoli
Supervisor: Luca Bortolussi



2



Eadem mutata resurgo.

Jakob Bernoulli



4



Contents

1 Introduction 17

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

1.1.1 Modeling . . . . . . . . . . . . . . . . . . . . . . . . . 18

1.1.2 Controller Design . . . . . . . . . . . . . . . . . . . . . 19

1.1.3 Testing and Verification . . . . . . . . . . . . . . . . . 19

1.2 Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

1.3 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

1.4 Structure of the Thesis . . . . . . . . . . . . . . . . . . . . . . 25

I Background and Literature 27

2 Modeling, Control and Verification 29

2.1 Hybrid Systems Theory . . . . . . . . . . . . . . . . . . . . . 29

2.1.1 Hybrid Automata (HA) . . . . . . . . . . . . . . . . . 30

2.1.2 Chemical Reaction Networks and Stochastic Simulation 40

2.2 Signal Temporal Logic (STL) . . . . . . . . . . . . . . . . . . 44

2.2.1 STL semantics . . . . . . . . . . . . . . . . . . . . . . 44

5



6 CONTENTS

2.3 Control of a CPS . . . . . . . . . . . . . . . . . . . . . . . . . 47

2.3.1 Markov Decision Process . . . . . . . . . . . . . . . . . 47

2.3.2 Controller synthesis . . . . . . . . . . . . . . . . . . . . 49

2.4 Verification of a CPS . . . . . . . . . . . . . . . . . . . . . . . 51

2.4.1 Verification as a reachability problem . . . . . . . . . . 51

3 Learning Algorithms 57

3.1 Supervised Learning . . . . . . . . . . . . . . . . . . . . . . . 58

3.1.1 Deep Neural Networks . . . . . . . . . . . . . . . . . . 59

3.2 Unsupervised Learning . . . . . . . . . . . . . . . . . . . . . . 62

3.2.1 Generative Adversarial Nets . . . . . . . . . . . . . . . 63

3.3 Uncertainty quantification . . . . . . . . . . . . . . . . . . . . 71

3.3.1 Bayesian Neural Networks for classification . . . . . . . 72

3.3.2 Conformal Predictions . . . . . . . . . . . . . . . . . . 75

II Contributions 83

4 Abstraction 85

4.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . 87

4.1.1 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . 87

4.1.2 Learning an abstraction . . . . . . . . . . . . . . . . . 88

4.1.3 Dataset Generation . . . . . . . . . . . . . . . . . . . . 90

4.1.4 cWCGAN-GP architecture . . . . . . . . . . . . . . . . 90

4.1.5 Model Training . . . . . . . . . . . . . . . . . . . . . . 91



CONTENTS 7

4.2 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . 93

4.2.1 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

4.2.2 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . 108

4.3 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

5 Control 115

5.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . 116

5.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

5.3 Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

5.3.1 Cart-Pole balancing . . . . . . . . . . . . . . . . . . . . 123

5.3.2 Car platooning . . . . . . . . . . . . . . . . . . . . . . 126

5.4 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

6 Monitoring 133

6.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . 134

6.1.1 Uncertainty-based error detection . . . . . . . . . . . . 139

6.2 Uncertainty quantification in Neural Predictive Monitoring . . 142

6.3 Uncertainty-based Rejection Criteria . . . . . . . . . . . . . . 144

6.3.1 Frequentist error detection via Support Vector
Classification (SVC) . . . . . . . . . . . . . . . . . . . 145

6.3.2 Bayesian error detection via Gaussian Process
Classification (GPC) . . . . . . . . . . . . . . . . . . . 147

6.4 Active Learning . . . . . . . . . . . . . . . . . . . . . . . . . . 150

6.4.1 General active learning algorithm . . . . . . . . . . . . 151

6.4.2 Frequentist active learning algorithm . . . . . . . . . . 153



8 CONTENTS

6.5 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . 155

6.5.1 Case Studies . . . . . . . . . . . . . . . . . . . . . . . . 156

6.5.2 Performance measures . . . . . . . . . . . . . . . . . . 161

6.5.3 Results under Full Observability . . . . . . . . . . . . . 163

6.5.4 Results under Partial Observability . . . . . . . . . . . 176

6.6 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . 185

6.7 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190

7 Conclusions 193

7.1 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . 193

Appendices 213

A Abstraction 215

B Monitoring 221



CONTENTS 9

Acknowledgements

All the contributions presented in this thesis have been published. In partic-
ular: Chapter 4 is based on [1], coauthored by Luca Bortolussi and Ginevra
Carbone, both from the University of Trieste. Chapter 5 is based on [2],
a joint work with Luca Bortolussi, Ginevra Carbone, Francesco Franchina
and Enrico Regolin, all from the University of Trieste. Chapter 6 is based
on [3] and [4], both coauthored by Luca Bortolussi, University of Trieste, and
Nicola Paoletti, Royal Holloway University and King’s College, London.

All these works have been partially supported by the PRIN project “SE-
DUCE” n. 2017TWRCNB.



10 CONTENTS



CONTENTS 11

Abstract

Cyber-Physical Systems (CPS) consist of digital devices that interact with
some physical components. Their popularity and complexity are growing
exponentially, giving birth to new, previously unexplored, safety-critical ap-
plication domains. As CPS permeate our daily lives, it becomes imperative
to reason about their reliability. Formal methods provide rigorous techniques
for verification, control and synthesis of safe and reliable CPS. However, these
methods do not scale with the complexity of the system, thus their applica-
bility to real-world problems is limited. A promising strategy is to leverage
deep learning techniques to tackle the scalability issue of formal methods,
transforming unfeasible problems into approximately solvable ones. The ap-
proximate models are trained over observations which are solutions of the
formal problem. In this thesis, we focus on the following tasks, which are
computationally challenging: the modeling and the simulation of a complex
stochastic model, the design of a safe and robust control policy for a sys-
tem acting in a highly uncertain environment and the runtime verification
problem under full or partial observability. Our approaches, based on deep
learning, are indeed applicable to real-world complex and safety-critical sys-
tems acting under strict real-time constraints and in presence of a significant
amount of uncertainty.
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µ measurement function
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Chapter 1

Introduction

1.1 Motivation

The Internet of Things, or IoT, integrates small computing devices with the
surrounding physical world governed by the laws of physics. This physi-
cal environment is populated by humans and by animated and inanimate
objects. These devices can communicate with one another (via specific wire-
less communication protocols), can sense part of the outside world (through
micro-sensors) and can actuate the computed decisions/actions (via some
micro-controllers, known as actuators). The overall system is known as a
cyber-physical system (CPS), where the cyber part, i.e. the computing de-
vices, interacts with the physical part, i.e. the outside world. CPS is typically
modeled as a hybrid system as it undergoes hybrid discrete-continuous dy-
namics.

Recent technological advances made embedded hardware available to a
larger public, causing an important paradigm shift in the technological pano-
rama, known as the IoT revolution. Today, CPSs populate our lives. We find
them inside our homes, at work, in the cities. Their popularity is expected
to keep growing. In fact, as the cost of components (sensors, actuators and
communication mechanisms) decreases, the number of CPSs, together with
their complexity, is about to increase exponentially.

That said, it remains imperative for developers to ensure the safety of the

17



18 CHAPTER 1. INTRODUCTION

complex CPSs that permeate our daily life. You should trust your Roomba
enough to leave it home alone without having to fear for the life of your
beloved cat (the vice-versa would also be nice). The IoT revolution caused the
appearance of novel, previously unexplored, safety-critical domains. Safety-
critical means that a failure may result in catastrophic consequences, such as
endangering or hurting someone, environmental damage or a huge monetary
loss. Traditional safety-critical domains, such as aerospace, medical, chemical
and nuclear industries, have a long and strong research history focused on
safety [5, 6, 7, 8]. Experts in each field focused, with a lot of ingenuity,
on the safety of a very specific system. They also kept a very conservative
approach towards any extension that could compromise the safety of the
system. Despite there being emerging efforts towards the deployment of
safe artificial intelligence [9, 10] and safe reinforcement learning [11, 12, 13]
applications, it remains clear how novel areas do not share such a deeply-
rooted culture of safety and most of the time developers do not have the
resources, the expertise and the time to create one.

1.1.1 Modeling

Having an abstract representation, or a digital twin, of the developed system
is an essential requirement to reason about its correctness and reliability.
In general, a model can either follow some well-grounded theory, such as
physics, biology, etc., or it can be data-driven, meaning it is extrapolated
from observations of the system. Most complex hybrid system models inte-
grate data-driven and theoretical ingredients.

In modeling a complex CPS we face a wide range of difficulties:

- Lack of a unified modeling language: CPSs often integrate elements
coming from diverse disciplines, which lack a common jargon to specify
the behaviour of the system as a whole.

- Black-box components: CPSs may contain components that are not
transparent, meaning that they behave as black-box components. This
happens when the devices come from multiple diverse vendors, when
there is a human involved in the decision system or when the system in-
teracts with highly unpredictable and suddenly changing environments.
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- Noisy measurements: the model can be built out of observable real-
izations of the system. In practice, the measurement process provides
only partial and noisy information about the state of the system. This
results in an under-modeling that may lead to a poor representation.

- Loss of interpretability: the number of interconnected devices and their
inner complexity is constantly increasing, making a full description of
the system highly unfeasible. This growth in dimension and complexity
makes the system very hard to interpret and thus to model.

All the problems above contribute in making the modeling process ex-
tremely difficult. However, the model provides an understanding and a de-
scriptive representation of the knowledge we have about the developed sys-
tem. In other words, it delineates the boundary of knowledge we have about
the system. Without such a representation, it is impossible to analyse the
system.

1.1.2 Controller Design

Controlling a CPS is a well-established problem in classic control theory
[14]. State of the art solutions apply to all those models in which a complete
knowledge of the system is available, i.e., scenarios in which the environment
is supposed to follow deterministic rules. For such models, a high level of
predictability, along with good robustness, is achieved. However, as soon
as these unpredictable scenarios come into play, traditional controllers are
challenged and could fail. The so-called open world scenarios are difficult to
model and to control, due to the significant amount of stochastic variables
that are needed in their modeling and to the variety of uncertain scenarios
that they present. Therefore, while trying to ensure safety and robustness,
we need to be cautious about not trading them with model effectiveness.

1.1.3 Testing and Verification

Two main approaches are typically used to gain insights about the correctness
(safety and reliability) of a CPS: the first approach is based on testing and
simulation, whereas the second one is based on formal verification.
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- Testing and simulation empirically checks the behaviour for a certain
set of conditions. This approach scales well with respect to the di-
mensionality of the system at the cost of providing limited coverage
over the state space of the system. Reaching exhaustive coverage is
highly unfeasible as the tested area decreases as the cost of simula-
tion increases. Besides, for very complex systems, e.g. systems with
multi-scale dynamics or with hierarchical timelines, the test area is po-
tentially infinite and the cost of simulation is extremely high, making
testing an unfeasible solution.

- Formal verification and model-checking provide rigorous and more thor-
ough analysis of the system. Model-checking techniques start from a
mathematical specification of the system to automatically prove its cor-
rectness. Bounded model-checking is usually expressed in terms of a
time-bounded reachability problem, i.e. given a set of initial states and
a set of unsafe states, it determines whether there exists a trajectory
of the system starting in an initial state and ending up in an unsafe
state within a given temporal bound. Time-bounded reachability is de-
cidable for a very limited class of hybrid automata, e.g. initialied rect-
angular hybrid automata, whereas, for a generic system, the solution
to time-bounded reachability has been shown to be undecidable [15].
Approximate solutions [16] allow to cope with such undecidability, yet
they are still very expensive. The cost is strongly related to the dimen-
sion of the initial region, to the length of the temporal horizon, and,
of course, to the complexity of the model. If the analysis is performed
offline, there are no strict temporal constraints on the time needed to
evaluate the safety of a certain region. Thus, one can consider long
temporal horizons and large initial regions. On the contrary, in a run-
time application, we want to monitor the safety of the system as it
evolves. This means that we want to preemptively know if a failure is
about to happen in the nearby future. The answer about the safety of
the current state has to be promptly communicated so that we can try
to prevent eventual failures from happening. This problem is known
as predictive monitoring. Therefore, safety evaluation has to be quick
and it must cover the entire state space. Current approaches, even ap-
proximate ones, are not efficient enough to satisfy the aforementioned
requirements.
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In general, if a model attempts to describe all aspects of a system, then
typically the analysis about its safety, either via testing or via verification,
is impossible. In order to preserve provability, one has to limit the complex-
ity, meaning that the computational model should hamstring the operations
allowed. On one hand, developers may prefer a simpler simulation model, ig-
nore physical effects that are irrelevant to the property of interest, to ensure
faster simulations. On the other hand, these limitations in expressiveness
can be to restrictive. Finding a middle ground between complexity and ver-
ification (or testing) is of paramount importance to make the analysis of the
reliability of real-world applications possible.

1.2 Approach

The main issue in this thesis is the following: can we create a mathemat-
ical model expressive enough to capture all the complex dynamics we are
interested in in a CPS and still be able to use it to design efficient, safe and
robust controllers, governing its controllable parts? Once such a controller is
integrated into the complex mathematical representation of the system, can
we use the whole model to reason about the correctness and the reliability
of the system?

The above issue can be better specified by the following questions:

1. Can we define a modeling framework able mathematically specify the
dynamics of a complex CPS undergoing all the difficulties presented
before?

2. If the system, or its model, is very complex, can we reduce the com-
putational load of simulation so that testing becomes feasible, allowing
for a larger, even if not complete, coverage of the state space?

3. Can we design the controllable parts of the system to behave safely and
robustly even if the system is acting in an adverse, or highly uncertain,
environment?

4. Can we solve the predictive monitoring problem to monitoring runtime
safety for arbitrarily complex systems?
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In the thesis, we provide answers to the questions above. The common in-
gredient is to leverage the powerful tools of machine learning to reach highly
accurate solutions that reduce considerably the computational burden. The
rationale is to consider observed realizations of the original complex system
as samples of an unknown data generating process. The goal is to exploit the
information present in these realizations to infer a function that behaves as
similarly as possible to the original process. The inferred function will gen-
eralize the behaviour of the process over the entire state space so that from
a limited sample we can evaluate the behaviour of the original process under
any condition. In supervised learning scenarios, where each example has an
associated ground truth target value, the learned function is used to map
new examples to the most likely target value. When there is no ground truth
information about the desired output, as for unsupervised learning scenarios,
machine learning infers a probabilistic model that mimics the unknown data
generating distribution, capturing the hidden structure of the observed data.
Machine learning provides black-box approximations, meaning that we trade
interpretability with high accuracy and high computational efficiency. In ad-
dition, to reinforce the reliability of the reconstruction, we provide, whenever
possible, statistical guarantees about the quality of the approximation.

Questions one and two are solved by developing an abstraction based
on generative adversarial nets (GAN), called GAN-based model abstraction.
Given a complex and highly stochastic model with a simulation process pro-
hibitively expensive to run, we train a GAN that generates trajectories sim-
ilar to the original ones, but with a highly reduced computational cost. This
speed-up could be beneficial in improving the efficiency of all the simulation-
based analysis, e.g. empirical testing.

Question three is solved by designing two neural networks, one that mod-
els the controllable parts of the system and one that models the environ-
mental settings. These two networks are trained against each other so that
the controller network chooses the best action for the safety of the system,
whereas the environmental network decides which is the worst environmen-
tal setting with respect to the safety of the system. The result is a safe and
robust controller, though without formal guarantees.

Finally, question four is solved with a technique, called Neural Predictive
Monitoring (NPM), that provides an approximate solution to the predictive
monitoring problem. NPM builds on a neural network that infer the safety
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of a system over the entire state space from a limited set of observations of
safe and unsafe scenarios. This neural network will be extremely efficient in
providing information about the safety of the system.

A more in-depth presentation of each of these solutions is outlined in the
following section.

1.3 Contributions

More in detail, our contribution can be divided into solving the following
inference problems.

1. GAN-based Model Abstraction. The aim is to reduce the compu-
tational cost of simulation, i.e. the realization of a trajectory of a fixed
finite length, for a stochastic system with complex dynamics. This issue
is framed as an unsupervised learning problem, where a pool of trajec-
tories, generated by the costly simulation process, is considered as a
sample of a very complex unknown distribution over the space of fixed-
length trajectories. This pool is then used as a dataset to train a deep
generative model that approximates such distribution as precisely as
possible. Because of their strength and flexibility, we choose generative
adversarial networks as deep generative models. The abstract model
automatically captures the features that are more relevant to charac-
terise the evolution of the system. This abstraction reduces both the
computational time needed to simulate a batch of trajectories and the
ingenuity needed to perform an efficient abstraction. The same tech-
nique can potentially address a data-driven approach to modeling. If
we only have access to a set of realizations of an unknown system, we
can learn a deep generative abstraction that infers the behaviour of
the system from these observations and that generalizes over the entire
state space. In other words, it can learn a data-driven abstraction of a
stochastic system.

2. Safe and Robust Controller. We design a controller, that acts safely
and robustly under uncertainty, by training a neural network that com-
petes with another black-box model, representing the potentially ad-
verse environment. The first network, the controller, takes as input the
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state of the system and outputs the best control action, whereas the
second network, the environment, takes as input the state of the system
and outputs the worst environmental setting. The terms best and worst
are interpreted with respect to a requirement describing a property that
the system should satisfy. Given a formal requirement, expressed as a
signal temporal logic (STL) formula, we can quantify how much a real-
ization of the system satisfies such requirement by leveraging the STL
quantitative semantics. This quantification depends both on the out-
put of the first network, the controller’s actions, and on the output
of the second network, the environmental setting. The training of the
controller is nothing but an optimization process that aims at maximiz-
ing such quantification with respect to its actions, whereas the training
of the environmental network aims at minimizing such quantification
with respect to the proposed environmental setting. In other words,
the environment repeatedly attacks the controller, so that when the
training phase is over, we have learned a controller strong enough to
robustly defend itself even from an adversarial environment.

3. Neural Predictive Monitoring (NPM). The aim of NPM is to im-
prove the computational efficiency of a predictive monitor so that it
can work at runtime even for complex systems. At runtime means that
we need information about the safety of the system as it evolves. The
general idea is to approximate the predictive monitor from a pool of
costly realizations of the latter, typically used for offline analysis. The
rationale is to frame this approximation as a supervised learning prob-
lem, more precisely a state classification problem, where states that
have a trajectory that reaches the unsafe region are labeled as unsafe.
We generate a dataset, by randomly selecting a pool of initial states
and by labeling them as safe or unsafe using a costly model checker.
Then we simply train a binary classifier that generalizes the informa-
tion about safety over the entire state space and that is very efficient
to evaluate. Building on two parallel statistical techniques to quantify
uncertainty, one frequentist and one Bayesian, we quantify the trust-
worthiness of each approximate prediction and use this information to
decide whether to accept it or not. NPM works well even on partially
observable state spaces.
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1.4 Structure of the Thesis

After this introduction (Chapter 1), we divide the thesis into two parts.

Part I presents the background material together with a literature review.

In Chapter 2, we first summarize the traditional modeling approach of
complex cyber-physical systems, borrowing from hybrid systems theory (Sec-
tion 2.1). In particular, we illustrate hybrid systems undergoing determinis-
tic, nondeterministic and stochastic dynamics. We introduce the concepts of
verification, predictive monitoring (Sec. 2.4) and predictive control (Sec. 2.3).
In Section 2.2 we present a logic-based approach to formally specify the be-
haviour of a system. In particular, we focus on Signal Temporal Logic (STL).

Chapter 3 describes the learning algorithms used to approximate costly
processes and the techniques used to estimate uncertainty. We present both
discriminative (Sec. 3.1) and generative (Sec. 3.2) models. Section 3.3 presents
two approaches to quantify the uncertainty of deep learning predictions. In
particular, we present Bayesian Neural Networks (Sec. 3.3.1) and Conformal
Predictions (Sec. 3.3.2).

Part II discusses our contributions and it is organized in 3 chapters.

Chapter 4 presents the GAN-based model abstraction technique that
speeds up the cost of simulation for stochastic systems and that could also
be used as a data-driven modeling approach for stochastic systems.

Chapter 5 presents a technique to train a safe and robust controller for a
complex system acting in a critical and possibly adversarial environment.

Chapter 6 presents Neural Predictive Monitoring, a technique to perform
efficient predictive monitoring to deploy it at runtime in safety-critical appli-
cations.

Finally, in the last chapter, Chapter 7, we report the concluding remarks
and discuss future directions.
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Chapter 2

Modeling, Control and
Verification

2.1 Hybrid Systems Theory

A cyber-physical system (CPS) is a system combining physical and digital or
cyber components. The physical components represent entities of the phys-
ical world that have to be monitored or controlled. The cyber components
represent the computer algorithms that monitor and control such entities.
Control actions, meaning the states of the digital components, typically as-
sume discrete values and can cause discrete jumps or shifts over the dynamics
of the physical components. This is why hybrid models are the best solution
to capture the mixed continuous and discrete behaviour of a CPS.

A hybrid system (HS) is a system whose dynamics exhibit both contin-
uous and discrete dynamic behaviours. In other words, it has both flows,
described by differential equations, and jumps, described by a state machine
or an automaton. The continuous behaviour of the system depends on the
discrete state as well as the changes of the discrete state are determined by
the continuous state. The structure of HS allows for a lot of flexibility in
modeling dynamic phenomena. In general, the state of an HS is defined by
the values of the continuous variables and by a discrete mode. The state
changes either continuously, according to a flow condition, or discretely ac-

29
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cording to a control graph. Continuous flow is permitted as long as so-called
invariants hold, while discrete transitions can occur as soon as given jump
conditions are satisfied. Discrete transitions may be associated with events.

A hybrid automaton is a formal model that mathematically describes the
evolution in time of a hybrid system.

2.1.1 Hybrid Automata (HA)

Let us start by defining a general differential equation. Let Flow : Rm×Rn →
Rn be a vector field, with state space Rn and input space Rm, such that{

v̇ = Flow(l, v),

v(0) = v0.
(2.1)

Given an input signal l : [0,∞)→ Rm, a signal v : [0,∞)→ Rn is a solution
of (2.1) if:

1. v is piecewise differentiable w.r.t. time;

2. v(t) = v0 +
∫ t
0
Flow(l(t′), v(t′))dt′ ∀t ≥ 0.

If v is a solution, then
dv

dt
(t) = Flow(l(t), v(t)) at any time t for which the

derivative exists.

Deterministic Hybrid Automaton

Let Loc = {l1, . . . , lm} be a set of discrete states, referred to as modes, and let
Var ⊂ Rn be a continuous state space. The function Flow : Loc×Var → Var
is a vector field, i.e., a vector-valued function, describing the flow of the
continuous dynamics in each mode. The discrete transition between hybrid
states is modeled by a jump function Jump : Loc × Var → Loc and by a
reset map Reset : Loc × Var → Var . The jump and the reset transitions
happen simultaneously, so they can be modeled as a function Trans : Loc ×
Var → Loc×Var , such that (l′, v′) = Trans(l, v) = (Jump(l, v), Reset(l, v)) .
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Figure 2.1: Deterministic Hybrid Automaton.

Figure 2.1 shows an example of a diagram representing the dynamics of a
deterministic HA.

In a compact way, a hybrid automaton can be represented as a tuple

M = (Loc,Var , F low, Trans), (2.2)

such that v̇ = Flow(l, v) and (l′, v′) = Trans(l, v) for l ∈ Loc and v ∈ Var .
S(M) = Loc ×Var is the state space ofM and s = (l, v) ∈ S(M) is a state
of theM.

A solution of the HA defined above is a pair of continuous signals v :
[0,∞)→ Var and l : [0,∞)→ Loc such that

1. v is piecewise differentiable and l is piecewise constant w.r.t. time;

2. on an interval (t1, t2) on which l is constant and v continuous

v(t) = v(t1) +

∫ t

t1

Flow(l(t′), v(t1))dt
′ ∀t ∈ [t1, t2);

3. (l(t), v(t)) = Trans(l(t−), v(t−)) ∀t ≥ 0, where t− := lim
δt→0

(t− δt).

Nondeterministic Hybrid Automaton

Suppose that the jump condition does not force the transition but it simply
allows it, meaning that we can stay in a mode until a certain invariance
condition holds. Then we have a nondeterministic hybrid system modeled
as a tuple

M = (Loc,Var , F low, Trans, Inv), (2.3)
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Figure 2.2: Nondeterministic Hybrid Automaton.

where Inv : Loc → 2Var denotes the invariant set, or the domain of the
system, at each mode. The discrete transition is modeled by a set-valued
jump function Jump : Loc × Var → 2Loc and by a set-valued reset map
Reset : Loc×Var → 2Var , resulting in a set-value discrete transition function
Trans : Loc × Var → 2Loc×Var , such that

Trans(l, v) =
(
Jump(l, v)×Reset(l, v)

)
∩
(
{l} × Inv(l)

)
.

The symbol 2A denotes the power set of a general space A, in other words,
2A is the set of all subspaces of A. Figure 2.2 shows an example of a diagram
representing the dynamics of a nondeterministic HA.

A solution to the nondeterministic hybrid system is a pair of continuous
signals v : [0,∞)→ Var and l : [0,∞)→ Loc such that

1. v is piecewise differentiable and l is piecewise constant w.r.t. time;

2. on an interval (t1, t2) on which l is constant and v continuous

v(t) = v(t1) +

∫ t

t1

Flow(l(t′), v(t1))dt
′ ∀t ∈ [t1, t2);

3. (l(t), v(t)) ∈ Trans(l(t−), v(t−)) ∀t ≥ 0.

Stochastic Hybrid Automaton

When discrete transitions happen according to a certain probability distri-
bution we have a stochastic hybrid automaton. It is defined as a tuple

M = (Loc,Var , F low, Trans), (2.4)
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Figure 2.3: Stochastic Hybrid Automaton. The value on the edge denotes
the probability for that transition to occur.

where the flow and the reset functions are deterministic (Reset : Loc ×
Loc × Var → Var), whereas the discrete transition is represented as the
combination of a discrete jump probability Jump : Loc×Loc×Var → [0, 1].
In particular, Jump(l1, l2, v) denotes the probability of jumping to a mode l2
when in state (l1, v). Mathematically,

Jump(l1, l2, v) = lim
dt→0

P(l(t+ dt) = l2|s(t) = (l1, v))

dt
,

where s(t) := (l(t), v(t). For a system to be well-defined, the following prop-
erty must hold: ∀l1 ∈ Loc and ∀v ∈ Var ,

∑
l2∈Loc Jump(l1, l2, v) = 1. The

discrete transition function Trans : Loc×Loc×Var×Var → [0, 1] is defined
as

Trans(l1, l2, v1, v2) = lim
dt→0

P(s(t+ dt) = (l2, v2)|s(t) = (l1, v1))

dt
.

Figure 2.3 shows an example of a diagram representing the dynamics of a
stochastic HA. Here, we assume that some of the variables undergo continu-
ous deterministic dynamics, whereas the discrete variables undergo stochastic
transitions. However, it is possible to encapsulate eventual deterministic dy-
namics in a fully stochastic setting, as presented in Section 2.1.2. In simple
words, a deterministic event is nothing but a probabilistic event happening
with a probability of 1.

Trajectories of an HA

An hybrid trajectory has to satisfy the properties of an HA solution, specified
above, so it can be defined as follows. First, let us define a hybrid time
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trajectory as a (finite or infinite) sequence of closed intervals

τ = {[ti, ti+1]|ti ≤ ti+1, i = 1, 2, . . . }.

If τ is infinite the last interval may be open on the right. T denotes the set
of hybrid time trajectories. Then, for a given τ ∈ T a hybrid signal defined
on τ with values in a generic hybrid space S(M) is a sequence of functions

s̄ = {s̄i : [ti, ti+1]→ S(M), [ti, ti+1] ∈ τ}.

The map s̄ : τ → S(M) defines the hybrid signal defined on τ with values in
S(M).

A trajectory of the hybrid automaton M is thus a pair of hybrid signals
v̄ : τ → Var and l̄ : τ → Loc with τ ∈ T , such that

1. on any [ti, ti+1] ∈ τ , l̄i is constant and

v̄i(t) = v̄i(ti) +

∫ t

ti

Flow
(
l̄i(ti), v̄i(t

′)
)
dt′ ∀t ∈ [ti, ti+1];

2.
(
l̄(ti+1), v̄(ti+1)

)
= Trans

(
l̄(ti), v̄(ti)

)
.

Properties of an HA

Let Var be the set of all piecewise continuous signals v̄ : [0, T ) → Var and
Loc be the set of all piecewise constant signals l̄ : [0, T )→ Loc for T ∈ (0,∞].
A sequence property is a map φ : Loc × Var → {false, true}, such that a
pair of signals (l̄, v̄) ∈ Loc × Var satisfies φ if φ(l̄, v̄) = true. An HA M
satisfies φ, formallyM |= φ, if φ(l̄, v̄) = true for every solution (l̄, v̄) ofM.

The goal of sequence analysis is that of showing, given an HAM, a set of
initial states Init ⊂ S(M) and a sequence property φ, that (M, Init) |= φ,
i.e. showing that, for every solution (l̄, v̄) of M with (l̄(0), v̄(0)) ∈ Init,
φ(l̄, v̄) = true. When this is not the case, it must find a counter-example,
i.e. a solution (l̄, v̄) ∈ Loc ×Var with (l̄(0), v̄(0)) ∈ Init, such that φ(l̄, v̄) =
false.

Given a signal s̄ : [0, T )→ S(M), T ∈ (0,∞], a sub-signal s̄∗ : [0, T ∗)→
S(M) is called a prefix to s if T ∗ ≤ T and s̄∗(t) = s̄(t) for every t ∈ [0, T ∗).
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Safety properties. A sequence property φ is a safety property if it is:

1. non-empty, meaning that ∃(l̄, v̄) such that φ(l̄, v̄) = true;

2. prefix-closed, meaning that, given signals (l̄, v̄), φ(l̄, v̄) =⇒ φ(l̄∗, v̄∗)
for every prefix (l̄∗, v̄∗) to (l̄, v̄);

3. limit-closed, meaning that, given an infinite sequence of signals
(l̄1, v̄1), (l̄2, v̄2), . . . such that each element satisfies φ and such that, for
every k, (l̄k, v̄k) is a prefix to (l̄k+1, v̄k+1), then (l̄, v̄) := lim

k→∞
(l̄k, v̄k) also

satisfies φ.

In simpler words, the characterization above can be interpreted as follow.
A safety property should check that something bad never happens, and this
means that the property is non-trivial (point 1, non-empty), that a prefix to
a good signal is always a good signal (point 2, prefix-closed) and, finally, that
if something bad happens, it will happen in finite time (point 3, limit-closed).

Liveness properties. A sequence property φ is a liveness property if for
every finite (l̄∗, v̄∗) ∈ Loc × Var there is some (l̄, v̄) ∈ Loc × Var such that:

1. (l̄∗, v̄∗) is a prefix to (l̄, v̄);

2. (l̄, v̄) satisfies φ.

In simpler words, the characterization above can be interpreted as follows. A
liveness property should check that something good will eventually happen.
Thus, for any sequence, there is a good continuation.

The following two theorems imply that if we are able to verify safety and
liveness properties we are indeed able to verify any sequence property. For
their proof see [17].

Theorem 1. If φ is both a liveness and a safety property, then every (l̄, v̄) ∈
Loc × Var satisfies φ, i.e., φ is always true.

Theorem 2. For every nonempty, i.e., not always false, sequence property
φ there is a safety property φs and a liveness property φl such that: (l̄, v̄)
satisfies φ if and only if (l̄, v̄) satisfies both φs and φl.
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Sequence properties are typically expressed in terms of Signal Temporal
Logic (STL) formulas, a formalism presented in Section 2.2.

Reachability

Given an HAM = (Loc,Var , F low, Trans) with set of initial states Init ⊂
S(M), let ReachSet(Init,M) define the set of pairs (lf , vf ) ∈ S(M) for
which there is a solution (l̄, v̄) toM for which:

1. (l̄(t0), v̄(t0)) ∈ Init;

2. ∃t ≥ t0 such that (l̄(t), v̄(t)) = (lf , vf ).

In simpler words, ReachSet(Init,M) is the set of states for which there exists
a trajectory of M, starting in Init, that passes through these states (see
Fig. 2.4). A set I ⊂ S(M) for which ReachSet(I,M) = I is called an
invariant set.

Figure 2.4: Reachable set from an initial region Init.

Reachability and safety. An HA M satisfies a safety property φ of the
form φ(l̄, v̄) = □

(
(l̄(t), v̄(t)) ∈ F

)
, where F ⊂ S(M) is a nonempty set and □

denotes the “globally over time"operator, if and only if ReachSet(Init,M) ⊂
F . The above statement means that, every point in every trajectory starting
from Init satisfies φ (see Fig. 2.5).

Reachability algorithm. Consider an HAM with state space S(M), the
alphabet of events E can be defined as E = {τ} ∪ {(li, lj)|li, lj ∈ Loc}, where
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Figure 2.5: Safety property over a set F and reachable set from an initial
region Init.

τ denotes the continuous evolution event and (li, lj) denotes the jump event.
The transition relation T ⊂ S(M)× E× S(M) can be defined as

T = { ((l0, v0), ([t0, tf ], (l0, lf )) , (lf , vf )) |
(lf , vf ) = Trans(l0, v(tf )), v̇ = Flow(l0, v), v(t0) = v0,

(l0, v(t)) = Trans(l0, v(t)) ∀t ∈ (t0, tf )}.

An execution, or trajectory, of a transition system is a sequence of states
{s0, s1, s2, . . . } such that there exists a sequence of events {e0, e1, e2, . . . } for
which, for every i, (si, ei, si+1) ∈ T. Given a set of initial states Init ⊂ S(M),
ReachSet(Init, S(M)) is the set of states s ∈ S(M) for which there is a finite
trajectory that starts in Init and ends at s.

Algorithm 1 Reachability algorithm
procedure ReachableSet(Init)

ReachSet−1 = ∅ ▷ Initialization
ReachSet0 = Init
i = 0
while ReachSeti ̸= ReachSeti−1 do ▷ Iterative algorithm

S ′ = {s′ ∈ S(M)|∃s ∈ ReachSeti, e ∈ E s.t. (s, e, s′) ∈ T}
ReachSeti+1 = ReachSeti ∪ S ′

i = i+1

Theorem 3. If S(M) is finite then

(i) the reachability algorithm (Algorithm 1) finishes in a finite number of
steps and
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(ii) upon exiting the while-loop ReachSeti = ReachSet(Init,M).

The biggest problem with HA is that typically S(M) is not finite and
thus the algorithm may not terminate. Moreover, in the while loop, when
computing S ′ so that ReachSeti+1 = ReachSeti ∪ S ′, we have to find events
e = (τ, (li, lj)) ∈ E for which a transition relation exists. Finding pairs (li, lj)
is simple, whereas finding τ is not in general that simple, as it requires to
find if a certain continuous evolution inside a mode does exist.

Back to safety, let φ denote a generic safety property and let F be the
set of safe states, then the safety algorithm can be framed as shown in Algo-
rithm 2. The main difference is that the algorithm can terminate immediately
if one of the ReachSeti is outside of F .

Algorithm 2 Reachability and Safety algorithm
procedure Safety(φ, F , Init)

ReachSet−1 = ∅ ▷ Initialization
ReachSet0 = Init
i = 0
while ReachSeti ̸= ReachSeti−1 or ReachSeti ̸⊂ F do ▷ Iterative

algorithm
S ′ = {s′ ∈ S(M)|∃s ∈ ReachSeti, e ∈ E s.t. (s, e, s′) ∈ T}
ReachSeti+1 = ReachSeti ∪ S ′

i = i+ 1

if ReachSeti = ReachSeti−1 then
M satisfy the safety property φ

else
M does not satisfy the safety property φ

Backward Reachability. Given a HAM and a set of final states Final ⊂
S(M), BackReach(Final,M) denotes the set of pairs (l0, v0) ∈ S(M) for
which there is a solution (l̄, v̄) to M for which: (l̄(t0), v̄(t0)) = (l0, v0) and
∃t ≥ t0 : (l̄(t), v̄(t)) ∈ Final (see Fig. 2.6).

In general,
Final ⊂ ReachSet(BackReachSet(Final))
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Figure 2.6: Backward reachability for a target set Final.

and

Init ⊂ BackReachSet(ReachSet(Init)).

Thus, the HAM satisfies a safety property φ over F if and only if

BackReachSet(¬F ) ∩ Init = ∅.

Algorithm 3 Backward Reachability algorithm
procedure BackReachSet(Final)

BackReachSet−1 = ∅ ▷ Initialization
BackReachSet0 = Final
i = 0
while BackReachSeti ̸= BackReachSeti−1 do ▷ Iterative algorithm

S ′′ = {s ∈ S(M)|∃s′ ∈ BackReachSeti, e ∈ E s.t. (s, e, s′) ∈ T}
BackReachSeti+1 = BackReachSeti ∪ S ′′

i = i+ 1

Theorem 4. If S(M) is finite then

(i) the backwards reachability algorithm (Algorithm 3) finishes in a finite
number of steps and

(ii) upon exiting the while-loop BackReachSeti = BackReachSet(Final,M).
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2.1.2 Chemical Reaction Networks and Stochastic Sim-
ulation

In the definition of a stochastic HA, we presented a system with deterministic
Flow, i.e. continuous dynamics, and stochastic Jump transitions. However,
a wide variety of complex stochastic hybrid systems have dynamics that
can be modeled as Markov population models, where, in each state, the
process changes according to an exponential random variable and then move
to a different state as specified by the probabilities of a stochastic matrix.
Eventual deterministic dynamics are easily captured by events of probability
1.

Chemical Reaction Networks (CRNs) use the formalism of chemical equa-
tions to capture the dynamics of population models. Let X1, . . . ,Xn be a
collection of n species and si,t, i = 1, . . . , n, denote the number of individuals
of species Xi present in the population at time t. The dynamics of a CRN is
described by a set of reactions R1, . . . ,Rm. The firing of reaction Ri results
in a transition of the system from state st = (s1,t, . . . , sn,t) ∈ S = Nn to state
st+νi, with νi being the update vector. Under the well-stirred assumption, it
is possible to ignore spatial inhomogeneities, leading to a discrete state-space
in which transitions happen at random time instants as a result of accidental
collisions between different chemical compounds. A general reaction Ri is
identified by the tuple (fRi

, νi), where fRi
: S → R≥0, known as propensity

function of reaction Ri, depends on the state of the system.

Individual chemical reactions are denoted as:

Ri :
∑

j∈{1,...,n}

αijXj →
∑

j∈{1,...,n}

βijXj, (2.5)

where αij and βij are nonnegative integers called stoichiometry coefficients.
The compounds on the left-hand and right-hand sides are usually referred
to as the reactants and, respectively, the products of reaction Ri. The arrow
indicates that the reaction happens only in that direction. If the converse
transformation can happen as well, then the reaction is called reversible. The
stoichiometry coefficients can be arranged so that they form the respective
update vector νi = βi−αi. Equation (2.5) shows the algebraic interpretation
of CRN. However, they can be represented as weighted directed graphs, where
the weights are given by the stoichiometry coefficients and the number of
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nodes is given by the number of species, i.e. n.

Example 1. Consider a population with N individuals that can be in one
of the three states (n = 3): susceptible (species XS), infected (species XI)
and recovered (species XR). The system is subject to three possible reactions
(m = 3):

- Rinf : finf (s) = kI
sI
N
sS and νinf = (−1, 1, 0);

- Rrec: frec(s) = kRsI and νrec = (0,−1, 1);

- Rsusc: fsusc(s) = kSsR and νsuc = (1, 0,−1).

The graph of this system is shown in Fig. 2.7, whereas the algebraic expression
of the reactions (as in Eq.(2.5)) is the following:

- Rinf : XS +XI →
kIsIsS/N

XI +XI

- Rrec : XI →
kRsI

XR

- Rsusc : XR →
kSsR

XS

Figure 2.7: Diagram of the SIR epidemiological model.

The time evolution of a CRN can be modelled as a Continuous Time
Markov Chain (CTMC) [18] on the discrete space S. Motivated by the well-
known memoryless property of CTMC, let Ps0(st = s) denote the probability
of finding the system in state s at time t given that it was in state s0 at time
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t0. This probability satisfies a system of ODEs known as Chemical Master
Equation (CME):

∂tPs0(st = s) =
m∑
j=1

[
fRj

(s− νj)Ps0(st = s− νj)− fRj
(s)Ps0(st = s)

]
. (2.6)

The equation above is nothing but the Kolmogorov equation for a population
process. The Kolmogorov equation model the probability mass, by consid-
ering the inflow and outflow probability at time t for a state s. Since the
CME is a system in general with countably many differential equations, its
analytic or numeric solution is almost always unfeasible. An alternative com-
putational approach is to generate trajectories using stochastic algorithms for
simulation, like the well-known Gillespie’s SSA [19]. The Stochastic Simula-
tion Algorithm (SSA) is an exact procedure for simulating the time evolution
of a CRN. An exact simulation is a trajectory (possible solution) of the CME
(Eq. (2.6)). A large collection of samples (trajectories) induced by the CME
can be used to extract information about the process via statistical methods.

We will now present some of these simulation algorithms.

Direct method. In each state s, the m reactions compete in a race con-
dition: the fastest wins and is executed (see Algorithm 4).

Algorithm 4 Direct simulation method.
1: procedure Direct(s, t)
2: sample m uniform r.v. ui;
3: compute Ti = − 1

fRi (s)
log(ui);

4: find i∗ = argmin
i∈{1,...,m}

Ti;

5: execute reaction Ri∗ updating the current state from s to s+ νi∗ and
the current time to t+ Ti∗ .

SSA. We can improve the previous simulation by using the characterization
with jump chain at holding times, typical of population CTMC that use
exponential propensity functions. Let fR(s) =

∑m
i=1 fRi

(s) be rate of the
holding time and let P(Rj|s) =

fRj
fR

be the probabilities associated with the
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jump chain of the system in state s, then the Stochastic Simulation Algorithm
can be expressed as follows:

Algorithm 5 Stochastic Simulation Algorithm. This method in biochem-
istry and system biology is also known as Gillespie Algorithm.
1: procedure SSA(s, t)
2: sample the next transition from the jump chain;
3: sample the holding time from an Exp(fR(x));
4: update current state and current time.

τ-leaping method. It is an approximate method of simulation. It aims at
improving the computational efficiency with respect to SSA by considering
the Poisson representation Ψ of the population CTMC at time τ :

s(τ) = s(0) +
m∑
i=1

νiΨi

(∫ τ

0

fRi
(s(t))dt

)
. (2.7)

The key idea behind the Poisson representation is to perform all reactions
for a temporal interval of length τ before updating the propensity functions,
so that the rates are updated less often allowing for more efficient simula-
tion. If τ is sufficiently small, we may assume that the rates fRi

(s(t)) are
approximately constant in [0, τ ] and equal to ai. Then

∫ τ
0
fRi

(s(t))dt ≈ aiτ ,
hence

s(τ) = s(0) +
m∑
i=1

νiΨi(aiτ).

Algorithm 6 τ -leaping algorithm.
1: procedure τ -leaping(s, t)
2: choose τ ;
3: for each Ri, sample ψi from the Poisson r.v. Ψi(aiτ);
4: update s to s+

∑
i νiψi.

Choosing the leaping condition, meaning choosing τ , is a complex task.
It has to be small enough so that the rates are constant in the interval
[t, t + τ ] but it should also be large enough to make Ψi(aiτ) large to gain
in computational efficiency. It is important to find a fine balance between
the accuracy of the approximation and the actual speed-up of the simulation
algorithm. The τ -leaping algorithm is shown in Algorithm 6.



44 CHAPTER 2. MODELING, CONTROL AND VERIFICATION

2.2 Signal Temporal Logic (STL)

Signal temporal logic (STL) [20] was originally developed in order to specify
and monitor the expected behaviour of physical systems, including temporal
constraints between events. STL allows the specification of properties of
dense-time, real-valued signals, and the automatic generation of monitors for
testing these properties on individual simulation traces.

A signal is a function s̄ : T → V, where T ⊂ R+ is the time domain,
whereas V determines the nature of the signal. If V = B := {true, false}, we
have a Boolean signal. If V = R, we have a real-valued signal. In general, V
can be an arbitrary Cartesian product of sets such as Boolean, reals, etc. As
we are dealing with CPS, the signals would be the solutions of the relative HA
used to model the CPS. As for executions or traces, we follow the definition
of an HA trajectory introduced in Section 2.1. The rationale of STL is to
transform real-valued signals into Boolean ones, using predicates built on the
following STL syntax :

φ := true | g(s̄) ≥ 0 | ¬φ | φ ∧ φ | φ UIφ, (2.8)

where I ⊆ T is a temporal interval, either bounded, I = [a, b], or unbounded,
I = [a,+∞), for any 0 ≤ a < b. From this essential syntax it is easy
to define other operators, used to abbreviate the syntax in a STL formula:
false := ¬true, φ ∨ ψ := ¬(¬φ ∧ ¬ψ), ♢I := true UIφ and □I := ¬♢I¬φ.

2.2.1 STL semantics

Consider a signal s̄[t] = (s̄1[t], . . . , s̄n[t]), then atomic predicates are of the
form µ = (g(s̄1[t], . . . , s̄n[t]) > 0), where g : Rn → R. The signal s̄ is called
primary signal, whereas g(s̄[t]) is called secondary signal.

Boolean semantics. The satisfaction of a formula φ by a signal s̄ =
(s̄1, . . . , s̄n) at time t is defined as:

- (s̄, t) |= µ ⇐⇒ g(s̄1[t], . . . , s̄n[t]) > 0;

- (s̄, t) |= φ1 ∧ φ2 ⇐⇒ (s̄, t) |= φ1 ∧ (s̄, t) |= φ2;
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- (s̄, t) |= ¬φ ⇐⇒ ¬((s̄, t) |= φ));

- (s̄, t) |= φ1U[a,b]φ2 ⇐⇒ ∃t′ ∈ [t+ a, t+ b] s.t.
(s̄, t′) |= φ2 ∧ ∀t′′ ∈ [t, t′), (s̄, t′′) |= φ1.

- Eventually:
(s̄, t) |= ♢[a,b]φ ⇐⇒ ∃t′ ∈ [t+ a, t+ b] s.t. (s̄, t′) |= φ;

- Globally:
(s̄, t) |= □[a,b]φ ⇐⇒ ∀t′ ∈ [t+ a, t+ b] (s̄, t′) |= φ.

Given formula φ and a trace ξ over a time interval T, we can define the
satisfaction, or Boolean, signal χφ(ξ, ·) as:

χφ(ξ, t) :=

{
true if (ξ, t) |= φ

false otherwise,
∀t ∈ T.

Monitoring the satisfaction of a formula is done recursively, by computing
χφi(ξ, ·) for each sub-formula φi of φ. The recursion is performed by lever-
aging the tree structure of the STL formula, where each node represents a
sub-formula, in an incremental fashion, so that the leaves are the atomic
propositions and the root represents the whole formula. Thus the procedure
goes bottom-up from atomic predicated to the top formula.

Quantitative semantics. The quantitative semantics, meaning the ro-
bustness, of a formula φ is defined as a function ρφ:

- ρµ(s̄, t) = g(s̄1[t], . . . , s̄n[t]);

- ρ¬φ(s̄, t) = −ρφ(s̄, t);

- ρφ1∧φ2(s̄, t) = min(ρφ1(s̄, t), ρφ2(s̄, t));

- ρφ1U[a,b]φ2(s̄, t) =

sup
t′∈[t+a,t+b]

(
min

(
ρφ2(s̄, t′), inf

t′′∈[t,t′]
ρφ1(s̄, t′′)

))
.

The sign of ρφ indicates the satisfaction status:
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- ρφ(s̄, t) > 0⇒ (s̄, t) |= φ;

- ρφ(s̄, t) < 0⇒ (s̄, t) ̸|= φ.

In this thesis, we use the original definition of quantitative semantics pro-
posed in [21], although there are multiple competing definitions of such ro-
bustness value.

As already shown for the Boolean semantics, it is possible to automati-
cally generate monitors for the quantitative semantics as well. The algorithm
follows a similar bottom-up approach over the syntax tree of the formula. The
main difference is that atomic predicates map a trace on a real value instead
of a Boolean value. So to iteratively move up along the tree, we need to
have an algorithm to compute the robustness value related to each of the
operators in the STL syntax, see (2.8). These Compute() algorithms exist
and are straightforward to derive. We refer to [22] for the details. Thus
for a generic operator ∗, we call Compute(*) its algorithm to compute the
robustness value. Thus, given a trace ξ, the algorithm starts by computing
the quantitative signals of all the atomic propositions, then it goes up on
the tree computing the quantitative signals of a node using the signals of its
child (see Algorithm 7).

Algorithm 7 Recursive bottom-up algorithm to compute the quantitative
semantics of an STL formula.

procedure Robustness(φ, ξ)
switch φ do

case φ = true
return true ▷ a constant true signal

case f(ξi) ≥ 0
return ξi

case ∗φ1

y:= Robustness(φ, ξ)
return Compute(*,y)

case φ1 ∗ φ2

y:= Robustness(φ1, ξ)
y’:= Robustness(φ2, ξ)
return Compute(*,y, y’)
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2.3 Control of a CPS

The aim of this section is to properly formalize the decision making process
for HAM, where the continuous part describes the behaviour of the system
and the discrete part identifies the possible actions decided by the controller.
The state space S coincides with the HA continuous domain, S := Var ,
and the action space A coincides with the HA discrete domain, A := Loc.
The dynamics of the system are assumed to be Markovian, meaning that
the current state of the system is always a sufficient statistics for the future
evolution of the system. Mathematically speaking, a system is Markovian if
P(st+1|s1, . . . , st) = P(st+1|st). This property is known as the memory-less
property.

2.3.1 Markov Decision Process

Consider a scenario in which an agent interacts with a system, as depicted in
Fig. 2.8, so that the latter reaches a certain goal. At time t, the agent reads
the state of the system st and leverages this information to decide the best
action at. When this action is actuated, the system evolves to a new state
st+1. The system provides the agent an additional numerical feedback: the
reward associated to the tuple (st, at, st+1). The agent will use such rewards
to learn how to act optimally in order to reach the goal as soon as possible.
Mathematically, such systems are modeled as Markov Decision Processes.

Figure 2.8: Diagram of interaction between an agent and a system.

A Markov Decision Process (MDP) is defined as a tuple (S,A, P,R),
where:

• S is the state space;

• A is the action space, i.e. the state space of the agent;
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• P : S × A × S → [0, 1], such that P(s′|s, a) describes the effects over
the system of taking action a ∈ A when the system is in state s ∈ S.
This function can be either deterministic or stochastic.

• R : S×A×S → R, such that R(s, a, s′) describes the immediate reward
related to taking action a ∈ A that moved the system from s to s′. The
reward is the numerical value that the agent receives on performing
a certain action at a certain state of the system. Since the system
evolution, governed by P , can be either deterministic or stochastic, one
can define the immediate reward as the expected reward over P(s′|s, a),
i.e., a function R : S × A→ R such that

R(s, a) := Es′∼P(·|s,a)[R(s, a, s
′)|s, a].

The agent can leverage this value to search for the best action given
that the system is in state s. The desire is to define a reward strongly
related to the overall goal of the system. Typically, an action that
brings the system closer to accomplishing the goal should receive a
positive reward. Vice-versa, an action that leads to an undesirable
state should be penalized by a negative reward. Therefore, the reward
is typically defined as a sort of "distance" from the desired configuration
of the system.

Policy. A policy π : S → A maps a state s to an action a, i.e. π(s) = a.
Given a fixed policy π, the system can evolve following an iterative procedure.
Let s0 be the initial state, the next state is sampled from P , meaning s1 ∼
P(·|s0, π(s0)) := Pπ(·|s0). The current state is now s1 and we simply repeat
the sampling procedure, s2 ∼ Pπ(·|s1), and so on.

Objective function. The overall goal of an MDP is to find a good decision-
making policy. As always, good is not a universal characterization. Thus we
have to define an objective function to measure the goodness of a policy.
A typical choice in MDPs is to define a return function, i.e., a cumulative
function of the rewards R, and maximize this quantity over π. For instance,
one can consider the expected discounted sum over a potentially infinite
horizon:

Jπ(s0) = E

[
∞∑
t=0

γtR(st, π(st), st+1)

]
, (2.9)
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where the expectation is taken over st+1 ∼ Pπ(·|st) and γ ∈ [0, 1] is a discount
factor which values the importance of immediate rewards against that of
delayed rewards. When γ ≈ 0, we have a myopic evaluation that prefers
shorter solutions, meaning actions taken early. On the other hand, when γ ≈
1 we have a more far-sighted evaluation. The discount factor is fundamental
to avoid infinite returns in case of cyclic MDPs.

A policy that maximizes this objective function is referred to as the op-
timal policy π∗:

π∗ = argmax Jπ(s0)
π

. (2.10)

Partial observability. The solution above assumes that the information
about a state s is fully accessible when action is to be taken, otherwise π(s)
can not be calculated. In case of a partially observable state space, Y ⊂ S,
we define the policy function as a map from the observed state y ∈ Y to the
action a ∈ A, π : Y → A. The MDP system is called a partially observale
MDP (POMDP). The system, however, is evolving according to the model
defined by P .

Defining the objective function as the cumulative reward is the typical
solution deployed in reinforcement applications. However, another solution,
that is becoming increasingly popular, is to leverage the expressiveness of
STL specification to define the behaviour of the system that we want to
positively reward and use the quantitative STL semantics as the objective
function Jπ. More details about this approach will be discussed in Chapter 5.

2.3.2 Controller synthesis

Consider an MDP evolving according to a model P , that can be mathe-
matically formulated as follows. Given a time interval ∆t, regulating the
sampling time of the controller, we can model the dynamics P of the system
as a discrete-time evolution of the form

si+1 = F (si, ai, wi), (2.11)

where si ∈ S, ai ∈ A and wi ∈ W are respectively the state, the controller’s
action and the external disturbance of the system at time ti = t0 + i · ∆t.
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Eventual stochasticities present in the dynamic P are captured by the ex-
ternal disturbances. The objective function J would thus depend not only
on the controller’s actions but also on the behaviour of the external dis-
turbances, i.e. the environmental variables. Thus, the objective function
Jπ(s,w) depends on the current state of the system s, on the policy π and
on the sequence of disturbances w.

The problem of synthesizing a closed-loop optimal controller, i.e. finding
an optimal policy π : S → A, can be formulated as follows.

Problem 1 (Deterministic environment). Consider an MDP, evolving as
per Eq. (2.11) from an initial state s0 ∈ S for N time steps, a reference
disturbance signal w = w1 · · ·wN (known in advance) and a horizon 0 <
H < N , then at each time step 0 ≤ k ≤ N −H, find the optimal policy π∗

k,
i.e. the policy that satisfies

π∗
k = argmax

π
Jπ(sk,w[k,k+H]).

The above formulation corresponds to a model predictive control scheme.
This means that, in order to be robust to eventual modeling uncertainties,
we iteratively apply policy π∗

k for a single step, meaning sk+1 = F (sk, π
∗
k, wk),

and from sk+1 we repeat the optimization procedure.

On the other hand, if the external disturbances are a priori uncertain and
potentially adversarial, we formulate the problem of reactive control synthesis
as follows.

Problem 2 (Uncertain environment). Consider an MDP, evolving as per
Eq. (2.11) from an initial state s0 ∈ S for N time steps, and a horizon
0 < H < N , then at each time step 0 ≤ k ≤ N −H, find the optimal policy
π∗
k, i.e. the policy that satisfies

π∗
k = argmax

π
min

wH∼WH
Jπ(sk,w

H),

where WH is the distribution governing the evolution of disturbances over an
horizon H.
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2.4 Verification of a CPS

CPSs are often dealing with safety-critical scenarios. As a consequence, the
reliability of their models is a central issue. However, the behaviours of a
hybrid automaton are often complex, and it may thus be difficult to reason
about them. This is why, since the early works on HA, the emphasis has
been on the use of formal methods for computer-aided analysis. The ap-
plicability of formal methods, such as verification, control and synthesis, is
indeed extremely important. These methods involve a search over the state
space of the model. The latter can be, and typically is, infinite, making exact
computations extremely challenging [23].

2.4.1 Verification as a reachability problem

Verification of a safety property typically amounts to solving a hybrid au-
tomata (HA) reachability checking problem [15]. The aim of reachability
analysis is to convert safety properties into sets and compare them with
the reachable set to prove or disprove the properties. The reachable set
ReachSet(Init,M) (introduced in Section 2.1) is the region of the hybrid
state space that can be reached under the dynamical evolution of the HA
starting from the initial region Init. A state belongs to the reachable space
if there exists a trajectory starting in one point of the initial region that
eventually passes through this state. To verify the safety of a CPS, modeled
as an HA M, given a set I ⊂ Init of initial states of M, and a set D of
unsafe/dangerous states, we should check whether D is reached along any
time-bounded path ofM starting from a state in I. Formally,

M |= Reach(D, I,H) ⇐⇒ ReachSetH(I,M) ∩D = ∅,

where H denotes the finite temporal horizon and ReachSetH denotes the
reachable set after a time H. However, Init may be very large or infinite and
the HA is not necessarily deterministic, meaning that it is typically unfeasible
to compute all the trajectories of the automaton. Therefore, reachability
checking is extremely costly from a computational perspective and thus it is
usually limited to design-time (offline) analysis [23].

The computation of the reachable set is based on an iterative algorithm
(see Algorithm 1). The crucial point in this algorithm is the computation
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of the continuous successors, which typically requires numerical integration.
Such an algorithm may not converge since the HA reachability problem has
been proved to be undecidable [23]. Hence, no algorithm is guaranteed to
converge in every case. There exists a variety of approximate techniques
that help the algorithm to converge and provide answers about the safety of
the system. In particular, an over-approximation of the reachable set (see
Fig. 2.9) may provide positive answers, meaning proofs that the system is
safe, whereas, an under-approximation (see Fig. 2.10) may provide negative
answers, meaning proofs that the system is unsafe. Nonetheless, computing

Figure 2.9: Reachable space and an over-approximation of it. If
OverReach(Init,M) ∩D = ∅, then the system is proved to be safe.

Figure 2.10: Reachable space and an under-approximation of it. If
UnderReach(Init,M) ∩D ̸= ∅, then the system is proved to be unsafe.

a sequence of over or under-approximations that converges to the reachable
set may be extremely difficult, because of nonlinearities and constraints. The
hardest challenge is to identify the best approximation technique. Some
tools have no control over the error, meaning that safety information could
be unreliable. Some others, more sophisticated, work with fixed precision,
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meaning that sometimes they are unable to verify the safety of systems that
are indeed safe.

The rationale of these approximate techniques is that of considering a
partition of the state space, e.g. a grid of fixed size or a partition tree, and
define denotable sets as those sets that are representable as the exact union of
cells of the partition. A non-denotable set can be over or under-approximated
by the closest denotable set (see Fig. 2.11). More precisely, when states are
hybrid, we need hybrid grids or hybrid partition trees. The chosen partition
controls the precision of the approximation. The finer the partition the more
accurate the approximation.

Figure 2.11: Over (left) and under (right) approximation of non-denotable
sets defined by the union of cells of a fixed-size grid partition.

Over-approximation. To build an over-approximation, we follow the chain
structure of Algorithm 1 and add a bounding set, composed of a finite num-
ber of cells, to guarantee termination. At each step, we evolve the current
over-approximation by marking the new visited cells. Because of the modu-
larity, multiple integrators (e.g. affine or Euler integrators) can be used for
the continuous evolution. If a cell becomes too large during its continuous
evolution, it can be subdivided to avoid large errors. In the discrete evolution,
all the enabled transitions are evolved so that it is guaranteed to be an over-
approximation. Suppose a grid with size ϵ1 provides an over-approximation
Rϵ1
over. If Rϵ1

over ∩D = ∅ the system is safe and we can terminate. Otherwise,
we can choose ϵ2 < ϵ1, i.e. a finer grid, and compute Rϵ2

over and repeat until
we can prove the safety of the system. It is important to stress that until
we find a denotable set Rover disjoint from D, we cannot conclude anything
about the safety of the system.
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Under-approximation. Computing an under-approximation Runder could
determine whether a system is unsafe. Runder, defined as the union of cells
Runder =

⋃
iCi, is an under-approximation of ReachSet if each of its cells

contains at least a point of ReachSet. If there exists a cell Ci such that
Si ⊂ D, then there is at least one point of the reachable set that reaches
the unsafe region D. An under-approximation is harder to compute. For
instance, if during the continuous evolution a cell becomes too large, it cannot
be sub-divided, since we could not guarantee that all the sub-cells contain at
least one point of ReachSet. Moreover, in the discrete evolution, it may be
impossible to determine whether a transition is enabled. These two problems
typically cause a great loss of accuracy

Falsification. An alternative approach to reason about the safety of a CPS
is to search for counterexamples, i.e., for traces that start from Init and
reach D in finite-time. The state space is explored by simulating a bunch of
trajectories. If the algorithm finds a counterexample, the CPS is proved un-
safe, otherwise, no conclusion about the safety of the system can be drawn.
Typically, the search for counterexamples is expressed as an optimization
problem. For instance, one can use the STL robustness (see Section 2.2) as
the objective function to be minimized [24, 25, 26]. The main advantage is
that falsification does not require an exhaustive reconstruction of the reach-
able set. This makes falsification applicable to CPS that are too large or too
complex for exhaustive formal verification. Moreover, falsification needs no
prior knowledge about the system, except for the ability to run simulations,
which makes it applicable to black-box CPS.

Verification tools. Several tools have been developed for automatic ver-
ification of CPS properties. Some of them, such as UPPAAL [27] and
HyTech [28], perform exact verification but apply only to a restricted class of
HS, e.g. rectangular systems or systems with simple dynamics. Other tools,
such as PHAVer [29], SpaceEx [30], Flow*, HyPro/HyDra [31], Ariadne [32]
and JuliaReach [33] compute an approximation of the reachable set. The
most used tools for falsification are Breach [34], S-Taliro [35], C2E2 [36], Hy-
LAA [37]. However, this list is far from providing an exhaustive panoramics
of all the available tools for verification. We remind the interested reader
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to the ARCH-COMP 1 friendly competitions, where state-of-the-art verifica-
tion tools are compared on a set of well-known benchmarks. The choice of
the best tool depends strongly on the problem at hand and its application
domain.

In general, reachability analysis is not an objective on its own but a step
in a more general analysis about safety analysis or safe controller synthesis.
Our focus is on the online analysis of hybrid systems and, in particular, on
the predictive monitoring (PM) problem [38]; i.e., the problem of predicting,
at runtime, whether or not an unsafe state can be reached from the current
system state within a given time-bound. PM is at the core of architectures
for runtime safety assurance such as Simplex [39], where the system switches
to a certified-safe baseline controller whenever PM indicates the potential
for an imminent safety violation. In such approaches, PM is invoked peri-
odically and frequently. Thus, reachability needs to be determined rapidly,
from a single state (the current system state), and typically for short time
horizons. This is in contrast with offline reachability checking, where long
or unbounded time horizons and sizable regions of initial states are typically
considered. PM also differs from traditional runtime verification [40] in that
PM is preemptive: it detects potential safety violations before they occur,
not when or after they occur. Any solution to the PM problem involves a
tradeoff between two main requirements: accuracy of the reachability predic-
tion and computational efficiency, as the analysis must execute within strict
real-time constraints and typically with limited hardware resources.

1https://cps-vo.org/group/ARCH/FriendlyCompetition

https://cps-vo.org/group/ARCH/FriendlyCompetition
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Chapter 3

Learning Algorithms

This chapter presents the main machine learning techniques used throughout
the thesis.

The term machine learning, in general, denotes a set of techniques that
allow a computer to acquire knowledge about a system from experience. In
other words, it is capable of extracting patterns from observed data. This
learning approach avoids the need to formally specify all of the knowledge
needed to the computer to understand a certain problem since its knowledge
is automatically gathered from experience. For instance, if we want a robot
to be able to walk, we could either program the robot to learn to walk or
we could attempt to directly write a program that specifies how to walk
manually.

Learning algorithms undergo a training process, that improves the perfor-
mance by learning, at every step, a better representation for the data. In this
sense, we can say that machine learning algorithms improve with experience.

Machine learning algorithms can be broadly categorized as unsupervised
or supervised by what kind of experience they are allowed to have during the
learning process. Unsupervised learning algorithms experience a dataset and
learn useful properties of the structure of this dataset, e.g. it may learn the
probability distribution that generated a dataset or it may divide the dataset
into clusters of similar examples. Supervised learning algorithms experience
a dataset but each example is also associated with a label or target value and

57
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they learn to predict the target to associate to a given example.

3.1 Supervised Learning

Let X be the input space, T be the target space, and define Z = X × T .
Let Z be the data-generating distribution, i.e., the distribution of the points
(x, t) ∈ Z. We assume that the target t of a point (x, t) ∈ Z is the result
of the application of a function f ∗ : X → T , typically unknown or very
expensive to evaluate. The goal of a supervised learning algorithm is to find
a function f : X → T that, from a finite set of observations, learns to behave
as similarly as possible to f ∗ over the entire input space. For a generic input
x ∈ X, we denote with t the true target value of x and with t̂ the prediction
by f , i.e. t̂ = f(x). Test inputs, whose unknown true target values we aim
to predict, are denoted by x∗.

Mathematically, the training problem can be expressed as an optimization
problem

f ∗ = argmin
f

(
E(x,t)∼Z

[
∥t− f(x)∥2

] )
. (3.1)

If trained on infinitely many samples from the true data generating distri-
bution, Z, minimizing the mean squared error loss function gives a function
that predicts the mean of t for each value of x, f ∗(x) = Et∼pt|x [t] [41]. Differ-
ent loss functions give different statistics, for instance the L1-norm predicts
the median value of t for each x. Such loss is commonly called mean absolute
error. As for any optimization procedure, the chosen loss function and the
chosen family of models play extremely important roles.

Classification problems. Machine learning classifiers often admit an un-
derlying discriminant function, which is used to determine the final classifier
output. In neural networks, the discriminant is the function mapping inputs
into the class likelihoods (i.e., the softmax probabilities of the last network
layer), such that the predicted class is the one with the highest likelihood.

Definition 1 (Discriminant function). Let T = {t1, . . . , tc} be a set of
classes. A function fd : X → [0, 1]c is a discriminant for a classifier
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(a) Network structure. (b) Layer structure.

Figure 3.1: Deep Neural Network: composition of successive layers.

f : X → T iff for any input x ∈ X, f(x) ∈ argmaxti∈T f
i
d(x), where f id(x) is

the i-th component of fd(x).

Remark 1. If argmaxti∈T f
i
d(x) contains more than one class, then the dis-

criminant implies multiple possible predictions for x. To avoid this ambiguity,
we will assume that fd is always well-defined, meaning that argmaxti∈T f

i
d(x)

is a singleton, and thus, only one prediction is possible for the classifier f .
Any discriminant can be made well-defined by, for instance, imposing a to-
tal ordering on the classes to select in such ambiguous cases and adequately
adjusting the discriminant output. As a matter of fact, any discriminant fd
can be turned into a well-formed one by f ′

d(x) = {fd(x) if |Tmax| = 1; fd(x) ·
(1 + 0k 7→ϵ)/(1 + ϵ) otherwise}, where Tmax = argmaxti∈T f

i
d(x), ϵ ∈ R+,

k = maxti∈Tmax
i (based on the ordering on T ) and 0k 7→ϵ ∈ Rc is a vector

whose components are all zeros but the k-th component equals to ϵ.

3.1.1 Deep Neural Networks

Neural networks choose a family of parametric functions fw : X → T as
candidate approximations of f ∗. These functions have a common network
structure, the training is then translated in searching for the parameters
(weights) w that best approximate f ∗.

Network. A feedforward neural network can be described as a directed
acyclic graph describing functions that are composed together. The infor-
mation flows from the input x, through the intermediate computations, to
the output t. For instance, we might have L parametric functions, f (i)

wi

for i = 1, . . . , L, connected in a chain (see Figure 3.1(a)). Then fw(x) =
f (L)
wL

(f (L−1)
wL−1

· · · (f (2)
w2

(f (1)
w1

(x)))) is the function resulting from the composition
of these functions, i.e. fw = f (1)

w1
◦ f (2)

w2
· · · ◦ f (L)

wL
. In such scenario, f (1)

w1 is
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Figure 3.2: Structure of a deep feedforward neural network with 3 hidden
layers (L = 3) and width 4 (M = 4).

called the first layer, f (2)
w2 is called the second layer, and so on. L represent

the depth of the network. The final layer is called output layer. As a group
they are called hidden layers.

Neural. Each hidden layer f (i)
wi contains a certain number Mi of neurons,

meaning it is represented by aMi-dimensional vector (see Figure 3.1(b)). The
dimensionality of these hidden layers determines the width of the model. All
the neurons can be seen as many units, acting in parallel, each representing
a vector-to-scalar function.

Nonlinearity. In order to make the network capable of representing non-
linear functions of x, we can choose the hidden layers f (i)

wi to contain nonlinear
transformations f (i)

wi
= ϕ

(
f (i−1)
wi−1

)
, where ϕ is a nonlinear activation function.

Training of a neural network

The aim of the training phase is to drive fw as close as possible to f ∗. The
training data provides us with noisy observations of f ∗ evaluated at different
training inputs. Given a dataset Z ′ = {(xi, ti) ∈ Z}Ni=1 and a loss function,
L(w, Z ′), that somehow measures the error introduced by fw over the dataset
Z ′ we can express the training process as an optimization problem

w̄ = argmin
w

(
L(w, Z ′)

)
= argmin

w

( 1

N

N∑
i=1

L(w, (xi, ti))
)
.
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Unfortunately, most of the commonly used loss functions become non-
convex because of the nonlinearity of the neural network. Global convergence
is thus not guaranteed.

Gradient-based optimization. Gradient descent (GD) [41] is an iterative
optimization algorithm that aims at finding a local minimum of a scalar-
valued differentiable function. In training a neural network, the function to
be minimized, w.r.t. the network weights, is the loss function L introduced
before. Let p be the dimension of the weights space, the gradient ∇wL :
Rp → Rp is the vector field whose evaluation at a point ŵ is the p-dimensional
vector whose components are the partial derivatives of L at ŵ: ∇wL(ŵ) =[
∂L
∂w1

(ŵ), . . . ,
∂L
∂wp

(ŵ)

]
. The direction of the gradient vector in ŵ can be

interpreted as the direction in which function L increases most quickly from
ŵ, whereas the magnitude of the gradient is the rate of increase in that
direction. The negative of the gradient indicates thus the steepest descent.
Gradient descent is an optimization algorithm used to minimize a certain
objective function by iteratively moving in the direction of steepest descent.
Starting from a random initial point ŵ = w0, we iteratively take a step as

ŵ = ŵ − λ∇wL(ŵ),

where the parameter λ is the learning rate, governing the size of each step.
The choice of the learning rate is extremely important because if the steps
are too big, the local minimum may not be reached because the algorithm
bounces back and forth between the convex function (Fig. 3.3-left), if the
learning rate is too small, the algorithm may be very slow in reaching the
local minimum (Fig. 3.3-right). The best solution is to adapt the learning
rate to the dimension of the parameter space and to different phases of the
optimization process. Ideally, we should perform a larger step in the early
phases, when the minimum is still far, and then reduce the learning rate as we
evolve (Fig. 3.3-center). One of the most popular gradient-based optimization
algorithms is Adam [42] (Adaptive Moment Estimation).

Mini-batch Gradient Descent. The biggest downside of a GD algorithm
is the number of computations needed to perform each step. As a matter
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Figure 3.3: Importance of learning rate in gradient descent algorithms.

of fact, every time we update the weights ŵ we must evaluate the loss func-
tion L(ŵ, Z ′) over the entire training set Z ′, which is typically extremely
large. Mini-batch GD comes to alleviate such computational costs. At each
iteration, mini-batch GD randomly selects a batch of data points out of the
training set Z ′ and, by doing so, it enormously reduces the computational
burden of GD. Mini-batch GD is nothing but a stochastic approximation of
the GD optimization since it replaces the actual gradient (calculated from
the entire data set) with an estimate thereof (calculated from a randomly
selected subset of the dataset). If the batch consists of single data points, we
call the approach stochastic gradient descent (SGD).

Backpropagation. The last missing ingredient is how to compute the gra-
dient of the loss function with respect to the weights. Backpropagation [43]
provides the solution. The computation is tackled with an algorithm that in-
volves repeated use of the chain-rule for partial derivatives. In simple terms,
after each forward pass through the network, backpropagation performs a
backward pass while adjusting the weights. We refer the interested reader
to [41, 44] for the mathematical details of the forward and backward passes
in a neural network.

3.2 Unsupervised Learning

The goal of unsupervised learning algorithms is that of capturing proper-
ties about the structure of a dataset of observations. The dataset can be
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considered as a set of samples drawn from an unknown distribution Pr, the
data generating distribution, which explains which data are more likely to
be found in the data manifold. A generative model aims at learning a prob-
abilistic model that mimics this unknown distribution as closely as possible,
i.e., learning a distribution Pwg as similar as possible to Pr. In other words,
Pwg aims at describing how the training dataset is generated. By sampling
from this probabilistic model, we are able to generate new data, meaning
data outside the training dataset.

Generative modeling could work either on an unlabeled dataset, where it
learns to estimate the distribution p(x), i.e. the probability of observing x, or
on a labeled dataset, where it learns to estimate the conditional distribution
p(x|t), i.e., the probability of observing x given a class/target t. The first
scenario is known as a density estimation problem. The second is referred to
as conditional density estimation or density regression problem.

Representation learning. Instead of modeling a high dimensional space,
we typically resort to a low-dimensional latent space and then we learn a
mapping from points in the latent space to the original domain. By doing
so, we learn which features are the most important to describe a set of ob-
servations. Mathematically speaking, this method tries to find the highly
non-linear manifold on which the data lies. It is of paramount importance
to this end to establish the dimension that is capable of fully describing this
space.

Deep learning methods can be used as generative models, typically re-
ferred to as deep generative models. Two states of the art techniques are
Variational Auto Encoders (VAE) [45] and Generative Adversarial Networks
(GAN) [46]. In this thesis, we focus on the latter.

3.2.1 Generative Adversarial Nets

Generative Adversarial Nets (GANs) are deep learning-based generative mod-
els. More precisely, GANs propose an adversarial model architecture to learn
a generative model. It is then common practice to use deep learning models
in such architecture. The adversarial architecture proposes a clever way of
addressing the problem of training a generative model. The rationale is to
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frame the problem as a supervised learning one and divide it into two sub-
models. One sub-model, the generator, is trained to generate new examples,
the other sub-model, the discriminator, is trained to classify examples as ei-
ther real (part of the dataset) or fake (generated by the generator). The two
sub-models are trained together in a zero-sum game, until the discriminator
is fooled about half the time, meaning the generator is generating plausible
examples that are difficult to distinguish from real ones.

Generator. The generator model takes as input a fixed-length random
vector k, sampled from a Gaussian distribution, and transforms it into a
sample in the data domain. The vector spaceK is the latent space introduced
before. The generative process is reframed as a function transforming a
Gaussian distribution into a more complex one. Since we can sample from the
latent distribution, we can indeed sample from the more complex generated
distribution. The latent variables compress complex observed data. The
generator applies meaningful decoding to latent variables. Once the training
phase is over, the generator is used to generate new samples.

Discriminator. The discriminator takes as input samples from the data
domain, either from the dataset (real) or from the generator’s outputs (fake),
and labels them as real (class 1) or fake (class 0). Training the discriminator
is thus a classical binary classification problem. Once the training phase
is over, the discriminator is discarded as it is not useful for the generating
process.

Two-player zero-sum game. Although GAN solve an unsupervised learn-
ing problem, their training is crafted so that it becomes a supervised learning
problem. The clever idea behind GANs is to label samples coming from the
training dataset as real and samples generated from the generator are labeled
as fake. The generator and discriminator are then trained together. The gen-
erator generates a batch of fake samples, and these, along with real samples
are fed into the discriminator that learns a model able to distinguish between
real and fake. During the training phase, the goal of the discriminator is to
get better at discriminating real and fake samples, whereas the goal of the
generator is to try to fool the discriminator, based on how well, or not, the
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generated samples fooled the discriminator in previous training epochs. In
simple words, the two models are competing against each other, thus they
are adversarial in the sense of game theory. In particular, they play a zero-
sum game, meaning that when one model performs well, the other is strongly
penalized.

Let PK(k) be the prior placed over the latent space K, Gwg : K → X be a
differentiable function (a neural network) with parameters (weights) wg and
Dwd

: X → [0, 1] be a neural network with weights wd. Dwd
(x) represents the

probability that x came from the Pr rather than from Pwg . We train Dwd
to

maximize the probability of assigning the correct label to real and generated
samples and simultaneously we train Gwg to minimize log

(
1− Dwd

(Gwg(k))
)
.

Mathematically speaking, Dwd
and Gwg play the following two-player min-

max game with value function V (Gwg ,Dwd
):

V (Gwg ,Dwd
) := Ex∼Pr(x)

[
log

(
Dwd

(x)
)]
+

+ Ek∼PK(k)

[
log

(
1− Dwd

(
Gwg(k)

))]
.

(3.2)

The min-max game is then expressed as

min
wg

max
wd

V (Gwg ,Dwd
). (3.3)

In practice, we implement the training phase following an iterative pro-
cess so that: when the discriminator’s weights are updated, the generator’s
weights should be held constant; and when the generator’s weights are up-
dated, the discriminator’s weights should be held constant.

Vanishing gradients. Each side of the GAN can overpower the other. If
the discriminator is too good, it will return values so close to 0 or 1 that
the generator will struggle to read the gradient. If the generator is too
good, it will persistently exploit weaknesses in the discriminator that lead to
poor reconstructions. This may be mitigated by the nets’ respective learning
rates. Moreover, Eq. (3.3) may not provide sufficient gradient to let Gwg

learn properly. Early in learning, when Gwg is still poor, Dwd
can easily
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discriminate samples with high confidence because they are clearly different
from the training data. In this case, log

(
1−Dwd

(
Gwg(k)

))
saturates. A good

solution to such problem, known in literature as vanishing gradients problem,
is to train G to maximize log

(
Dwd

(
Gwg(k)

))
rather than minimizing log

(
1−

Dwd

(
Gwg(k)

))
. This modified value function results in the same fixed point

of the dynamics of Gwg and Dwd
but provides much stronger gradients early in

learning. The min-max problem is thus split into two separate problems. The
discriminator is trained in order to maximize the value function of Eq. (3.2)
with respect to wd:

max
wd

V (Gwg ,Dwd
).

On the other hand, the generator is trained by solving the following problem:

max
wg

log
(
Dwd

(
Gwg(k)

))
.

Algorithm 8 summarizes the step on the training procedure and Figure 3.4
shows the GAN architecture.

We refer the reader to [46] for a more detailed discussion of the the-
oretical properties of this approach. For example how, under an optimal
discriminator, the value function 3.2 is proportional to the Jensen-Shannon
divergence1.

Mode collapse. The goal of a well-performing GAN is to produce a wide
variety of outputs to obtain a reconstruction of the entire target distribu-
tion and not only of its mode. However, the generator tries to find the one
output that seems most plausible to the discriminator. If it finds an espe-
cially plausible output, it may decide to produce that output only. At each
iteration, the generator may over-optimize for a particular discriminator. As
a result, the generators rotate through a small set of output types. This
form of GAN failure is called mode collapse. The reason for such behaviour
is mathematically grounded and related to instabilities of the gradients of

1The Jensen-Shannon divergence between two distributions P and Q is defines as
JSD(P ||Q) = (KL(P ||M) + KL(Q||M))/2, where M = (P + Q)/2 and KL(A||B) :=
−
∫
X
log dB

dAdA denotes the Kullback-Leibler divergence between two probability measures
A and B over a space X, where dB

dA is the Radon–Nikodym derivative of B w.r.t. A.
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Algorithm 8 Minibatch stochastic gradient descent training of generative
adversarial nets. Hyperparameters: number of epochs nepochs, number of
iterations for the discriminator ndiscrim, number of iterations for the generator
ngen, batch size b, learning rate λ.
1: procedure Train GAN
2: for e = 1, . . . , n_epochs do
3: for j = 1, . . . , n_discr do
4: for i = 1, . . . b do
5: Sample a latent variable k(i) ∼ PK(k);
6: Sample a real data x(i) ∼ Pr(x);
7: L(i) ← logDwd

(
x(i)

)
+ log

(
1− Dwd

(
Gwg(k

(i))
))

8: Update the discriminator:
9: wd ← Adam

(
∇wd

1
b

∑b
i=1 L(i), λ

)
;

10: for k = 1, . . . , ngen do
11: Sample batch of latent variables {k(i)}bi=1 ∼ PK(k);
12:
13: Update the generator:
14: wg ← Adam

(
∇wg

1
b

∑b
i=1 log

(
1− Dwd

(
Gwg(k

(i))
))
, λ

)
.

the Jensen Shannon divergence, used to measure the difference between the
distributions in a GAN. For this reason, using a different distance would
alleviate the mode collapse problem (see Wasserstein GAN below).

Networks architecture. The type of networks used for the two mod-
els depends strongly on the type of samples present in the dataset, i.e. it
depends on the structure of the data domain. If images or fixed-length se-
quences are used, it is common practice to use a Convolutional Neural Net-
work (CNN) [41] for both the discriminator and the generator. On the con-
trary, feedforward and recurrent neural networks can be used if they better
suit the data domain.



68 CHAPTER 3. LEARNING ALGORITHMS

Figure 3.4: Diagram of a Generative Adversarial Network. xr denotes real
samples coming from the dataset, whereas xg denotes generated samples, i.e.
xg = Gwg(k).

Conditional GAN

When data in the domain belong to different classes, we may decide to gen-
erate a new sample, ignoring the class it will belong to, or we could aim
at generating new samples that are likely to belong to a specific class. In
the first scenario, a traditional GAN (introduced before) is enough, whereas
in the second scenario a conditional GAN is needed. A conditional GAN
(cGAN) [47] is an extension, allowing the generative process to condition on
certain information. The conditioning input could either be a categorical
discrete information, such as a class label, or a continuous value.

In a cGAN both the generator and discriminator are conditioned on some
extra information t. The discriminator will take as input both a sample x,
either real or fake, and the condition t. In turn, the generator will take as
input a sample k from the latent space and the condition t, so that it will
learn to generate examples of that class in order to fool the discriminator.
The value function of Eq. (3.2) is then reformulated as:

V (Gwg ,Dwd
) := Ex∼Pr(x)

[
log

(
Dwd

(x|t)
)]
+

+ Ek∼PK(k)

[
log

(
1− Dwd

(
Gwg(k|t)

))]
.

(3.4)

Figure 3.5 shows the cGAN architecture.

GANs are an extremely powerful yet very unstable tool. They are highly
sensitive to chosen hyper-parameters and are subject to vanishing gradients
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Figure 3.5: Diagram of a conditional Generative Adversarial Network. xr
denotes real samples coming from the dataset, whereas xg denotes generated
samples, i.e. xg = Gwg(k).

and the mode collapse problem. In this perspective, Wasserstein GAN pro-
poses a new formulation that overcomes most of the aforementioned prob-
lems.

Wasserstein GAN

Wasserstein GAN (WGAN) [48, 49] are a version of GAN known to be more
stable and less sensitive to the choice of model architecture and hyperparam-
eters compared to a traditional GAN. WGANs use the Wasserstein distance
(also known as Earth-Mover’s distance), rather than the Jensen Shannon di-
vergence, to measure the difference between the model distribution Pwg and
the target distribution Pr.

The Wasserstein distance (Earth-Mover (EM) distance) between two dis-
tributions is defined as

W (Pr,Pwg) = inf
γ∈Π(Pr,Pwg )

E(x,y)∼γ [||x− y||] , (3.5)

where Π(Pr,Pwg) denotes the set of all joint distributions γ(x, y) whose
marginals are respectively Pr and Pwg . Intuitively, γ(x, y) indicates how
much “mass” must be transported from x to y in order to transform the dis-
tributions Pr into the distribution Pwg . The EM distance then is the “cost”
of the optimal transport plan. The EM is a much more sensible cost function
for optimization problems than the Jensen-Shannon divergence [48]. Even if
computing the infimum in (3.5) is intractable, the Kantorovich-Rubinstein
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duality [50] allow us to rewrite such distance as the supremum over all the
1-Lipschitz functions f : X → R:

W (Pr,Pwg) = sup
||f ||L≤1

(
Ex∼Pr [f(x)]− Ex∼Pwg

[f(x)]
)
. (3.6)

If we have a parametrized family of functions {fθ}θ∈Θ that are all 1-Lipschitz,
we could solve the problem:

max
θ∈Θ

Ex∼Pr [fθ(x)]− Ex∼Pwg
[fθ(x)], (3.7)

whose computation would yield the distance W (Pr,Pwg). In order to select
such a parametric family of functions, we define a neural net Cwc parametrized
by weights wc. To enforce the Lipschitz constraint we follow [49] and intro-
duce a penalty over the norm of the gradients. It is known that a differen-
tiable function is 1-Lipchitz if and only if it has gradients with norm at most
1 everywhere. The objective function, to be maximized w.r.t. wc, becomes:

L(wc, wg) := Ex∼Pr [Cwc(x)]−Ex∼Pwg
[Cwc(x)]−βEx̂∼Px̂

(∥∇x̂Cwc(x̂)∥2−1)2], (3.8)

where β is the penalty coefficient and Px̂ is defined by sampling uniformly
along straight lines between pairs of points sampled from Pr and Pwg . The
Cwc network is referred to as critic and it outputs different scores for real and
fake samples, its objective function (Eq. (3.8)) provides an estimate of the
Wasserstein distance among the two distributions. On the other hand, the
distribution Pwg is parametrized by wg; we seek the parameters that make it
as close as possible to Pr. To achieve this, we consider a random variable K
with a fixed simple distribution PK and pass it through a parametric function,
the generator, Gwg : K → X that generates samples following the distribution
Pwg . Therefore, the WGAN architecture consists of two deep neural nets, a
generator that proposes a distribution and a critic that estimate the distance
between the proposed and the real (unknown) distribution. Using WGAN
brings several important advantages compared to traditional GAN: it avoids
the mode collapse problem, which makes WGAN more suitable for capturing
stochastic dynamics, it drastically reduces the problem of vanishing gradi-
ents and it also has an objective function that correlates with the quality of
generated samples, making the results easier to interpret. Another possible
approach to enforce the Lipschitz constraint over the critic neural net is to
clip the weights to lie in a compact space W . If W is compact, then fw is
K-Lipschitz and thus we get an estimate of K ·W (Pr,Pwg) [48]. Although
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Algorithm 9 Conditional WGAN with gradient penalty. Default values used
for hyper-parameters: β = 10, ncritic = 5, α = 0.0001, β1 = 0.5, β2 = 0.9.
Variable x denotes the input, variable t denotes the condition.
1: procedure Train cWGAN-GP(number of epochs nepochs, number of

critic iterations per generator iteration ncritic, batch size b, learning rate
β)

2: for e = 1 . . . , nepochs do
3: for k = 1 . . . , ncritic do
4: for i = 1 . . . , b do ▷ Mini-Batching
5: Sample a real data (t, x) ∼ Pr;
6: Sample a latent variable k ∼ PK(k);
7: Sample a random number ϵ ∼ U [0, 1]
8: x̃← Gwg(k, t)
9: x̂← ϵx+ (1− ϵ)x̃

10: L(i) ← Cwc(x̃, t)− Cwc(x, t) + β(∥ ∇x̂Cwc(x̂, t) ∥2 −1)2

11: wc ← Adam
(
∇wc

1
m

∑m
i=1 L(i), wc, α, β1, β2

)
12: Sample a batch of latent variables {k(i)}mi=1 ∼ PK(k)
13: Sample a batch of random conditions {t(i)}mi=1 ∼ P(t)
14: wg ← Adam

(
∇wg

1
m

∑m
i=1−Cwc(Gwg(k

(i), t(i)), t(i)), wg, β
)

easier to implement, this approach has been shown to lead to optimization
difficulties [49], and even when optimization succeeds the resulting critic can
have a pathological value surface. Therefore the WGAN-GP approach (Al-
gorithm 9) is preferable.

To summarize, GAN and WGAN are in general very strong and flexible as
they can handle high-dimensional data and they can easily learn to generate
multi-modal outputs. Interesting application areas are data augmentation
and data-editing.

3.3 Uncertainty quantification

The predictions made by the deep-learning algorithms presented in Sec-
tion 3.1, although accurate, are doomed to encounter some errors. It is the
very nature of an approximation to allow for some error. However, it could
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be extremely beneficial to have an understanding of how much a prediction is
trustworthy. Quantification of the predictive uncertainty allows us to define
alternative strategies in the most uncertain scenarios. We present to alterna-
tive approaches: a Bayesian (Section 3.3.1) and a frequentist (Section 3.3.2)
one.

3.3.1 Bayesian Neural Networks for classification

A neural network is a function fw : X → [0, 1]c, which maps an input x ∈ X
into a vector of class likelihoods, fw(x) = [f 1

w(x), . . . , f
c
w(x)], depending on

some parameters w, namely weights and biases. A trained neural network is
typically a complex but deterministic model. The core idea of Bayesian neu-
ral networks (BNNs) is to place a probability distribution over its parameters
w, thereby transforming the neural network into a stochastic model. The ad-
vantage of Bayesian methods, and BNNs in particular, is that they provide
a distribution of predictions, called predictive distribution, rather than a sin-
gle prediction like deterministic NNs. Such distribution captures both the
aleatoric uncertainty, i.e., the noise inherent in the observations, and the
epistemic uncertainty, i.e. model uncertainty about its prediction [51]. We
will therefore leverage this predictive distribution, its mean and variance to
be precise, to compute our Bayesian uncertainty measures.

The Bayesian learning process starts by defining a prior distribution for
w that expresses our initial belief about the parameter values. As we observe
data Z ′ ∼ Z, we update this prior to a posterior distribution using Bayes’
rule:

p(w|Z ′) =
p(Z ′|w)p(w)

p(Z ′)
. (3.9)

Note that placing a prior distribution over w is analogous to the random
weight initialization required to train a traditional (deterministic) neural
network. A common choice is to choose a zero-mean Gaussian prior.

Similarly, we assume that the conditional distribution p(t|x) is a softmax
likelihood

p(t = tj|x,w) =
exp(f jw(x))∑c
i=1 exp(f

i
w(x))

. (3.10)

It follows that, given a set of i.i.d. observations Z ′, the likelihood function
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can be expressed as

p(Z ′ | w) =
∏

(xi,ti)∈Z′

p(ti|xi,w). (3.11)

Note that, because of the non-linearity introduced by the neural net-
work function fw(x) and by the softmax likelihood, the posterior p(w|Z ′) is
non-Gaussian. Finally, in order to predict the value of the target for an unob-
served input x∗, we marginalize the predictions with respect to the posterior
distribution of the parameters, obtaining

p(t̂∗|x∗, Z ′) =

∫
p(t̂∗|x∗,w)p(w|Z ′)dw. (3.12)

The latter is called posterior predictive distribution and it can be used to
retrieve information about the uncertainty of a specific prediction t̂∗. Unfor-
tunately, the integration is analytically intractable due to the non-linearity
of the neural network function [44, 52].

Empirical approximation of the predictive distribution . Assume,
for the moment, that we are able to sample from the posterior distribu-
tion (3.9) and let [w1 , . . . ,wN ] denote a vector of N realizations of the random
variable w ∼ p(w|Z ′). Each realization wi induces a deterministic function
fwi

that can be evaluated at x∗, the unobserved input. The likelihood for a
target t̂∗ can be computed using (3.10). The empirical approximation of the
predictive distribution (3.12) can be expressed as

p (̂t∗|x∗,Z ′) ≈ 1

N

N∑
i=1

p(t̂∗|x∗, wi)

=
1

N

N∑
i=1

[
exp

(
f ∗
wi
(x∗)

)∑c
j=1 exp

(
f jwi(x∗)

)] , (3.13)

where f ∗
wi

denotes the component of fwi
corresponding to class t̂∗. By the

strong law of large numbers, the empirical approximation converges to the
true distribution as N → ∞ [53]. The sample size N can be chosen, for
instance, to ensure a given width of the confidence interval for a statistic
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of interest [54] or to bound the probability that the empirical distribution
differs from the true one by at most some given constant [55].

Bayesian inference techniques. Since precise inference is infeasible, var-
ious approximate methods have been proposed to infer a BNN. We consider
two approximate solution methods: Hamiltonian Monte Carlo and Varia-
tional Inference.

Let w be a weight vector sampled from the posterior distribution p(w|Z ′),
i.e., a realization of the random variable w. We denote with fw(x) the
corresponding deterministic neural network having weights fixed to w.

Hamiltonian Monte Carlo (HMC) [56] defines a Markov chain whose in-
variant distribution is exactly the posterior p(w|Z ′) .

The Hamiltonian dynamics is used to speed up space exploration. HMC
does not make any assumption on the form of the posterior distribution and is
asymptotically correct. After convergence, HMC returns a trace of explored
network weights w0, w1, . . . , wN that, all together, can be interpreted as an
empirical approximation of the posterior p(w|Z ′). Controlling in a precise
way the convergence rate and how well the chain explores the parameter
space is, however, far from trivial.

Variational Inference (VI) [57] directly approximates the posterior dis-
tribution with a known parametric distribution q(w;ψ), typically a distribu-
tion easy to sample from. Its parameters ψ, called variational parameters,
are learned by minimizing the Kullback-Leibler (KL) divergence between the
proposed distribution and the posterior. The KL divergence between q(w;ψ)
and p(w|Z ′) is defined as

KL(q(w;ψ)||p(w|Z ′)) =

∫
q(w;ψ) log

q(w;ψ)

p(w|Z ′)
dw. (3.14)

Since the posterior distribution is not known, a different objective function,
called Evidence Lower Bound (ELBO), is introduced. It is defined as

ELBOψ = Eq(w;ψ){log p(Z ′|w)−KL(q(w;ψ)||p(w))}. (3.15)

ELBO [58]. In VI, the variational objective, i.e., the negative ELBO,
becomes the loss function used to train a Bayesian neural network [58]. A
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common choice for q(w;ψ) is the Gaussian distribution (where ψ are its mean
and variance).

The predictive distribution is a non-linear combination of Gaussian dis-
tributions, and thus it is not Gaussian. However, samples can be easily ex-
tracted from q(w;ψ), which allows us to obtain an empirical approximation
of the predictive distribution.

Prediction uncertainty. Having shown how to derive empirical approx-
imations of the predictive distribution (either with HMC or with VI) we
can now extract statistics to characterize the latter. We stress that the pre-
dictive distribution, and hence its statistics, effectively captures predictive
uncertainty.

3.3.2 Conformal Predictions

In the following, we provide background on conformal prediction considering
a generic prediction model.

Conformal Prediction associates measures of reliability to any traditional
supervised learning problem. It is a very general approach that can be applied
across all existing classification and regression methods [59, 60]. CP produces
prediction regions with guaranteed validity.

Definition 2 (Prediction region). For significance level ϵ ∈ (0, 1) and test
input x∗, the ϵ-prediction region for x∗, Γϵ∗ ⊆ T , is a set of target values s.t.

Pr
(x∗,t∗)∼Z

(t∗ ∈ Γϵ∗) = 1− ϵ. (3.16)

The idea of CP is to construct the prediction region by “inverting” a
suitable hypothesis test: given a test point x∗ and a tentative target value t′,
we exclude t′ from the prediction region only if it is unlikely that t′ is the true
value for x∗. The test statistic is given by a so-called nonconformity function
(NCF) δ : Z → R, which, given a predictor f and a point z = (x, t), measures
the deviation between the true value t and the corresponding prediction f(x).
In this sense, δ can be viewed as a generalized residual function. In other
words, CP builds the prediction region Γϵ∗ for a test point x∗ by excluding
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all targets t′ whose NCF values are unlikely to follow the NCF distribution
of the true targets:

Γϵ∗ =
{
t′ ∈ T | Pr(x,t)∼Z (δ(x∗, t

′) ≥ δ(x, t)) > ϵ
}
. (3.17)

The probability term in Eq. 3.17 is often called the p-value. From a practical
viewpoint, the NCF distribution Pr(x,t)∼Z(δ(x, t)) cannot be derived in an
analytical form, and thus we use an empirical approximation derived using a
sample Zc of Z. This approach is called inductive CP [61] and Zc is referred
to as calibration set.

Remark 2 (Assumptions and guarantees of inductive CP). Importantly, CP
prediction regions have finite-sample validity [59], i.e., they satisfy (3.16) for
any sample of Z (of reasonable size), and not just asymptotically. On the
other hand, CP’s theoretical guarantees hold under the exchangeability as-
sumption (a “relaxed” version of iid) by which the joint probability of any
sample of Z is invariant to permutations of the sampled points. Indepen-
dent observations are exchangeable but sequential ones are not (due to the
temporal dependency). Even though sequential data violate CP’s theoretical
validity, we will find that the prediction regions still attain empirical cover-
age, i.e. the probability that the prediction region contains the correct target
value, is consistent with the nominal coverage (see results section), that is,
the probabilistic guarantees still hold in practice (as also found in previous
work on CP and time-series data [59]).

Validity and Efficiency. CP performance is measured via two quantities:
1) validity (or coverage), i.e. the empirical error rate observed on a test
sample, which should be as close as possible to the significance level ϵ, and
2) efficiency, i.e. the size of the prediction regions, which should be small.
CP-based prediction regions are automatically valid (under the assumptions
of Remark 1), whereas the efficiency depends on the chosen nonconformity
function and thus on the underlying model.

CP for classification

In classification, the target space is a discrete set of possible labels (or classes)
T = {t1, . . . , tc}. We represent the classification model as a function fd :
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X → [0, 1]c mapping inputs into a vector of class likelihoods, such that the
predicted class is the one with the highest likelihood2.

The inductive CP algorithm for classification is divided into an offline
phase, executed only once, and an online phase, executed for every test point
x∗. In the offline phase (steps 1–3 below), we train the classifier f and
construct the calibration distribution, i.e., the empirical approximation of the
NCF distribution. In the online phase (steps 4–5), we derive the prediction
region for x∗ using the computed classifier and distribution.

1. Draw sample Z ′ of Z. Split Z ′ into training set Zt and calibration set
Zc.

2. Train classifier f using Zt. Use fd to define an NCF δ.

3. Construct the calibration distribution by computing, for each zi ∈ Zc,
the NCF score αi = δ(zi).

4. For each label tj ∈ T , compute αj∗ = δ(x∗, t
j), i.e., the NCF score for

x∗ and tj, and the associated p-value pj∗:

pj∗ =
|{zi ∈ Zc | αi > αj∗}|

|Zc|+ 1
+ θ
|{zi ∈ Zc | αi = αj∗}|+ 1

|Zc|+ 1
, (3.18)

where θ ∈ U [0, 1] is a tie-breaking random variable.

5. Return the prediction region

Γϵ∗ = {tj ∈ T | pj∗ > ϵ}. (3.19)

In defining the NCF δ, we should aim to obtain high δ values for wrong
predictions and low δ values for correct ones. Thus, a natural choice in
classification is to define

δ(x, tj) = 1− f jd(x), (3.20)

where f jd(x) is the likelihood predicted by fd for class tj. Indeed, if tj is the
true target for x and f correctly predicts tj, then f jd(x) is high (the highest
among all classes) and δ(x, tj) is low; the opposite holds if f does not predict
tj.

2Ties can be resolved by imposing an ordering over the classes.
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Prediction uncertainty. A CP-based prediction region provides a set of
plausible predictions with statistical guarantees, and as such, also captures
the uncertainty about the prediction. Indeed, if CP produces a region Γε∗ with
more than one class, then the prediction for x∗ is ambiguous (i.e., multiple
predictions are plausible), and thus, potentially erroneous. Similarly, if Γε∗
is empty, then there are no plausible predictions at all, and thus, none can
be trusted. The only reliable prediction is the one where Γε∗ contains only
one class. In this case, Γε∗ = {t̂∗}, i.e., the region only contains the predicted
class. This is always true for our NCF function (Eq. (3.20)), as shown in the
following proposition.

Proposition 1. For the NCF function (3.20), if Γε∗ = {tj1}, then tj1 = f(x∗).

Proof. Suppose by contradiction that Γε∗ = {tj1} and tj1 ̸= f(x∗) = tj2 . Then,
by Equation 3.19, this implies that pj1∗ > ε and that pj2∗ ≤ ε, i.e., pj1∗ > pj2∗ . In
turn, this implies that the corresponding NCF scores are such that αj1∗ ≤ αj2∗
(the inequality is not strict due to the tie-braking factor θ in Equation 3.18).
But according to the definition of our NCF function (3.20), this means that
f t

j1

d (x∗) ≥ f y
j2

d (x∗), i.e., that the likelihood of the non-predicted class tj1 is
not below than that of the predicted class tj2 , which, by Definition 1 and the
assumption of well-formed discriminant, is a contradiction.

The size of the prediction region is determined by the chosen significance
level ε and by the p-values derived via CP. Specifically, from Equation (3.19)
we can see that, for levels ε1 ≥ ε2, the corresponding prediction regions are
such that Γε1 ⊆ Γε2 . It follows that, given a test input x∗, if ε is lower than
all its p-values, i.e. if ε < minj=1,...,c pj∗, then the region Γε∗ contains all
the classes, and Γε∗ shrinks as ε increases. In particular, Γε∗ is empty when
ε ≥ maxj=1,...,c p

j
∗.

In the classification scenario, CP introduces two additional point-wise
measures of uncertainty, called confidence and credibility, defined in terms of
two p-values, independently of the significance level ε. The intuition is that
these two p-values identify the range of ϵ values for which the prediction is
reliable, i.e., |Γε∗| = 1.

Definition 3 (Confidence and credibility). Given a predictor F , the confi-
dence of a point x∗ ∈ X, denoted by 1− γ∗, is defined as:

1− γ∗ = sup{1− ε : |Γε∗| = 1}, (3.21)
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Figure 3.6: CP p-values over the [0, 1] interval and corresponding sizes of
prediction interval. ỹi is the class with the i-th largest p-value, so pℓ̃1∗ = κ∗
and pℓ̃2∗ = γ∗.

and the credibility of x∗, denoted by κ∗, is defined as:

κ∗ = inf{ε : |Γε∗| = 0}. (3.22)

Therefore, the so-called confidence-credibility interval [γ∗, κ∗) contains all
the values of ε such that |Γε∗| = 1.

The confidence 1−γ∗ is the highest probability value for which the corre-
sponding prediction region contains only t̂∗, and thus it measures how likely
(according to the calibration set) our prediction for x∗ is.

In particular, γ∗ corresponds to the second largest p-value. The credibility
κ∗ is the smallest level for which the prediction region is empty, i.e., no
plausible prediction is found by CP. It corresponds to the highest p-value,
i.e., the p-value of the predicted class. Figure 3.6 illustrates CP p-values and
corresponding prediction region sizes. In binary classification problems, each
point x∗ has only two p-values: κ∗ (p-value of the predicted class) and γ∗
(p-value of the other class).

It follows that the higher 1−γ∗ and κ∗ are, the more reliable the prediction
t̂∗ is, because we have an expanded range [γ∗, κ∗) of ε values by which |Γε∗| = 1.
Indeed, in the degenerate case where κ∗ = 1 and γ∗ = 0, then |Γε∗| = 1 for
any value of ε < 1. This is why, as we will explain in the next section,
our uncertainty-based rejection criterion relies on excluding points with low
values of 1−γ∗ and κ∗. Hence, our frequentist uncertainty measure associates
with each input its confidence and credibility values.
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Mondrian approach. The validity property, as stated above, guarantees
an error rate over all possible labels, not on per-label basis. The latter can
be achieved with a CP variant, called label-conditional CP, which is in turn a
variant of the Mondrian CP approach. The only change is in the calculation
of the p-values. The p-value associated to class tj on a test point x∗ is defined
as:

pj∗ =
|{zi ∈ Zc : ti = tj, αi > αj∗}|
|{zi ∈ Zc : ti = tj}|+ 1

+ (3.23)

+ θ
|{zi ∈ Zc : ti = tj, αi = αj∗}|+ 1

|{zi ∈ Zc : ti = tj}|+ 1
. (3.24)

In words, we consider only the αi corresponding to examples with the same
label tj as the hypothetical label that we are assigning at the test point.

Label-conditional validity [62] is extremely important when the CP is ap-
plied to an unbalanced dataset. It has been shown empirically, that, with the
plain validity property, the overall error rates tend to the chosen significance
level, but the minority class are disproportionally affected by errors. The
Mondrian approach ensures that, even for the minority class, the expected
error rate will tend to the chosen significance level ε. We refer the reader to
the existing literature [63, 64] for further details.

NCF for Support Vector Classifiers. CP relies on the definition of
a nonconformity measure, every classification algorithm has a specific non-
conformity measure. SVC is a kernel-based method that transforms the
original data by mapping them into a new space, called feature space, via a
feature map ϕ(x). By doing so, patterns that are not linearly separable can
be converted to be linearly separable in the feature space [44]. The linear
decision boundary for a binary SVC is defined as d(x) = a · ϕ(x) + b = 0, for
x in the original space. Support vectors are the data points that lie closest to
the decision hyper-plane. SVC maximizes the margin around the separating
hyperplane and the decision function, which depends only on the support
vectors. For ease of notation, we are assuming Y = {−1, 1}, rather than
{0, 1}. The distance of a point x∗ from the separating hyperplane of the
SVC is given by:

dh∗ =
|d(x∗)|
||a||

,
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where d(x∗) is SVC decision function d(·) evaluated in x∗ and ||a|| is the
weighted sum of the support vectors. Then, the distance to the margin
boundary of the class under consideration is given by:

dm∗ =
|d(x∗)| − 1

||a||
.

The non-conformity measure is thus defined as

αj∗ = exp(−dm∗ ).

Such definition is presented in [65]. In the case of transductive CP (TCP),
the NCM can be derived directly from the value of Lagrange multipliers
associated with the support vectors, as proposed in [64].

CP for Regression

In regression, we have a continuous target space T ⊆ Rn. The CP algorithm
for regression is similar to the classification one. In particular, the offline
phase of steps 1–3, i.e., training of regression model f and definition of NCF
δ, is the same (with obviously a different kind of f and δ).

The online phase changes though, because T is a continuous space and
thus, it is not possible to enumerate the target values and compute for each
a p-value. Instead, we proceed in an equivalent manner, that is, identify
the critical value α(ϵ) of the calibration distribution, i.e., the NCF score
corresponding to a p-value of ϵ. The resulting ϵ-prediction region is given
by Γϵ∗ = f(x∗) ± α(ϵ), where α(ϵ) is the (1 − ϵ)-quantile of the calibration
distribution, i.e., the ⌊ϵ · (|Zc|+ 1)⌋-th largest calibration score3.

A natural NCF in regression, and the one used in our experiments, is the
norm of the difference between the real and the predicted target value, i.e.,
δ(x) = ||t− f(x)||.

3Such prediction intervals have the same width (α(ϵ)) for all inputs. There are tech-
niques like [66] that allow constructing intervals with input-dependent widths, which can
be equivalently applied to our problem.
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Chapter 4

Model Abstraction

A wide range of complex systems can be modeled as a network of chemi-
cal reactions (see Section 2.1.2). Stochastic simulation is typically the only
feasible analysis approach that scales in a computationally tractable manner
with the increase in system size, as it avoids the explicit construction of the
state space. The well known Gillespie Stochastic Simulation Algorithm [67]
is widely used for simulating models, as it samples from the exact distri-
bution over trajectories. This algorithm is effective to simulate systems of
moderate complexity, but it does not scale well to systems with many species
and reactions, large populations, or internal stiffness. In these scenarios, a
more effective choice is to rely on approximate simulation algorithms such as
tau-leaping [68] and hybrid simulation [69]. Nonetheless, when the number
of simulations required is extremely large and possibly costly, e.g. when one
needs to simulate a large population of heterogeneous cells in a multi-scale
model of a tissue or to simulate many heterogeneous individuals in a popula-
tion ecology scenario, all these methods become extremely computationally
demanding, even for HPC facilities.

A viable approach to address such a problem is model abstraction, which
aims at reducing the underlying complexity of the model and thus reducing
its simulation cost. However, building effective model abstractions is difficult,
requiring a lot of ingenuity and manpower. Here we advocate the strategy
of learning an abstraction from simulation data. Our strategy is to frame
model abstraction as an unsupervised learning problem and learn an abstract

85
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probabilistic model using state of the art deep learning. The probabilistic
model should then be able to generate approximate trajectories efficiently and
in constant time, i.e., independent of the complexity of the original system,
thus sensibly reducing the simulation cost.

Related work. The idea of using machine learning as a model abstraction
tool to approximate and simplify the dynamics of a Markov Population Pro-
cess has received some attention in recent years. In [70] the authors use a
Mixture Density Network (MDN) [44] to approximate the transition kernel
of the stochastic process. In [71] the authors extend the previous approach
by introducing an automated search of the MDN architecture that better fit
the data. In [72] the authors present a Bayesian model abstraction technique,
based on Dirichlet Processes, that allows the quantification of the reconstruc-
tion uncertainty. In all cases, what is learned is an approximate transition
kernel, i.e., the probabilistic distribution of a single simulation step. In this
work, we address a more general and more complex problem. Instead of
learning an approximate transition kernel, we learn the distribution of an en-
tire trajectory of fixed length. This latter problem is not solvable with any of
the previously adopted approaches, and its major goal is to keep abstraction
error under control. In fact, training the abstract model on a full trajectory,
rather than on pairs of subsequent states, allows the abstract model to retain
and capture more information about the dynamics of the Markov process.

Contributions. Our approach leverages Generative Adversarial Nets, whi-
ch are one of the most strong and flexible techniques to learn probabilistic
models. In fact, the GAN-based model abstraction technique is capable of
learning a conditional distribution over the trajectory space, keeping into
account the correlation, both spatial and temporal, among all the different
species and conditioning both on initial states and model parameters. All
the previous approaches focus on learning the distribution of the state of
the system after a time ∆t, the so-called transition kernel. However, such
approaches perform poorly when the time interval is small and the dynamics
are transient, showing a clear propagation of the error as the approximate
kernel is applied iteratively to form a trajectory. Furthermore, producing a
full trajectory reduces, even more, the computational cost of simulating a
large pool of trajectories for different initial settings.
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4.1 Problem Statement

Let us briefly recall the formalism of a chemical reaction network, introduced
in Section 2.1.2, and the concept of a condition Wasserstein Generative Ad-
versarial Network (c-WGAN), introduced in Section 3.2.1.

4.1.1 Preliminaries

Chemical Reaction Networks. Consider a system with n species evolv-
ing according to a stochastic model defined as a Chemical Reaction Network.
Under the well-stirred assumption, the time evolution can be modelled as a
Continuous Time Markov Chain (CTMC) on a discrete state space. The vec-
tor st = (s1,t, . . . , sn,t) ∈ S ⊆ Nn denotes the state vector at time t, where si,t
is the number of individuals in species i at time t. The dynamics is encoded
by a set of m reactions with parametric propensity functions that depends
on the state of the system. Due to the memoryless property of CTMC, the
probability of finding the system in state s at time t given that it was in
state s0 at time t0 can be expressed as a system of ODEs known as Chemical
Master Equation (CME).

Conditional WGAN-GP. Wasserstein GAN (WGAN) are a deep gen-
erative model based on the use of the Wasserstein distance to measure the
difference between the model distribution Pwg and the target distribution Pr,
i.e., W (Pr,Pwg). Such metric can be expressed in a functional form as:

W (Pr,Pwg) = sup
||f ||L≤1

(
Ex∼Pr [f(x)]− Ex∼Pwg

[f(x)]
)
. (4.1)

The WGAN rationale is to define a neural net Cwc , parametrized by weights
wc and representing a parametric family of functions, and to enforce the
Lipschitz constraint, we introduce a penalty over the norm of the gradients.
On the other hand, the neural net generator, Gwg , parametrized by weights
wg, generates samples following the distribution Pwg . We seek the parameters
that make it as close as possible to Pr. The WGAN architecture consists of
two deep neural nets, a generator that proposes a distribution and a critic
that estimate the distance between the proposed and the real (unknown)
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distribution (see Section 3.2.1 for more details). Furthermore, we are going
to use a conditional formulation of WGAN.

4.1.2 Learning an abstraction

The underlying idea is the following: given a stochastic process {st}t≥0 with
transition probabilities Ps0(st = s) = P(st = s | st0 = s0), we aim at finding
another stochastic process whose trajectories are faster to simulate but simi-
lar to the original ones. Time has to be discretized, meaning we fix an initial
time t0 and a time step ∆t that suits our problem. We define s̃i := st0+i·∆t,
∀i ∈ N. In addition, given a fixed time horizon H, we define time-bounded
trajectories as

ξ̃[1,H] = s̃1s̃2 · · · s̃H ∈ SH ⊆ NH×n.

Given a state s0 and a set of parameters θ, we can represent a trajectory of
length H as a realization of a random variable over the state space SH . The
probability distribution for such random variable is given by the product of
the transition probabilities at each time step:

Ps0,θ(ξ̃[1,H] = s̃1s̃2 · · · s̃H) =
H∏
i=1

Ps̃i−1,θ(ξ̃i = s̃i).

The CTMC, {st}t≥0, is now expressed as a time-homogeneous Discrete Time
Markov Chain {s̃i}i. An additional approximation has to be made: the ab-
stract model takes values in S ′ ⊆ Rn

≥0, a continuous space in which the state
space S ⊆ Nn is embedded. In constructing the approximate probability dis-
tribution for trajectories we can decide to restrict our attention to arbitrary
aspects of the process, rather than trying to preserve the full behaviour. A
projection proj from SH to an arbitrary space Y H can be used to reach this
purpose, for instance, to monitor the number of molecules belonging to a cer-
tain subset of chemical species, i.e., Y ⊆ S. Note that proj(ξ̃[0,H]) is a random
variable over Y H . Such flexibility could be extremely helpful in capturing
the dynamics of systems in which some species are not observable.

Abstraction accuracy. A meaningful quantification of the error intro-
duced by the abstraction procedure, i.e., the reconstruction accuracy, is an-
other important ingredient. Such quantification must be based on a distance,
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d, among distributions. We choose the Wasserstein distance, together with
the absolute and relative difference among means and variances of the his-
tograms. Given a distribution over initial states s0 and a distribution over
parameters θ, we would like to measure the expected error at every time
instant ti = t0 + i ·∆t with i ∈ {1, . . . , H}. Formally, we want to measure

Es0,θ
[
d
(
proj(ξ[1,H])

∣∣
i
, proj′(ξ′[1,H])

∣∣
i

)]
,

where proj(ξ[1,H])
∣∣
i

denotes the i-th time components of the projected tra-
jectory proj(ξ[1,H]) ∈ Y H . To estimate such quantity we use a well-known
unbiased estimator, which is the average over the distances computed over
a large sample set of initial settings. Computing the distance among SSA
and abstract distributions at each time step quantify how small the expected
error is and, more importantly, how it evolves in time. As a matter of fact,
it shows whether the error tends to propagate or not and how much each
species contributes to the abstraction error. In practice, we compute H · n
distances among distributions over N as we want to know how each species
contributes to the reconstruction error.

Definition 4 (Abstract process). Let (s0, θ) be the initial settings and let
ξs0,θ = {s̃i}Hi=1 be a discrete time stochastic process, conditioned on the initial
settings, over an arbitrary space SH , the space of trajectories of length H, and
let proj : SH → Y H be a projection function. An abstraction of (ξs0,θ, proj) is
a discrete time stochastic process (ξ′s0,θ, proj

′) where:

- S ′ ⊆ Rn
≥0 is the abstract state space,

- proj′ : S ′H → Y H is the abstract projection function,

- ξ′s0,θ = {s
′
i}Hi=1 is an abstract discrete stochastic process over S ′H .

Given the distribution over initial states and the distribution over param-
eters, the abstract stochastic process should minimize the expected error at
every time instant ti = t0+i·∆t, with i ∈ {1, . . . , H}, i.e., it should minimize

Es0,θ
[
d
(
proj(ξs0,θ)

∣∣
i
, proj′(ξ′s0,θ)

∣∣
i

)]
,

where proj(ξ′s0,θ)
∣∣
i
denotes the i-th time components of the projected trajectory

proj(ξs0,θ) ∈ Y H and d denotes an arbitrary distance among distributions.
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4.1.3 Dataset Generation

Training set. Choose a set of Ntrain initial settings and for each setting
simulate ktrain SSA trajectory of length H. The training set is composed
of Ntrain · ktrain pairs initial setting-trajectory, i.e. pairs (θi, si0, ξ

ij
[1,H]) for

i = 1, . . . , Ntrain and j = 1, . . . , ktrain.

Test set. Choose a set of Ntest initial settings and for each setting simulate
a large number, ktest ≫ ktrain, of SSA trajectory of length H. The test set is
composed of Ntest ·ktest pairs initial setting-trajectory, i.e. pairs (θi, si0, ξ

ij
[1,H])

for i = 1, . . . , Ntest and j = 1, . . . , ktest.

Partial observability. In case of partial observability, Y ⊆ S, we fix an
initial condition for species in Y , and simulate a pool of trajectories each time
sampling the initial value of species in S∖Y . As a result, we are learning an
abstract distribution that marginalizes over unobserved variables.

4.1.4 cWCGAN-GP architecture

Dealing with inputs that are trajectories, i.e. sequences of fixed length, re-
quires the use of convolutional neural networks (CNNs) [73] for both the
generator and the critic. The condition can be either the initial state or
some parameters or both. The architecture used in this work is thus a condi-
tional Wasserstein Convolutional GAN with gradient penalty, it is going to
be referred to as cWCGAN-GP.

The critic Cwc takes as input a batch of initial states, s10, . . . , sb0, a batch of
parameters, θ1, . . . , θb, and a batch of subsequent trajectories, ξ1[1,H], . . . , ξ

b
[1,H].

For each i ∈ {1, . . . , b} the inputs, ξi[1,H], s
i
0 and θi, are concatenated to form

an input with dimension b× (H + 1)× (n+m) (see Fig. 4.1).

Formally, Cwc : SH+1 × Θ → R. To enforce the Lipschitz property over
Cwc we add a gradient penalty term over Px̂. Samples of Px̂ are generated
by sampling uniformly along straight lines connecting points coming from
a batch of real trajectories and points coming from a batch of generated
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Figure 4.1: Concatenated input of the critic net Cwc .

trajectories.

Figure 4.2: Concatenated input of the generator net Gwg .

On the other hand, the generator Gwg takes as input a batch of initial
states, s10, . . . , sb0, a batch of parameters, θ1, . . . , θb, and a batch of random
noise, k1, . . . , kb, with dimension k, a user-defined hyper-parameter. For each
i ∈ {1, . . . , b} the two inputs are, once again, concatenated to form an input
with dimension b× (n+m+k) (see Fig. 4.2). The generator outputs a batch
of generated trajectories ξ̂1[1,H], . . . ξ̂

b
[1,H]. Formally, Gwg : S × Θ ×K → SH ,

such that Gwg(s0, θ, k) = ξ̂[1,H] = s1 · · · sH . See the diagram in Fig. 4.3 and
the pseudocode for the algorithm in Section 3.2.1.

4.1.5 Model Training

The cWCGAN-GP-based model abstraction framework consists in training
two different CNNs. The loss function, introduced in Eq. (3.8), is a para-
metric function depending both on the generator weights wg and the critic
weights wc. When training the critic, we keep the generator weights constant
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Figure 4.3: Diagram of the cWCGAN architecture.

wg, and we maximize L(wc, wg) w.r.t. wc. Formally, we solve the problem

w∗
c = argmax

wc

{
L(wc, wg)

}
.

On the other hand, in training the generator, we keep the critic weights
constant wc, and we minimize L(wc, wg) w.r.t. wg. Formally, we solve the
problem

w∗
g = argmin

wg

{
L(wc, wg)

}
= argmin

wg

{
− Ek,(s0,θ)

[
Cwc

(
Gwg(z, s0, θ), s0, θ)

]}
.

As mentioned in Section 3, the loss function derives from the Wasserstein
distance between the real and generated distributions, see [48, 49] for the
mathematical details.

Intuitively, the generator generates a batch of samples, and these, along
with real examples from the dataset, are provided to the critic, which is then
updated to get better at estimating the distance between the real and the ab-
stract distribution. The generator is then updated based on scores obtained
by the generated samples from the critic. An important collateral advan-
tage is that WGANs have a loss function that correlates with the quality of
generated examples.

Training the cWCGAN-GP has a cost. Nonetheless, once it has been
trained, its evaluation is extremely fast. Details about training and evalua-
tion costs are discussed in Section 6.5.
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Abstract Model Simulation. Once the training is over, we can discard
the critic and focus only on the trained generator G. In order to generate
an abstract trajectory starting from a state s∗0 with parameters θ∗, we just
have to sample a value k from the random noise variable K and evaluate
the generator on the pair (s∗0, θ∗, k). The output is a stochastic trajectory of
length H: G(s∗0, θ∗, k) = ξ̂[1,H]. The stochasticity is provided by the random
noise variable, de facto the generator acts as a distribution transformer that
maps a simple random variable into a complex distribution. In order to
generate a pool of p trajectories, we simply sample p different values from the
random noise variable: k1, . . . , kp. Therefore, the generation of a trajectory
has a fixed computational cost.

4.2 Experimental Results

In this section, we validate our GAN-based model abstraction procedure on
the following case studies.

• SIR Model (Absorbing state). The SIR epidemiological model
describes a population divided in three mutually exclusive groups: sus-
ceptible (S), infected (I) and recovered (R). The system state at time
t is ηt = (St, It, Rt). The possible reactions, given by the interaction of
individuals (representing the molecules of a CRN), are the following:

– R1 : S + I
θ1·ItSt/(St+It+Rt)−−−−−−−−−−−→ 2I (infection),

– R2 : I
θ2·It−−→ R (recovery).

The model describes the spread, in a population, of an infectious disease
that grants immunity to those who recover from it. As the SIR model is
well-known and stable, we use it as a testing ground for our GAN-based
abstraction procedure. The ranges for the initial state are S0, I0, R0 ∈
[30, 200]. An important aspect of the SIR model is the presence of
absorbing states. In fact, when I = 0 or when R = N no more reaction
can take place.

• Ergodic SIRS Model. Small perturbations of the SIR model force
the system to be ergodic. We called this revised version ergodic SIRS
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(eSIRS). This model has no absorbing state. In particular, we assume
that the population is not perfectly isolated, meaning there is always a
chance of getting infected by some external individuals. In addition, we
also assume that immunity is only temporary. The possible reactions
are now the following:

– R1 : S + I
θ1·ItSt/(St+It+Rt)+θ2·St−−−−−−−−−−−−−−−→ 2I (infection),

– R2 : I
θ3·It−−→ R (recovery),

– R3 : R
θ4·Rt−−−→ S (immunity loss),

Both epidemiological models are essentially unimodal. The ranges for
the initial state are S0, I0, R0 ∈ [0, N ] such that S0 + I0 + R0 = N . In
our experiments N = 100. The range for parameter θ1 is [0.5, 5].

• Genetic Toggle Switch Model (Bistability). The toggle switch
is a well-known bistable biological circuit. Briefly, this system consists
of two genes, G1 and G2, that mutually repress each other. The sys-
tem displays two stable equilibrium states in which either of the two
gene products represses the expression of the other gene. The possible
reactions are:

– prodi : G
on
i

kpi·Gon
i−−−−→ Gon

i + Pi, for i = 1, 2;,

– bindi : 2Pj + Gon
i

kbi·Gon
i ·Pj ·(Pj−1)

−−−−−−−−−−→ Goff
i , for i = 1, 2 and j = 2, 1

resp.;

– unbindi : G
off
i

kui·Goff
i−−−−−→ Gon

i + 2Pj, for i = 1, 2 and j = 2, 1 resp.;

– degi : Pi
kdi·Pi−−−→ ∅, for i = 1, 2.

The ranges for the initial state are G1,0, G
on
2,0 ∈ {0, 1} and P1,0, P2,0 ∈

[5, 20].

• Oscillator Model. The oscillator circuit consists of three species A, B
and C and three reactions, in which A converts B to itself, B converts
C to itself, and C converts A to itself. The three species regulate each
other in a cyclic manner. This circuit was found to exhibit oscillations
in the concentrations of the three species.
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– R1 : A+B
θ· A·B

A+B+C−−−−−→ 2A (B transformation),

– R2 : B + C
θ· B·C

A+B+C−−−−−→ 2B (C transformation),

– R3 : C + A
θ· C·A

A+B+C−−−−−→ 2C (A transformation).

The ranges for the initial state are A0, B0, C0 ∈ [20, 100].

• MAPK Model. Mitogen-activated protein kinase cascade is a par-
ticular type of signal transduction into protein phosphorylation (PP)
whose function is the amplification of a signal. The sensitivity increases
with the number of cascade levels, such that a small change in a stim-
ulus results in a large change in the response. Negative feedback from
MAPK-PP to the MAKKK activating reaction with ultra-sensitivity
to an input stimulus, governed by parameter V1.

– R1 : MKKK
fR1−−→ MKKK_P ,

– R2 : MKKK_P
V2 ·MKKK_P/(K2+MKKK_P)−−−−−−−−−−−−−−−−−−−→ MKKK ,

– R3 : MKK
k3 ·MKKK_P ·MKK/(K3+MKK )−−−−−−−−−−−−−−−−−−−−→ MKK_P ,

– R4 : MKK_P
k4 ·MKKK_P ·MKK_P/(K4+MKK_P)−−−−−−−−−−−−−−−−−−−−−−−−→ MKK_PP ,

– R5 : MKK_PP
V5 ·MKK_PP/(K5+MKK_PP)−−−−−−−−−−−−−−−−−−−→ MKK_P ,

– R6 : MKK_P
V6 ·MKK_P/(K6+MKK_P)−−−−−−−−−−−−−−−−−→ MKK ,

– R7 : MAPK
k7 ·MKK_PP ·MAPK/(K7+MAPK )−−−−−−−−−−−−−−−−−−−−−→ MAPK − P ,

– R8 : MAPK_P
fR8−−→ MAPK_PP ,

– R9 : MAPK_PP
V9 ·MAPK_PP/(K9+MAPK_PP)−−−−−−−−−−−−−−−−−−−−→ MAPK_P ,

– R10 : MAPK_P
V10 ·MAPK_P/(K10+MAPK_P)−−−−−−−−−−−−−−−−−−−−→ MAPK ,

where

fR1 = V1 ·MKKK/((1 + (MAPK_PP/Kl)
n) · (K1 +MKKK))

fR8 = k8 ·MKK − PP ·MAPK_P/(K8 +MAPK_P ).

The ranges for the initial state are:
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MKKK0,MKKK_P0 ∈ [0, 100] such that

MKKK0 +MKKK_P0 = 100;

MKK0,MKK_P0,MKK_PP0 ∈ [0, 300] such that

MKK0 +MKK_P0 +MKK_PP0 = 300;

MAPK0,MAPK_P0,MAPK_PP0 ∈ [0, 300] such that

MAPK0 +MAPK_P0 +MAPK_PP0 = 300.

To evaluate the performance of our abstraction procedure, we consider
two important measures: the accuracy of the abstract model, evaluated for
each species at each time step of the time grid, and the computational gain
compared to SSA simulation time.

Experimental Settings. The workflow can be divided into steps: (1) de-
fine a CRN model, (2) generate the synthetic datasets via SSA simulation,
(3) learn the abstract model by training the cWCGAN-GP and, finally, (4)
evaluate such abstraction. All the steps have been implemented in Python.
In particular, CRN models are defined in the .psc format, CRN trajectories
are simulated using Stochpy [74] (stochastic modeling in Python) and Py-
Torch [75] is used to craft the desired architecture for the cWCGAN-GP and
to evaluate the latter on the test data. All the experiments were performed
on a Intel Xeon Gold 6140 with 24 cores and 128GB RAM and a Tesla V100
GPU. The source code for all the experiments can be found at the following
link: https://github.com/francescacairoli/WGAN_ModelAbstraction.

Datasets. For each case study with fixed parameters, the training set con-
sists of 20K different SSA trajectories. In particular, Ntrain = 2K and
ktrain = 10. The test set, instead, consists of 25 new initial settings and
from each of these we simulate 2K trajectories, so to obtain an empirical
approximation of the distribution targeted by model abstraction. When a
parameter is allowed to vary, the training set consists of 50K SSA trajec-
tories (Ntrain = 1K and ktrain = 50). The dimension of the training set is

https://github.com/francescacairoli/WGAN_ModelAbstraction
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required to increase exponentially with the dimension of the conditioning
space S ×Θ [76]. However, in order to alleviate the curse of dimensionality,
one can condition on a subset Y of S ×Θ, marginalizing over the remaining
variables (S ×Θ)∖ Y . Alternatively, when the intrinsic dimension of a data
manifold is considerably lower than its full dimension [77], one can leverage
eventual correlations among the conditioning variables and thus reduce the
amount of training observations needed to reach accurate reconstructions.
We manually choose H and ∆t so that the system is close to steady state at
time H ·∆t, without spending there too many steps. The time interval should
be small enough to capture the full transient behavior of the system. If it is
to large, the abstraction looses in granularity. For systems with no steady
state, such as the oscillating models, we choose H and ∆t so to observe a
full period of oscillation. The chosen values are the following: SIR: ∆t = 0.5,
H = 16; e-SIRS: ∆t = 0.1, H = 32; Toggle Switch: ∆t = 0.1, H = 32;
Oscillator: ∆t = 1, H = 32; MAPK: ∆t = 60, H = 32. It is important to
remember that if H ·∆t is very large, trajectories could be dominated by the
steady-state behaviour. This could results in a poor reconstruction of the
transient behaviours. On the other hand, a shorter horizon H ·∆t should not
affect the performances of the abstract model. Furthermore, we note that
higher values of H result in a longer dataset generation time, but they also
translate in a higher computational gain once the abstract model is learnt.

Data Preparation. Data have been scaled to the interval [−1, 1] to en-
hance the performance of the two CNNs and to avoid sensitivity to different
scales in species counts. During the evaluation phase, the trajectories have
been scaled back. Hence, results and errors are shown in the original scale.

Architecture details. The same architecture and the same set of hyper-
parameters work well for all the analyzed case studies, showing great stabil-
ity and usability of the proposed solution. The Wasserstein formulation of
GANs, with gradient penalty, strongly contributes to such stability. Tradi-
tional GANs have been tested as well, but they do not have such strength.
The details of the architecture follow the best practice suggestions provided
in [49]. The critic network has two hidden one-dimensional convolutional
layers, with n + m channels, each containing 64 filters of size 4 and stride
2. We use a leaky-ReLU activation function with slope 0.2, we do layer
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normalization and at each layer, we introduce a dropout with probability
0.2. An additional dense layer, with a linear activation function, is used to
connect the single output node, that contains the critic value (see Fig. 4.4).
To enforce the Lipschitz constraint on the critic’s model, we add a gradient
penalty term, as described in Section 3.2.1.

Figure 4.4: Architectural details of the critic network.

On the other hand, the generator network takes as input the noise and
the initial settings and it embeds the inputs in a larger space with Nch chan-
nels (512 in our experiments) through a dense layer. Four one-dimensional
convolutional transpose layers are then inserted, containing respectively 128,
256, 256 and 128 filters of size 4 with stride 2. Here we do batch normal-
ization and use a leaky-ReLU activation function with slope 0.2. Finally, a
traditional convolutional layer is introduced to reduce the number of output
channels to n (see Fig. 4.5). The Adam algorithm [78] is used to optimize
the loss function of both the critic and the generator. The learning rate is set
to 0.0001 and β = {0.5, 0.9}. The above settings are shared by all the case
studies, the only exception is the more complex MAPK model for which a
deeper cWCGAN-GP architecture is selected: a critic with five layers, each
containing 256 filters of size 4 and stride 2, and a generator with five layers,
containing respectively 128, 256, 512, 256 and 128 filters of size 4 with stride
2.

Figure 4.5: Architectural details of the generator network.
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Model SIR e-SIRS Switch Osc. MAPK
SSA (direct) 0.043 s 0.047 s 0.041 s 0.042 s 0.224 s
- CPU: 0.024 s 0.024 s 0.020 s 0.021 s 0.211 s
SSA (τ -leaping) 0.054 s 0.052 s 0.044 s 0.042 s 0.26 s
- CPU: 0.018 s 0.028 s 0.024 s 0.021 s 0.24 s
cWCGAN-GP 0.00175 s 0.00175 s 0.00175 s 0.00175 s 0.00175 s
- CPU: 0.0008 s 0.0008 s 0.0008 s 0.0008 s 0.0008 s
- GPU: 10−5× 1.9 s 1.9 s 1.9 s 1.9 s 1.9 s

Table 4.1: Comparison of the average computational time required to simu-
late a single trajectory either via SSA (both direct or approximate methods)
or via the cWCGAN-GP abstraction. 200 trajectories are needed to reduce
the CPU (single processor) overhead, whereas, 2000 trajectories are required
for the on GPU overhead.

Training details. Training times depend on the dimension of the dataset,
on the size of mini-batches, on the number of species, and on the architecture
of the cWCGAN-GP. The latter has been kept constant for all the case
studies. Batches of 256 samples have been used and the number of epochs
varies from 200 to 500 depending on the complexity of the model. Moreover,
each training iteration of the generator corresponds to 5 iterations of the
critic, to balance the power of the two players. The average time required for
each training epoch is around one minute. Therefore, training the cWCGAN-
GP model for 500 epochs takes around 8 hours leveraging the GPU.

4.2.1 Results

Computational gain. The time needed to generate abstract trajectories
does not depend on the complexity of the original system. Moreover, as the
cWCGAN-GP architecture is shared by all the case studies, the computa-
tional time required to generate abstract trajectories is the same for all the
case studies. In particular, considering a noise variable of size 480, it takes
around 1.75 milliseconds (ms) to simulate a single trajectory. However, when
generating batches of at least 200 trajectories the overhead reduces and the
time to generate a single trajectory stabilizes around 0.8 ms. The same does
not hold for the SSA trajectories, whose computational costs depend on the
complexity of the model and on the chosen reaction rates. In the case studies
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considered the time required to simulate a single trajectory varies from 0.04
to 0.22 seconds, but it easily increases for more complex models or for smaller
reaction rates, whereas the cost of abstract simulation stays constant. De-
tails about the computational gain for each model are presented in Table 4.1.
Computations are performed exclusively on a single CPU processor, to per-
form a fair comparison. However, the evaluation of cWCGAN-GP can be
further sped up using GPUs, especially for large batches of trajectories, but
this would have introduced a bias in their favour. It is important to stress
how GPU parallelization is extremely straightforward in PyTorch and how
the time to generate a single trajectory decrease to 1.9 ×10−5 seconds when
generating a batch of at least 2K trajectories (see the last line of Table 4.1).

The training phase introduces a fixed overhead that affects the overall
computational gain. For instance, the training phase of the MAPK model
takes around 8 hours, which is equivalent to the time needed to generate
140K SSA trajectories. It follows that, together with the trajectories needed
to generate the training set, the cost of the training procedure is paid off
when we simulate at least 200K trajectories. In a typical biological multi-
scale scenario in which we seek to simulate the evolution in time of a tissue
containing hundreds of thousands or millions of cells, simulating also some
of their internal pathways, the number of trajectories needed for the training
phase becomes negligible making our approach extremely useful.

Measures of performance. Results are presented as follows. For each
model, we present a small batch of trajectories, both real and abstract. From
the plots of such trajectories, we can appreciate if the abstract trajectories
are similar to real ones and if they capture the most important macroscopic
behaviours. For visualization purposes, we also show the histograms of em-
pirical distributions at time tH for each species to quantify the behaviour
over all the 2K trajectories present in the test set (see Fig. 4.6- 4.11). We
choose time tH , among all, to see if the abstract model is able to capture the
steady-state behaviours of the original model.

Measuring error propagation. The reconstruction accuracy of the pro-
posed abstraction procedure is performed on test sets consisting of 25 differ-
ent initial settings. For each of these points, 2K SSA trajectories represent
the empirical approximation of the true distribution over SH . From each
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Figure 4.6: SIR model: (left) comparison of trajectories generated with a
cWCGAN-GP (orange) and the trajectories generated with the SSA algo-
rithm (blue); (right) comparison of the real and generated histogram at the
last timestep. Performance on two randomly chosen test points represented
by three trajectories: the top one (species S), the central one (species I) and
the bottom one (species R).

of these initial settings we also simulate 2K abstract trajectories. Given
a species i ∈ {1, . . . n} and a time step j ∈ {1, . . . H}, we have the real
one-dimensional distribution ξi,j and the generated abstract distribution ξ̂i,j,
where ξi,j denotes the counts of species i at time tj in a trajectory ξ[1,H]. To
quantify the reconstruction error, we compute five quantities: the Wasser-
stein distance among the two one-dimensional distributions, the absolute
and relative difference among the two means and the absolute and relative
difference among the two variances. By doing so, we are capable of seeing
whether the error propagates in time and whether some species are harder
to reconstruct than others. The error plots for the Wasserstein distance are
shown in Figure 4.12. Plots of means and variances distances are provided in
(Fig. 4.13-4.16). In addition, for two-dimensional models, i.e. eSIRS, Toggle
Switch and MAPK, we show the landscapes of these five measures of the
reconstruction error at three different time steps: step t1, step tH/2 and step
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Figure 4.7: e-SIRS model: (left) comparison of trajectories generated with
a cWCGAN-GP (orange) and the trajectories generated with the SSA al-
gorithm (blue); (right) comparison of the real and generated histogram at
the last timestep. Performance for two, randomly chosen, test points. Each
point is represented by a pair of trajectories: the top one (species S) and the
bottom one is for (species I).

tH (Fig. A.1-A.7 in Appendix A). We observe that, in all the models, each
species seems to contribute equally to the global error and, in general, the
error stays constant w.r.t. time, i.e., it does not propagate. This was a major
concern in previous methods, based on the abstraction of transition kernels.
In fact, to simulate a trajectory of length H, the abstract kernel has to be
applied iteratively H times. As a consequence, this results in propagation of
the error introduced in the approximation of the transition kernel.

SIR. The results for the SIR model are presented in Fig. 4.6, which
shows the performance on two, randomly chosen, test points. Each point
is represented by three trajectories, the top one is for species S, the central
one is for species I and the bottom one is for species R. The population size,
given by S + I + R, is variable. The abstraction was trained on a dataset
with fixed parameters, θ = {3, 1}. Likewise, in the test set, only the initial
states are allowed to vary. We observe that our abstraction method is able to
capture the absorbing nature of SIR trajectories. It is indeed very important
that once state I = 0 or state R = N are reached, the system should not
escape from it. Abstract trajectories satisfy such property without requiring
the imposition of any additional constraint. The empirical distributions, real
and generated, at time tH are almost indistinguishable.
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Figure 4.8: e-SIRS model with one varying parameter: (left) comparison
of trajectories generated with a cWCGAN-GP (orange) and the trajectories
generated with the SSA algorithm (blue); (right) comparison of the real and
generated histogram at the last timestep.

e-SIRS. The e-SIRS model represents our baseline. We train two ab-
stractions: in the first case, the model is trained on a dataset with fixed
parameters, θ = {2.36, 1.67, 0.9, 0.64}, and in the second case we let param-
eter θ1 vary as well. Results are very accurate in both scenarios. In the
fixed-parameters case, Fig. 4.7, the results are shown for two, randomly cho-
sen, initial states. In the second case, Fig. 4.8, the results are shown on
two, randomly chosen, pairs (s0, θ1). Each point is represented by a pair of
trajectories, the top one is for species S and the bottom one is for species I.
We performed further analysis on the generalization capabilities of the ab-
straction learned on the dataset with one varying parameter, using larger
test sets and computing mean and standard deviation of the distribution of
Wasserstein distances over such sets. The mean stays around 0.04 with a
tight standard deviation ranging from 0.01 to 0.05, showing the little impact
of the chosen conditional setting (see Fig. 4.17).

Toggle Switch. The results for the Toggle Switch model, on two, ran-
domly chosen, test points, are shown in Fig. 4.9. The abstraction was trained
on a dataset with fixed symmetric parameters (kpi = 1, kbi = 1, kui =
1, kdi = 0.01 for i = 1, 2). Likewise, in the test set, only the initial states
are allowed to vary. In this model, we tried to abstract only trajectories of
the proteins P1 and P2, which are typically the observable species, ignoring
the state of the genes. By doing so, we reduce the dimensionality of the
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Figure 4.9: Toggle Switch model: (left) comparison of trajectories generated
with a cWCGAN-GP (orange) and the trajectories generated with the SSA
algorithm (blue); (right) comparison of the real and generated histogram at
the last timestep. Performance for two randomly chosen test points repre-
sented by a pair of trajectories: the top one (species P1) and the bottom one
(species P2).

problem but we also lose some information about the full state of the sys-
tem. Nonetheless, the cWCGAN-GP abstraction is capable of capturing the
bistable behaviour of such trajectories. In Fig. 4.9, each point is represented
by two trajectories, the top one is for species P1, whereas the bottom one is
for species P2.

Oscillator. The results for the Oscillator model, on two, randomly cho-
sen, test points, are shown in Fig. 4.10. The abstraction was trained on a
dataset with a fixed parameter (θ = 1). Likewise, in the test set, only the
initial states are allowed to vary. Each point is represented by three tra-
jectories, the top one is for species A, the central one is for species B and
the bottom one is for species C. The abstract trajectories well capture the
oscillating behaviour of the system.

MAPK. The results for the MAPK model, on three, randomly cho-
sen, test points, are shown in Fig. 4.11. The abstraction was trained on a
dataset considering only a varying V1 parameter and the dynamics of species
MAPK_PP . This case study represents a complex scenario in which the
abstract distribution should capture the marginalization over the other seven
unobserved variables. Moreover, the emergent behaviour of the only observed
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Figure 4.10: Oscillator model: (left) comparison of trajectories generated
with a cWCGAN-GP (orange) and the trajectories generated with the SSA
algorithm (blue);(right) comparison of the real and generated histogram
at the last timestep. Performance on two randomly chosen test points is
represented by three trajectories: the top one (species A), the central one
(species B) and the bottom one (species C).

variable, MAPK_PP , is strongly influenced by the input parameter V1 and
further amplified by the multi-scale nature of the cascade: for some values
of V1 the system oscillates, whereas for others, it stabilizes around an equi-
librium. Results show that our abstraction technique is flexible enough to
capture such sensitivity.

Satisfaction probability. We seek a formal way to quantify whether the
abstract model captures and preserves the emergent macroscopic behaviours
of the original system. In order to do so, we can resort to formal languages,
such as Signal Temporal Logic (STL) (see Section 2.2). The first step is
to express formally the property that we would like abstract trajectories to
preserve. Then we can measure the satisfaction probability of such property
for both real and abstract trajectories and check if it is similar on a large
pool of initial settings. Examples are shown in Fig. 4.18. For the e-SIRS
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Figure 4.11: MAPK model: (top) comparison of trajectories generated with
a cWCGAN-GP (orange) and the trajectories generated with the SSA algo-
rithm (blue);(bottom) comparison of the real and generated histogram at
the last timestep. Performance on three, randomly chosen, test points. Each
point is represented by the output species MAPK_PP.

model we consider the property “eventually the number of infected remains
below a threshold of 25 individual", i.e. ♢[t0,tH ]□(I < 25). For abstract
trajectories of the SIR model we check, for each test point, the percent-
age of valid trajectories, i.e. such that the state I = 0 is absorbing, i.e.
G[t0,tH ]((I = 0) ⇒ G(I = 0)). Finally, for the Toggle Switch model, we
check the property “eventually the level of protein P2 stays above a threshold
of 50", i.e. ♢[t0,tH ]□(P2 > 50). For each case study, we compare, for each
test point, the percentage of SSA and abstract trajectories that satisfy the
property. These comparisons produce a measurable qualitative estimate of
how good the reconstruction is. In future work, we intend to use such quali-
tative measures as a query strategy for an active learning approach, so that
the obtained abstract model is driven in the desired direction. In general,
STL properties can be defined over a generic time interval [0, T ] so that we
compare trajectories of arbitrary length. In such scenarios, the generator is
iteratively applied to generate a joint trajectory of the desired length. More
precisely, we start by generating a trajectory of length H over the temporal
interval [t(0)0 , t

(0)
H ]. The state of the system at time t(0)H is provided as new

initial state to the generator that generates a new trajectory of length H
over [t

(1)
0 , t

(1)
H ], where t(1)0 := t

(0)
H and t

(1)
H := t

(1)
0 + H∆t. This trajectory is

concatenated to the previous one to form a trajectory over [t
(0)
0 , t

(1)
H ]. The

procedure is iterated as long as t(i)H is lower than T .
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Figure 4.12: Plots of the error over time for each model and each species.
Errors are computed using the Wasserstein distance over the entire test set.
Generated trajectories have been kept scaled to the interval [−1, 1] so that
the scale of the system does not affect the scale of the error measure.

Statistical tests. For each case study, we use a statistical test to compare
real and abstract distributions. In particular, we use a two-sample statistical
test based on the energy distance among distributions [79]. For each initial
setting and for each species we compute the distance statistics and the p-value
among the empirical approximation of the SSA distribution and the empirical
approximation of the abstract distribution over the trajectory space, i.e. a
H-dimensional space. In Fig. 4.19 we report the mean and the standard
deviation of p-values over the initial settings present in the test set. Clearly,
the p-value decreases as the number of samples used to approximate the
distributions increases. Fig. 4.19 shows how the p-values for each species
varies according to the number of samples used. These results come with no
surprise as the abstract model was trained having only 10 observations for
each initial setting. It is interesting to observe how the Energy test is passed
by a large percentage of points when the number of samples is around 10.
To enhance the resilience of the abstract model to such statistical tests, we
should increase the number of samples per point in the training set. This
comes at the cost of reducing the number of initial settings, so that the
resulting training set is not too large. In this regard, the active learning
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Figure 4.13: Plots of the average difference in the means over time for each
model and each species. Errors are computed over the entire test set. Gen-
erated trajectories have been keep scaled to the interval [−1, 1] so that the
scale of the system does not affect the scale of the error measure.

technique, proposed in the paragraph above, could be extremely beneficial.

4.2.2 Discussion

Previous approaches for learning model abstraction, see Related work at
the beginning of this chapter, focus on approximating the transition kernel,
meaning the distribution of possible next states after a time ∆t, rather than
learning the distribution of full trajectories of length H. The main reason
for such a choice is the limited scalability of the tool used for learning the
abstraction. In fact, learning a distribution over SH ⊆ NH×n with a Mixture
Density Network is infeasible even for small H. Moreover, in learning to
approximate the transition kernel one must split the SSA trajectories of the
dataset in pairs of subsequent states. By doing so, a lot of information about
the temporal correlation among states is lost. Having a tool strong and sta-
ble enough to learn distributions over SH allows us to preserve this informa-
tion and make abstraction possible even for systems with complex dynamics,
which the abstraction of the transition kernel was failing to capture. For
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Figure 4.14: Plots of the average relative difference in the means over time
for each model and each species. Errors are computed over the entire test
set. Generated trajectories have been keep scaled back to N.

instance, we are now able to abstract the transient behaviour of multi-stable
or oscillating systems. When attempting to abstract the transition kernel,
either via MDN or via c-GAN, for such complex systems, we did not succeed
in learning meaningful solutions. A collateral advantage in generating full
trajectories, rather than single subsequent states, is that it introduces an ad-
ditional computational speed-up in the time required to generate a large pool
of trajectories of length H. For instance, if a cWGAN is used to approximate
the transition kernel, it takes around 31 seconds to simulate the 50K trajec-
tories of length 32 present in the test set. Our trajectory-based method takes
only 3.4 seconds to generate the same number of trajectories. Furthermore,
our cWCGAN-GP was trained with relatively small datasets, which leaves
room for further improvements where needed. An additional strength of our
method is that one can train the abstract model only on species that are
observable, reducing the complexity of the CRN model while preserving an
accurate reconstruction for the species of interest. Once again, this was not
possible with transition kernels and it may be extremely useful in real-world
applications.

In general, the cWCGAN-GP approximation does not provide any sta-
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Figure 4.15: Plots of the average difference in the variances over time for
each model and each species. Errors are computed over the entire test set.
Generated trajectories have been keep scaled to the interval [−1, 1] so that
the scale of the system does not affect the scale of the error measure.

tistical guarantee about the reconstruction error. In addition, the set of
observations used to learn the abstraction is rather small, typically 10 sam-
ples for each initial setting. Therefore, it is not surprising that the real and
the abstract distributions are not indistinguishable from a statistical point
of view. However, the abstract model is indeed capable of capturing, from
the little amount of information provided, the emergent features of the be-
haviour of the original system, such as multimodality or oscillations. In this
regard, formal languages can be used to formalize and check such qualitative
properties. In particular, we can check whether the satisfaction probability
(of non-rare events) is similar in real and abstract trajectories. Furthermore,
such quantification of qualitative properties can be used to measure how good
the reconstruction is. As future work, we intend to use it as a query strategy
for an active learning approach, so that the obtained abstract model is driven
in the desired direction. Moreover, the abstract model is only able to gener-
ate trajectories that are similar to those observed in the dataset. Therefore,
it may be difficult to uncover edge cases of the model, meaning small regions
of the parameter space where trajectories behave very differently from the
rest of the parameter space, e.g. regions of bifurcation. In this regard, an
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Figure 4.16: Plots of the average relative difference in the variances over time
for each model and each species. Errors are computed over the entire test
set. Generated trajectories have been keep scaled back to N.

active learning approach, based on a qualitative error quantification, could
drive the abstract model to detect edge cases and improve its accuracy by
enriching the dataset with more observations from that specific region of the
parameter space.

4.3 Conclusions

We presented a technique to abstract the simulation process of stochastic
trajectories for various CRNs. The WGAN-based abstraction improves con-
siderably the computational efficiency, which is no more related to the com-
plexity of the underlying CRN. This would be extremely helpful in all those
applications in which a large number of simulations is required, i.e., appli-
cations whose solution is unfeasible via SSA simulation. It would enable the
simulation of multi-scale models for very large populations, it would speed
up statistical model checking [80] and it can be used in particular cases of
parameter estimation, for example when only a few parameters have to be
estimated multiple times. In conclusion, the c-WCGAN-based solution to
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Figure 4.17: Analysis of the generalization capabilities of the abstract model
on various test sets: 100 different pairs (s0, θ) (left), fixed-parameter and 100
different initial states (middle) and a fixed initial state with 100 different
parameters (right). For each test set we compute the mean and the standard
deviation of the distribution of Wasserstein distances over such sets.

Figure 4.18: (eSIRS) Given the property “eventually the number of infected
stays below a threshold of 25 individual", we check for each test point (x-axis)
the percentage of SSA (orange) and abstract (blue) trajectories that satisfy
such property. (SIR) For abstract trajectories of the SIR model we check,
for each test point, the percentage of valid trajectories, i.e. such that the
state I = 0 is absorbing. (Toggle Switch) Given the property “eventually
the level of protein P2 stays above a threshold of 50", we check for each test
point (x-axis) the percentage of SSA (orange) and abstract (blue) trajectories
that satisfy such property.

model abstraction performs well in scenarios that are very complex and chal-
lenging, requiring relatively little data and very little fine-tuning.

As future work, we plan to study how our abstraction technique works
on real data. In this regard, we do not aim at capturing the underlying dy-
namical system, but we would rather be able to reproduce the trajectories
observed in real applications. A great strength of our method, compared
to the state of the art solutions, is that it is able to generate trajectories
only for a subset of the species present in the system domain, ignoring the
information that is not observable, even during the training phase. Another
interesting extension is to adapt our technique to sample bridging trajecto-



4.3. CONCLUSIONS 113

Figure 4.19: Average over the initial setting of the p-values (with confidence
interval) for each species computing by the two-sample statistical test w.r.t.
the number of samples present in the empirical distributions.

ries, where both the initial and the terminal states are fixed. Typically, the
simulation of such trajectories requires expensive Monte Carlo simulations,
which makes clear the benefits of resorting to model abstraction. To con-
clude, an interesting extension to this work would be to incorporate STL
formulas as a constraint during the GAN training phase, so that the GAN
can only generate trajectories that also satisfy the imposed STL formulas.
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Chapter 5

Adversarial-Learning of Safe and
Robust Controllers

Controlling Cyber-Physical Systems (CPS) is a well-established problem in
classic control theory [14]. State of the art solutions apply to all those models
in which complete knowledge of the system is available, i.e., scenarios in which
the environment is supposed to follow deterministic rules. For such models, a
high level of predictability, along with good robustness, is achieved. However,
as soon as unpredictable scenarios come into play, traditional controllers are
challenged and could fail. Ongoing research is trying to guarantee more
flexibility and resilience in this context by using Deep Learning [81] and,
in particular, Reinforcement Learning for robust control. State of the art
solutions perform reasonably well, but they still present evident limits in case
of unexpected situations. The so-called open-world scenarios are difficult to
model and to control, due to the significant amount of stochastic variables
that are needed in their modelling and the variety of uncertain scenarios
that they present. Therefore, while trying to ensure safety and robustness,
we need to be cautious about not trading them with model effectiveness.

In this work [2], we investigate the autonomous learning of safe and robust
controllers in open-world scenarios. Our approach consists of training two
neural networks, inspired by Generative Adversarial Networks (GAN) [46],
that have opposite goals: the attacker network tries to generate troubling
scenarios for the defender, which in turn tries to learn how to face them
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without violating some safety constraints. The outcome of this training pro-
cedure is twofold: on the one hand, we get a robust controller, whereas, on
the other hand, we get a generator of adverse tests.1

The learned controller is a black-box device capable of dealing with ad-
verse or unobserved scenarios, though without any worst-case guarantee. In
this regard, one could complement our method with a shield-based approach,
as proposed e.g. by [82].

5.1 Problem Statement

The safety of a system can be formalised as the satisfaction of a set of safety
requirements. In this application, we express safety requirements only by
means of time-bounded STL formulas (see Section 2.2) over fixed-length tra-
jectories. In particular, we rely on STL quantitative semantics, which is ca-
pable of capturing, for each trajectory, the level of satisfaction of the desired
property. Such measure is often referred to as robustness and is exploited in
this work as the objective function of an optimization problem.

We model the interaction of an agent with an adversarial environment as
a zero-sum game, similarly to the strategy behind GANs. The concept of
zero-sum game is borrowed from game theory and denotes those situations
in which one player’s gain is equivalent to another’s loss. In such situations,
the best strategy for each player is to minimize its loss, while assuming that
the opponent is playing at its best. This concept is known in the literature
as min-max strategy. In practice, we use GAN architectural and theoretical
design to reach two main objectives: a controller, that safely acts under
adverse conditions, and an attacker, which gains insights about troubling
scenarios for the opponent.

Related work. The proposed concept is closely related to that of Robust
Adversarial Reinforcement Learning (RARL) [83], a Reinforcement Learning
framework, involving an agent and a destabilizing opponent, that is robust to
adverse environmental disturbances. In this case, the term “robustness” does

1Code is available at: https://github.com/ginevracoal/adversarialGAN/

https://github.com/ginevracoal/adversarialGAN/
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not refer to Signal Temporal Logic, but instead, to the cumulative reward
computed on the learned policy with respect to the varying test conditions.
Other recent RL techniques involving STL constraints include [84, 85, 86]

5.2 Methodology

Agent-Environment Model. CPS is modeled as a hybrid modelM (see
Section 2.1) where the continuous part is represented by differential equa-
tions that describe the behaviour of the plant and the discrete part, instead,
identifying the possible states of the controller. We decompose our model
in two interacting parts: the agent a and the environment e. Therefore,
the state space S of the system coincides with the HA continuous domain
Var , whereas the set of possible controller’s actions A coincides with the HA
discrete domain Loc. Mathematically, S := Var and A := Loc = Aa × Ae.
Both the agent and the environment are able to observe at least part of the
whole state space S, i.e. they are aware of some observable states Y ⊂ S.
By distinguishing between the observable states of the agent Ya ⊆ Y and of
the environment Ye ⊆ Y , we are able to force uneven levels of knowledge
between them.

Notice that the observable states, for both the agent and the environment,
could also include environmental variables involved in the evolution of the
system.

Let Aa and Ae be the spaces of all possible actions for the two components.
We discretize the evolution of the system as a discrete-time system with step
∆t, which evolves according to a function ψ : S × Aa × Ae × R −→ S.
By taking control actions at fixed time intervals of length ∆t, we obtain a
discrete evolution of the form si+1 = si+ψ(si, a

i
a, a

i
e, ti), where ti := t0+i·∆t,

ai := a(ti) and si := s(ti). Therefore, we are able to simulate the entire
evolution of the system over a time horizon H via ψ and to obtain a discrete
trajectory ξ = s0 . . . sH−1.

A safety requirement is expressed as an STL formula ϕ; we call h its
temporal depth.2

2The temporal depth of a formula is defined recursively as the sum of maximum bounds
of nested temporal operators.
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The robustness of a trajectory quantifies the level of satisfaction w.r.t. ϕ
and it determines how safe the system is in that configuration. Robustness is
denoted as a function Rϕ : Sh → R, measuring the maximum perturbation
that can be applied to a given trajectory of length h without changing its
truth value w.r.t. ϕ. It is straightforward to use this measure as the objective
function in our min-max game.

Multi-objective formulation. In the case of multiple safety requirements,
we define a different STL formula for each of these requirements and likewise,
we compute the respective robustness values. As a matter of fact, the order
of magnitude of each robustness value depends on the order of magnitude of
the CPS variables involved. Therefore, a single STL formula that combines
the safety requirements all together may result in an unbalanced objective
function, skewed towards some components that are not necessarily the most
safety-critical. To overcome this problem we normalize the variables involved
and we define the objective function as a weighted sum of the robustness val-
ues Rϕ resulting from each requirement ϕi. Let Φ = {ϕ1, . . . , ϕm} denote a
set of m safety requirements, the combined robustness score RΦ is defined
as:

RΦ(·) :=
1

α

m∑
i=1

αi · Rϕi(·), (5.1)

where α =
∑m

i=1 αi. By tuning the weights α1, . . . , αm we are able to explic-
itly influence the importance of each factor in the training objective. The
choice of these hyper-parameters will be case-specific. This formulation is
typically used in multi-objective optimization scenarios [87]. In (5.1), we
assume w.l.o.g. for notational simplicity that each formula ϕi has the same
time depth h. However, our framework can be straightforwardly extended to
more general STL properties with different time depths.

Attacker-Defender architecture. The proposed framework builds on
GAN architectural design, in which two NNs compete in a min-max game to
reach opposite goals. One network, denoted by A, represents the attacker,
while the other, denoted by D, represents the defender. The aim of the for-
mer is to generate environment configurations in which the defender is not
able to act safely, whereas, the latter tries to keep the CPS as safe as possible.
In practice, the defender D can be interpreted as a controller for the agent.
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Optimization strategy. Given a time horizonH, an initial state s0, mean-
ing the state at time t0, and two sequences of actions aa = (a0a, . . . , a

H−1
a )

and ae = (a0e, . . . , a
H−1
e ), one for the agent and one for the environment, it

follows that the evolution of a trajectory ξ is obtained by evaluating ψ at
each time steps ti ∈ {t0, . . . , tH−1}.

The min-max problem can be expressed as finding the sequences ae and
aa that solve

min
ae

max
aa

[J (s0, aa, ae)] . (5.2)

The objective function J is the cumulative sum of the robustness scores
computed at each timestep during the generation of the whole trajectory ξ
on the sub-trajectory ξ[t, t+ h− 1] available at timestep t, i.e.

J (s0, aa, ae) :=
H−h∑
t=0

RΦ(ξ[t, t+ h− 1]).

In our setting, the sequences of actions are iteratively determined by the
two adversarial networks. In particular, let θA be the weights of the attacker’s
network A and θD the weights of the defender’s network D. At each timestep,
the attacking network,

A : ΘA × Ye ×K −→ Ae

(θA, ye, k) 7−→ ae,

receives the current observable state of the environment ye, the noise coeffi-
cient k and outputs the coefficients ae, defining the adversarial environmental
components.

D : ΘD × Ya −→ Aa

(θD, ya) 7−→ aa,

reads the current observable state of the agent ya and produces the control
action aa.

To ease the notation, we introduce a function

ψt : S ×ΘD ×ΘA −→ St

(s0, θD, θA) 7−→ s0 . . . st−1,
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which iteratively applies ψ for each pair of actions

aja = D(θD, yja)
aje = A(θA, yje, k),

where j ∈ {0, . . . , t− 1} indexes the simulation interval.

The formalism introduced by the two policy networks transforms the
problem of finding the best sequences of actions, aa and ae, to that of finding
the best networks’ parameters, θD and θA. This leads to the objective

J(s0, θA, θD) =
H−h∑
t=0

RΦ[ψh(st, θD, θA)] (5.3)

and the minmax game minθA maxθD J(s0, θA, θD) is now directly expressed
in terms of the training parameters.

In such a setting, the defender aims at generating safe actions by tun-
ing its weights in favour of a maximization of the objective function, i.e., a
maximization of the cumulative robustness score. The attacker, on the other
hand, aims at generating troubling scenarios for the opponent by minimizing
the objective function, i.e., minimizing the cumulative robustness score.

The horizon H represents the number of simulation steps performed while
keeping the parameters θA and θD fixed. In principle, we could choose H = h,
without the need of having a summation in (5.3), possibly taking a larger
time-bound h in the formulae of Φ. However, this would make the objec-
tive excessively rigid. In fact, if a controller would work well everywhere
but on a small sub-region of the trajectory, such an objective would return
a penalization also for the regions where the controller performs well. Sim-
ilarly, in (5.3), one could choose alternative operators, other than the sum,
for instance a max or a softmax operator. This would result in an objective
function that ignores the global behaviour of the controller in favor of the
local sub-interval where it performs best. This effects are avoided by con-
sidering an objective as (5.3), where h ≪ H and the robustness values over
each sub-trajectory are summed together.

Algorithm 10 shows the pseudocode for the training phase.
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Algorithm 10 Training phase.
1: procedure Train(M, Htrain, itersA, itersD)
2: s0 ← SampleRandomState()
3:
4: for itersA do ▷ Train A
5: ae, aa=[ ]
6: for i← 0 . . . Htrain − 1 do
7: k ← N (0, 1)
8: aie ← A(θA, yie, k)
9: aia ← D(θD, yia)

10: ae[i]← aie
11: aa[i]← aia
12:
13: θA ← Adam (J (s0, aa, ae), λA)
14:
15: for itersD do ▷ Train D
16: ae, actiona=[ ]
17: for i← 0 . . . Htrain − 1 do
18: k ← N (0, 1)
19: aie ← A(θA, yie, k)
20: aia ← D(θD, yia)
21: ae[i]← aie
22: aa[i]← aia
23:
24: θD ← Adam(J (s0, aa, ae), λD)

Testing phase. In the testing phase, we generate a trajectory of length
H and we check separately each safety requirement on such trajectory, in
particular, we check that the requirement ϕi is globally satisfied, i.e., the
condition □[0,H]ϕi. We stress that, at test time, the temporal depth h of the
STL formula is set to H. Therefore, for each property, a positive value of
robustness at test time means that the requirement is met during the whole
evolution of the system w.r.t. the time horizon H. Algorithm 11 shows the
pseudocode for the testing phase.
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Algorithm 11 Test phase.
1: procedure Test(M, Htest)
2: s0 ← GetState(M)
3: ξ := [s0]
4: for i← 0 . . . Htest − 1 do
5: z← N (0, 1)
6: aie ← A(θA, yie, k)
7: aia ← D(θD, yia)
8:
9: ξ[i+ 1]← ψ(si, a

i
a, a

i
e, ti)

10: ρ = RΦ(ξ)

5.3 Experiments

We test the proposed architecture on two different case studies: a cart-pole
balancing problem and a platooning problem. Both systems are embedded
into environments with a stochastic evolution.

The Attacker-Defender networks are trained against each other for a given
number of epochs, as discussed below. Once the training is over, the per-
formances of the trained Defender are tested in two different ways. On one
hand, we generate a test set containing 1k different initial configurations,
uniformly sampled from pre-defined compact sets. From each of these points
we generate a trajectory evolving according to the trained Attacker and De-
fender networks, then check each requirement separately on each trajectory
as specified in the previous section.

The second approach to evaluate the performances of the trained Attacker-
Defender network is to consider an environment that evolves unaware of the
state of the system. In both cases, we compare the performance of Defender
with that of a classical controller.

Hyperparameter tuning is necessary for the GAN architecture to achieve
the desired performance in terms of safety. The choice of the architecture
(number and size of the layers), the training hyperparameters, the time hori-
zon H and weights for the cumulative robustness have a strong impact on the
final results. In particular, the number of training iterations performed by
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the Attacker network and by the Defender network has a strong impact on
the performances of the trained networks. By tuning this number we are able
to ensure that the Attacker is strong enough to generate challenging config-
urations of the environment, without preventing the Defender network from
learning a secure controller. We performed manual tuning on a combination
of hyperparameters and architectures, however, one could also automate this
process by maximizing the percentage of safe trajectories produced by the
learned controller.

5.3.1 Cart-Pole balancing

The Cart-Pole system [88] (also known as Inverted Pendulum) consists of
a cart and a vertical pole attached to the cart by an un-actuated joint. The
cart is allowed to move along the horizontal axis, while the pole moves in the
vertical plane parallel to the track. The goal is to keep the pole balanced
by learning an optimal policy for the cart, which influences the swinging
movement of the pole. This problem is a well-known benchmark in both
classical control [89, 90] and reinforcement learning [91, 92] applications.

Moving target and track-cart friction. In order to test the full poten-
tial of our framework, we consider a complex stochastic environment made
of a moving target for the cart to follow and a friction coefficient between the
cart and its track. These two components, governed by the Attacker network,
represent the two potentially adversarial components of the system.

Model. The observable states ya for the Defender and ye for the Attacker
are: cart position x, cart velocity ẋ, pole angle θ, pole angular velocity θ̇ and
target position x̂. Given ye, the Attacker’s policy network A generates the
adverse coefficients, i.e., friction µ and target position x̂, both constrained
to assume realistic values w.r.t. the physical settings of our application.
The Defender reads the current state ya and generates the desired control
action f for the cart, which is meant to keep the pole balanced during the
whole trajectory. The dynamic of the system is described by the following
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equations [93]: {
ẍ = f−µẋ+mp l θ̇2 sin θ−mp g cos θ sin θ

mc+mp sin θ2

θ̈ = g sin θ−cos θẍ
l

, (5.4)

where mp is the mass of the pole, mc is the mass of the cart, l is half the pole
length and g is the gravitational constant.

We impose the STL requirement ϕd = □[0,h](d ≤ dmax ∧ d ≥ dmin) on
the distance d = ∥x − x̂∥ between the cart and its target, where dmin and
dmax are the minimum and maximum distances allowed. Similarly, we set the
requirement ϕθ = □[0,h](θ ≤ θmax ∧ θ ≥ θmin) on the angle.

The objective function is the combination of two cumulative robustness
components, one on the distance, Rϕd , and one on the angle, Rϕθ , whose
contributions are weighted by a coefficient α ∈ [0, 1]:

J(s0, θA, θD) = α
H−h∑
t=0

Rϕd [ξt] + (1− α)
H−h∑
t=0

Rϕθ [ξt],

where ξt = ψh(st, θD, θA).

Figure 5.1: Cartpole balancing problem in which the friction and the moving
target are generated by the Attacker network. This plot shows the robust-
ness values achieved by the Defender and the classic controller. Robustness
differences are computed separately for the two requirements imposed on the
distance and on the angle. Trajectories start from 1k random initial states
and evolve on a time horizon H = 200 with a step of ∆t = 0.05 s, resulting
in ∆t ·H = 10 s long simulations.
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(a) (b) moving target and cart friction

Figure 5.2: (a) Sample of the system evolution for the cartpole balanc-
ing problem, using a classical controller and the Defender network against
the same environment, represented by fixed trajectories of target positions
and the cart-track friction coefficients. The defender cart is controlled by
the Defender network, while the classic one is managed a classical con-
troller. The common initial state is: cart position x = 0.9055 m, cart
velocity ẋ = 0.0348 m/s, pole angle θ = 0.0808 rad, pole angular velocity
θ̇ = 0.0399 rad/s. The trajectory evolves on a time horizon H = 300 with
time step size ∆t = 0.05 s (∆t ·H = 15 s long simulation).
(b) Evolution of the system for cart-pole balancing problem with moving
target, using a classical controller for the cart against the Attacker network,
which generates track-cart friction coefficient and target. Initial configura-
tion: cart position x = 0.7835 m, cart velocity ẋ = 0.9550 m/s, pole angle
θ = 0.0715 rad, pole angular velocity θ̇ = 0.8155 rad/s.
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Results. The experimental settings are presented in Table 5.1. Fig. 5.1
shows that the trajectories evolving according to the Defender network all
achieved positive robustness, despite the adversarial reactive environment
governed by the Attacker. Moreover, Fig. 5.2-(a) shows the evolution of the
system in a fixed environmental setting, for two different controllers: the
Defender network and a classical robust controller based on a Sliding Mode
Control (SMC) architecture [94]. The Defender is able to maintain safety
during the whole trajectory on both θ and d, adequately counteracting the
cart-track friction, while the classical controller has worse overall performance
and in a few cases failed to guarantee safety within the specified initialization
grid. In this setting, the Defender exhibits chattering in its control signal. In
fast-evolving systems, such as cart-pole, this phenomenon could be avoided
by including a regularization term on the control signal during the training
phase. It should be noticed that the relatively low sampling frequency of
20Hz could also affect the SMC based controller.

5.3.2 Car platooning

A platoon [95] is a group of vehicles travelling together very closely and
safely. This problem is usually faced with techniques that coordinate the
actions of the entire pool of vehicles as a single entity [96]. This approach,
though, requires specific hardware and a distributed system of coordination
that might be difficult to realise in complex scenarios. Our method, instead,
builds a robust controller for individual decision-making, hence it fits into
the autonomous driving field. In this setting, we assume that all vehicles
are equipped with a hardware component called LIDAR scanner, which is
able to measure the distance between two cars by using a laser beam. In
the basic scenario, only involving two cars, the car in front is called the
leader and acts according to the Attacker network, while the second one is
the follower, whose behaviour is determined by the Defender network. This
setting trivially extends to the case of n cars, where the first car is the leader
and the other ones all act as followers, controlled by the same Defender.

Platooning with Power Consumption. An additional problem that can
be addressed in the platooning problem is the optimization of the energy
consumption of the follower car, similarly to what has been proposed by [97],
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Figure 5.3: Powertrain efficiency map, speed nm expressed in rpm. Efficiency
values are assumed symmetrical in the negative torque case. For positive val-
ues, electric torque is bounded by the maximum torque value TMAX

m (ωm) =
180Nm, speed is bounded by the maximum value nMAX

m = 1140 rpm.

who exploited a non-cooperative distributed MPC framework.

We are given a vehicle with mass m and effective wheel radius Re, which
moves on a flat straight line covering the distance x(t), with the driver inputs
producing torque at wheel level Tw. We factor the loss in two terms, which
include the effects of rolling resistance (deformation of the rolling wheel on
the ground) and aerodynamic resistance. The dynamics follow the following
equation

mẍ(t) =
Tw(t)

Re

− Crmgẋ(t)−
1

2
ρCaSvẋ

2(t), (5.5)

where Cr is the rolling resistance coefficient, g the gravitational acceleration,
ρ the air density, Ca the aerodynamic coefficient and Sv the equivalent vehicle
surface.

The torque at wheel level Tw(t) is a function of time given by the com-
bined effect of electrical torque at motor level, Tm, and the one due to the
conventional brake action, Tb, that acts directly on the brake callipers. By
factoring in the gear ratio between motor and wheels, one has:

Tw(t) = Tm(t) · rg + Tb(t). (5.6)

From an energy efficiency standpoint, it is reasonable to expect an optimal
platooning policy to minimize the overall consumed electrical energy. This
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can be achieved by operating as much as possible the electric powertrain
at its most efficient working point, and by avoiding situations in which the
conventional brake has to be operated for safety reasons, i.e. when the safety
requirement on the distance is violated.

With regards to powertrain efficiency, we define an efficiency map η(Tm(t),
ωm(t)) which combines the effects of battery and e-motor, where ωm is the
motor speed (see Fig. 5.3. At time t the consumed electric power is

Pm(t) = Tm(t)ωm(t)η(Tm(t), ωm(t))
−sign(Tm(t)). (5.7)

In a single-gear setting, the motor speed is related to vehicle speed through
the relation ωm(t) =

rg
Re
ẋ(t).

Model. We consider the simple case of two cars, one leader l and one
follower f, whose internal states are position x, velocity v and acceleration a.
The follower f acts as the agent of this system, while the leader l is considered
to be part of the adversarial environment, to simulate a cyberattack scenario.
They have the same observable states ya = ye = (ẋl, ẋf, d), given by their
velocities and by their relative distance d. In the basic platooning setting
the policy networks A and D output the accelerations aa = ẍf and ae = ẍl,
which are used to update the internal states of both cars. When the energy
consumption evaluation is involved, the policy networks output electric and
conventional torque values for the two cars, aa = (T a

el, T
a
b ), ae = (T e

el, T
e
b ),

that are used to compute the corresponding accelerations. The dynamic of
a car with mass m and velocity v is described as mdv

dt
= main − νmg, where

ain is the input acceleration produced by one of the two policies, ν is the
friction coefficient and g is the gravity constant. We impose the following STL
requirements: ϕd = □[0,h](d ≤ dmax ∧ d ≥ dmin) on the distance d = xl − xf
between the two vehicles and ϕe = □[0,h](e ≤ emax) on the power energy
consumption e (note that the higher the robustness of ϕe, the lower the
energy consumption). The objective of our optimization problem is

J(s0, θA, θD) = α
H−h∑
t=0

Rϕd [ξt] + (1− α)
H−h∑
t=0

Rϕe [ξt],

where ξt = Fh(st, θD, θA), Rϕd is the robustness on the distance d and Rϕe is
the robustness of the energy consumption.
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The extension to a platoon of n cars is straightforward: the first car is
the leader and each of the other cars follows the one in front. The first pair
of subsequent cars act as described in the two-cars model, while the other
followers are controlled by copies of the same Defender network.

(a) (b)

Figure 5.4: (a) Defender network (follower) against Attacker network
(leader) for car platooning problem. Initial state: distance between cars
d = 4.2439 m, leader velocity vl = 18.1229 m/s, follower velocity vf =
15.7211 m/s. The time horizon is H = 300 and the step width is ∆t = 0.05 s.
(b) Two different followers against the same leader: defender car acts accord-
ing to the Defender network, classic car is managed by a classical controller.
In both cases the evolution begins with the same initial configuration: dis-
tance between cars d = 2.9356 m, leader velocity vl = 17.3107 m/s, follower
velocity vf = 16.3543 m/s. The time horizon is H = 200 and the step width
is ∆t = 0.05 s.

Results. In the basic platooning scenario, i.e. ignoring energy consump-
tion, the leader acts according to the Attacker’s policy, with sudden accel-
erations and brakes. In such a case, the follower learns to manage the un-
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Figure 5.5: Global robustness values on the distance requirement for a classic
follower and the Defender follower against the Attacker leader, starting from
1k different random configurations of the system (leader and follower cars
positions and velocities). Random initializations of the states are described
in Tab. 5.1. The time horizon is H = 200 and the step width is ∆t = 0.05 s.

predictable behaviour of the attacker by maintaining their relative distances
within the safety range, as shown in Fig. 5.4-(a).

Introducing requirements on energy consumption makes the problem of
platooning more challenging. Nonetheless, our architecture is still able to
provide a safe controller. Fig. 5.4-(b) shows an evolution of the system in
which the leader car is unaware of the state of the follower and the two follow-
ers are managed by the Defender network and by a PID classical controller,
which implements a basic “energy-aware” distance-tracking strategy. In this
scenario, both controllers are able to ensure safety during the whole trajec-
tory, although at the moment the defender appears to be focusing mostly on
keeping the ideal distance from the leader, even applying an energy-inefficient
strategy.

However, when the leader actions are adverse reactions to the state of
the follower, meaning actions chosen by the Attacker, the global robustness
achieved by the Defender is in general much higher than the one achieved by
the classic controller, as shown in Fig. 5.5.
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5.4 Conclusions

Classical control theory struggles in giving adequate safety guarantees in
many complex real-world scenarios. We proposed a new learning technique,
whose architecture is inspired by Generative Adversarial Networks, and tested
its full potential against the vehicle platooning and the cart-pole problem
with additional stochastic components. We tested the learned controllers
against black-box adversarial policies in the case of completely observable
systems, but our framework could also be straightforwardly extended to par-
tially observable systems. Our approach has been able to enforce the safety
of the model, while also gaining insights about adverse configurations of the
environment.

As future work, we plan to improve the performances in the multi-objecti-
ve case, to test more complex scenarios, to investigate the scalability of this
approach, and to introduce a regularization in the objective function to make
the Defender policy less stiff, removing chattering behaviour. We also intend
to test the proposed method on properties with temporal behaviours more
complex than simple global formulas.
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Table 5.1: Training parameters and constraints for the cart-pole problem
with adversarial cart-track friction and moving target and for the platooning
problem with energy consumption requirements.

Cart-pole with moving target

Training iterations
500 overall steps
1 attacker step
2 defender steps

Time step size ∆t = 0.05 s
Time horizon H = 40

Temporal depth h = 10
Initial cart position x0 ∼ U(−1, 1) m
Initial cart velocity ẋ0 ∼ U(−1, 1) m/s
Initial pole angle θ0 ∼ U(−0.1, 0.1) rad

Initial angular velocity θ̇0 ∼ U(−1, 1) m/s
Position constraint x ∈ [−30 m, 30 m]
Velocity constraint ẋ ∈ [−10 m/s, 10 m/s]
Angle constraint θ ∈ [−1.5 rad, 1.5 rad]

Friction constraint µ ∈ [0, 1]
Target position offset constraint ϵ̇ ∈ [−5 m/s, 5 m/s]

Robustness weight α = 0.4

Attacker’s architecture 1 layer with 10 neurons each
and Leaky ReLU activations

Defender’s architecture 2 layers with 10 neurons each
and Leaky ReLU activations

Noise space K = R3

Car platooning with energy consumption

Training iterations
1000 overall steps
1 attacker step
2 defender steps

Time step size ∆t = 0.05 s
Time horizon H = 40

Temporal depth h = 10
Initial distance d0 ∼ U(2, 6) m
Initial velocity ẋl0, ẋf0 ∼ U(15, 20) m/s

Acceleration constraints ẍl, ẍf ∈ [−5 m/s2, 5 m/s2]
Velocity constraints ẋl, ẋf ∈ [0 m/s2, 37 m/s2]
Torque constraints Tm ∈ [−Tm,MAX(ωm), Tm,MAX(ωm)]
Robustness weight α = 0.98

Attacker’s architecture 1 layer with 10 neurons each
and Leaky ReLU activations

Defender’s architecture 2 layers with 10 neurons each
and Leaky ReLU activations

Noise space K = R2



Chapter 6

Neural Predictive Monitoring

Verification of a CPS typically amounts to solving a hybrid automata (HA)
reachability checking problem (see Section 2.4.1). Due to its high compu-
tational cost, reachability checking is usually limited to design-time (offline)
analysis. Our focus is on the online analysis of hybrid systems and, in par-
ticular, on the predictive monitoring (PM) problem [38]; i.e., the problem of
predicting, at runtime, whether or not an unsafe state can be reached from
the current system state within a given time-bound. PM is at the core of
architectures for runtime safety assurance such as Simplex [39], where the
system switches to a certified-safe baseline controller whenever PM indicates
the potential for an imminent safety violation. In such approaches, PM is
invoked periodically and frequently. Thus, reachability needs are determined
rapidly, from a single state (the current system state), and typically for short
time horizons. This is in contrast with offline reachability checking, where
long or unbounded time horizons and sizable regions of initial states are typi-
cally considered. PM also differs from traditional runtime verification [40] in
that PM is preemptive: it detects potential safety violations before they oc-
cur, not when or after they occur. Any solution to the PM problem involves
a tradeoff between two main requirements: accuracy of the reachability pre-
diction, and computational efficiency, as the analysis, must execute within
strict real-time constraints and typically with limited hardware resources.

In this chapter, we present Neural Predictive Monitoring (NPM), a machine-
learning-based approach to PM that provides highly accurate predictions in

133
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a highly efficient manner. Moreover, NPM offers principled methods for de-
tecting potential prediction errors, which significantly enhances the reliability
of PM estimates.

Chapter overview. The chapter is structured as follows. Section 6.1
states the problem of approximating a predictive monitor for a fully or a
partially observable HA. Section 6.1.1 introduces the uncertainty-based error
detection problem that aims at recognizing errors made by the approximate
predictive monitor. Section 6.2 provides the technical details on how the
predictive uncertainty is quantified, both in a frequentist and in an Bayesian
setting. Section 6.3 specifies how the detection criteria is trained in both
the frequentist (Section 6.3.1) and the Bayesian (Section 6.3.2) framework.
Section 6.4 presents the possible active learning strategies built on top of the
uncertainty measures introduces before. Finally, Section 6.5 presents the ex-
perimental results both under full (Section 6.5.3) and partial (Section 6.5.4)
observability. Sections 6.5.1 and 6.5.2 introduce respectively the case studies
and the measures of performance. Related works are discussed in Section 6.6,
whereas conclusions are drawn in Section 6.7.

Let us start by describing the predictive monitoring problem for hybrid
automata reachability and the related problem of finding an optimal criterion
for rejecting erroneous reachability predictions.

6.1 Problem Statement

Reachability checking of HA is concerned with establishing whether given
an initial HA state s and a set of target states D – typically a set of unsafe
states to avoid – the HA admits a trajectory starting from s that reaches D.

Definition 5 (Time-bounded reachability). Given an HA M, either deter-
ministic or nondeterministic, with state space S(M), a set of states D ⊆
S(M), state s ∈ S(M), and time bound Hf , decide whether there exists a
trajectory ξ ofM starting from s and t ∈ [0, Hf ] such that ρ(t) ∈ D, denoted
as M |= Reach(D, s,Hf ).

We aim to derive a predictive monitor for HA reachability, i.e., a function
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that can predict whether or not a state in D (an unsafe state) can be reached
from the current system state within time Hf . In solving this problem, we
assume a distribution S of HA states and seek the monitor that predicts
HA reachability with minimal error probability w.r.t. S. The choice of S
depends on the application at hand and can include a uniform distribution
on a bounded state space or a distribution reflecting the density of visited
states in some HA executions [98]. We stress that, in general, the HAM can
be characterized either by a deterministic or by a nondeterministic dynamics.
In the latter, reachability is a more complex problem to solve. More details
would be provided later in the chapter.

Problem 3 (Predictive monitoring for HA reachability). Given an HA M
with state space S(M), a distribution S over S(M), a time bound Hf and
set of unsafe states D ⊆ S(M), find a function h∗ : S(M) → {0, 1} that
minimizes the probability

Prs∼S (h
∗(s) ̸= 1(M |= Reach(D , s ,Hf ))),

where 1 is the indicator function. A state s ∈ S(M) is called positive w.r.t.
a predictor h : S(M) → {0, 1} if h(s) = 1. Otherwise, s is called negative
(w.r.t. h).

Any practical solution to the above PM problem must also assume a
space of functions within which to restrict the search for the optimal predic-
tive monitor h∗. Following the neural state classification method of [98], in
this work we consider functions described by deep neural networks (DNNs).
Finding h∗, i.e., finding a function approximation with minimal error prob-
ability, is indeed a classical machine learning problem, a supervised classifi-
cation problem in particular, with h∗ being the classifier, i.e., the function
mapping HA state inputs s into one of two classes: 1 (x is positive, can reach
D) and 0 (s is negative, cannot reach D).

Training set. In supervised learning, one minimizes a measure of the em-
pirical prediction error w.r.t. a training set (see Section 3.1). In our case, the
training set Z ′ is obtained from a finite sample S ′ of S by labelling the train-
ing inputs s ∈ S ′ using some reachability oracle, that is, a hybrid automata
reachability checker like [16, 99, 100, 33] (see Section 2.4.1). If the system
is deterministic it is sufficient to simulate the system with an ODE solver
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and use a event-detection method to check guard conditions and whether
the trajectory reaches D. On the other hand, if the system is nondetermin-
istic, solvers that support bounded model-checking are needed. Hence, given
a sample S ′ of S, the training set is defined by

Z ′ = {(s,1 (M |= Reach(D, s,Hf )) | s ∈ S ′}.

Prediction errors. It is well known that neural networks are universal ap-
proximators, i.e., they are expressive enough to approximate arbitrarily well
the output of any measurable mathematical function [101]. Even though ar-
bitrarily high precision might not be achievable in practice, state-of-the-art
optimization methods based on gradient descent via back-propagation [102]
can effectively learn highly accurate neural network approximators (as ex-
plained in Section 3). However, such methods cannot completely avoid pre-
diction errors (no supervised learning method can). Therefore, we have to
deal with predictive monitors h that are prone to prediction errors, which
are of two kinds:

• false positives (FPs), when, for a state s ∈ S(M), h(s) = 1 (s is
positive w.r.t. h) butM ̸|= Reach(D, s,Hf ), and

• false negatives (FNs), when h(s) = 0 (s is negative w.r.t. h) butM |=
Reach(D, s,Hf ).

These errors are respectively denoted by predicates fn(s) and fp(s). In what
follows we consider general kinds of prediction error, described by predicate
pe(s), and defined by any arbitrary combination of fn(s) and fp(s).

We will interchangeably use the term “(reachability) predictor” for the classi-
fier h and for its discriminant hd (see Definition 1). Likewise, we will also call
h a state classifier, and in particular, a neural state classifier (NSC) when its
discriminant h is described by a deep neural network.

Partial Observability

Problem 3 relies on the full observability (FO) assumption, i.e. the as-
sumption that full knowledge about the HS state is available. However,
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in most practical applications, state information is partial and noisy. Con-
sider a discrete-time deterministic HS1 modeled as a HA M (defined as in
Section 2.1.1). The discrete-time deterministic dynamics of the system can
be expressed by vi+1 = Flow(li)(vi), where si = (li, vi) = (l(ti), v(ti)) and
ti = t0 + i ·∆t. The measurement process can be modeled as

yi = µ(si) + wi, (6.1)

assuming that partial and noisy observations yi ∈ Y are produced by the
observation function µ : S(M) → Y and the additive measurement noise
wi ∼ W .

Under partial observability (PO), we only have access to a sequence of past
observations yt = (yt−Hp , . . . , yt) modeled as per (6.1), i.e. we can generate
it by applying the observation function µ and measurement noise to the
unknown state sequence st = (st−Hp , . . . , st). Let Y denote the distribution
over Y Hp , the space of sequences of observations yt induced by the sequence
of states st ∼ SHp and a sequence of i.i.d. noise wt = (wt−Hp , . . . , wt) ∼ WHp .

Problem 4 (PM for HS under noise and partial observability). Given the HS
and reachability specification of Problem 3, find a function g∗ : Y Hp → {0, 1}
that minimizes

Pryt∼Y

(
g∗
(
yt
)
̸= 1

(
M |= Reach(D, st, Hf )

))
.

In other words, g∗ should predict reachability values given in input only
a sequence of past observations, instead of the true HS state. In particular,
we require a sequence of observations for the sake of identifiability. Indeed,
for general non-linear systems, a single observation does not contain enough
information to infer the HS state2. Problem 4 considers only deterministic
systems. Dealing with partial observability and noise in nondeterministic
systems remains an open problem as state identifiability is a non-trivial issue.

There are two natural learning-based approaches to tackle Problem 4 (see
Fig. 6.1):

1In case of partial observability we restrict our analysis to deterministic systems.
2Feasibility of state reconstruction is affected by the time lag and the sequence length.

Our focus is to derive the best predictions for fixed lag and sequence length, not to fine-tune
these to improve identifiability.



138 CHAPTER 6. MONITORING

1. an end-to-end solution that learns a direct mapping from the sequence
of past measurements yt to the reachability label {0, 1}.

2. a two-step solution that combines steps (a) and (b) below:

(a) learns a state estimator able to reconstruct the history of full
states st = (st−Hp , . . . , st) from the sequence of measurements yt =
(yt−Hp , . . . , yt);

(b) learns a state classifier mapping the sequence of states st to the
reachability label {0, 1};

Training set. We need reachability oracles to label states s as safe (neg-
ative), if ¬Reach(U, s,Hf ), or unsafe (positive) otherwise. Given that we
consider deterministic HS dynamics, we use simulation, rather than reach-
ability checkers, to label the states. The reachability of the system at
time t depends only on the state of the system at time t, however, one
can decide to exploit more information and make a prediction based on
the previous Hp states. Formally, the generated dataset under FO can
be expressed as Z ′ = {(sit, li)}Ni=1, where sit = (sit−Hp

, sit−Hp+1, . . . , s
i
t) and

li = 1(M |= Reach(U, sit, Hf )). Under PO, we use the (known) observation
function µ : S → Y to build a dataset Z ′′ made of tuples (yt, st, lt), where yt
is a sequence of noisy observations for st, i.e., such that ∀j ∈ {t−Hp, . . . , t}
yj = µ(sj) + wj and wj ∼ W . The distribution of st and yt is determined
by the distribution S of the initial state of the sequences, st−Hp . We con-
sider two different distributions: independent, where the initial states st−Hp

are sampled independently, thus resulting in independent state/observation
sequences; and sequential, where states come from temporally correlated tra-
jectories in a sliding-window fashion. The latter is more suitable for real-
world runtime applications, where observations are received in a sequential
manner. On the other hand, temporal dependency violates the exchange-
ability property, which affects the theoretical validity guarantees of CP, as
we will soon discuss.

The predictors, either h or g, are approximate solutions and, as such,
they can commit safety-critical prediction errors. We endow the predictive
monitor with an error detection criterion R. This criterion should be able to
preemptively identify – and hence, reject – inputs, either states or sequences
of observations, where the prediction is likely to be erroneous (in which case
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yt = (yt−Hp , . . . , yt) M |= Reach(U, st, Hf )
(1) end-to-end

st = (st−Hp , . . . , st)

(2.b) state-classifier(2.a) state-estimator

Figure 6.1: Diagram of NSC under PO.

Figure 6.2: Overview of the NPM framework.

R evaluates to 1, 0 otherwise). R should also be optimal in that it has a
minimal probability of detection errors. The rationale behind R is that those
uncertain predictions are more likely to lead to prediction errors. Hence,
rather than operating directly over states or observations, the detector R
receives in input a measure of predictive uncertainty of h (or g) about s (or
y).

6.1.1 Uncertainty-based error detection

We first introduce a little bit of notation to refer interchangeably to both the
full and the partial observability scenario. Let f be the predictor, either h of
Problem 3 or g of Problem 4, and let x ∈ X be the input of such predictor
f , either a state s or a sequence of measurements y. The distribution over
the generic input space X is denoted by X .

A central objective of this work is to derive, given a predictor f , a re-
jection criterion Rf able to identify inputs x that are wrongly classified by
f , i.e., FNs and FPs or any combination of the two, without knowing the
true reachability value of x. Further, Rf should be optimal, that is, it should
ensure minimal probability of rejection errors w.r.t. the input distribution
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X . For this purpose, we propose to utilize information about the reliability
of reachability predictions, to detect and reject potentially erroneous (i.e.,
unreliable) predictions.

Our solution relies on enriching each prediction with a measure of predic-
tive uncertainty: given f , we define a function uf : X → U mapping an HA
input x ∈ X into some measure uf (x) of the uncertainty of f about x. The
set U is called the uncertainty domain.

Defining uf and U is a non-trivial task, details are provided in Section 6.2.
The only requirements are that uf should be point-specific and should not
use any knowledge about the true reachability value. Once defined, uf can
be used to build an optimal error detection criterion, as explained below.

Problem 5 (Uncertainty-based error detection). Given a reachability predic-
tor f , a distribution X over HA states X, a predictive uncertainty measure
uf : X → U over some uncertainty domain U , and a kind of error pe find an
optimal error detection rule r∗f,pe : U → {0, 1}, i.e., a function that minimizes
the probability

Prx∼X (pe(x ) ̸= r ∗f ,pe(uf (x ))).

Note that Problem 5 requires specifying the kind of prediction errors to
reject. Indeed, depending on the application at hand, one might desire to
reject only a specific kind of error. For instance, in safety-critical applications,
FNs are the most critical errors while FPs are less important.

As for Problem 3 and 4, we can obtain a sub-optimal solution rf,pe to
Problem 5 by expressing the latter as a supervised learning problem, where
the inputs are, once again, sampled according to X and labelled using a
reachability oracle. We call validation set the set of labelled observations
used to learn rf,pe. These observations need to be independent of the above-
introduced training set Z ′, i.e., those used to learn the reachability predictor
f . In the simplest scenarios, learning rf,pe reduces to identifying an optimal
threshold. However, the proposed supervised learning solution is capable of
identifying complex and multi-dimensional decision boundaries in an auto-
matic fashion, making it suitable also for complex scenarios.

For an error pe, the final rejection rule Rf,pe for detecting HA states
where the reachability prediction should not be trusted, and thus rejected,
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is readily obtained by the composition of the uncertainty measure and the
error detection rule

Rf,pe = rf,pe ◦ uf : X → {0, 1},

where Rf,pe(x) = 1 if the prediction on state x is rejected; Rf,pe(x) = 0,
otherwise. We remark that rejection rules for different kinds of errors could
be combined together to express more sophisticated criteria.

The general goal of Problems 3, 4 and 5 is to minimize the risk of
making mistakes in predicting reachability and predicting prediction errors,
respectively. We are also interested in establishing probabilistic guarantees
on the expected error rate, in the form of predictions regions guaranteed to
include the true reachability value with arbitrary probability.

Problem 6 (Probabilistic guarantees). Given the HS and reachability spec-
ification of Problem 3 and 4, find a function Γϵ : X → 2{0,1}, mapping an
input x into a prediction region for the corresponding reachability value, i.e.,
a region that satisfies, for any error probability level ϵ ∈ (0, 1), the validi-
tyom a pool of observed realizations. The accurate abstrac- tion could then be
used to efficiently simulate new, previously unobserved, 187 188 CHAPTER
7. CONCLUSIONS trajectories. Once the dynamics of the system is known,
we can synthesize a controller that manipulates some controllable variables
of the system, so that the system can meet a desired behavioural requirement.
The controller would be robust to uncertainties, meaning that it takes into
account some of the inevitable modeling uncertainty coming from the abstrac-
tion procedure. Finally, the hybrid automata coming from the combination
of the abstract model and of the controller can be analysed efficiently using
the neural pre- dictive monitoring approach. By doing so, we can check that
the running system is actually moving in a safe region. However, every tool
provides an approximate solution that introduces in- evitable errors in each
step. Moreover, these errors will propagate along the combined system. For
these reasons, it is extremely important to leverage the uncertainty quantifi-
cation techniques presented in Section 3.3. By doing so, we can reduce the
number of errors, by actively refining the synthetic train- ing sets, we can
detect untrustworthy solutions and can provide statistical guarantees over the
performances of the combined approximate solution. [TODO: estendere la
discussione secondo i commenti di Jyo] property below

Prx∼X

(
1
(
M |= Reach(D, s,Hf )

)
∈ Γϵ

(
x
))
≥ 1− ϵ.
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Among the maps that satisfy validity, we seek the most efficient one,
meaning the one with the smallest, i.e. less conservative, prediction regions.

6.2 Uncertainty quantification in Neural Pre-
dictive Monitoring

We explore two approaches to quantify the uncertainty produced by a neural
network-based reachability predictor f , i.e., to derive the uncertainty mea-
sures uf introduced in Section 6.1.1.

The first approach, referred to as the frequentist approach, is based on
Conformal Prediction (Section 3.3.2). The second one, referred to as the
Bayesian approach, relies on Bayesian learning and employs probability dis-
tributions to express and measure uncertainty. In particular, we leverage the
theory of Bayesian Neural Networks (Section 3.3.1), which combines neural
networks and probabilistic modeling.

We present the two uncertainty quantification approaches for a generic
classification problem, where we consider an input space X, a set of c classes
T , and a classifier f : X → T with discriminant fd : X → [0, 1]c. For an
input x, we will use the notation t̂ as a shorthand for f(x), the classifier
prediction on x. We define the data domain by Z = X × T , and we denote
with Z the distribution of the data over Z.

In the context of PM of HA reachability, X is the HA state space (in
case of FO) or the space of sequences of measurements Y Hp (in case of
PO), T = {0, 1} (c = 2) is the set of possible reachability values, Z =
Prx∼X (x,1(M |= Reach(D, x, T ))), where X is the distribution of HA in-
puts andReach(D, s,Hf ) is the reachability specification, and f is the reach-
ability predictor, i.e., a (sub-)optimal solution of Problem 3 or 4.

Frequentist predictive uncertainty

In Section 3.3.2, we introduce the CP-based quantification of predictive un-
certainty for a classification problem. In particular, in Definition 3, we in-
troduce the concepts of confidence and credibility of a prediction, which can
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easily be interpreted as two point-wise measures of classification uncertainty.

Definition 6 (Frequentist uncertainty measure). Given a predictor f with
discriminant fd, we define the frequentist uncertainty measure uf : X →
UF = [0, 1]2 as the function mapping inputs x into their corresponding con-
fidence and credibility values, obtained as per Definition 3, i.e., ∀x ∈ X,
uf (x) = (1− γ, κ).

Bayesian predictive uncertainty

In Section 3.3.1, we show how to derive empirical approximations of the
predictive distribution of a BNN (either with HMC or with VI). From such
empirical approximation, we can extract statistics to characterize the predic-
tive distribution. In this work, our Bayesian uncertainty measure is based
on the empirical mean and variance of the predictive distribution.

Definition 7 (Bayesian uncertainty measure). Given observations Z ′ ∼ Z
and a Bayesian neural network fw with w ∼ p(w|Z ′), we define the Bayesian
uncertainty measure uf : X → UB ⊆ R2 as the function mapping inputs
x into the the empirical mean and variance of the predictive distribution
p(t̂ | x, Z ′) (3.12). Formally, ∀x ∈ X, uf (x) = (µx, σ

2
x).

Remark 3 (Softmax probabilities as uncertainty measures). . A popular
method to assess the quality of a prediction is to use the probabilities out-
putted by the softmax layer of the DNN (i.e., the output of the discriminant
function). However, previous works have shown that such probabilities are
not well calibrated, meaning that the probability associated with the predicted
class label does not reflect its ground-truth correctness likelihood [103, 104].
For example, in a binary classification problem, one can consider the differ-
ence between the probability of the two classes as a measure of uncertainty,
where small differences indicate uncertain predictions. Later in Fig. 6.6 we
show that such a measure yields poor error detection in NPM because the
measure is overconfident in predictions that turn out to be erroneous. Such
observation supports our claim that more principled and calibrated methods
to measure uncertainty are needed. On one hand, our uncertainty measure
based on Conformal Prediction overcomes this limitation, as it makes pre-
dictions with statistical evidence, rather than probabilistic evidence. On the
other hand, our Bayesian measure of uncertainty remains consistent also in
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regions where no data has been observed and, in particular, where the deter-
ministic DNN will behave almost randomly.

6.3 Uncertainty-based Rejection Criteria

In this section we show how to leverage the measures of uncertainty intro-
duced in Section 6.2 to learn an optimal, uncertainty-based error detection
rule for reachability predictions, thereby solving Problem 5.

The rationale is that an unseen input x must have sufficiently low uncer-
tainty values for the prediction to be accepted. However, manually determin-
ing such decision boundaries on the uncertainty domain U is a non-trivial
task. As discussed in Section 6.1, optimal error detection thresholds can be
automatically identified by solving an additional supervised learning prob-
lem.

For a type of error e ∈ {pe, fp, fn}, given a set of validation inputs Xv,
sampled from X , and an uncertainty measure uf , we build a validation set
W e
v , defined as

W e
v = {(uf (x),1(e(x))) | x ∈ Xv}. (6.2)

The inputs of W e
v , referred to as Uv, are the uncertainty measures evaluated

on Xv:
Uv = {uf (x) | x ∈ Xv}. (6.3)

Similarly, each input uf (x) ∈ Uv is then labelled respectively with 1 or 0
depending respectively on whether or not the classifier f makes a error of
type e on x:

Ee
v = {1(e(x)) | x ∈ Xv}. (6.4)

For ease of notation, in the following, we omit the type of error considered.
However, it is important to keep it in mind when addressing a specific appli-
cation.

We seek to find those uncertainty values that optimally separate the
points in Uv in relation to their classes, that is, separate points yielding
errors from those that do not. Finding such a separation corresponds to
finding a (sub-)optimal solution to Problem 5.
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As for the uncertainty measures of the previous section, we present two
alternative solutions to this problem. The first one leverages Support Vector
Classification (SVC) and applies to the frequentist case, based on CP, where
the uncertainty values are given by confidence and credibility. The second
solution leverages Gaussian Process classification (GPC) and applies to the
Bayesian case, based on BNNs, where uncertainty values are given by mean
and standard deviation of the predictive distribution.

Remark 4 (Higly unbancanced dataset). In predictive monitoring, the neu-
ral network-based reachability predictors that we use have typically very high
accuracy (see results in Section 6.5). Therefore, the dataset Wv is typi-
cally highly unbalanced, as it contains more examples of correct classifica-
tions (class 0) than of classification errors (class 1). In binary classification
problems, in particular, in both SVC and GPC, accuracy can be a mislead-
ing measure when dealing with imbalanced datasets. Indeed, for instance, a
constant function mapping any input into the most frequent class will have
high accuracy. Therefore, a model trained on accuracy maximization tends
to misinterpret the behaviour of the observations belonging to the minority
class, causing misclassification. However, in our method, the less frequent
class (i.e., the prediction errors) is indeed the most interesting one, which we
want to classify correctly.

6.3.1 Frequentist error detection via Support Vector
Classification (SVC)

For data parsimony, since calibration points were not used to train the reach-
ability predictor, we build the validation set Wv from the calibration set Zc.
A cross-validation strategy is used to compute values of confidence and credi-
bility for points in Zc. The cross-validation strategy consists of removing the
j-th score, αj, in order to compute γj and κj, i.e. the p-values at xj ∈ Xc,
where Xc = {x | ∃t ∈ T : (x, t) ∈ Zc}. In this way, we can compute our
frequentist uncertainty measure given by confidence 1 − γ and credibility c
for every point in the calibration set. The Support Vector Classifier (SVC)
is then trained on pairs ((1 − γ, κ), e), where e indicates whether or not a
prediction error is observed.
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In a nutshell, SVC is a kernel-based method that maps the original data
into a new space, called feature space, via a feature map ϕ. By doing so, pat-
terns that are not linearly separable in the original data can be converted to
be linearly separable in the feature space [44]. The linear decision boundary
for a binary SVC is defined as

d(x) = a · ϕ(x) + b = 0, (6.5)

for x in the original space. Training a SVC reduces to find the values of a
and b that maximize the margin around the separating hyperplane and the
decision function d(x). In the dual formulation of the SVC problem, whose
details are out of the scope of this paper, the optimization is performed using
kernel functions rather than feature maps. Recall that a kernel can be defined
as k(u, u′) = ϕ(u)T · ϕ(u′). In practice, given a test point x∗ with predicted
label t̂∗ and uncertainty measure uf (x∗) = (1 − γ∗, κ∗), error detection at
x∗ boils down to evaluating the learned SVC, i.e., its decision function d, at
uf (x∗). If d(uf (x∗)) > 0 the point x∗ is classified as potentially erroneous,
class 1, and 0 otherwise.

Tuning of SVC hyperparameters. A simple method to handle imbal-
anced classes in SVC is via cost-sensitive learning [105]. The aim is to find the
classifier that minimizes the mean predictive error on the training set. Each
misclassified example by a hypothetical classifier contributes differently to
the error function. One way to incorporate such costs is the use of a penalty
matrix, which specifies the misclassification costs in a class dependent man-
ner [106]. We design an empirical penalty matrix P , as follows: the (i, j)-th
entry of P gives the penalty for classifying an instance of class i as class j.
Of course, when i = j, the penalty is null. The penalty matrix for dataset
Wv is defined as

P =

[
0 q

2re(q−ne)
req
2ne

0

]
, (6.6)

where ne is the number of points belonging to class 1 in Wv, re is a parameter
influencing how many errors we are willing to accept and q = |Wv|. The term
req
2ne

, which represents the penalty for wrongly classifying an error as correct,
increases as ne decreases. Note that, when re = 1 and the dataset is perfectly
balanced (q = 2ne), the penalties are equal: req

2ne
= q

2re(q−ne)
= 1. Further, if

re > 1, the penalty term increases, leading to more strict rejection thresholds
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and higher overall rejection rates. On the contrary, if re < 1, the penalty
decreases, leading to possibly missing some errors.

Definition 8 (Frequentist error detection criterion). Given a state x∗ ∈ X,
a reachability predictor f and an uncertainty measure uf (x∗) = (1 − γ∗, κ∗)
as per Definition 6, the frequentist error detection function rf : UF → {0, 1}
rejects a reachability estimate f(x∗), i.e., rf (1− γ∗, κ∗) = 1, if and only if

d (1− γ∗, κ∗) > 0,

where d is the binary SVC of (6.5) trained on Wv (6.2).

6.3.2 Bayesian error detection via Gaussian Process
Classification (GPC)

Recall that we define our Bayesian uncertainty measure like the mean and
variance of the empirical approximation of the BNN predictive distribution.
Therefore, the prediction t̂∗ made on an unseen input x∗ is associated with
a vector of uncertainty (µ∗, σ

2
∗) ∈ UB ⊂ R2.

To keep the approach fully Bayesian, we propose a probabilistic solution
to the error detection problem based on Gaussian Processes [107].

Formally, a Gaussian Process (GP) is a stochastic process, i.e., a collec-
tion of random variables indexed by some input variable, in our case u ∈ U ,
such that every finite linear combination of them is normally distributed. In
practice, a GP defines a distribution over real-valued functions of the form
ℓ : UB → R and such distribution is uniquely identified by its mean and co-
variance functions, respectively denoted by m(u) = E[ℓ(u)] and k(u, u′). The
GP can thus be denoted as GP(m(u), k(u, u′)). This means that the function
value at any point u, ℓ(u), is a Gaussian random variable with mean m(u)
and variance k(u, u). Typically, the covariance function k(·, ·) depends on
some hyper-parameter γ.

As mentioned before, GPs can be used to perform probabilistic binary
classification, i.e., learning a Bayesian classifier Gf : UB → {0, 1} from a
set of observations. GPs model the posterior probabilities by defining latent
functions ℓ : UB → R, whose output values are then mapped into the [0, 1]
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interval by means of a so-called link function Φ. Typically, in a binary
classification problem, the logit or the probit function are used as Φ.

Given an input ui, let ℓi = ℓ(ui) denote its latent variable, i.e., the latent
function ℓ evaluated at ui. Also denote lv = [ℓ(ui) | ui ∈ Uv], where Uv is
a set of input points defined as per 6.3. From Uv it is possible to compute
the mean vector mv of the GP, by evaluating the mean function m(·) at
every point in the set, and the covariance matrix Kγ

v , by evaluating the
covariance function on every pair of points in the set: mv = [m(ui)|ui ∈ Uv]
and Kγ

v = [kγ(ui, uj)|ui, uj ∈ Uv].

The first step of a GPC algorithm is to place a GP prior over the latent
function ℓ, defined by

p(ℓ|Uv) = N (ℓ|mv, K
γ
v ).

Let now consider a test input u∗ with latent variable ℓ∗. In order to do
inference, that is, predict its label e∗, we have to compute

p(e∗ = 1|u∗, Uv, Ev) =
∫

Φ(ℓ∗)p(ℓ∗|u∗, Uv, Ev)dℓ∗, (6.7)

where Ev, see Equation 6.4, denotes the set of labels corresponding to points
in Uv, see Equation 6.3. The discriminant function rf,d : UB → [0, 1]2 of the
error detection classifier rf is defined as

rf,d(u∗) = [1− p(e∗ = 1|u∗, Uv, Ev), p(e∗ = 1|u∗, Uv, Ev)]. (6.8)

To compute equation (6.7), we have to marginalize the posterior over the
latent Gaussian variables:

p(ℓ∗|u∗, Uv, Ev) =
∫
p(ℓ∗|u∗, Uv, ℓv)p(ℓv|Uv, Ev)dℓv, (6.9)

where the posterior p(ℓv|Uv, Ev) can be obtained using the standard Bayes
rule

p(ℓv|Uv, Ev) =
p(Ev|ℓv, Uv)p(ℓv|Uv)

p(Ev|Uv)
.

Therefore, performing inference reduces to solving two integrals, Eq. 6.7
and 6.9. In classification, the first integral is not available in closed form since
it is the convolution of a Gaussian distribution, p(ℓv), and a non-Gaussian



6.3. UNCERTAINTY-BASED REJECTION CRITERIA 149

one, p(Ev|ℓ, Uv). Hence, we have to rely on approximations in order to com-
pute and integrate over the posterior p(ℓv|Ev). In our experiments, we use
the Laplace method, which provides a Gaussian approximation q(ℓv|Ev) of
the posterior p(ℓv|Ev), which can then be easily computed and integrated
over.

Tuning of GPC hyperparameters. In the prior distribution, the covari-
ance for the latent variables depends on some hyperparameters γ. A classical
strategy to select the optimal values for such parameters is to find the values
of γ that maximize the marginal likelihood, which, intuitively, measures how
likely the data are, given a certain value of γ. However, as mentioned in
Remark 4, the marginal likelihood may be a poor choice because class 1 is
very little represented. An alternative solution is to compute, for different
values of γ, the confusion matrix of the GPC on the training set Wv. The
entries of such a matrix can be used to define more clever measures of per-
formance that apply to binary classification. In our experiments, we use the
true positive rate (TPR), as it is well-suited for datasets presenting a strong
disproportion. TPR measures the fraction of points in class 1 that have been
correctly classified:

TPRγ :=
TP

TP+FN
, (6.10)

where TP indicates the number of true positives and FN indicates the num-
ber of false negatives. Alternative measures, such as the Matthews correlation
coefficient (MCC) [108], may apply. Note that, during the training phase,
the GPC assigns to each point the class with the highest likelihood.

Another key step is the following. The discriminant function, rf,d, returns
a vector containing the probability of belonging to each of the two classes.
However, such probabilities might not separate well in cases of highly unbal-
anced datasets. Therefore, choosing the class with the highest probability, as
per Definition 1, may lead to bad performance. Therefore, after the GPC has
been trained with an optimal value for γ, it may be useful to find the decision
threshold that maximizes the GPC accuracy on the training set Wv. This
can be done, for instance, using the ROC curve. In other words, we classify
as correct (class 0) only those points that have an extremely high probabil-
ity of belonging to that class. We do so by searching for the threshold τ
that maximizes the quantity TPR − FPR, i.e., the proportion of recognized
errors minus the proportion of points wrongly rejected. Below we provide
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the formal definition of the Bayesian error detection function for a generic
threshold τ .

Definition 9 (Bayesian error detection criterion). Given a state x∗ ∈ X, a
reachability predictor f , a Bayesian uncertainty measure uf (x∗) = (µ∗, σ

2
∗) =

u∗ as per Definition 7, and a decision threshold τ ∈ [0, 1), the error detection
function rf : UB → {0, 1} rejects a reachability estimates f(x∗) if and only if

p(e∗ = 1 | u∗, Uv, Ev) > τ,

where Uv, Ev are the inputs and outputs of the validation set, see (6.3)
and (6.4).

6.4 Active Learning

Recall that we are dealing with two related learning problems: learning a
prediction rule (i.e., a reachability predictor) using the training set Zt, and
learning a rejection rule using the validation set Wv (via learning an adequate
uncertainty measure first).

As the accuracy of a classifier increases with the quality and the quantity
of observed data, adding samples to Zt will generate a more accurate predic-
tor, and similarly, adding samples to Wv will lead to more precise error detec-
tion. Ideally, one wants to maximize accuracy while using the least possible
amount of additional samples, because obtaining labeled data is expensive
(in NPM, labelling each sample entails solving a reachability checking prob-
lem), and the size of the datasets affects the complexity and the dimension
of the problem. Therefore, to improve the accuracy of our learning models
efficiently, we need a strategy to identify the most “informative” additional
samples.

For this purpose, we propose an uncertainty-aware active learning solu-
tion, where the re-training points are derived by first sampling a large pool
of unlabeled data, and then considering only those points where the cur-
rent predictor f is still uncertain. The criterion used to decide whether a
point is uncertain enough to be considered informative is indeed our rejec-
tion rule Rf . In particular, recall that the uncertainty function uf : X → U
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maps input states to their level of uncertainty, and the error detection func-
tion rf : U → {0, 1} maps uncertainty values to a binary class interpreted
as accepting/rejecting a prediction. The rejection rule Rf : X → {0, 1},
introduced in Section 6.1, is defined as the combination of these two func-
tions, Rf = rf ◦ uf . Therefore, such a rejection rule provides an effective
uncertainty-based query strategy. Points rejected by Rf , i.e., points whose
predictions are expected to be erroneous, are indeed the most uncertain ones.

The proposed active learning method should reduce the overall number of
erroneous predictions, because it improves the predictor on the inputs where
it is most uncertain, and, as a consequence, also reduces the overall rejection
rate. However, it cannot be excluded in general that the retraining process
introduces new prediction errors. We stress that, with our method, these
potential new errors can be effectively detected.

6.4.1 General active learning algorithm

Our active learning algorithm works as follows. The rejection rule Rf is used
as a query strategy to identify, from a batch of randomly selected unlabeled
points, those with a high degree of uncertainty. We then query the oracle,
i.e., the HA reachability checker, to label such uncertain points, and finally,
we divide them into two groups: one group is added to the training set
Zt ⊆ X ×Y , producing the augmented dataset Za

t ; the other is added to the
validation set Zv, producing Za

v . The set of uncertain points must be divided
according to the splitting probability used to originally divide Z ′ into Zt and
Zv. The first step consists in retraining the reachability predictor on Za

t .
Let fa denote the new predictor. The second step requires extracting the
augmented validation dataset W a

v from Za
v . To do so, we must first train a

new uncertainty measure ufa to reflect the new predictor fa. Then, the new
error detection rule rfa is trained on

W a
v = {(ufa(x),1(efa(x)) | x ∈ Xa

v },

where efa is the error predicate introduced in Section 6.1 (the fa index is
added to stress dependency on the updated predictor). In conclusion, this
process leads to an updated rejection rule Rfa = rfa ◦ ufa , which is expected
to have a reduced rate of incorrect rejections.
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Algorithm 12 Active Learning algorithm
Inputs: training set Zt, validation set Zv, predictor f , uncertainty func-

tion uf , rejection rule Rf , maximum iterations nit .
Outputs: enhanced predictor fa, enhanced rejection rule Ra

f .
1: procedure Active Learning
2: for i = 1, . . . , nit do
3: # Select re-training inputs
4: Randomly sample a set of input points.
5: Identify the subset A of points rejected based on Rf .
6: # Derive augmented datasets
7: Invoke the reachability oracle to label the points in A.
8: Divide the data into two groups and add them respectively to Zt

and Zv, obtaining an augmented training set, Za
t , and an augmented

validation set, Za
v .

9: Train a new predictor fa from Za
t .

10: Build the training set W fa
v using Za

v and fa.
11: Train a new error detection rule rfa , using uf and the method of

Section 6.3, and obtain the enhanced rejection rule Rfa .
8. Zt ← Za

t , Zv ← Za
v , f ← fa, Rf ← Ra

f .

We now describe in detail our uncertainty-aware active learning algo-
rithm, which given an initial training set Zt, a predictor with discriminant
f trained on Zt, an initial validation set Zv, and a rejection rule Rf trained
on Zv computes an enhanced predictor fa and enhanced rejection rule Rfa

as follows.

The above algorithm is used as-is in the Bayesian framework. For the
frequentist case, we present a refined version of the algorithm that over-
comes issues with the sensitivity of CP-based measures. The aforementioned
sensitivity issues are explained below.

Sensitivity of CP-based uncertainty measures. The distribution of
calibration scores depends both on the case study at hand and on the trained
classifier. If such a classifier f has high accuracy, then most of the calibration
scores α1, . . . , αq will be close to zero. Each p-value pj∗ of an unseen test
point x∗ counts the number of calibration scores greater than αj∗, the non-
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conformity score for label j at x∗. Credibility, which is the p-value associated
with the class predicted by fd, is expected to have a small score and therefore
a high p-value. On the contrary, γ, which is the p-value associated with the
other (non-predicted) class, is expected to have a larger score. However,
given the high accuracy of f , the number of calibration scores significantly
greater than zero is very small. Therefore, the fraction of calibration scores
determining γ is not very sensitive to changes in the value of α∗, which is
determined by fd(x∗). On the contrary, credibility is extremely sensitive to
small changes in α∗. In general, the sensitivity of confidence with respect
to α∗ increases as the accuracy of f decreases, and vice versa for credibility.
Figure 6.3 shows the credibility landscapes for two different training instances
of model fd on the same training set for a concrete case study. We observe
that even if regions, where misclassifications take place, are always assigned
low credibility values, outside those regions credibility values are subject to
high variance.

This sensitivity results in an over-conservative rejection criterion, leading
to a high rejection rate and in turn, to an inefficient query strategy. However,
if we enrich the calibration set using additional samples with non-zero α-
scores, we can reduce such sensitivity, thereby making credibility more robust
with respect to retraining. This process is illustrated in Figure 6.3, where
the additional non-zero α-scores (right) leads to a more robust credibility
landscape, where low-credibility regions are now more tightly centred around
areas of misclassification.

Observing that samples with uncertain predictions will have non-zero α-
scores3, we will use the original rejection rule to enrich the calibration set,
thereby deriving a refined rejection rule and in turn, a refined and more
effective query strategy for active learning.

6.4.2 Frequentist active learning algorithm

Provided that the credibility measure is extremely sensitive in our applica-
tion, we found that dividing the frequentist active learning algorithm into
two phases dramatically improves performances. In the first phase, we re-
fine the query strategy: we use the current rejection rule Rf to identify a

3The α-score of a sample (xi, yi) is zero only if f ti
d (xi) = 1.
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Algorithm 13 Frequentist AL algorithm
Inputs: training set Zt, calibration set Zc, predictor f , uncertainty

function uf , rejection rule Rf , maximum iterations nit .
Outputs: enhanced predictor fa, enhanced rejection rule Ra

f .
1: procedure Frequentist Active Learning
2: for i = 1, . . . , nit do
3: #Refine the query strategy
4: Randomly sample a set of input points.
5: Identify the subset Q of points rejected by Rf .
6: Identify the subset A of points rejected based on Rf .
7: Invoke the reachability oracle to label the points in Q.
8: Define a query set ZQ by adding these points to Zc.
9: Obtain an updated rejection rule RQ

f from ZQ using the method
of Section 6.3.

10: # Active phase
11: Randomly sample a set of input points.
12: Identify the subset A of points rejected by RQ

f .
13: Invoke the reachability oracle to label the points in A.
14: Divide the labeled data into two groups and add them respectively

to Zt and Zc, obtaining an augmented training set, Za
t , and an augmented

calibration set, Za
c .

15: Train a new predictor fa from Za
t .

16: Zt ← Za
t , Zc ← Za

c , f ← fa, Rf ← Ra
f .

batch of uncertain points, temporarily add these points to the calibration
set, thereby obtaining an updated, more robust, rejection rule that we use as
a query strategy. In the second phase, we simply perform an active learning
iteration i.e., steps 2–5 above) but using the refined query strategy to identify
the re-training inputs.

We now describe the details of this variant of the active learning algorithm
designed for the frequentist framework. Given an initial training set Zt, a
prediction rule f trained on Zt, an initial calibration set Zc, a rejection rule
Rf trained on Zc and a rejection ratio re, we proceed as follows.

It is important to observe that, for the active learning algorithm to pre-
serve the statistical soundness of conformal prediction, the augmented train-
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Figure 6.3: Credibility values in the spiking neuron case study. Calibration
scores (first row) and credibility landscapes using the initial calibration set
Zc (left column) versus the query set ZQ (right column). The landscapes
are obtained for different instances of the predictor f , trained on the same
dataset Zt.

ing and calibration sets Za
t and Za

c must be sampled from the same distri-
bution. This is guaranteed by the fact that, in the active learning phase,
we add new points to both the training and the calibration dataset, and
these points are sampled from the same distribution (in particular, we apply
the same random sampling method and same rejection criterion). The only
caveat is ensuring that the ratio between the number of samples in Zc and
Zt is preserved on the augmented datasets.

6.5 Experimental Results

We experimentally evaluate the proposed method both in the FO and the
PO scenario. In the FO scenario, we compare the frequentist and Bayesian
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approaches on a benchmark of six hybrid system models with varying de-
grees of complexity. In the PO scenario, we use the frequentist aprroach4

to evaluate both end-to-end and two-step approaches on six benchmarks of
cyber-physical systems with dynamics presenting a varying degree of com-
plexity and with a variety of observation functions.

6.5.1 Case Studies

Full Observability

We consider four deterministic case studies:

• SNfo: this model describes the evolution of a neuron’s action potential
(as on the Flow* website5). It is a deterministic HA with two continu-
ous variables, one mode, one jump and nonlinear polynomial dynamics,
defined by the ODE{

v̇2 = 0.04v22 + 5v2 + 140− v1 + I

v̇1 = a · (b · v2 − v1)
(6.11)

The jump condition is v2 ≥ 30, and the associated reset is v′2 := c ∧
v′1 := v1 + d, where, for any variable v, v′ denotes the value of v after
the reset. The parameters are a = 0.02, b = 0.2, c = −65, d = 8,
and I = 40 as reported on the Flow* website. The state space is
68.5 < v2 ≤ 30∧ 0 ≤ v1 ≤ 25. We consider the unsafe set D defined by
v2 ≤ 68.5, expressing that the neuron should not undershoot its resting
potential. The time bound for the reachability property is Hf = 20.

• IPfo: this model describes the classic inverted pendulum on a cart,
which is a two-dimensional model with non-linear dynamics, defined
by the ODE {

θ̇ = ω

ω̇ = sin(θ)− cos(θ) · u
(6.12)

4We choose to focus on the frequentist approach since it has been shown to perform
better and since it scales better.

5https://flowstar.org/examples/

https://flowstar.org/examples/
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The control input u := F/g is a force, divided by the gravitational
acceleration g, applied to the cart to keep the pendulum in the upright
position, i.e., θ = 0. The mass of the pendulum is 1/g, and the length
of the rod is 1. We consider the control law of Eq. 6.13.

u =



2 · ω + θ + sin(θ)

cos(θ)
, E ∈ [−1, 1], | ω | + | θ |≤ 1.85

0, E ∈ [−1, 1], | ω | + | θ |> 1.85

ω

1+ | ω |
cos(θ), E < −1

−ω
1+ | ω |

cos(θ), E > 1

(6.13)

where E = 0.5 · ω + (cos(θ)− 1) is the pendulum energy. We consider
the unsafe set D defined by |θ| > π/4, corresponding to the safety
property that keeps the pendulum within 45◦ of the vertical axis. The
time bound is Hf = 5.

• APfo: this model describes the dynamics of an artificial pancreas [109],
which is a six-dimensional non-linear model. The unsafe set D corre-
sponds to hypoglycemia states, i.e., D = BG ≤ 3.9 mmol/L, where
BG is the blood glucose variable. The state distribution considers uni-
formly distributed values of plasma glucose and insulin. The insulin
control input is fixed to the basal value. The time bound is Hf = 240;

• HCfo: the helicopter model [98], which is a linear model with 29 state
variablesWe augment the 28-variable helicopter controller available on
SpaceEx website6 with a variable z denoting the helicopter’s altitude.
The dynamics of z is given by ż = vz , where vz is the vertical velocity
and represented by variable x8. The unsafe set D is defined by z ≤ 0.
The time bound is Hf = 5. Since this model is large and publicly
available on SpaceEx website, we do not provide the details here.

In addition, we analyze two non-deterministic models with non-linear dy-
namics:

6http://spaceex.imag.fr/

http://spaceex.imag.fr/
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Figure 6.4: Hybrid automaton for the cruise control system. Invariants are
in blue, guards are in red, and reset mappings are in green.

• CCfo: this models describes a Cruise Controller [98], whose input space
has four dimensions and a nonlinear polynomial dynamics. The unsafe
set D is defined by v ≤ −1, which expresses that the vehicle’s speed
should not be below a reference speed by 1m/s or more. The reach-
ability time-bound is Hf = 10. The full model has three continuous
variables, six modes, eleven jumps as shown in Fig. 6.4. The continuous
variable v denotes the difference between the vehicle’s speed and the
cruise speed in m/s, x is the integral term for the proportional-integral
(PI) controller in mode 5, and t is a clock. In mode 5, the PI controller
tries to stabilize v to zero, i.e., to match the vehicle’s speed with the
cruise speed. Mode 3 and 4 represent the first level of brakes where
deceleration increases smoothly from 1.2 to 2.5 m/s2 in mode 4 and
stays constant at 2.5 m/s2 in mode 3. Mode 1 and 2 represent the sec-
ond level of brakes and work in the same way but with higher starting
and peak deceleration. Mode 6 constantly accelerates the vehicle. The
guards are designed to prevent chattering or Zeno behaviour.

• TWTfo: this model describes the Triple Water Tank system7, which
is a three-dimensional model. The unsafe D is given by states where
the water level of any of the tanks falls outside a given safe interval I,
i.e., D = ∨3i=1xi ̸∈ I, where xi is the water level of tank i. The state
distribution considers water levels uniformly distributed within the safe

7http://dreal.github.io/benchmarks/networks/water/

http://dreal.github.io/benchmarks/networks/water/
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interval. The time-bound is Hf = 1.

Partial Observability

In the PO scenario, we consider deterministic models only.

• IPpo: classic two-dimensional non-linear model of an Inverted Pendu-
lum on a cart. Given a state s = (s1, s2), we observe a noisy mea-
sure of the energy of the system y = s2/2 + cos(s1) − 1 + w, where
w ∼ N (0, 0.005). Unsafe region D = {s : |s1| ≥ π/6}. Hp = 1, Hf = 5.

• SNpo: a two-dimensional non-linear model of the Spiking Neuron ac-
tion potential. Given a state s = (s1, s2) we observe a noisy measure
of s2, y = s2 + w, with w ∼ N (0, 0.1). Unsafe region D = {s : s1 ≤
−68.5}. Hp = 4, Hf = 16.

• CVDPpo: a four-dimensional non-linear model of the Coupled Van Der
Pol oscillator [110], modeling two coupled oscillators. The dynamics is
defined by the following ODE:


ṡ1 = s2

ṡ2 = (1− s21)s2 − 2s1 + s3

ṡ3 = s4

ṡ4 = (1− s23)s4 − 2s3 + s1

(6.14)

Given a state s = (s1, s2, s3, s4) we observe y = (s1, s3) + w, with
w ∼ N (0, 0.01 · I2). Unsafe region D = {s : s2 ≥ 2.75 ∧ s2 ≥ 2.75}.
Hp = 8, Hf = 7.

• LALOpo: the seven-dimensional non-linear Laub Loomis model [110]
of a class of enzymatic activities. The dynamics is defined by the
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following ODE: 

ṡ1 = 1.4s3 − 0.9s1

ṡ2 = 2.5s5 − 1.5s2

ṡ3 = 0.6s7 − 0.8s2s3

ṡ4 = 2− 1.3s3s4

ṡ5 = 0.7s1 − s4s5
ṡ7 = 0.3s1 − 3.1s6

ṡ8 = 1.8s6 − 1.5s2s7.

(6.15)

The system is asymptotically stable with equilibrium at the origin.
The unsafe region is defined as D = {s : s4 ≥ 4.5}. Given a state
s = (s1, . . . , s7) we observe y = (s1, s2, s3, s5, s6, s7) + w, with w ∼
N (0, 0.01), Hp = 5 and Hf = 20.

• TWTpo: a three-dimensional non-linear model of a Triple Water Tank.
Given a state s = (s1, s2, s3) we observe y = s+w, with w ∼ N (0, 0.01 ·
I3). Unsafe region D = {s : ∨3i=1si ̸∈ [4.5, 5.5]}. Hp = 1, Hf = 1.

• HCpo: the 28-dimensional linear model of an Helicopter controller. We
observe only the altitude, i.e. y = s8 + w, with w ∼ N (0, 1). Unsafe
region D = {s : s8 < 0}. Hp = 5, Hf = 5.

Implementation. The workflow can be divided into steps: (1) define the
CPS models, (2) generate the synthetic datasets, (3) train the NPM, (4)
train the CP-based error detection rules, (5) perform active learning and (6)
evaluate both the initial and the active NPM on a test set. From here on,
we call initial setting the one with no active learning involved.

Experimental settings. The experiments were performed on a computer
with a CPU Intel x86, 24 cores and 128GB RAM and a GPU Tesla V100.
The entire pipeline is implemented in Python, and the neural networks are
trained with TensorFlow [111] and PyTorch [75]. More precisely, PyTorch,
a Python deep learning library, is used to train the deterministic DNN, Ed-
ward [112], a Python library for probabilistic modeling built on TensorFlow,
is used to train the BNN with HMC inference, and Pyro [113], a probabilistic
programming library built on PyTorch, is used to train the BNN with VI.
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The source code for all the experiments under FO can be found at:
https://github.com/francescacairoli/NPM.

The source code for the experiments under PO can be found at:
https://github.com/francescacairoli/PO-NPM.

6.5.2 Performance measures

We want our method to be capable of working at runtime, which means
it must be extremely fast in making predictions and deciding whether to
trust them. We emphasize that the time required to train the reachability
predictor and the error detection rule does not affect its runtime efficiency,
as it is performed in advance (offline) only once. Also, we do not want an
over-conservative rejection rule, as unnecessary rejections would reduce the
effectiveness of our predictive monitor8. Keeping that in mind, the relevant
performance metrics for NPM are the accuracy of the reachability predictor
f , the error detection rate (or recognition rate) and the overall rejection rate
of the rejection rule Rf . The error detection rate measures the proportion of
errors made on the test set by f that is actually recognized by Rf , whereas,
the rejection rate measures the overall proportion of test points rejected by
Rf . Clearly, we want our method to be reliable and thus, detect the majority
of prediction errors (high detection rate) without being overly conservative,
i.e., keeping a low rejection rate. Another important remark is about the
interaction of the two classifiers, f and rf : as the accuracy of f increases,
it commits fewer errors, which makes it harder for the detection rule rf to
learn how to capture them because the validation set Wv for training rf will
contain few examples of prediction errors. The opposite holds as well: if
f performs poorly, it produces a less unbalanced validation set Wv, which
may result in a more accurate rejection rule Rf . These two behaviours are
balanced against one another, as discussed above, by tuning the training of
the rejection rules.

8Defining countermeasures to a rejected prediction is out of the scope of our method,
but these may include switching to a fail-safe mode of the system or querying the HA
model checker for the true reachability value. Both cases consistently affect the runtime
efficiency of our monitor.

https://github.com/francescacairoli/NPM
https://github.com/francescacairoli/PO-NPM
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Computational Performances

NPM is designed to work at runtime in safety-critical applications, which
translates into the need for high computational efficiency together with high
reliability. The time needed to generate the dataset and to train both meth-
ods does not affect the runtime efficiency of the NPM, as it is performed only
once (offline).

Offline costs. Training an NPM requires the following steps: (i) training
the state classifier, (ii) generating the datasets Wv, which requires comput-
ing the uncertainty values for each point in Zv, and (iii) training the error
rejection rule. All these steps are performed offline.

Online costs. The online cost consists of the time needed to evaluate the
NPM, i.e., the time needed to make a prediction and choose whether to accept
it or not. Importantly, this time does not depend on the dimension or dy-
namics of the hybrid system. However, in the Bayesian approach, it depends
on the number of observations used to empirically approximate the predictive
distribution, which is a fixed cost, whereas, in the frequentist approach the
evaluation time is affected by the size of the calibration set Zc, which may
increase as we add observations9. On this aspect, the query strategy refine-
ment we propose for active learning ensures that the augmented calibration
set is as small as possible, which translates into the runtime efficiency of our
method.

Active learning overhead (offline). Active learning carries two addi-
tional training costs: the time needed to compute uncertainty values for a
large pool of data, and the time the oracle needs to compute labels for the
most uncertain points. The latter dominates, especially for non-deterministic
systems, since they require fully-fledged reachability checking, which is more
expensive than a simulation of a deterministic system. Therefore, if the

9The size of Zc affects only the computation of the uncertainty measures, which reduces
to computing two p-values (confidence and credibility). Each p-value is derived by com-
puting a nonconformity score, which has the same cost as evaluating the state classifier,
and one search over the array of calibration scores.
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IPfo APfo CCfo TWTfo HCfo SNfo

DNN-S 99.84 99.56 99.92 99.91 98.33 99.78
SNN 99.74 99.49 99.91 99.81 98.96 99.51

DNN-R 99.61 99.41 99.91 99.82 98.75 97.59
SVM 98.85 99.17 99.50 99.32 96.54 67.94

RF 99.66 96.61 99.19 99.24 91.67 99.51
NBOR 99.66 96.61 99.19 99.24 91.67 98.43

BNN-VI 99.47 99.29 99.49 99.56 99.32 99.45
BNN-HMC 99.12 99.63 99.88 99.77 97.79 98.87

GP 99.80 99.61 99.86 99.76 96.16 98.43
BLR 57.85 97.68 97.96 87.16 90.14 56.72

Table 6.1: Empirical accuracy of the state classifiers for each case study.
Values are in percentage. For each model, the best result for deterministic
classifiers, and the best result for Bayesian classifiers, are highlighted in bold.

rejection rate is relatively high and we consider a large pool of randomly
selected points, the procedure may take a long time. The pool of new inputs
has indeed to be large in order to have good exploration and find signifi-
cant instances. As we will show experimentally, our uncertainty-aware active
learning approach results in a more precise rejection rule with a lower rejec-
tion rate. Therefore, the time spent on offline retraining pays off in improving
the online performance of the NPM.

6.5.3 Results under Full Observability

Table 6.1 compares the performances of DNN and BNN against different
types, respectively deterministic and Bayesian, of classifiers. In particular,
in the deterministic case we compare: a sigmoid-DNN (DNN-S) with 3 hid-
den layers of 10 neurons each, tanh activations for the hidden layers and
Sigmoid function for the output layer; a shallow NN (SNN) of 20 neurons; a
ReLu DNN (DNN-R), with 3 hidden layers of 10 neurons each and rectified
linear unit (ReLU) activations for all layers; a support vector machine with
radial kernel (SVM); a random forest classifier (RF); and a k-nearest neigh-
bors classifier (NBOR). For the Bayesian case, we compare: a Bayesian NN
(BNN) with 3 hidden layers of 10 neurons each, standard Gaussian priors,
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trained with both variational inference (BNN-VI) and Hamiltonian Monte
Carlo (BNN-HMC) methods; a Gaussian Process (GP); and a Bayesian Lo-
gistic Regression model (BLR). In the deterministic framework, differences
in accuracy values are relatively small, even though the DNNs outperform
the other classifiers in all FO case studies but HCfo. In the Bayesian sce-
nario, we observe that GP and BNN have comparable performances on the
simplest models. However, BNN works better as soon as the dimension of
the system increases. Furthermore, BNNs offer better scalability than GPs.
Indeed, the scalability of GP inference depends heavily on the size of the
dataset n, with time complexity of O(n3), whereas for BNNs with VI this
is O(n ·m), where m is the number of epochs, and for BNN with HMC the
complexity is O(n · k), where k is the number of steps of the Markov chain.
In our experiments, m≪ k, and k and n have the same order of magnitude.
On the other hand, BLR shows limited performances for systems whose dy-
namics are intrinsically nonlinear. In general, despite the overall difference
in performance may seem small, we would like to stress that we target safety-
critical applications, for which we seek accuracies as close as possible to 100%
and even small improvements become important.

Motivated by the results presented in Table 6.1, we choose the sigmoid
DNN architecture described above for our reachability predictions. In partic-
ular, the output of the DNN with parameters w in a state x ∈ X, denoted by
fw(x), is the likelihood of class 1, i.e., the likelihood that the hybrid automa-
ton state is positive. Therefore, the discriminant function fd evaluated at x
returns a vector of probabilities fd(x) = [1− fw(x), fw(x)]. To avoid overfit-
ting, we did not tune the architecture (i.e., number of neurons and hidden
layers) to optimize the performance for our data and, for the sake of simplic-
ity, we choose the same architecture for all the case studies, as we found no
specific DNN architecture with consistently better performances. See Fig. 6.5
for detailed performance analysis for different choices of the DNN architec-
ture. In particular, we use the same architecture for deterministic DNNs and
their Bayesian counterpart.

Datasets. For every model, we generate an initial dataset Z ′ of 20K sam-
ples and a test set Ztest of 10K samples. The helicopter model is the only
exception, where, due to the higher dimensionality, a set Z ′ of 100K samples
is used. Both Z ′ and Ztest are drawn from the same distribution Z; see [98]
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Figure 6.5: Sensitivity analysis: for each model the width and depth of the
DNN have been varied. The colormap indicates the accuracy of the predictive
monitor.

and the next paragraph for more details on how data are labeled and on
the distributions for each case study. The training and validation sets are
two subsets of Z ′ extracted as follows: a sample z ∈ Z ′ has probability s of
falling into Zt and probability 1 − s of falling into Zv, where s = 0.7 is the
splitting ratio. Recall that the calibration set Zc of the frequentist approach
coincides with the validation set Zv and that we use the same splitting rate s
when augmenting the datasets during active learning. The dReal solver [16]
is used as a reachability oracle to label the datasets for the non-deterministic
case studies. For the deterministic case studies, we used an HA simulator
implemented in Matlab.

Labeling data. Labeling a state s of an HA M means deciding whether
M |= Reach(D, s,Hf ), i.e., solving a reachability checking problem. For
nondeterministic HAs, we use an SMT solver that supports bounded model
checking of hybrid systems. In particular, we choose dReal [16], which pro-
vides sound unsatisfiability proofs and approximates satisfiability up to a
user-defined precision (δ-satisfiability). So, we label s as negative (positive)
if M |= Reach(D, s,Hf ) (M |= ¬Reach(D, s,Hf )) is unsatisfiable. If both
Reach(D, s,Hf ) and ¬Reach(D, s,Hf ) are δ-sat, then the model checker
cannot make a decision about s, and in this case, we choose to be conserva-
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tive and mark the state as positive. However, choosing a small δ makes this
situation less likely to happen. In the case of deterministic systems, it is suf-
ficient to simulate the system with an ODE solver and use an event-detection
method to check guard conditions and whether the trajectory reaches D.

During dataset generation, we sample the HA states to label using either
a uniform sampling or a balanced sampling strategy. The former ensures that
all states in S∖D are equiprobable. The latter produces a balanced amount of
positive and negative samples and it is used in cases when the unsafe regionD
is a small subset of the state space, where a uniform sampling strategy would
result in imbalanced datasets with insufficient positive samples. See [98] for
more details.

Kernel choice. Both error detection rules, based on SVC for the frequen-
tist approach and GPC for the Bayesian approach, are kernel-based meth-
ods. The radial basis function (RBF) kernel has been chosen in both cases,
as it outperforms the polynomial and linear kernels. The RBF is defined
as kγ(u, u′) = exp(γ∥u− u′∥2), where ∥u − u′∥2 is the squared Euclidean
distance between the two input vectors.

Error type selection. Below we focus on detecting all kinds of prediction
errors, including false positives and false negatives. However, it is possible
– and this is a very useful feature of our approach – to focus on a specific
type of error. For example, in safety-critical applications, one could focus
on detecting false negatives, which are the most critical kind of errors. An
alternative solution is to learn two distinct rejection rules, one for false pos-
itives and one for false negatives, and combine them into a global rejection
rule that suits the case study at best.

In addition, in the frequentist case, one can tune the SVC penalty matrix
P (see equation (6.6)) to penalize specific kinds of errors. For instance,
setting rfn > 1 will result in a detection rule that is stricter on recognizing
false negatives. In the Bayesian case, the GPC decision threshold can be
tuned by maximizing scores other than TPR − FPR.
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Tuning of the Bayesian approach. Training the deterministic DNNs
was straightforward in our experiments. All models share the same initial-
ization settings and all reach an extremely high accuracy (always higher than
99%, see Table 6.3). On the contrary, training a Bayesian Neural Network
requires careful tuning of the inference hyperparameters, e.g. the choice of
prior distributions and the sample size used to empirically approximate the
predictive distribution. Furthermore, in the HMC framework, the parame-
ters governing the Hamiltonian dynamics affect the capabilities of the Monte
Carlo algorithm to explore and eventually converge. In the VI framework,
the hyper-parameters by which we maximize the ELBO (3.15) may change
from one model to the other. The main drawback is that this may limit
the effectiveness of the active learning framework, as explained later in this
section.

Offline computational costs. Executing the entire pipeline, i.e., learning
a working NPM, when |Z ′| = 20K, takes around 3 minutes in the frequentist
case and around 11 minutes in the Bayesian case. When |Z ′| = 100K, it takes
around 6.5 (120− 190) minutes in the frequentist (Bayesian) case. The time
required to execute 20K VI epochs is comparable with the time required to
perform 2K HMC steps (see Table 6.2, bottom-left frame)).

Online computational costs. Given a test input x∗, it takes from 1.4 up
to 31 milliseconds to evaluate the NPM, i.e., to make a prediction and choose
whether to accept it or not (see Table 6.2, top frame).

In our study, the pool used to refine the query strategy (required only
with CP) contains 50K samples, whereas the pool used for the active learn-
ing phase contains 100K samples. In particular, one iteration of the active
learning procedure takes, for the simplest deterministic models, around 10
minutes in the frequentist scenario, and around 20 minutes in the Bayesian
scenario (both VI and HMC approaches). The helicopter model needs a
longer time, as it is trained for a higher number of epochs: it takes around 1
hour in the frequentist case against the 10 hours of the Bayesian case. For the
non-deterministic models (triple water tank and cruise controller), an active
learning iteration takes approximately the same time as a simple determin-
istic model, except for the overhead introduced in labeling new points (see
Table 6.2: bottom-right frame). dReal, the non-deterministic reachability
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Online costs (ms) Offline costs (min) AL overhead (min)
Model CP VI HMC CP VI HMC CP VI HMC
IPfo 1.4 13.0 8.1 2.0 8.9 14.5 9.6 32.4 27.8
APfo 2.1 15.0 7.9 2.5 11.6 9.3 10.0 30.4 16.4
CCfo 2.0 14.0 8.2 2.9 12.2 14.1 57.9 95.0 135.5

TWTfo 2.1 14.0 8.1 3.1 12.8 11.0 21.2 74.4 207.6
HCfo 4.0 31.0 14.5 6.5 194.0 121.0 26.0 593.0 917.1
SNfo 1.6 15.0 8.3 4.5 9.9 15.2 11.4 29.9 57.5

Table 6.2: (Left) Online computational costs: time to evaluate the NPM,
i.e., time to obtain a reachability prediction and decide whether to trust it,
on a single state. Time is measured in milliseconds (ms). (Right) Offline
computational costs: time required to initially train the NPM. AL overhead:
time to complete an active learning iteration (on average). Time is measured
in minutes.

checker, takes around 1.5 minutes to label 100 observations of the CC model
and around 4 minutes to label the same amount of points of the TWT model.
In general, the time required for a single active learning iteration is expected
to decrease for subsequent iterations, as the rejection rate will be lower (lead-
ing to fewer retraining samples). Note that retraining is performed offline
and does not affect the runtime performance of our approach.

Benefit of Conformal Predictions. The key advantage of the CP ap-
proach is that predictions are rejected on rigorous statistical grounds. We
experimentally compare it with a naive approach based on the DNN out-
put. We define the naive uncertainty metric as the difference between the
likelihoods of the two classes, that is, |f 0

d (x) − f 1
d (x)|, where x is a generic

input and f id(x) is the output of the discriminator for class i. Intuitively,
small differences should indicate uncertain predictions. Although this simple
approach does not provide any statistical guarantee, we may still look for
a rejection threshold that allows us to reject the misclassified examples and
keep the overall rejection rate low. However, Figure 6.6 (right) shows that
this naive metric is not sufficiently discriminative, especially for the spiking
neuron model. This supports our claim that a more principled method to
measure uncertainty and define rejection criteria is needed. On the contrary,
Figure 6.6 (left) shows that the values of confidence-credibility pairs for mis-
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classified points are easily separated from the majority of properly classified
points. Furthermore, the distribution of points in the confidence-credibility
plane helps us choose the proper value for ϵ, which leads to a statistically
significant measure of uncertainty.

Figure 6.6: Experimental superiority of conformal predictions over naive dis-
crimination based on the DNN class likelihood. Left: Confidence-credibility
pairs for the test datasets. The horizontal dashed line indicates the empirical
and qualitative choice of ϵ. Right: Values of the naive uncertainty metric
for the test datasets. In both cases (top and bottom) the true test labels
were used to check the performances of the uncertainty metrics a posteriori.
Green dots indicate properly classified points, red dots misclassified points.

Experiments

We evaluate our approach on three configurations: the initial configuration,
where the predictor f and error detection rule rf are derived via supervised
learning; the active configuration, where the initial models are retrained via
our uncertainty-aware active learning; and the passive configuration, where
the initial models are retrained using a uniform sampling strategy to aug-
ment the dataset and with the same number of observations of the active
configuration. In this way, we can evaluate the benefits of employing an
uncertainty-based criterion to retrain our models.

Table 6.3 presents the experimental performances (on the test set Ztest)
in the initial configuration. The results are averaged over five runs, where,
in each run, we resample Zt and Zc from Z ′ and retrain F . Table 6.4 and 6.5
compare the performances of the three configurations, only for one run in
this case.
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Model NSC Acc. ♯ Err. Det. rate Rej. rate
IPfo CP 99.55 45 100.00 5.37

VI 99.72 28 83.81 1.46
HMC 99.03 97 96.70 9.68

APfo CP 99.64 36 100.00 4.97
VI 99.30 70 97.17 5.36

HMC 98.35 165 96.73 9.34
CCfo CP 99.88 12 100.00 3.63

VI 99.25 75 91.15 3.67
HMC 98.16 184 98.04 7.75

TWTfo CP 99.81 19 100.00 4.40
VI 99.58 42 74.92 1.06

HMC 98.13 187 93.30 6.56
HCfo CP 99.43 57 97.21 6.12

VI 97.37 263 84.24 13.55
HMC 97.66 234 91.60 16.03

SNfo CP 99.79 21 100.00 3.95
VI 98.47 153 85.76 6.04

HMC 98.69 131 99.24 21.84

Table 6.3: NSC accuracy, error detection rate and rejection rate in initial
configuration. Each block denotes a different case study. CP indicates the
frequentist approach, VI and HMC indicate the two inference techniques used
in the Bayesian approach.



6.5. EXPERIMENTAL RESULTS 171

NSC Acc. ♯ Err. Det. rate Rej. rate
Inverted Pendulum (IPfo)
CP Initial 99.79 21 100.00 5.24

Active 99.87 13 100.00 3.12
Passive 99.79 21 100.00 6.07

VI Initial 99.58 42 80.95 1.68
Active 99.58 42 85.71 1.31
Passive 99.71 29 75.81 1.13

HMC Initial 87.45 1255 100.00 24.72
Active 99.15 85 87.06 4.17
Passive 98.49 151 100.00 13.02

Artificial Pancreas (APfo)
CP Initial 99.61 39 100.00 4.17

Active 99.83 17 100.00 1.65
Passive 99.62 38 100.00 5.48

VI Initial 99.29 71 95.77 5.17
Active 99.71 29 96.55 1.75
Passive 99.47 53 100.00 3.29

HMC Initial 98.95 105 98.09 8.32
Active 99.38 62 90.32 4.17
Passive 95.12 488 100.00 26.79

Cruise Controller (CCfo)
CP Initial 99.85 15 100.00 3.46

Active 99.96 4 100.00 0.51
Passive 99.88 12 100.00 5.15

VI Initial 99.01 99 97.98 5.53
Active 99.84 16 100.00 1.25
Passive 99.74 26 100.00 1.46

HMC Initial 97.22 278 99.64 8.41
Active 99.47 53 94.34 3.14
Passive 95.75 425 97.03 8.42

Table 6.4: Comparison of initial, active and passive approaches. Results are
over a single run. Legend is as in Table 6.3.
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NSC Acc. ♯ Err. Det. rate Rej. rate
Triple Water Tank (TWTfo)
CP Initial 99.82 18 100.00 5.87

Active 99.96 4 100.00 0.70
Passive 99.81 19 100.00 4.43

VI Initial 99.60 40 77.50 1.11
Active 99.67 33 84.85 1.61
Passive 99.50 50 75.40 20.32

HMC Initial 97.50 250 96.80 5.04
Active 99.20 80 95.00 3.70
Passive 91.86 814 52.58 11.31

Helicopter (HCfo)
CP Initial 99.21 79 95.95 6.75

Active 99.49 51 94.12 4.52
Passive 99.40 60 95.00 5.92

VI Initial 98.14 186 88.71 13.64
Active 98.90 110 92.86 1.98
Passive 98.66 134 87.54 9.94

HMC Initial 97.74 226 89.82 14.71
Active 97.74 223 73.01 7.06
Passive 97.77 223 65.47 6.40

Spiking Neuron (SNfo)
CP Initial 99.61 39 100.00 4.17

Active 99.83 17 100.00 1.65
Passive 99.62 28 100.00 5.48

VI Initial 98.18 182 91.21 7.91
Active 98.20 180 91.11 6.26
Passive 98.20 180 98.52 14.57

HMC Initial 98.32 168 74.40 9.89
Active 98.89 111 87.38 5.91
Passive 98.21 179 74.86 14.85

Table 6.5: Comparison of initial, active and passive approaches. Results are
over a single run. Legend is as in Table 6.3.
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Frequentist approach. The average NSC accuracy over the six case stud-
ies is 99.68%. The rejection criterion recognizes well almost all the errors,
with an average error detection rate of 99.53%, but the overall rejection rate
in the initial configuration is around 5%, a non-negligible amount. Table 6.4
and 6.5 show that the passive learning approach provides little improve-
ment: the NSC accuracy is similar to the initial one and the rejection rate
is still relatively large. However, the active approach provides a significant
improvement: the overall rejection rate and the number of errors made by
the NSC falls dramatically while preserving the ability to detect almost all
errors (with an error detection rate of 100%, except for the helicopter). In
particular, rejection rates span from 3.46% to 6.75% with the initial rejec-
tion rule but drop to between 0.51% and 4.52% after active learning, and the
average NSC accuracy increases from 99.68% (initial) to 99.82% (active).

Bayesian approach. The predictive distribution is approximated by sam-
ples of 100 observations. The BNN priors are chosen to be standard normal
distributions. In the initial configuration, the NSC accuracy, averaged over
all the case studies, is 98.95% with VI and 98.27 with HMC. The rejection
criterion recognizes on average 86.18% of errors with VI and 95.27% with
HMC. The overall rejection rate is approx. 5.19% with VI, spanning from
1.06% to 13.55%, and approx. 9.87% with HMC, spanning from 6.56% to
16.03%.

Table 6.4 and 6.5 show that, in the HMC framework, the passive learning
approach happens to produce results that are even worse than the initial
configuration. The reason might be that that once the training sets are
extended with data that may come from a distribution different from X ,
the set of hyper-parameters chosen to optimally solve the initial problem
may become sub-optimal. Indeed, when the hyper-parameters were tuned
again, specifically for the passive learning dataset, high performances were
reached. For instance, in the TWT model, the initial HMC performance
rates (obtained with proper hyper-parameter tuning) are: 97.5% accuracy,
96.8% recognition and 5.04% rejection. Passive learning (without re-tuning
the hyper-parameters) causes a significant drop in performance: 91.86% ac-
curacy, 52.58% recognition and 11.31% rejection. However, once the HMC
hyper-parameters are tuned specifically for the passive learning dataset, the
level of performance gets back to the initial one: 98.59% accuracy, 96.45%



174 CHAPTER 6. MONITORING

recognition and 3.63% rejection.

On the other hand, active learning still yields improvements: the NSC
accuracy rises from 98.27% to 99.30%, and the rejection rates, initially very
high, are significantly reduced, which unfortunately causes a slight decrease
in the error detection accuracy. The recognition rate falls from 95.27% to
91.68%.

We finally observe that VI outperforms inference via HMC, even though
VI is not able to reach recognition rates as high as in the frequentist approach.
In particular, on average, the initial VI approach yield an NSC accuracy of
98.95%, a rejection rate of 5.19% and a recognition rate of 86.18%. The
passive results, as before, introduce only minor improvements, whereas active
learning yields a significant reduction in the rejection rate (from 5.19% to
2.36%), an increase in the NSC accuracy (from 98.95% to 99.32%) and an
increase in the overall recognition rate (from 86.175% to 91.85%).

Discussion. A likely reason why the Bayesian approach falls behind the
frequentist one is that the former introduces several levels of approximation.
Indeed the BNN is trained using either VI or HMC, two approximate infer-
ence techniques, resulting in an approximation of the true posterior distribu-
tion. Moreover, the resulting uncertainty measures are defined by statistics
of said distribution (mean and variance in our case), which introduces an
additional error as these measures do not retain full information about the
BNN posterior. The latter error propagates as we apply GP classification for
error detection, which produces another approximate solution.

However, it is not to say that the Bayesian approach does not work well
overall. Indeed, Bayesian NPM is capable of recognizing always at least
the 85% of the prediction errors and the accuracy of the predictive monitor
is always well above 98%. As future work (see Section 6.7), we intend to
explore the performance of the Bayesian solution in settings with noise and
partial observability, i.e., settings where the Bayesian approach is expected
to provide more robust performances compared to the frequentist one.

Another interesting aspect is that active learning seems to enhance the
classifier confidence in its predictions, as demonstrated by an improved de-
tection rate and a sensibly reduced rejection rate. This is the main advantage
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of active learning, besides providing a higher state classifier accuracy.

In summary, the main conclusions from our experimental analysis are:

• Our reachability predictors attain high accuracies, consistently above
97.37% (above 99.43% for the frequentist case).

• The frequentist approach overall outperforms the Bayesian ones in all
metrics and configurations, followed by VI.

• Error detection rates stay approximately constant after retraining (ac-
tive or passive). The frequentist approach achieves staggering perfor-
mance on this metric.

• The benefits of active learning are visible from an overall reduction of
the rejection rate and an overall increase in the NSC accuracy.

CP over the error detection rule

Recall that our frequentist error detection rule rf builds on CP to quantify
the reliability of the NSC predictions. In principle, CP can be applied to de-
rive prediction regions with statistical guarantees to any supervised learning
model. The SVC rf for error detection is no exception.

Figure 6.7: Rejection rate and recognition rate of initial rejection rule (ini-
tial), the rule obtained after one active learning iteration (active), and the
“risky” rule obtained by applying CP to the latter (risk).
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In this experiment, we show that we can apply CP to produce prediction
regions Γε for rf , which, by definition, contain the correct rejection decision
with probability 1−ε. For this purpose, we apply CP to the SVC raf obtained
after one active learning iteration. In particular, we derive from Γε a so-called
risky rejection strategy, aimed at reducing the rejection rate: we reject only
those points by which the prediction region for raf contains only class 1, that
is, when rejecting is the only plausible decision (according to CP). We report
the results for two case studies, the helicopter and the artificial pancreas, to
show how the performances of the risky rejection strategy compare to the
ones obtained via active learning. These two models are representative of
cases where active learning could sensibly reduce the rejection rate (artificial
pancreas) and where instead it could not (helicopter).

Note that applying CP to raf requires a new calibration set, i.e., a set
of points from W a

v not used to train raf but rather to calibrate its predic-
tions. The CP framework needs a few further adjustments, presented in
Section 3.3.2 (Mondrian approach, NCF for SVC ). Here the input space is
the uncertainty domain U .

Choosing an optimal value for ε, i.e., one that yields high detection rates
and low rejection rates is non-trivial and requires problem-specific tuning.
In Figure 6.7, we compare the above introduced risky strategy against the
initial one at different ε levels and after one active learning iteration (results
are reported only for the HC and AP case studies). We observe that, with
a properly tuned ε, we can achieve the same detection rate of the initial
approach (this occurs for ε ∈ [0.057, 0.1] in the AP model, and ε ∈ [0.03, 0.11]
in the HC model), but at the same time a lower rejection rate. For instance, a
sweet spot that most reduces the rejection rate without sacrificing detection
is ε = 0.03 for the HC and ε = 0.057 for the AP.

6.5.4 Results under Partial Observability

Datasets. For each case study, we generate both an independent and a
sequential dataset.

• Independent: the train set consists of 50K independent sequences of
states of length 32, the respective noisy measurements and the reach-
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ability labels. The calibration and test set contains respectively 8.5K
and 10K samples.

• Sequential: for the train set, 5K states are randomly sampled. From
each of these states, we simulate a long trajectory. From each long tra-
jectory, we obtain 100 sub-trajectories of length 32 in a sliding window
fashion. The same procedure is applied to the test and calibration set,
where the number of initial states is respectively 1K and 850.

Data are scaled to the interval [−1, 1] to avoid sensitivity to different scales.
While the chosen datasets are not too large, our approach would work well
even with smaller datasets, resulting however in lower accuracy and higher
uncertainty. In these cases, our proposed uncertainty-based active learning
would represent the go-to solution as is designed for situations where data
collection is particularly expensive.

End-to-end solution

We train a one-dimensional convolutional neural net (CNN) that learns a
direct mapping from yt to lt, i.e., we solve a simple binary classification
problem. This approach ignores the sequence of states st. The canonical
binary cross-entropy function can be considered as a loss function for the
weights optimization process.

Two-step solution

A CNN regressor, referred to as Neural State Estimator (NSE), is trained to
reconstruct the sequence of states ŝt from the sequence of noisy observations
yt. This is combined with, a CNN classifier, referred to as Neural State
Classifier (NSC), trained to predict the reachability label lt from the sequence
of states st. The mean square error between the sequences of real states st
and the reconstructed ones ŝt is a suitable loss function for the NSE, whereas
for the NSC we use, once again, a binary cross-entropy function.

The network resulting from the combination of the NSE and the NSC
maps the sequence of noisy measurements into the safety label, exactly as
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required in Problem 4. However, the NSE inevitably introduces some errors
in reconstructing st. Such error is then propagated when the NSC is evaluated
on the reconstructed state, ŝt, as it is generated from a distribution different
from S, affecting the overall accuracy of the combined network. To alleviate
this problem, we introduce a fine-tuning phase in which the weights of the
NSE and the weights of the NSC are updated together, minimizing the sum
of the two respective loss functions. In this phase, the NSC learns to classify
correctly the state reconstructed by the NSE, ŝt, rather than the real state
st, so to improve the task-specific accuracy.

Neural State Estimation. The two-step approach has an important ad-
ditional advantage, the NSE. In general, any traditional state estimator could
have been used. Nevertheless, non-linear systems make SE extremely chal-
lenging for existing approaches. On the contrary, our NSE reaches very high
reconstruction precision (as demonstrated in the result section). Further-
more, because of the fine-tuning, it is possible to calibrate the estimates to
be more accurate in regions of the state-space that are safety-critical.

Training details. Both approaches to PO-NPM consider sequences of
states and observations of fixed length, thus one-dimensional CNNs are in-
deed a suitable architecture. In particular, the end-to-end classifier and the
NSC share the same architecture: four convolutional layers with 128 fil-
ters of size 3, with Leaky-ReLU activation functions with slope 0.2 and, for
regularization purposes, a drop-out with probability 0.2. The architecture
terminates with two dense layers with 100 and 2 nodes respectively. The last
layer has a ReLU activation function, to enforce the positivity of the class
likelihood scores. On the other hand, the NSE architecture is composed of
5 convolutional layers with 128 filters of size 5, LeakyReLU activations with
slope 0.2 and drop-out with probability 0.2. The last layer has the Tanh as
activation function, so that the reconstructed states is bounded to the inter-
val [−1, 1]. Adam [78] is the algorithm used to optimize every loss. In the
end-to-end approach, the learning rate is set to 10−5 and it is trained for 200
epochs with batches of size 64. In the two-step approach, the learning rate is
set to 10−6 when training NSC and NSE separately and to 10−7 for the com-
bined fine-tuning phase. The NSE and the NSC are trained for 200 epochs
on batches of size 64 and, finally, 100 epochs of fine-tuning are performed.
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Offline computational costs. Training the end-to-end approach takes
around 15 minutes. Training the two-step approach takes around 40 minutes:
9 for the NSE, 11 for the NSC and 20 minutes for the fine-tuning. Training
the SVC takes from 0.5 to 10 seconds. Actively querying new data from a
pool of 50K samples takes around 5 minutes.

Online computational costs. Once trained, the time needed to analyse
the reachability of the current sequence of observations is the time needed
to evaluate one (or two) CNN, which is almost negligible (in the order of
microseconds on GPU). Making a single prediction takes around 7 × 10−7

seconds in the end-to-end scenario and 9 × 10−7 seconds in the two-step
scenario. Computing values of confidence and credibility for a single point
takes from 0.3 to 2 ms.

Results

Initial setting. Table 6.6 compares the performances of the two approaches
to PO-NPM via predictive accuracy, detection rate, i.e. the percentage of
prediction errors, either false-positives (FP) or false-negatives (FN), recog-
nized by the error detection rule, and the overall rejection over the test set.
We can observe how both methods work well despite PO, i.e., they reach
extremely high accuracies and high detection rates. However, the two-step
approach seems to behave slightly better than the end-to-end. As a matter of
fact, accuracy is almost always greater than 99% with a detection rate close to
100.00. The average rejection rate is around 11% in the end-to-end scenario,
and reduces to 9% in the two-step scenario, making the latter less conser-
vative and thus more efficient from a computational point of view. These
results come with no surprise, because, compared to the end-to-end one, the
two-step approach leverages more information available in the dataset for
training, that is the exact sequence of states.

Benefits of active learning. Table 6.7 presents the results after one it-
eration of active learning. Additional data were selected from a pool of 50K
points, using the error detection rule as query strategy. We observe a slight
improvement in the performance, mainly reflected in higher detection rates
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End-to-end
Model Acc. Det. FN FP Rej.
SNpo 97.72 94.30 79/88 136/140 11.30
IPpo 96.27 93.48 148/155 153/167 27.32
CVDPpo 99.19 100.00 30/30 51/51 5.75
TWTpo 98.93 95.51 18/20 67/69 7.45
LALOpo 98.88 99.11 66/66 45/46 7.39
HCpo 99.63 100.00 19/19 15/15 8.47

Two-step
Model Acc. Det. FN FP Rej.
SNpo 97.12 95.49 53/54 222/234 19.98
IPpo 98.42 91.14 81/91 63/66 10.01
CVDPpo 99.68 100.00 17/17 15/15 3.51
TWTpo 98.93 96.26 52/56 51/51 10.46
LALOpo 99.24 100.00 52/52 24/24 6.11
HCpo 99.84 100.00 8/8 8/8 4.03

Table 6.6: Initial results: Acc. is the accuracy of the PO-NPM, Det. the
detection rate, Rej. the rejection rate of the error detection rule and FN
(FP) is the number of detected false negative (positive) errors.

and smaller rejection rates, with an average that reduces to 8% for the end-
to-end and to 6% for the two-step.

Probabilisic guarantees. In our experiments, we measured the efficiency
as the percentage of singleton prediction regions over the test set. Table 6.8
compares the empirical coverage and the efficiency of the CP prediction re-
gions in the initial and active scenario for both the end-to-end and two-step
classifiers. The confidence level is set to (1 − ϵ) = 95%. Fig. 6.8 shows
coverage and efficiency for different significance levels (ranging from 0.01 to
0.1). CP provides theoretical guarantees on the validity, meaning empirical
coverage matching the expected one of 95%, only in the initial setting. As
a matter of fact, with active learning, we modify the data-generating dis-
tribution of the training and calibration sets, while the test set remains the
same, i.e., sampled from the original data distribution. As a result, we ob-
serve (Table 6.8) that both methods in the initial setting are valid. In the
active scenario, even if theoretical guarantees are lost, we obtain both better
coverage and higher efficiency. This means that the increased coverage is not



6.5. EXPERIMENTAL RESULTS 181

End-to-end
Model Acc. Det. FN FP Rej.
SNpo 98.06 94.87 81/88 104/107 9.80
IPpo 99.47 87.91 150/166 119/140 15.44
CVDPpo 99.10 95.55 43/46 43/44 4.81
TWTpo 99.04 100.00 45/45 62/62 10.45
LALOpo 98.79 96.69 87/90 30/31 6.88
HCpo 99.86 100.00 5/5 9/9 2.35

Two-step
Model Acc. Det. FN FP Rej.
SNpo 98.41 100.00 55/55 104/104 12.00
IPpo 98.75 92.86 63/69 52/56 7.72
CVDPpo 99.69 100.00 19/19 12/12 2.48
TWTpo 99.07 94.62 44/49 44/44 6.20
LALOpo 99.27 100.00 40/40 33/33 4.28
HCpo 99.79 100.00 17/17 4/4 2.73

Table 6.7: Active results (1 iteration): Acc. is the accuracy of the PO-
NPM, Det. the detection rate, Rej. the rejection rate of the error detection
rule and FN (FP) is the number of detected false negative (positive) errors.

due to a more conservative predictor but to improved accuracy.

Table 6.9 shows values of coverage and efficiency for the two separate steps
(state estimation and reachability prediction) of the two-step approach. Re-
call that the efficiency in the case of regression, and thus of state estimation,
is given by the volume of the prediction region. So, the smaller the volume,
the more efficient the regressor. The opposite holds for classifiers, where a
large value of efficiency means tight prediction regions. It is interesting to
observe how active learning makes the NSC reach higher coverages at the cost
of more conservative prediction regions (lower efficiency), whereas the NSE
coverage is largely unaffected by active learning (except for TWT). Reduction
in NSC efficiency, differently from the two-step combined approach, is likely
due to an adaptation of the method to deal with and correct noisy estimates.
Such behaviour suggests that the difficulty in predicting the reachability of
a certain state is independent of how hard it is to reconstruct that state10.

10We select re-training points based on the uncertainty of the reachability predictor; if
the SE performed badly on those same points, re-training would have led to a higher SE
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Figure 6.8: Coverage and efficiency of the PO-NSC for the initial, active and
sequential configuration. 1. in the title denotes the end-to-end approach,
whereas 2. denotes the two-step approach.

accuracy and hence, increased coverage.
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End-to-end Two-step
initial active initial active

Model Cov. Eff. Cov. Eff. Cov. Eff. Cov. Eff.
SNpo 95.12 95.70 97.19 98.50 94.80 99.54 97.32 98.37
IPpo 95.30 89.31 96.60 99.62 94.85 94.92 97.28 97.88
CVDPpo 95.73 95.73 98.00 98.02 95.63 95.63 98.31 98.34
TWTpo 96.43 96.43 99.99 97.26 96.60 96.97 99.66 97.20
LALOpo 94.59 94.61 97.28 98.52 94.66 94.66 97.48 97.55
HCpo 95.03 95.03 97.65 97.65 94.97 94.97 97.69 97.69

Table 6.8: Coverage and efficiency for both the approaches to PO-NPM.
Initial results are compared with results after one active learning iteration.
Expected coverage 95%.

State estimator. We compare the performances of the NSE with two tra-
ditional state estimation techniques: Unscented Kalman Filters11 (UKF) [114]
and Moving Horizon Estimation12 (MHE) [115]. In particular, for each point
in the test set, we compute the relative error given by the norm of the dif-
ference between the real and reconstructed state trajectories divided by the
maximum range of state values. The results, shown in Table 6.10 and Fig. 6.9,
show how our neural network-based state estimator significantly outperforms
both UKF and MHE in our case studies (full results are shown Appendix B).
Moreover, unlike the existing SE approaches, our state estimates come with
a prediction region that provides probabilistic guarantees on the expected
reconstruction error, as shown in Fig. 6.9.

Sequential data. All the results presented so far consider a dataset Z ′′

of observation sequences generated by independently sampled initial states.
However, we are interested in applying NPM at runtime to systems that are
evolving in time. States will thus have a temporal correlation, meaning that
we lose the exchangeability requirement behind the theoretical validity of CP
regions. Table 6.11 shows the performance of predictor and error detection
trained and tested on sequential data. In general, accuracy and detection
rates are still very high (typically above 95%), but the results are on average
worse than the independent counterpart. The motivation could be two-fold:

11pykalman library: https://pykalman.github.io/
12do-mpc library: https://www.do-mpc.com/en/latest/
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NSC NSE
initial active initial active

Model Cov. Eff. Cov. Eff. Cov. Eff. Cov. Eff.
SNpo 94.82 99.51 97.23 90.12 94.49 1.361 95.18 1.621
IPpo 94.51 99.69 97.23 91.63 94.65 3.064 95.44 3.233
CVDPpo 95.60 95.64 98.25 98.32 95.37 0.343 96.40 0.358
TWTpo 96.68 96.98 98.72 95.61 95.07 0.770 100.00 1.366
LALOpo 94.88 98.18 98.01 80.86 95.29 0.6561 95.36 0.8582
HCpo 94.67 94.74 97.33 99.12 94.50 12.44 94.58 12.464

Table 6.9: Coverage and efficiency for the two steps of the two-step approach.
NSC is a classifier, whereas NSE is a regressor. Initial results are compared
with results after one active learning iteration. Expected coverage 95%.

Model Neural SE UKH MHE
SNpo 0.0119± 0.0233 0.5522± 0.5656 0.7139± 0.7442
IPpo 0.0233± 0.0401 0.1987± 0.1285 0.1397± 0.1344
CVDPpo 0.0040± 0.0039 0.0210± 0.0321 0.0337± 0.0763
TWTpo 0.0093± 0.0097 0.0316± 0.0929 1.3285± 0.2032
LALOpo 0.0081± 0.0071 0.0348± 0.0709 0.0351± 0.1023
HCpo 0.0559± 0.0605 0.0832± 0.1065 0.1217± 0.1363

Table 6.10: Comparison of the relative errors (mean and standard deviation
over the test set) of the state estimators: the NeuralSE is compared to a
Unscented Kalman Filter (UKF) and a Moving Horizon Estimator (MHE).

on one side, it is reasonable to assume that a recurrent neural net would
perform better on sequential data, compared to CNN, on the other, the
samples contained in the sequential dataset are strongly correlated and thus
they may cover only poorly the state space. The table also shows values of
coverage and efficiency of both the end-to-end and the two-step approach.
Even if theoretical validity is lost, we still observe empirical coverages that
match the nominal value of 95%, i.e., the probabilistic guarantees are satisfied
in practice.

Anomaly detection. The data-generating distribution at runtime is as-
sumed to coincide with the one used to generate the datasets. However,
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Figure 6.9: Comparison of different state estimators on a state of the SN
(top) and IP (bottom) model. Blue is the exact state sequence, orange is the
estimated one.

in practice, such distribution is typically unknown and subject to runtime
deviations. Thus, we are interested in observing how the sequential PO-
NPM behave when an anomaly takes place. In our experiments, we model
an anomaly as an increase in the variance of the measurement noise, i.e.
W ′ = N (0, 0.25 · I). Fig. 6.10 compares the performances with and without
anomaly on each case study. We observe that the anomaly causes a drop
in accuracy and error detection rate, which comes with an increase in the
number of predictions rejected because deemed to be unreliable. These pre-
liminary results show how an increase in the NPM rejection rate could be
used as a significant measure to preemptively detect runtime anomalies.

6.6 Related Work

Several methods have been proposed for online reachability analysis that
relies on separating the reachability computation into distinct offline and on-
line phases. However, these methods are either limited to restricted classes
of models [38, 116] or require handcrafted optimization of the HA’s deriva-
tives [117], or are efficient only for low-dimensional systems and simple dy-



186 CHAPTER 6. MONITORING

End-to-end
Model Acc. Det. Rej. Cov. Eff.
SNpo 94.96 85.83 19.74 93.93 97.73
IPpo 94.17 91.08 31.74 95.31 84.32
CVDPpo 98.97 99.12 7.97 94.88 94.92
TWTpo 96.95 95.33 16.84 93.42 94.52
LALOpo 98.99 97.75 7.18 95.93 97.08
HCpo 99.57 100.00 3.89 94.29 94.29

Two-step
Model Acc. Det. Rej. Cov Eff.
SNpo 90.37 81.93 26.59 95.01 88.66
IPpo 91.47 98.01 30.81 95.23 90.23
CVDPpo 98.33 98.20 9.89 94.89 95.19
TWTpo 95.74 92.72 23.52 93.60 96.16
LALOpo 99.26 100.00 5.37 95.78 95.80
HCpo 99.64 97.22 3.84 94.51 94.52

Table 6.11: Sequential results: Acc. is the accuracy of the PO-NPM, Det.
the detection rate, Rej. the rejection rate, Cov. the CP coverage and Eff.
the CP efficiency.

namics [118].

In contrast, NSC [98] is based on learning DNN-based classifiers, is fully
automated and has negligible computational cost at runtime. In [119, 120],
similar techniques are introduced for neural approximation of Hamilton-
Jacobi (HJ) reachability. Our methods for prediction rejection and active
learning are independent of the class of systems and the machine-learning
approximation of reachability, and thus can also be applied to neural ap-
proximations of HJ reachability.

In [121], Yel and others present a runtime monitoring framework that has
similarities with our NPM approach, in that they also learn neural network-
based reachability monitors (for UAV planning applications), but instead of
using, as we do, uncertainty measures to pin down potentially erroneous pre-
dictions, they apply NN verification techniques [122] to identify input regions
that might produce false negatives. Thus, their approach is complementary
to our uncertainty-based error detection, but, due to the limitations of the un-
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Figure 6.10: Anomaly detection. Blue lines denote the performances of
the two-step approach. Green lines the end-to-end approach. Dashed lines
denote the performances on observations with anomalies in the noise.

derlying verification algorithms, they can only support deterministic neural
networks with sigmoid activations. On the contrary, our techniques support
any kind of ML-based monitors, including probabilistic ones.

The work of [123, 124] addresses the predictive monitoring problem for
stochastic black-box systems, where a Markov model is inferred offline from
observed traces and used to construct a predictive runtime monitor for prob-
abilistic reachability checking. In contrast to NPM, this method focuses
on discrete-space models, which allows the predictor to be represented as a
look-up table, as opposed to a neural network.
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In [125], a method is presented for predictive monitoring of STL specifica-
tions with probabilistic guarantees. These guarantees derive from computing
prediction intervals of ARMA/ARIMA models learned from observed traces.
Similarly, we use CP which also can derive prediction intervals with proba-
bilistic guarantees, with the difference that CP supports any class of predic-
tion models (including auto-regressive ones). In [126], model predictions are
used to forecast future robustness values of MTL specifications for runtime
monitoring. However, no guarantee, statistical or otherwise, is provided for
the predicted robustness. Deshmukh and others [127] have proposed an inter-
val semantics for STL over partial traces, where such intervals are guaranteed
to include the true STL robustness value for any bounded continuation of
the trace. This approach can be used in the context of predictive monitoring
but tends to produce over-conservative intervals.

A related approach to NPM is smoothed model checking (smMC) [128],
where Gaussian processes [107] are used to approximate the satisfaction func-
tion of stochastic models, i.e., mapping model parameters into the satis-
faction probability of a specification. Smoothed model checking leverages
Bayesian statistics to quantify prediction uncertainty, but faces scalability
issues as the dimension of the system increases. In contrast, computing our
measure of prediction reliability is very efficient, because it is nearly equiva-
lent to executing the underlying predictor. Similarly, in [129] the authors use
conformal inference to approximate the robust satisfaction of a determinis-
tic system with parametric uncertainty, producing a surrogate model with
statistical guarantees. The main difference is that [129] solves a regression
task over robustness values, whereas our approach, as well as smMC, solves
a classification task over Boolean values.

In the field of computer security, a machine learning-based method for
malware detection [103] is conceptually very similar to our NPM method.
The authors develop a tool for assessing the performance of a classifier using
the statistical guarantees of conformal predictions with a self-trained mech-
anism to filter out unreliable classification decisions.

Literature on uncertainty-based active learning in deep-learning models
is small and sparse, mainly because deep learning methods rarely repre-
sent model uncertainty, and state-of-the-art deep learning techniques require
large amounts of data, which makes active learning impractical. Several
uncertainty-based acquisition functions (i.e., functions used to rank the in-
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formativeness of new observations for active learning) are reviewed in [51].
In [130], a Deep Ensemble active learning method is proposed, where un-
certainty is estimated from a stochastic ensemble of BNN models (obtained
via MC-Dropout, another approximate Bayesian inference technique). Some
applications of BNN in active learning are presented in [131, 132]. In these
works, however, the decision threshold used to identify informative samples
is always chosen empirically. An important contribution of our work is the
automatic tuning of the decision rule.

A basic application of conformal predictors in active learning is presented
in [133]. Our approach introduces three important improvements: a more
flexible and meaningful combination of confidence and credibility values, au-
tomated learning of rejection thresholds (which are instead fixed in [133]),
and refinement of the query strategy.

In [134], we presented a preliminary version of the frequentist approach.
In [135] we added to it an automated and optimal method to select the
rejection thresholds and an active learning framework.

To our knowledge, the only existing work to focus on PM and PO is [136],
which combines Bayesian estimation with pre-computed reach sets to reduce
the runtime overhead. While their reachability bounds are certified, no cor-
rectness guarantees can be established for the estimation step. Our work
instead provides probabilistic guarantees as well as techniques for preemp-
tive error detection. A related but substantially different problem is to verify
signals with observation gaps using state estimation to fill the gaps [137, 138].

In [139] a model-based approach to predictive runtime verification is pre-
sented. However, PO and computational efficiency are not taken into ac-
count. A problem very similar to ours is addressed in [140], but for a different
class of systems (MDPs).

Learning-based approaches for reachability prediction of hybrid and sto-
chastic systems include [128, 98, 119, 120, 121, 141]. Of these, [121] develop,
akin to our work, error detection techniques, but using neural network verifi-
cation methods [122]. Such verification methods, however, do not scale well
on large models and support only specific classes of neural networks. On the
opposite, our uncertainty-based error detection can be applied to any ML-
based predictive monitor. Learning-based PM approaches for temporal logic
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properties [125] typically learn a time-series model from past observations and
then use such model to infer property satisfaction. In particular, [125] provide
(like we do) guaranteed prediction intervals, but (unlike our method) they
are limited to ARMA/ARIMA models. Ma et al [142] use uncertainty quan-
tification with Bayesian RNNs to provide confidence guarantees. However,
these models are, by nature, not well-calibrated (i.e., the model uncertainty
does not reflect the observed one [143]), making the resulting guarantees not
theoretically valid13.

PM is at the core of the Simplex architecture [39, 144] and recent exten-
sions thereof [145, 146], where the PM component determines when to switch
to the fail-safe controller to prevent imminent safety violations. In this con-
text, our approach can be used to guarantee an arbitrarily small probability
of wrongly failing to switch.

6.7 Conclusion

We have presented Neural Predictive Monitoring, an approach for runtime
predictive monitoring of hybrid systems that complements reachability pre-
dictions with principled estimates of the prediction uncertainty. NPM uses
these estimates to derive optimal rejection criteria that identify potentially
erroneous predictions without knowing the true reachability values. We have
further designed an active learning strategy that, leveraging such uncertainty-
based rejection criteria, increases the accuracy of the reachability predictor
and reduces the overall rejection rate. Our approach overcomes the com-
putational footprint of reachability checking (infeasible at runtime) while
improving on traditional runtime verification by being able to detect future
violations in a preemptive way. We have devised two alternative solution
methods for NPM. The first one follows a frequentist approach, with state
classifiers expressed as deterministic DNNs and rejection rules expressed as
Support Vector Classifiers, where the rejection rules are optimized to de-
tect unreliable predictions from uncertainty measures derived via Conformal
Prediction. The second one follows a Bayesian approach, with a probabilis-
tic state classifier based on Bayesian Neural Networks, rejection rules given

13The authors develop a solution for Bayesian RNNs calibration, but the solution, in
turn, is not guaranteed to produce well-calibrated models.
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as Gaussian Process Classifiers, and uncertainty measures extracted from
statistics of the BNN predictive distribution.

The strengths of our NPM technique are its effectiveness in identifying
and rejecting prediction errors and its computational efficiency: executing
the classifier and the rule take on the order of milliseconds. NPM’s efficiency
is not directly affected by the complexity of the system under analysis but
only by the complexity of the underlying learning problem and classifier.

Our experimental evaluation demonstrates that the frequentist approach
outperforms the Bayesian one: the state classifier is simpler to train and faster
to evaluate, and the error detection criteria are more accurate. Regarding
BNN inference, we found that VI scales better than HMC with respect to the
dimension of the system. The assumptions on the prior and the necessary
tuning of hyperparameters represent important drawbacks of the Bayesian
techniques, which, however, tend to be more consistent than deterministic
models in regions with no data observed: here the posterior distribution will
typically have high variance.

We also presented an extended framework that works under the most real-
istic settings of noise and partially observability. We proposed two alternative
solution strategies: an end-to-end solution, predicting reachability directly
from raw observations, and a two-step solution, with an intermediate state
estimation step. Both methods produce extremely accurate predictions, with
the two-step approach performing better overall than the end-to-end version,
and further providing accurate reconstructions of the true state. The online
computational cost is negligible, making this method suitable for runtime ap-
plications. The method is equipped with an error detection rule to prevent
reachability prediction errors, as well as with prediction regions providing
probabilistic guarantees.

We demonstrated that error detection can be meaningfully used for active
learning, thereby improving our models on the most uncertain inputs.

As future work, we intend to analyze the performance of the Bayesian
approach under partial and noisy observations and compare it with the fre-
quentist approach presented in this thesis. Moreover, we plan to extend
the NPM approach to fully stochastic models, investigating the use of deep
generative models for state estimation. We will further explore the use of
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recurrent or attention-based architectures in place of convolutional ones to
improve performance for sequential data.



Chapter 7

Conclusions

7.1 Concluding Remarks

In this thesis, we presented efficient tools to synthesize and monitor extremely
complex cyber-physical systems. In particular, we developed a tool providing
fast simulation and, possibly, an automatic and data-driven abstraction of
stochastic CPS dynamics (Chapter 4). We developed a tool to synthesize a
controller that robustly enforces safety over highly uncertain environments
(Chapter 5). Finally, we developed a tool to efficiently monitor, in a preemp-
tive fashion, the runtime evolution of a complex CPS (Chapter 6).

To summarize, the thesis is divided into two parts: the first part (Chap-
ter 2 and 3) introduces the background material and the second part (Chap-
ter 4, 5 and 6) presents the research contributions. These latter can be
summarized as follows.

Chapter 4 presents a technique to speed up the simulation process of
stochastic CRNs. The goal is to alleviate the scalability issues present in
complex and challenging simulation frameworks. The rationale is to use a
conditional Wasserstein GAN (cWGAN) to learn an abstract model from a
pool of simulated trajectories. The cWGAN learns to generalize over the
entire initial state space, so that, for each new initial state, the cWGAN imi-
tated the behaviour of the trajectories present in the training set. Our exper-
imental results show high reconstruction accuracy and a great improvement
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in the computational efficiency compared to traditional stochastic simula-
tion algorithms. The main reason is that the computational cost of cWGAN
simulation is no more related to the complexity of the underlying CRN.

Chapter 5 presents an adversarial learning technique, whose training ar-
chitecture is inspired by GAN, to train a CPS controller to stay robustly safe
against complex real-world scenarios. The possibly adversarial environment
is represented as a deep neural network and the controller is itself a neural
network that learns to protect itself from the attacks of the environment. The
technique is tested on a vehicle platooning and on a cart-pole problem with
additional stochastic components. In both cases, our approach has been able
to enforce the safety of the model, while also gaining insights into possible
adverse configurations of the environment.

Chapter 6 presents an approximate solution for making the predictive
monitoring of hybrid systems applicable at runtime. The reachability pre-
dictions are enriched with principled estimates of the prediction uncertainty
that are then used to automatically identify potentially erroneous predic-
tions. These latter are recognized as untrustworthy and thus rejected. This
uncertainty-based rejection criterion can be used as a query strategy for an
active learning phase that could increase the accuracy of the reachability pre-
dictor and reduce the overall rejection rate. Two alternative solution methods
for NPM are devised: a full frequentist approach and a fully Bayesian one.
We also presented an extended framework that works under the most realis-
tic settings of noise and partially observability. Our experimental evaluation
shows how NPM produces extremely accurate predictions and how NPM is
suitable for runtime applications as the online computational cost is negli-
gible as the computational efficiency of NPM is not directly affected by the
complexity of the system under analysis but only by the complexity of the
underlying classifier. NPM predictions are also equipped with an error detec-
tion rule to prevent reachability prediction errors, as well as with prediction
regions providing probabilistic guarantees.

The main idea for the future is to combine these three ingredients so that
we can analyse the behaviour of extremely complex systems. Consider, for in-
stance, a CPS with dynamics so complex to become uninterpretable and thus
unknown. The model abstraction tool can be used to learn a representation
of such a system from a pool of observed realizations. The accurate abstrac-
tion could then be used to efficiently simulate new, previously unobserved,
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trajectories. Once the dynamics of the system is known, we can synthesize
a controller that manipulates some controllable variables of the system, so
that the system can meet a desired behavioural requirement. The controller
would be robust to uncertainties, meaning that it takes into account some of
the inevitable modeling uncertainty coming from the abstraction procedure.
Finally, the hybrid automata coming from the combination of the abstract
model and of the controller can be analysed efficiently using the neural pre-
dictive monitoring approach. By doing so, we can check that the running
system is actually moving in a safe region.

However, every tool provides an approximate solution that introduces in-
evitable errors in each step. Moreover, these errors will propagate along the
combined system. For these reasons, it is extremely important to leverage the
uncertainty quantification techniques presented in Section 3.3. By doing so,
we can reduce the number of errors, by actively refining the synthetic train-
ing sets, we can detect untrustworthy solutions and can provide statistical
guarantees over the performances of the combined approximate solution.
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Appendix A

Model Abstraction

The figures below show quantifications of the reconstruction accuracy of the
learned abstraction for the two-dimensional models (eSIRS, Toggle Switch
and MAPK). Five different measures of error are considered: the Wasser-
stein distance among the two one-dimensional distributions, the absolute
and relative difference among the two means and the absolute and relative
difference among the two variances. For each model, the landscapes show
these five different quantities at three different time steps: step t1, step tH/2
and step tH . In particular, Fig. A.1-A.3 show the landscapes for the eSIRS
model, Fig. A.4-A.6 for the Toggle Switch model and Fig. A.7 for the MAPK
model.
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Figure A.1: Wasserstein distance landscapes for the two-dimensional eSIRS
model.

(a) Means abs. err. (b) Means rel. err.

Figure A.2: Landscapes of the mean distance, absolute (a) and relative (b)
for the two-dimensional eSIRS model.
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(a) Variances abs. err. (b) Variances rel. err.

Figure A.3: Landscapes of the variance distance, absolute (a) and relative
(b) for the two-dimensional eSIRS model.

Figure A.4: Wasserstein distance landscapes for the two-dimensional Toggle
Switch model.
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(a) Means abs. err. (b) Means rel. err.

Figure A.5: Landscapes of the mean distance, absolute (a) and relative (b)
for the two-dimensional Toggle Switch model.

(a) Variances abs. err. (b) Variances rel. err.

Figure A.6: Landscapes of the variance distance, absolute (a) and relative
(b) for the two-dimensional Toggle Switch model.
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(a) Wass. dist. (b) Means abs. err. (c) Means rel. err.

(d) Variances abs. err. (e) Variances rel. err.

Figure A.7: Histogram distance landscapes for the MAPK model.
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Appendix B

Neural Predictive Monitoring

The figures below compare the performances (over all the PO case studies)
of the Neural State Estimator (NSE) against two traditional state estimation
techniques: Unscented Kalman Filters (UKF) and Moving Horizon Estima-
tion (MHE). In particular, Fig. B.1-Fig B.3 show a comparison over three
test points of the SNpo model, Fig. B.4-Fig B.6 over three test points of the
IPpo model, Fig. B.7-Fig B.9 over three test points of the TWTpo model,
Fig. B.10-Fig B.12 over three test points of the CVDPpo model, Fig. B.13-
Fig B.15 over three test points of the LALOpo model and Fig. B.16 over a
single test point of the HCpo model. In these plots each column represents a
different test point and each row represents a variable of the state space.
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Figure B.1: SNpo: Neural State Estimator. Each column is a different
test point and each row is a variable of the state space.

Figure B.2: SNpo: Unscented Kalman Filters.

Figure B.3: SNpo: Moving Horizon Estimate.
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Figure B.4: IPpo: Neural State Estimator

Figure B.5: IPpo: Unscented Kalman Filters

Figure B.6: IPpo: Moving Horizon Estimate.
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Figure B.7: TWTpo: Neural State Estimator.

Figure B.8: TWTpo: Unscented Kalman Filters.

Figure B.9: TWTpo: Moving Horizon Estimate.
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Figure B.10: CVDPpo: Neural SE.

Figure B.11: CVDPpo: Unscented Kalman Filters.

Figure B.12: CVDPpo: Moving Horizon Estimate.
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Figure B.13: LALOpo: Neural State Estimator

Figure B.14: LALOpo: Unscented Kalman Filters.
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Figure B.15: LALOpo: Moving Horizon Estimate.
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Figure B.16: HCpo: Neural SE (left) vs UKF (middle) vs MHE (right).
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