
DESIGN OF ZONAL ELECTRICAL DISTRIBUTION SYSTEMS FOR SHIPS & 
OIL PLATFORMS: CONTROL SYSTEMS AND PROTECTIONS

Dr. Giorgio Sulligoi 
Senior Member, IEEE 
DIA, University of Trieste 
Via A. Valerio 10, Ed. C2 
Trieste, 34127 
Italy
gsulligoi@units.it

Dr. Daniele Bosich
Member, IEEE
DIA, University of Trieste
Via A. Valerio 10, Ed. C2
Trieste, 34127
Italy
dbosich@units.it

Dr. Andrea Vicenzutti
Member, IEEE
DIA, University of Trieste
Via A. Valerio 10, Ed. C2
Trieste, 34127
Italy
avicenzutti@units.it

Dr. Yuri Khersonsky 
Life Senior Member, IEEE 
Chair IEEE WG1662.1709 &1826 
1730 W El Camino Real Apt. 157 
Mountain View, CA 94040 
USA
ykhersonsky@ieee.org

Abstract -  Complex energy vessels such as large platforms 
or drillships require more efficient use of electrical power. As 
shipboard electrical systems become larger, problems and 
limits arise with the AC distribution architecture. Hybrid AC/DC 
onboard distribution systems are today available, which provide 
higher efficiency and redundancy. IEEE Std. 1662, 1709 and 
1826 set technical rules and recommendations for the design of 
hybrid AC/DC shipboard electrical systems. Among these, 
Zonal Electrical Distribution Systems (ZEDS) are considered a 
next technological evolution, as they provide optimal power 
sharing (and energy storage) along with high reliability.

The paper is organized in sections: 1. energy specifications 
of new electric ships/platforms endowed with ZEDS; 
recommended design of ZEDS, mostly focused on relevant 
integration issues such as 2. voltage/power controls and 3. 
protections for DC faults and electrical safety.

Index Terms — IEEE Standards, Power Electronics, Marine 
Power Systems, Zonal Electrical Distribution Systems

I. INTRODUCTION

Competition in the marine sector imposes changes in the 
ships power systems. In particular, in the modern integrated 
power and energy systems the density of power electronics 
converters is continuously increasing. As an example, in actual 
large ships with electrical propulsion and AC distribution up to 
85% of power is delivered to users through power electronics 
converters. This rate increases up to 100% in the case of 
integrated DC distribution systems. In this regard, Zonal 
Electrical Distribution Systems (ZEDS) are the most advanced 
ones. They can be structured in a modular way in order to 
provide optimal power sharing (power is controlled and 
exchanged between zones) in a reliable way (disturbances 
cannot propagate between electrical zones as they are 
decoupled by power electronic converters). In ZEDS 
architecture, power system dynamic response to load 
variations, generation variations, and reconfigurations (in 
general “transient disturbances”) is given by power converters 
coordinated behavior, which depends on: 1) ZEDS control 
system architecture (normal operations), and 2) ZEDS 
protections (including conventional and static devices) 
intervention characteristics (fault operations). ZEDS 
coordinated control system (e.g. voltage control, power sharing, 
etc.) behavior depends on different design choices: a)

Hierarchical control, b) ICT (Information and Communications 
Technology) infrastructure for controlling the DC grid, c) Filters, 
in relation to power quality requirements & system stability, and 
d) Control dynamics. On the other hand, ZEDS fault protection
affects both the system and the personnel’s safety. Therefore, a 
comprehensive fault management approach must consider both
these issues, which are naturally intertwined.

This paper reviews the context of control system 
architectures and fault protection capabilities of ZEDS on ships, 
with particular reference to complex electric ships and oil 
platforms. IEEE Standards applicable to ZEDS control and 
protection systems design and evaluation are considered, 
making precise references to technical sources and 
applications, to provide a comprehensive technical framework.

II. EXISTING IEEE STANDARD AND ZEDS
DESIGN GUIDELINES ABOUT 

VOLTAGE/POWER CONTROLS

This Section is aimed at defining the practical engineering 
“guidelines” for designing voltage/power controls on Zonal 
Electrical Distribution Systems (ZEDS). Such recommended 
practices on ZEDS control are obtained by consulting several 
IEEE Standards (1709, 1662, 1676, and 1826). In the following, 
each Standard will be reviewed in regards to the onboard DC 
voltage/power control. Moreover, the paramount concepts of 
DC microgrid and ZEDS are here given, to provide additional 
remarks on the management of complex energy vessels.

A. IEEE Std 1709-2018

This standard [1] provides the Recommended Practice for 1 
kV to 35 kV Medium-Voltage DC Power Systems on Ships. 
Therefore, it constitutes the first source to be considered for 
designing onboard control systems and setting related 
requirements. As expressed in the title, the standard discusses 
Medium Voltage DC distribution systems, where the fast 
switching of newest power converters guarantees an 
improvement of power flows, especially during transient and 
emergency conditions. This aspect is the first to be taken into 
account when discussing about the control of MVDC systems. 
Secondly, the communication among all power sources and 
loads allows to optimize the power flow, while maximizing the 
continuity-of- service. Thus, fast switching and communication 
enable the control performance improvement.
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Fig. 1 MVDC voltage tolerances worst case envelope [1],

For what concerns voltage control, Fig. 1 provides the worst- 
case envelope for MVDC voltage tolerances. This curve 
deserves attention, because it is the base on which the onboard 
voltage control has to be designed. Particularly, the dynamics 
requirements can be defined in accordance with the last graph, 
therefore a properly controlled power converter should ensure 
an output voltage transient within the highlighted limits. In this 
regard, it is important to highlight the definition of Power Quality 
(PQ), which is the compliance with specified voltage tolerances 
(Fig. 1) and voltage ripple (i.e. RMS value smaller than 5% per 
unit considering also load-induced noise). Besides the above
depicted conventional requirements, the power converters 
control has to be designed for assuring both small and large 
system stability, using either time or frequency domain criteria 
for providing its assessment. Moreover, it is important to 
remember the destabilizing effect of high-bandwidth Constant 
Power Loads (CPLs), whose presence can impair the system 
stability. In the last years, several studies have been proposed 
for analyzing the CPL behavior [2]-[3], whereas others have 
suggested control techniques for restoring a stable behavior 
after a perturbation [4]-[6], Taking into account the importance 
of system stability, the IEEE Std 1709 [1] suggests the following 
steps for its assessment: a) identify operating points where 
small-signal stability is to be maintained; b) define a stability 
metric; c) develop a time-domain model for the MVDC power 
system; d) define steady-state operating conditions and 
operating points; e) build a linearized Average Value Model for 
the selected operating conditions; f) build time-domain 
simulations for testing small/large perturbations; and g) review 
system dynamic response.

Another important control in a shipboard power system is the 
one aimed at managing the onboard power [1], During normal 
operating conditions, such a control system is able to properly 
configure the power system for guaranteeing the balance 
among used and produced energy. This, and the consequent 
power sharing among the sources, can be ensured in two 
different ways: 1) coordinated voltage/current control, 2) droop 
control. In the first case, a single power converter on the 
generating side is committed to imposing the DC bus voltage, 
whereas the other generating converters regulate the DC 
currents. Instead, in the second case a conventional droop 
function can be implemented to share the power among 
sources, by means of proper resistive coefficients set in the DC

voltage control loop of each generating system. In critical 
conditions, the Energy Storage Systems (ESSs) can support 
the shipboard grid during power imbalances or generators over
speed. The ESSs can work independently or in coordination 
with the Power Management System (PMS). The latter plays a 
crucial role in case of interruptions, where the dynamics for 
controlling the power is of paramount importance, both in short
term (few seconds) and long-term (minutes or more) 
interruptions. Finally, the loads can be voluntarily disconnected 
(i.e. load shedding) for restoring the onboard power availability.

As a matter of fact, the complexity of MVDC power systems 
(IEEE Std 1709) leads towards the installation of smart power 
electronics systems, like Power Electronics Building Blocks 
(PEBBs) [7]-[9]. The following subsections are therefore 
addressed in explaining the PEBBs control architectures (IEEE 
Std 1662 and 1676), whilst their application on ZEDS will be 
described by means of the IEEE Std 1826.

B. IEEE Std 1662-2016 and IEEE Std 1676-2010

The Power Electronics Building Blocks (PEBBs) are 
recognized as actuators [7]-[9] for achieving the voltage/power 
controls on ZEDS. During last years, a great effort has been 
spent in defining PEBBs. Their main characteristics are 
reported in IEEE Std 1662-2016 [10] (Recommended Practice 
for the Design and Application of Power Electronics in Electrical 
Power Systems) and in IEEE Std 1676-2010 [11] (Guide for 
Control Architecture for High Power Electronics (1 MW and 
Greater) Used in Electric Power Transmission and Distribution 
Systems). In detail, a PEBB is not only an electronics actuator 
but also it represents a wider concept, whose hierarchical 
architecture is shown in Fig. 2. In this scheme, it is possible to 
observe the main elements (left side) constituting a PEBB 
together with the control layers (right side). Moreover, the 
important interface to protection is also highlighted. Regarding 
the elements, several blocks can be pointed out: power 
converter, measurement equipment, A/D-D/A blocks, 
modulator, switching logic, protections and so on. The PEBB 
hierarchical structure is particularized in the following for 
understanding the control capability [10]-[11].

1) System Control layer (Sys): The upmost layer is
responsible for determining the operating mode (thus system 
mission and power electronics duties) by receiving status 
information and sending control loop settings. For this layer, the 
suggested time constant is higher than 10 ms, while the 
asynchronous communication with lower layers is obtained by 
fiber optic Ethernet (TCP/IP protocols).

2) Application Control layer (App): For fulfilling the system
mission, App layer manages (time constant from 1 ms to 1 s) 
the Converter Control layers, which are conveniently regulated 
for behaving as equivalent devices (i.e. controlled current 
source or controlled voltage source). Among several 
subsystems, two are the most important: reference signal 
generator and DC voltage controller. By receiving
measurements/synchronization signals from the layers below, 
the former provides a current reference (as example 12 kHz 
could be a sampling frequency), whilst the latter is a PI 
controller for feedback regulating the DC bus (1.2 kHz the 
resulting sampling frequency of the previous example).
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Fig. 2 PEBB hierarchical control architecture [11].

Fig. 3 DC microgrid hierarchical control architecture [14].

3) Converter control layer (Cnv): The feedback control is 
the main task of Cnv layer, which operates with a time constant 
of 10 ps-1 ms. To this aim, the layer provides functions like 
Phase Locked Loop, filtering of current current/voltage 
measurement, voltage transformation, and converter current 
regulation by tracking the references generated in App layer. 
The boundary between App/Cnv layers is defined by the control 
subsystems capable of enabling the equivalent behavior 
(current/voltage source) of power converters.

4) Switching Control layer (Swt): The Swt behaves as an
interface between the control/hardware sections. Particularly, it 
provides the functions of modulation, switching logic, dead time 
generation, and diagnosis. The structure and the functionality of 
Swt layer are strictly related to the power converter topology.

Regarding the time constant, a range from 1 ps to 10 ps is 
suggested by the IEEE Std 1662 and 1676 [10]-[11],

5) Hardware control layer (Hwr): This layer is
characterized by the lowest time constant, i.e. from 0.1 ps to 1 
ps. Hwr layer is therefore responsible of directly supervising the 
power devices. To this aim, several are the functionalities to be 
applied: gating, galvanic isolation, safe commutation, limits of 
di/dt-dv/dt, and first level protections.

C. Hierarchical control of DC microgrids:

In the last years, the DC technology has been suggested also
for microgrids [12]-[13], leading to the proposal of a second 
hierarchical control architecture [14]-[15]. In this regard, the Fig. 
3 structure is advisable for the innate decoupling functionality 
between the control layers. According to the authors, the control 
of ZEDS can be improved by taking into account the knowledge 
gained in DC microgrids branch. Particularly, the Fig. 3 
structure has four different layers. Starting from the highest, the 
extended tertiary control is involved in achieving business 
benefits, which are paramount in land DC microgrids. The 
tertiary control layer guarantees the desired power flow 
between the external grid and the microgrid. The secondary 
level ensures the correspondence with PQ requirements, whilst 
the primary level is aimed at assuring the system stability and 
performing the power sharing (i.e. voltage droop functionality). 
Finally, at the physical level the main control loops 
(voltage/current) are responsible for managing each power 
converter of the DC microgrid.

D. IEEE Std 1826-2012

The Std 1826 [16] is concerned with the Power Electronics 
Open System Interfaces in Zonal Electrical Distribution Systems 
Rated Above 100 kW. Such a standard constitutes the natural 
transition of the previous concepts (IEEE Std 1676 and 1662) 
towards the ZEDS architecture. Additional remarks are part of a 
publication about standards in electrical ships [17],
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1) ZEDS at a glance: As a part of a large power system,
the ZEDS is aimed at supplying a group of loads. As shown in 
Fig. 4, a ZEDS (red box) and its loads represent a Zone (blue 
box), whereas one or more external power systems (or other 
Zones) are connected to the Zone thanks to a limited number of 
power/control interfaces. A well-designed ZEDS is able to avoid 
the propagation of faults outside itself, while guaranteeing 
specific Power Quality (PQ) and Quality of Service (QoS) to the 
loads exclusively supplied by the zonal distribution. The ZEDS 
is configured as a linking block among different power systems, 
thus its main components are power converters, controls and 
cables for delivering the desired power. Thus, energy storage 
and generation systems are considered as parts of a ZEDS 
only if the islanded operation is requested. By considering the 
Fig. 4 structure, this distribution proves to be convenient for 
shipboard power systems, being it able to offer redundancy, 
reconfigurability, fault resilience and high efficiency. For better 
understanding the ZEDS capabilities, the system elements 
shown in Fig. 4 are described hereinafter.

2) Zonal distribution system elements: The first element to
be cited is the external-to-bus conversion block, which 
manages the power flow (between external interface and in
zone distribution bus) and prevents fault propagation (from/to 
the external interface). A similar role is the one played by the in
zone distribution bus, which has to guarantee the proper power 
exchange among several subsystems (i.e. external-to-bus 
conversion, in-zone energy storage, in-zone generation, and 
bus-to-internal conversion). Then, high PQ/QoS requirements 
may be enforced by the in-zone energy storage system action. 
The electrical energy of a ZEDS can be also provided by an in
zone generation element, which basically transforms fuel 
chemical energy into mechanical then electrical. The bus-to- 
internal conversion element transforms the input electrical 
power into an output supply having the characteristics (type, 
PQ, QoS) demanded by end-use devices and/or distribution 
panels. Moreover, the conversion system protects the 
distribution panels from faults originated into them, end-use 
devices, and connected power cables. Finally, the distribution

panel is an additional interface towards the final devices (i.e. 
tasks similar to bus-to-internal conversion blocks), whereas the 
end-use device is usually an electrical load, but it can possibly 
be a source.

3) Power interfaces & Control power: The different
elements previously described are to be connected through 
power electronics interfaces that must ensure electrical supply 
in accordance to IEEE Std and I EC rules (for AC and DC 
systems). At the same time, they must assure no power- 
interruption during the transition from one interface to another 
one. The embedded control system is managed by the so- 
called “control power”, which is also involved in communicating 
with external networks and operating bus isolation (by means of 
devices/switches action). Once both the ZEDS structure and 
the actions of “power interfaces & control power” [16] have 
been determined, significant attention is to be paid to the 
control functional layers to enable the zonal distribution. In this 
regard, the three control functional layers depicted in Fig. 5 are 
explained in the following.

External Power System or other Zone

External Power System or other Zone

Fig. 4 Concepts of ZEDS and Zone [16].

Fig. 5 ZEDS hierarchical control architecture [16],
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Fig. 6 ZEDS hierarchical control bandwidths.

a) Multi-zone control: In the hierarchical ZEDS
control structure, this layer covers the highest position. It directs 
the layer below (Zonal control) in order to coordinate the overall 
system mission and the duties of each zone/group. In some 
way, this layer corresponds to the Sys layer of the PEBB 
structure (Fig. 2), whilst the advisable time constant should be 
above 100 ms.

b) Zonal control: Similarly to the previous layer,
also this one has the task of managing the layer below (in-zone 
control), through a hierarchical control structure. The zonal 
control is responsible for imposing the zone mission while 
providing important functionalities: /) energy flow control at a 
zone boundary, ii) management of faults (i.e. detection, 
isolation, and reconfiguration), Hi) inter-zonal coordination, iv) 
health/status of system control layer, v) HMI. For this control 
layer the time constant lower limit is ten time smaller than the 
previous one, so 10 ms.

c) In-zone control: The in-zone control is the key
layer devoted in controlling the power electronics components. 
These ones are essentially involved in zonal sources-loads, and 
energy conversion. Moreover, power flow management, HMI, 
and fault detection are also accomplished in this layer, whose 
control time constant is smaller than 10 ms.

4) Interface communication: Focusing on the interfaces
between the three layers, an important consideration is related 
to the communication issue. Both Zonal and In-Zone control 
layer are indeed designed taking into account the need of a 
digital communication link to other supervisory control systems 
located in/out of the zone. This link is aimed at transmitting 
status information/commands from/to the upper/lower layer. For 
example, the power converters command is conveyed through 
this digital link.

5) ZEDS control bandwidths: The time constants [16]
shown in Fig. 5 can be rearranged for establishing the control 
bandwidths at the basis of the hierarchical system coordination. 
For defining such control bandwidths, the first order hypothesis 
can be done assuming that the controlled variables evolve by 
following a first order behavior. Although this consideration 
could appear strong, actually it is a good starting point for 
performing a hierarchical control. By considering the first order 
assumption thus mathematically inverting the time constants, 
the control bandwidths can be found in Fig. 6. As made evident 
by the graph, the position of bandwidths underlines a not 
complete decoupling between control loops. As well known, this 
feature is usually appreciated in hierarchical control structure. 
For guaranteeing decoupling in ZEDS control, a convenient 
repositioning compliant with the standard could foresee a multi
Zone control bandwidth equal to 5 rad/s, whereas Zonal and In-

Zone bandwidths should be respectively 50 and 500 rad/s. In 
Fig. 6, red lines highlight these suggested values, whilst black 
arrows represent the standard limits.

III. EXISTING IEEE STANDARD AND ZEDS
DESIGN GUIDELINES ABOUT DC FAULTS AND

ELECTRICAL SAFETY

The dangers related to faults in electrical systems can be 
classified in hazards for the system (e.g. equipment damage) 
and hazards for the people (i.e. electrical safety). The former 
are related to currents or voltages exceeding the equipment 
maximum ratings, while the latter are caused either by the 
presence of harmful voltages on non-current-carrying metallic 
parts (e.g. touch voltages), or by arc related hazards (e.g. high 
temperatures, or ejection of hot fused materials and gases). 
Clearly, these two hazard classes are to be considered as 
intertwined, due to the extreme variability in both faults and 
system design. Moreover, the protective means used to cope 
with one class can affect the other, increasing the hazard 
management complexity. Consequently, the designer has to 
carefully evaluate the best compromise among the reduction of 
hazards for both the system and the people, the technical 
feasibility, the costs, and the applicable regulations.

To aid designers in manage faults and electrical safety 
hazards in DC ZEDSs, in this section are presented the most 
relevant recommendations from Technical Standards, 
highlighting the available degrees of freedom in design and the 
actual critical points. Moreover, the technologies available at 
present for protecting DC ZEDS, as well as their pros and cons, 
are depicted, to provide a complete overview on this topic. For 
the sake of simplicity, in the following the rail-to-rail faults and 
electrical arcing are discussed in DC faults protection section 
due to their common features (high currents, little effect on 
grounding potential). Conversely, ground faults are discussed in 
the electrical safety section due to their relation with touch 
voltages.

A. Designing DC ZEDS, the issue of DC faults protection and
electrical safety

In general, protection in DC power systems is more complex 
than in AC, due to the following peculiarities: /) lack of current 
zero crossing; ii) presence of energy storing components; /'/'/) 
fast and severe current transients; and iv) fault behavior 
dependence on converter topology and system grounding. 
Some of these challenging aspects are strictly related to the 
actual DC power system paradigm, which exploits power 
electronics. The converters operation depends on their control 
systems, which affect fault behavior in both positive and 
negative ways. For example, a converter supplying a rail-to-rail 
fault limits the fault current to a value near to the rated current, 
thus avoiding damages, while at the same time impairing the 
fault localization.

The presence of energy storing components in a DC system, 
like inductors and capacitors, is needed to build filtering stages, 
thus allowing complying with the PQ requirements. At the same 
time, filters deeply affect fault transients. In fact, the first fault 
current transient is caused by capacitors discharge, which have 
low longitudinal impedance and thus lead to high magnitude 
currents with very short rise times. Conversely, inductors can 
worsen arc faults issues, making the fault current interruption 
more difficult.
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Both grounding and converter topology affect fault current 
path, complicating its determination. Moreover, the latter issue 
is worsened by the significant number of configurations a ZEDS 
can have. Finally, galvanic isolation in interface converters 
(between different zones and between them and AC supply) 
and filters with ground connections can increase complexity too.

Arc faults are recognized as a critical issue for High Voltage 
DC systems. At present, there is a lack of universally 
recognized practice to assess their effects. However, being the 
related hazards similar to the ones present in AC systems, it 
can be supposed that the protection approach can follow the 
same base concepts (e.g. arc detectors and reinforced 
switchboards).

Concerning touch voltages, the grounding of both AC and DC 
supplies and loads are relevant, as well as converter topologies 
and the presence of galvanic isolation. However, in marine 
systems the natural bonding and grounding provided by the hull 
can be beneficial in this regard, due to the additional bonding 
path that is always at ground reference voltage. Conversely, 
issues can arise at interfaces among hull and external masses 
in specific conditions, like at hull/water interface during ground 
faults in shore connection operation [18].

B. Recommendations from Standards regarding DC faults
and electrical safety

At present, a comprehensive short-circuit fault management 
framework within DC ZEDS is lacking. Though, the IEEE Std 
1709 [1], 1826 [16], and 1662 [10] are relevant to the topic, 
while some indications regarding faults and electrical safety can 
be also found in: IEEE Std 1628 (“IEEE Recommended 
Practice for Maintenance of DC Overhead Contact Systems for 
Transit Systems”); IEEE Std 1100 (“IEEE Recommended 
Practice for Powering and Grounding Electronic Equipment”); 
and IEEE Std 142 (“IEEE Recommended Practice for 
Grounding of Industrial and Commercial Power Systems”). In 
the following, a summary of the recommendations from the 
three main IEEE Standards concerning DC faults and electrical 
safety are given.

In general, the Standards 1709 and 1826 are aimed at 
defining recommendations at system level, while 1662 is 
focused on component level. Moreover, 1826 is more 
conceptual, while 1709 and 1662 are more practical oriented.

For what concerns grounding, 1709 recommends High 
Resistance Grounding (HRG) or solid grounded middle point. In 
1662, HRG is defined as a necessity when the voltage rises 
(above 1kV), but in general the grounding selection is left to the 
designer. Indeed, 1662 states that Power Electronics (PE) to be 
installed in existing facilities have upstream grounding already 
defined, but PE input grounding could be managed at will if an 
input transformer is used. Conversely, downstream grounding 
is a free choice, if the downstream equipment works correctly. 
In 1662 -  Annex B “Power Electronics in marine power 
systems”, the HRG with two resistors is recommended for 
marine DC applications. Existing practices for DC grounding are 
also depicted in IEEE Std 45,142, 1100, and in I EC 60092.

Regarding bonding, Std 1662 recommends a solidly 
grounded one to provide a low impedance return path in case 
of ground faults, thus lowering touch voltages. This is not 
specifically recalled in Std 1709, where it is only mentioned to 
take into account and comply with existing touch voltage limits. 
However, when discussing the first grounding option in Std 
1709, a mention about metal bodies grounding is made. In fact,

in ungrounded systems the connection of all metal bodies to the 
ground is recommended for safety purposes.

The use of galvanic isolation is recommended by both 1709 
and 1662, either by means of AC side transformers or by 
means of isolated converters. The Std 1826 specifically refers 
to Std 1662 in this regard.

The general protective functions are specified in Std 1826 for 
interface converters, and some of these are recalled in 1709 
and 1662 standards: current limitation; time-limited current 
withstanding capability; catastrophic failure due to overcurrent 
events prevention; maintenance lockout or bypass; load break 
capability at input-output; self-monitoring and protection; and 
internal energy discharge. In addition, Std 1826 specifies that 
interfaces must prevent fault propagation from downstream to 
upstream and vice versa. Regarding these functions, a single 
component can provide one or more of them, protective ones 
included, depending on the control algorithm application. This 
concept is recalled also in Std 1709. Equipment dedicated 
solely to protection function (e.g. Circuit Breakers - CBs) is also 
considered by standards. However, as 1709 recommends, all 
the converters should participate in fault clearing with proper 
coordination with the other elements.

In Std 1826 a set of control functions for interface converters 
are defined, which impacts also on faults and electrical safety: 
monitoring; information exchange; control; and protection. Both 
the Zonal and In-zone control layers are relevant: the former 
must provide coordination for fault-detection, isolation, and 
reconfiguration, while the latter must provide autonomous fault 
detection, isolation, and reconfiguration in coordination with the 
zonal controller. In this regard, 1662 specify some additional 
functions that have to be integrated in the PE (interfaces 
included): overcurrent protection, short circuit protection, fault 
protection and stored energy and reverse current protection. 
Particular requirements are the ones regarding short-circuit, 
which imply the capability of managing the fault current for 
system protection and provide fault-current-limiting feature. The 
PE should also protect surrounding environment and personnel 
by automatically shutting down before the current reaches a 
fatal level, de-energizing its output and isolating itself from the 
system. All the stored energy has to be dissipated upon de
energization.

Regarding specific protective equipment, the Std 1709 
recommends avoiding fuses for protecting the main MVDC 
buses, while they can still be used for other purposes, like 
backup protection or PE internal fault protection. The latter 
function is specifically recalled in Std 1662. In addition to this, 
Std 1709 recommends using differential-type protections in 
place of over-current ones, to overcome the issue given by the 
inherent current limitation performed by the PE.

Some general requirements (present also in conventional AC 
systems) still apply in DC. These are recalled throughout all the 
standards: isolation upon disconnection; safety locks and 
interlocks for personnel safety during maintenance; protection 
from direct contact with conductive parts; and arc-fault 
protection (by means of proper grounding, enclosures, and 
other means such as arc sensors).

Regarding insulating systems, Std 1709 specify some 
requirements for avoiding premature failures, e.g. taking into 
account the presence of high frequency current components 
and voltage deviation during faults. The IEEE Std 1580-2001 for 
DC cables and insulated bus pipes still apply.

Both Std 1709 and 1662 specify the recommended studies 
and analyses to be performed in order to both assure the
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compliancy with the requirements and demonstrate the design 
correctness. In particular, both Standards state that modeling 
and simulation play a key role in the design and testing 
processes, due to the peculiarities of modern DC systems.

Finally, in both 1709 and 1662 specific recommendations 
regarding design for safety are present. The aim is to overcome 
the actual absence of international guidelines for safety in DC 
systems above 3kV and the presence of several different local 
rules for the lower voltages. Reference is made to IEEE Std 
1628 and to MIL-HDBK-1025/10. Uncovered issues, like touch 
voltages during faults, are to be properly considered during 
system design and equipment layout.

C. Practical issues for protection

The presence of a number of factors affecting fault behavior 
makes the fault management of DC ZEDS a complex issue. 
There are several methods, techniques, and components that 
can be used for defining it (e.g. refer to [19]-[23]), but these are 
outside the scope of this paper However, some general issues 
and requirements need to be considered.

1) Current sensor requirements: To provide the protection
function, information from current sensors is needed. The 
sensors can be integrated either into converters or breakers, or 
be standalone components. Given the DC fault peculiarities, the 
most significant requirement is the capability to accurately 
measure fast transients of high magnitude currents. Several 
current sensors can be used, such as current transformers, Hall 
Effect sensors, shunt resistances, and Rogowski Coils. Their 
pros and cons are shown in TABLE I [19]. Among the 
considered sensors, the Rogowski coil seems to be the most 
suitable one. However, it requires an integrator to provide the 
current value starting from the voltage induced on the coil, 
which in turn needs to be designed for the specific application. 
Moreover, Rogowski coils cannot measure steady state DC 
currents. In this regard, it may be useful to install in the system 
different type of sensors, aimed at separately provide data in 
normal and fault conditions. This is naturally achieved when 
implementing protection trough solid state CBs. Indeed, circuit 
breakers have their dedicated current sensors for fault 
detection, while converters have their integrated ones for 
normal operation.

2) Data acquisition and management, and computational
power requirements: As above-mentioned, the first transient in 
DC fault currents is fast and has a high magnitude, caused by 
the filters’ capacitors discharge. After the first current pulse, a 
steady state fault current supplied by the power sources flows 
through the interface converters. To limit the damage to the 
system components, the best approach is to intervene before 
the first transient reaches its maximum. Thus, fault detection 
and isolation actions must be completed in a very short time 
(e.g. in less than a couple of milliseconds). This time is at least 
one order of magnitude lower in respect to what is actually 
achieved in AC systems. While the simple current interruption 
can be achieved in such a short timeframe (e.g. solid state CBs 
can intervene in microseconds), in the same time it is also 
required to perform other tasks. For example, 
measurements/calculations needed to detect, locate, and 
isolate the fault, as well as storing the data for the post-fault 
reconfiguration activity. Thus, a fault management system 
requires significant data acquisition, storing, and 
communication resources, plus adequate computational power.

Cost Medium Very low High Low

Linearity Fair Very
good Poor Very good

High current 
measurement Good Very Good Very good

capability poor

Power
consumption Low High Medium Low

Current
saturation Yes No Yes No

issue
Output 

variation with Low Medium High Very
lowtemperature

DC offset 
issue No Yes Yes No

Saturation &
Hysteresis Yes No Yes No

issues

3) Selectivity and coordination challenges: The isolation of
the faulted element is accomplished through the intervention of 
a proper set of breakers and/or disconnectors, acting at the 
boundary of the section to be isolated. The goal is to detach the 
smallest power system section containing the faulted element. 
The definition of the boundary can be achieved by means of 
different techniques, exploiting either a concentrated approach, 
a distributed one, or a mixed one. Regarding the distributed 
approach, it clearly needs proper selectivity and coordination 
among protective relays. In AC systems, this approach is 
applied by means of the definition of current/time triggers for 
each device, possibly aided by directional relays interlock. 
However, in DC ZEDS selectivity and coordination are more 
challenging. In fact, the fast current transient makes selectivity 
through time delays nearly unfeasible (the tens to hundreds of 
milliseconds delays used in AC are clearly too much for DC 
applications), while the system’s low impedance makes it 
difficult to define selectivity through current thresholds only. A 
possible solution is the use of differential or zone-based 
directional relays, coupled with fast logical signal exchange with 
neighbor breakers to create suitable interlocks [21]. Conversely, 
the no-load disconnectors rely on trigger signals coming from 
the related converters, which can already exploit directional 
current sensing capability in their normal operation. Concerning 
the concentrated approach, it is based on a main control 
system that defines the proper set of devices to be opened in 
order to isolate the fault, based on the data provided by the 
several sensors installed in the power system. The presence of 
a single control system allows to easily define the optimal 
isolation boundary, as well as to properly coordinate the 
breakers/disconnectors opening. Moreover, in case of a fault in 
a breaker/disconnector, the concentrated approach is able to 
define a new optimal isolation boundary, while the distributed 
one can lead to a wider power outage. Due to the need of data 
exchange and boundary calculation, the concentrated approach
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presents also the above-mentioned class of challenges (“Data 
acquisition and management, and computational power 
requirements”). Moreover, a fault in the concentrated control 
system or in data acquisition and exchange systems is critical, 
thus leading to the need of a simpler fallback system. The latter 
can be achieved through a simplified distributed system, thus 
favoring system safety in place of an accurate selectivity.

4) Standardization and interoperability: In AC systems
there are several standards and requirements regarding the 
components that can be integrated into a power system. These 
allow the producers to design, build, and sell equipment that is 
guaranteed to correctly operate when installed in a power 
system designed following the standards. At present, the 
regulatory framework for the DC systems is still in its infancy, 
thus causing serious gaps in interoperability among different 
equipment (fault management included). In this regard, several 
groups are currently working towards defining new Standards, 
codes, and regulations regarding DC systems, eventually 
leading to the improvement of standardization and 
interoperability in this technical area. This will not only ease the 
work of the designers, but also cut costs in equipment 
supplying.

D. Electrical safety in DC systems.

The electrical safety is achieved through a set of 
organizational measures and technical means, aimed at 
preventing hazards for people related with the use of electricity. 
Excluding the dangers due to electrical arcing, the most 
significant electrical safety issues are caused by direct and 
indirect contacts. The former concerns the contact of people 
with current carrying parts, while the latter regards the presence 
of harmful voltages on non-current carrying metallic parts 
(commonly due to a ground fault).

The protection from direct contacts does not present 
particular issues in DC, being it possible to apply the well- 
known insulation and physical separation concepts. However, 
there are open challenges for DC insulating systems life, 
related to the electrical and thermal ageing caused by currents 
with high frequency content [24],

For what concerns indirect contacts, these are commonly 
managed through grounding and protection coordination. In this 
regard, a safety curve for DC systems is already present in 
actual standards and regulations. However, an issue can arise 
in relation to the place in which the ground fault happens. In 
fact, the time/current and time/voltage safety curves are defined 
in systems with undisturbed DC voltages, while modern 
systems have power electronics working with high frequency 
commutation. While the DC voltage on buses can be 
considered as an undisturbed one thanks to the filters 
presence, the converters output present a highly varying 
waveform. If such a distorted voltage is applied to a person 
(due to a ground fault), the compliancy with DC voltage/time (or 
current/time) safety curves may be insufficient to guarantee its 
safety. Being it impossible to define new safety curves for each 
combination of voltage, switching frequency, and waveform, the 
best solution lies in reducing the extension of the critical 
sections (i.e. installing the filters as close as possible to the 
converters). The possibility of having a fault that origin in these 
sections is therefore reduced, thus removing this issue.

Regarding the system grounding, both the Std 1709 and 
1662 recommend the High Resistance Grounding for marine

systems. In particular, the latter recommends the two resistor 
grounding arrangement, due to the possible installation of 
converters lacking an accessible central neutral point. This is 
reasonable because it allows attaining the advantages of 
ungrounded systems (frequently used in marine sector in LV 
systems), while at the same time avoiding the voltage deviation 
during normal operation. However, during ground faults the 
non-faulted rail reaches the full DC voltage, thus requiring a 
proper insulating system design. Moreover, the resistors 
introduce additional losses, due to the current they drain from 
the buses towards the ground. These losses can be limited by 
using high resistance values (in the MQ order of magnitude
[25]). A proper design of their cooling system is still needed, to 
avoid premature ageing and related faults. An additional 
advantage in the two resistor HRG in terms of electrical safety 
is the simple detection of ground-faults. Indeed, it is possible to 
sense the variations in the currents flowing through the resistors 
by means of current sensors with differential relays. This is 
simpler than the insulation measurement systems needed in 
AC ungrounded systems. Converters can also be used to 
provide ground fault detection, either through already present 
sensors or by means of additional ones.

The Std 1662 recommends using galvanic isolation in the PE 
that work as an interfaces among zones, which is also 
beneficial for electric safety. Indeed, galvanic isolation allows 
considering each subsection as a separate system, whit related 
benefits in its design. Conversely, if non-isolated converters are 
used, the ground fault behavior depends on both sides 
grounding, thus leading to several possible cases. An example 
of such an eventuality is given in [26]. However, if the system 
has a significant power level, thus requiring HV generators (> 
1kV in marine sector), the connection of their neutral point to 
ground with a properly sized high value resistance is required. 
This has the additional benefit of making it possible to detect 
ground-faults in the non-isolated downstream section by means 
of a single current sensor on the generator grounding resistor. 
Thus, it is possible to cut costs at the price of lowering the 
localization accuracy (it is not possible to detect which of the 
two DC rails is faulted).

In contrast to what happens with rail-to-rail faults, the action 
following a ground fault (i.e. de-energization or continued 
operation) affects also electrical safety. In general, if the 
resulting touch voltages are below the safety curve limits, the 
system can continue to operate and the fault can be repaired at 
the most suitable time. Otherwise, the faulted section needs to 
be de-energized in accordance with the safety curve time limits.

E. Final comments about protection and electrical safety.

Considering all the information depicted above, it is clear that 
at present a coherent framework for designing DC ZEDS 
protection is lacking. However, useful recommendations can be 
found in different Technical Standards, while several topics are 
covered in already present AC systems ones. As a summary, 
taking into account all the Standards above analyzed, the 
following points constitute the actual recommended practice:

a) High Resistance Grounding with two resistors, one for
each rail. (Like in actual HV marine AC systems.)

b) Use of galvanic isolated power electronics converters as
much as possible. (To avoid fault current paths flowing
through different zones, thus easing the protection and
grounding definition, and improving electrical safety.)
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c) Solidly grounded bonding for all the non-current carrying
metallic parts. (Naturally achieved in marine systems
thanks to the hull mounting equipment.)

d) Design through modeling and simulation tools for
protections and electrical safety, allowing developing
information not available at present.

e) Demonstration of the design correctness to stakeholders
through modeling, simulation, and tests.

A couple of other comments can be given. First, all the 
Standards are in accordance for what concerns the required 
protective functions, but their specific implementation is up to 
the designer. Second, fuses are not recommended for system 
protection, but they can be used for protecting component or 
feeders. Consequently, protective functions have to be 
integrated into converters, or provided by dedicated devices. 
Third, Std 1709 recommendation about using differential-type 
protections in place of overcurrent ones may or may not be 
applicable depending on the specific ZEDS operation concept. 
In fact, radial operated ZEDS using the zonal architecture to 
provide reconfiguration options only can successfully use 
overcurrent protection. Anyhow, the latter are to be integrated in 
all the ZEDS, in order to protect the PE, manage faults in 
downstream radial sections, and as a fallback system. Finally, 
although Standards lack specific recommendations for some 
topics, they suggest general practices that are similar to the 
ones given for AC systems, electrical safety ones included.

Overall, the issue of correctly design DC ZEDS actually has 
not a single solution, due to the system complexity and the wide 
range of different possible cases that can arise in a real system. 
However, at present several Regulatory bodies and 
Classification societies have tackled the issue of defining rules 
and regulation for the correct design of DC systems onboard 
ships. Therefore, in the next years a more clear vision on these 
topics is foreseen, also thanks to the amount of research work 
that both academic and industry is putting into this topic.

IV. CONCLUSIONS

The paper provided a comprehensive review of applicable 
IEEE Standards about the topics of control system architectures 
and fault protection capabilities of ZEDS in marine systems.

As it is clear from the above discussion, at present the design 
of DC ZEDS is not a straightforward task. The Standards 
provide useful insights, but there are several gray areas and 
topics whose analysis is not sufficiently deepened to give 
specific indications to a designer. These issues will gradually 
disappear, given the work that is actually done by both 
researchers and Regulatory Bodies in this regard.

However, another issue for the industry remains open, which 
is the DC ZEDS qualification. In fact, it is needed to confirm the 
adequacy of the equipment to perform its function (or functions) 
over the expected range of operational conditions, which could 
include any combination of normal, abnormal, events or in
service test conditions. This is obviously an issue, given the 
lack of prior knowledge and experience about the operation of 
such innovative systems. Definition of qualification is different in 
every industry and generally, it is considered a subset of 
validation efforts such as described in Clause 7 of IEEE Std 
1826-2012 [16], the IEC/IEEE International Standard 60780
323-2016 - Nuclear facilities -- Electrical equipment important to 
safety -  Qualification [27] and IEEEE Std 627 Standard for 
Qualification of Equipment Used in Nuclear Facilities [28]. The 
last 2 standards were originally based on US Navy nuclear

reactors standards and were deactivated in 1970’ and 
reactivated after Fukushima Daiichi nuclear disaster.

“You have to learn from the mistakes of others. You won't live 
long enough to make them all yourself’ by Admiral Hyman G. 
Rickover.
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